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1) FRBUERIAEEE . &3, ROTTRSH =T =80 AE

Gl

2) NSEBANERALERE H Y, AT AT eSS R m Bl S =07 SRR A

R =TT Mo AR Ry | ARELRs . QB WP RESE) 2B AER, ik
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A1 BEFRATT Ul I | BEURAR R A R A AR S ) O 2 22 itk D 3T AL PR 1 ik
A, I T B R EFA TR AR 55, SEEL“ Al S R AR A A 8 B0 e

HHE o ANFRATE ER SRR R s =07 =R, FAPR 2R NG | B
AL IS T BB AR (5 R 2 4

3) WATASXISMAT R IR DN E,, WA TR, Fefil2x

[ S IR AT R Y H B8 | P (e BRI S BE s L BUME B, IFIES
N0l NGRS
4) BEHEFADI IS i e, FATa T PN U N T S The

S, BN P& FARSCIIE | $ R ERA R R AR TAS 7 W] By ZOR A bR Ak 2k g
Bl BRI il AR R AP R AR B

5) FA Tl etk TIAHEOR B G T PAIL ZOR SRR 10 A 15 B

WNFAEHER D NAEE T SRR TR AR B A B Bl
SRR, BA PREAESE R A5 AT, FRA A s RO R W s [ 3

MRIEAHSE AL S E AR, AELU M R0 R FATAT RStk | ()
PMAFER, MR EAUR BRI B -

1) 5EFR G4, EjE 25 EZ N & IR ;

2) Az e NILTE | ARG SR A I G BAEAR SR 5

3) SRR B, HHRIRIRIPA T AN 5

4) HFHE RSO AR A fir . W55 R G IEA G (H SUARMER 2 AR
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6) WNEIEATTHERRE R PRI AEE, kR e . BURE

iy

ISUASIRSE SR

g

7 ) WA IR T AT A R AT/ 1 5

8) M T4edr ey = M Bk 55 1) % AR e B T b i, Wk, abe
7 i B R 55 )AL

9) HFAIFIRIFRGE I BEEARDF LT, HIHXT MR AR TS RS
IRIEEIRI, X2 R AL 5 I AME B T A U A B 5

10) EHEALE B HAB T .

—. RATITAERR S BB AER

1A% A AEAH I

FRA St BRI MR , K v [ 5 P SO AN A A M5 B T
BN

2 {5 BAH#E R AR

— e, AT S H w5 B E O B S AME B 8k B A&
HA 5 S S RO AE — i ST RRLRAE B 1 BhBR

MFATH W EUR 55 R A IR B R EIERE, FATR LGESN . A& SHIEAGE
HAR, TEA B IH IR IR G0 A5 BB TE S A RE, IS RS 1R A
NGB WG,

3. 3RA TR Al R £ 15

A5 P 5 B R b REE, DIB IE BRI R L A4S R&

B ) Bl 7
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FA PR e PR 22 2K A 25 b e e R APt LA OR B A5 10 22 4= 1l

TR (i, SSLTLS ) | EA AL BEAETBOR R RS A5

S|

/LN O

AT L T THOAE BRI BE | AR LIRS B2 4 il , FeATT™ 4%
BRI RE BN GTER, ZORAA TR PR 55, FFATaiT,

A5 KEDNE R MERF LR, RNTMKER IR, HikZef
R, JFRMERIE A AR R 2R RO . ST REX IR 5
M LA B AT TS 2R U AR it o AT g e B A i R B T T T 2R, B4l
MG B L2 BRI

=, I EEERTAEER

UNSRAHLC DR PR BBOBR A 2R 507 W R EU D MR BRI ER | el ARSI A
Lol 55 5 B2 e R P s ANV I RS A N (R R RIAHSCIIRE, = BB AT |
PEHIRIIG . RGBT AP

FEf AR B E R Aoz ERHISE =07 e, 3T ARRRAR S

M. RTFHE=TTRA R

EAEE AR T B A R e 2 sl I =7 SRR, 5 =5 R e
FAPRAP AL LA th 28 =T Bk A AT A5

REAEAE R R R G 1 2 ul s P20 =D PRI, 35 A 4 B 52 A
AN A B ARAFT I B 253G TR ARRRATR S

B, RFRBAENGEF

BB E R SR I A BEBAE AT, ARBURAR AR, TG 24
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8 A N TR) s T A 7 A I [R)ERE SR MR 55 20 ACRERIME 3P A R U 24 7
PR ORAP A AR, 4 W B X R T BB R 5 R 90 Sl A

7N~ A5 B A0 BT

FAVOR B S I SERTAS S B BRSBTS N, FRAT] S i
B AR E A w Rt ) B S A B, HATERIRE RS , Al 14 24k
MEHCHT S A IR - . AR AR B

£, IR R ERAT

INEERA WA AR B 0], SRR SR80 I, TR R
ik 400-089-1870. ‘B 7 Ml (www.kylinos.cn ) Dh B BB 10475 1h)
aY R, ST DL i A kR R market@kylinos.cn RS TRATECR .

ZEMREG , FATS RN 2B, —RIFAT, A FMTE 15 4
THEHNGTESE .

A A B AR, RISt rp e SCRRRRRAS , DA _EAR ] 2 A
SC, LA SCRRA A

FOTEH HY . 2024411 H 28 H TR AT PR A ]

Mok s BTV R T X IR T R bl (5 2 k8 3 9% (300450 )
JEHTTTHEVE XL PR P % 9 SR RJE (100190 )
Ky EIX =—Kif 156 5 T.9kJE (410073)
EHTRIC X FE R 1028 SHKE (200030)

HiT: Kigt (022) 58955650 kit (010) 51659955 Kb (0731)

88280170 i (021) 51098866
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feH.: K (022) 58955651 Jhit (010) 62800607 Kb (0731)
88280166

i (021) 51062866
o E R www.kylinos.cn

B THEE: support@kylinos.cn
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FeRl R UL

BT S RS S 55 B R S V0 RIS R . T, MR kit i
6. SIS 1 CPU -4 . AT R B i RSB AR A, ks
R REEAMR 2 AL | 7 TS BT B R AR IR 531 .

& g,

RTMar s SEEBREE OIS, A PATHOR 5 B S R
CPU - 5 PR RGEa 2L M BIRUA TR TR A V2 5y AR TR
U1, 2 S Al , 5 LAGTIBS 5 S S5 BHRAE R % V10 7ERK CPU -4 I

SEBRRA T el AR B i
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F—E BARRLE

XM AR RS UL, IERECE . HITRI Rl CE . R A

H BB LA N AL
1.1. RGE X MERRE

FRGEHLIX T B4R ARG SS AT S 18 5 PR IO SR A SR C B e
SCASFE R & A IR P ST R B A R BN S 26 R T DL E S 4B
/etc/locale.conf B SCFalfli ] localectl w4, Ak, #AT LILEFH P KB A
HARPATIESS, TR TES 2T
1.1.1. KRG X

ARG IX T B Sl /ete/locale.conf, YRS E S5 ]5 systemd S
PERE o X ANEC B SO AT DL — I g5 B0E P dRoK, BN IR S B P d el i
HOMC SO BAnTE F AT, # X ORI /etc/locale SCAFRIBCE N AINT

LANG=de_DE.UTF-8
LC_MESSAGES=C

LC_MESSAGES BEUi g T2 Wi B B br S B SCAKS 3, AT 158 B

MEEAER 1-1 FEFUR.

% 1-1 7£/etc/locale.conf X4+ A B B I

B g
LANG feft RGN X A BRIA(E
LC_COLLATE 52 SRR (O HE P A LR
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ki SRS S S5 R RAVI0 RS L5 T
LC_CTYPE e I S 2 . s ‘
- AT PP AR, R ITA A A #E 5 =,

AT, PR T INLRZ T, TR

Jef A — B A

LC_NUMERIC A T T S et

LC_TIME T 1 H 94

LC_MESSAGES | g gnnifivs

1.1.1.1.  B/R4aikcE
Localect! fiy4- if i FRC &1 5 B A )=y, SR YArlceE, nIEHm
I
#localectl status
1.1.1.2.  BoRalHHIX 5%
R n] X e n] i F AN R A4
#localectl list-locales | grep en_

1.1.1.3. JiiEHIX
FCE R GEROAMIX, FFELL root HI P B isf7:
#localectl set-locale LANG=locale
PR DL B3 A 3 AR 7R £F LUACES locale, W) i localectl
list-locales # & A HYHILIX
1.1.2. BEERENR

SEAAT JRINC BRSO 5 AN FH P B 0 A R AU
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1.1.2.1.  B/RY4AEikcE
Localect! 4l T L E i 5 IS EERA R . WoR YarEcE, nl
T
#localectl status
1.1.2.2.  Woa] R AR RS
s ] SR AAT R 8 2 nl A AT A4
#localectl list-keymaps

1.1.2.3. [FCEEA
BC'E RGN BERLAT R, F2EL) root P B iiisdT:
#localectl set-keymap {map}

FH P ] DU &3 5 1 B A R br s £5 AU {map}, i “cz” , wldad
localectl list-keymaps tu GG R A R . Zar 2kl I TRCE X11 & H
(R S R, B --no-convert SR LR, [RIREL AT FH AR fi
A MFCE X117 A R -

#localectl set-x11-keymap cz

R AP X111 & DA 17 A B A0 R A —AE, nl LU R an iy

4

#localectl --no-convert set-x11-keymap cz

1.1.3. HALRER

AR 7 BC AR G DX RN A SR B N 2 T LB 25 28 T IRl ik n] 2%
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1.6 FREUCRAE TR 5.1 &5,
1.2. M&RIECE

1.2.1. SIEMEERE

TP %30, LA ethO Sy .

#nmcli conn add connection.id ethO-dhcp type ether

ifname ethO ipv4.method auto

Hrr “ethO-dhep” MiERERI&F, 1 LIARYE FH O T2y 4 5 fic iz fi
e 475 “ifname eth0” AECE IR O, RHEH C RN IL T R,
1.2.2. BEAMEKEE

T %3, LARI ethO Sy .

#nmcli conn add connection.id ethO-static type ether

ifname ethO0 ipv4.method manual ipv4.address

192.168.1.10/24 ipv4.gateway 192.168.1.254 ipv4.dns
192.168.1.254

Hrp “ethO-static” MEREML T, FTLIRIE A O T2 a4 i EiciZm
BERAT;  “ifname eth0” MECE IR O, MRIGKSEOIELTRRE,; IP, F
WS . X AR PG SR X 2542 T e &

1.2.3. i & DNS
I3, “Wia/etc/resolv.conf, #'& nameserver:
#IGenerated by NetworkManager

nameserver 10.1.10.1
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1.3. H¥ AR ELE

BAERGX T LA T PRI X
> SIEPESE (RTC) |, @ EAPEN B, Ba] LISy T RGeS T
1 e 5% S VIR = LT AT e
> RG], TSI B R SN AR ] o S R
TSN R GE RS, ZRGEI ] o7 T SEm 1) JA 7T
RGN A F A R — B R G — W E] (UTC ), I TR R G R X,
AR N ] 0 FH P B IS DX A LS ]
BVE R G T =Fhar ST E A BE T H , timedatectl . date Fl hwclock,
AN o0l 4454 TR H]
1.3.1. timedatect! T B fHiH
1.3.1.1.  wor5ai H A E]
i timedatect! 7] LR 21 R GesH A AL 00 0 BE A fa) B R4S B
MR 7R BRA G H NTP B[R] 20 0 RG]
#timedatectl
AR HE chrony 5 ntpd ARFSIRAAN S F 8l A timedatect] T H., g0z
SRS G EAR B, TR PATRL
#systemctl restart systemd-timedated.service
1.3.1.2.  BHHHj )

VI root H s 7 LA A ml DIAS S S HiT AT -
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#timedatectl set-time HH: MM: SS
Horp HH AR/, MM USR03, SS ARV, WP EoR . XA n
A [F)RE n] LUEE BT 2R e i i) Ay B ], ROR ST date --set Al hwclock
--systohc 7%,
RGEEOAR T EC & AL T UTC, A SRAE L T A H I [R) R 0 5 R GE ], 7522
Pl root AT Mgk .
#timedatectl set-local-rtc boolean
TSR TAHUI A, 20K boolean Bt & 4 yes(5(# vy, true, t 8(F 1),
AR UTC i), 22K boolean BL'E 4 no (## n, false, fE# 0) .
A58\ boolean 4 no,
1.3.1.3. o 4] H Y
L root FH A7 LA T 4w MEMCY R H 9 -
#timedatect! set-time YYYY-MM-DD
HAr Yy REES, % 4 M8E0R; MM AAERAG, HFWAEER; DD
RERW, FAFIR, WA E A E MR, o LIRS B2, T .
#timedatect! set-time '2020-02-17 23:26:00'
1.3.1.4. fEMHEFIX
PAT AR 2 T LU R S A X

#timedatectl show

L root HIFis47 LT 4 al LUBBCY RTINS X, AEsch “ Riff
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#timedatectl set-timezone Asia/Shanghai
R A I XA SR
#timedatectl list-timezones
1.3.1.5. ARG GRS dh ]
L root FH A7 LA T A ml LU Ja FH /2% R ] [e) 25 R 55
#timedatectl set-ntp boolean
e 525 T 2L S boolean A4 yes 54 no. BT E A shlFlE—A
R E RS, T RASAT DL T A%
#timedatectl set-ntp yes
1.3.2. date T B8
1.3.2.1.  BR4ET H R
A4 date AT LU RS SHT RG] AFIX . H S5 B A] DL i 240--utc

R AT DR E] Gl “format” dRas A Rk th R IR . # Y format 5

HIanE
% 1-2 BEN A
28 i
%oH DL HH A2 24/t
FoM MMt R4
7S | LSS H it HRTRIRL
7d | 1) DD Kt S AT
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oM | MM st A G

Y | LYY bR R G

BL | moEa KR, il C EST

%F | L YYYY-MM-DD SR B, S TS

H%Y-%m-%d

BT | Pl HH:MM:SS #5072

H%H:%M:%S

ZNLUN

#date

Mon Feb 17 17:30:24 CEST 2020
#date --utc

Mon Feb 17 15:30:34 UTC 2020
#date+"%Y-%m-%d%H%M"
2020-02-17 17:30

1.3.2.2.  ZBHMH{H )
A root FHFiady LR il & m] AE B Y Aif s ] -
#date --set HH: MM: SS
Horp HH ARER/NIY, MM USR03, SS AUEREMEL, Xl P rn . XA
A [RIAE AT DUSEHT R GE TR A B ], RORZELT hwelock -systohc 4.
RGN A L& B T A H S ], AN SRABEE T UTC B[R] R IC & RGeS [A]

T root st L M an B,
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#date --set HH: MM: SS --utc
1.3.2.3.  ZZEE 4] H
PL root F Pz A7 LA T 4 v MBS A H Y -
#date --set YYYY-MM-DD
HAYYYY REES, & 4 i8R ; MM ARG, A8 ; DD
RFHE, TN FRR o AT AL B AR, o IRNFE LR SH, mpilan T
#date --set 2020-02-20 23:26:00
1.3.3. hwclock T B Fi38H
1.3.3.1. /R 4ET H R
A4 hwelock AT LI YR RG] . B IX . HIASER, I LhbEE 2
#--utc mi--localtime {7 247§ UTC B X B[] A st a] . 7R BanF .

#hwclock
Thur 13 Feb 2020 04:23:46 PM CEST -0.329272 seconds

1.3.3.2.  AZHHRT H R E]
Pl root F P A7 LA T 4 v MBS R I TH] -
#hwclock --set --date "dd mmm yyyy HH:MM"

Hr dd 1G5 H B HH fC3R/ak, MM G348, SS IURFMEL, HTHEMNL
Fono Mmm ARG, DT hsESC= RS RN, yyyy (EEFEG, LA
NETFFOR . XA A B 8--utc si—localtime X 43Ad & 247 UTC A X A
[ 1A Mt ]

HT UTC W] SREC B R GEmE], 2L root JH FsfT L Fan &k, w17l
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#hwclock --set --date "20 Feb 2020 21:17" --utc
1.3.3.3. [ RGEG AR A ]
LA root Iz 7 LA T i A A A s AR A ] -
#hwclock --systohc

1.4. HFBECE

FIPBCE AT LI P AT B S B, S TP iR - > AR -> A P k- ->
Bl — B AT LB, JF T ARG E SR 275 A S8 s AR P 284D,

APV, el H e R RT A E R .

BRI Ex
[ |
g |
[ |

Ll 2mER

® fRERRP
AP R ERAZHEH, 8
PRERERFMELZEFAERPE
) BBR

EERERS LA SRR
a2, ERERENARRL,

A 1-1 glgKr
PRI, RIS I P 5 LA B SRAR AT BT S, el B A

DA “BESAR” RIS, siddy “BWERATS Beles AP R o
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RANA [ x|
EHERER
EL0: ]
¥ RGECE

root
™MEE

AP
FHEm EER(LAR)
BRIAEZA RitmF
Blie#n8 48 user
HREA 1RERP ENER BCAR BERER

FER(HAR)

v BfEE
B
45
L1
HEER
22—
& 1-2 FPKF

1.5. Kdump #Lil

Kdump J22 T kexec RYNZ BB FEOLT , fERGEARGE . SEBIE ALY
FRFARNAEIZA TSR — DT HRIRSS . FHSRA AR A 3 T5t Ay s 4o 7= £E 1Y
crash dump. Kdump 224 M 1k f T 5E R NEFEAFHLE], B R0 S AE T 1
Tt RIS AT N — BT RR S A R SO R, AR N E Z i A BT
Lo

Kdump 2PN B RN, A7 AR N . A7 AR 3R
WAZIR S5 BXHG : WPR ARG — BASE, IBAIEE RN INETAE T, 7EX
ARt Kdump 77 A4 — AR THCY RS T(E BN, N SRR

ramdisk ( BEINAERL: R NAFRURUAE B A0 ROR ) — 2 —MsohdR , Kt
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I NAE TR BT A 12 PIRZS AR5 Bl R 21—~ dump core SCfF, — BN
fAHE RIS, RIUR 2 ASEE

Kdump #Lil FZAHEPIALLF: kdump Fil kexec,

kdump i ] kexec 3 shEIZRNAZ , LIAR/NNAERE s P % . R
PR T NAFR— AR AR AR ST, T kdump FiH kexec J5 3)
RN, Zeid T BIOS, FrLASE— MR NAFAT LR BE o 10 A% A D5t e ik
A

kexec J&—MRiEH 3l kernel BIHLH], BisfrfER—IELEZ1THY) kernel
H, RS —ANEHY kernel i A E 21 BIOS winl LASERUR 3. o9 — ik
BIOS #R2x AL SRARA AR 18], Ju R AE R AT H RN ZE HeF 2 /M 4 1) Server
FHEET, BIOS SAET L [H

kexec fUif 2 NG . — RN BRI kexec_load, M1
A 7= A SR AR N A ARSI s k. — & P s [E] ) T H kexec-tools,
MOFFAR N AZ B3 25 A 7 A%, DATITTE 2R G0 A 0t A IR RE A% 4R B 3R A A
AHLHEIFI21T
1.5.1. Kdump 4170 E
1.5.2.1. 4% Kdump 75 2R

%% 1-6 Kdump FrEfikidt

BIAaATR LRI

kdump kdump# 4,

kexec-tools kexec® 461, kdumpF3I )4 Fp T BHAE I A
%09 T/ H074 T
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AT R R SRR S AR ERBVI0 REHHG T
kernel-debuginf
o H 43 Frvmcore SCi:
crash vmcore/rir T.E

FEFHKdumplRss, TocZedexse T BA, LA T .

dnf install kdump kexec-tools kernel-debuginfo-common
kernel-debuginfo

1.5.2.2.id& grub
Kdump 2 E kdump kernel (NTEX IS, Kdump ZR#4E &
GEIE W IR, AR kdump kernel B 5 FHIONAE, B EX T 2B
#/boot/grub/grub.conf ({4, EMHEIE S S5, A crashkernel,
Crashkernel f#&C40F
crashkernel=nn[KMG]@ss[KMG]
Hrb nn &R0 crashkernel i Z/0 N1, ss & crashkernel i
BN IR O
BsE It E S5, ATLLE cat /proc/cmdline #F kernel j3 shiic & ik
I, HHEZMAT crashkernel 3,
1.5.2.3 )8 8f1& A Kdump fiR5s
A Kdump iR5sar4-an T
#systemctl status kdump.service
W2 Kdump 55 ARIFR, ST 08 3l kdump iz55:

#systemctl start kdump.service
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RGP AR AN [ g B, SELefi bl R Sl T AT B H]
FOBRA REAT B A4, LR AT L sd su 80 sudo A4 3RA45 HL BB
1.6.1. su 4 TH

P su B, F524IA root P RS, SeiiEid ) 5 AT DAIRE root

AIRIA RS . — Holad su fr 8, XA P BT A RAE S root Al

)

fEo T su ATRIZREL root &ffACiR, I NI ARIBOLAB T P AOALER , R REAFAE

—RE A, R RT DL A B B ZH A wheel SRIFETTRR . L) root AP AT

#usermod -G wheel username
R P INA wheel ZHRE)E . o] RLFR$ A X A48 FH - Al PLSEAT su
AR, BeE su iy PAM 1] Ll gh4E/etc/pam.d/su SO, @I a8 I g # 7
FEARHHN AN SO ERAHIL N 25
#auth required pam_wheel.so use_uid
FRNEFRE G AHRE wheel WP AT LUESS su DAl HAR A -
1.6.2. sudo 4T H
sudo i FLVF ARG DT8P AT LR B 2R root e, 2
A{E AT sudo i, T ESRAMBATA R P, RIS LL root ALKR
PATATL o

A sudo A
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#sudo command

sudo AT AR KAHPE, LA TE/etc/sudoers ST H B i/F i F - AT LA
FIEAATH 29 shell EEHHUT sudo A4, IAJE root (1) shell 2755, X3
RETE 7 2407 root 1Y shell FREERBIEE 17T,

i # sudo A2 i 4 /etc/sudoers SCF, i H RA B 6 A AT LA
e, WE visudo g, Z BT visudo A AN, EREN
Bii Ik P R E e ;. R B WREI T — etk Ar . LA root B
visudo FJTFECECIE, HALLTN%:

#juan ALL=(ALL) ALL

juan HAAT L DAEA] EHLEEIFE L sudo HA T4 .

4
SR
or
CU]I'
e
cH
E[m

X AR B UL users A PR LIACHE AL AT DI T/sbin/shutdown -h

%users localhost=/sbin/shutdown -h now
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B BEATTRIE
2.1. Qt-5.14.2

Qt J2— M E5F BB | ARSI IR P IR HERL . A TR o 16

RIVFDRE B B 52 I AN Rl SR sl i b o A AR SR Y KB RE R RE
Qt5 J& Qt MECH A, FF & A B RENS LA EDULI - A e 224~ B AR T & i
ey, gt Q5 Hhekitnd JavaScript A1 QML 747, FF & A G Al LU i s &m
Rif, FEAACR C++HF1 Qt Widget, Qt5 5 Qt4 mEsfss, I
(1 CAS A Qt Platform Abstraction, 358 1 URS I RTRS R

METHEH EMA 5.14.2, FLZHREIE AR

https://doc.qt.io/archives/qt-5.14
2.2. GCC-7.3

GCC J2&h GNU JF R mPEif = ik as, SR FiE S %%, #ilin C,
C++, Objective-C, Java %5, [RIFALEXETEF /. GCC & —FITIR
PR TR, SRZRRRI, 5 TP AL,

TR LA -

X R GNU F3if;

G 1P dE T GPL bnifE;
o AW BEH s AT 1, AR R

TEAH AL B ERHE A %) https://gcc.gnu.org/.
2.3. GDB-9.2

GDB J& GNU Ui a%, RIFEFERTNHPITHRE, SHEBRFELS:
SEINHPRZ . GDB RYZhAE FEAUE .
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AT —SURERE S M R P as A T4 R A HRATE 5

TEARE AR TS IR ARIY 5

FERTEIEEATRE, KA IR R i &4 T4

B, IRIERE Y bug XFEFPRIREIR, Rl T 2R hir 2 HoAth
AINES, Bz HUESS

GDB §i*TLi4T:J%$£1n o

Ada
Assembly
C

C++

D

Fortran
Go
Objective-C
OpenCL
Modula-2
Pascal
Rust

Ll G AmA"gdb”, BIFHTIF GDB i T. 5.,

[root@localhost ~]# gdb

GNU gdb (GDB) Kylin0S 9.2-7.p82.kyle

Copyright (C) 2020 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "aarch64-kylin-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".
LN |
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& 2-1 B/
HOET E OB EOMRA 9.2, B4 M vk B f OB E A

http://gnu.org/software/gdb/.
2.4. Python3-3.7.9
Python J& — Ff i B ifif 55 K /4 1 ) XF S g 215 5, 7T 5 Perl. Ruby .

Scheme 5 Java FHIE
Python fi)— 2 i Z 41
TEILTT, BT 5 TR,
FEFFIBATHRI B, XAHTS Python BCNVF 2 g T 55 i BRARERE,  [R]INf 3L
S 2 I il

BF — S KAURUERE , SRR 20 WA AT 55, Qi He 48 IR 55 4 |
EENAIE SNl e @ NN e [T

Python 1932 B AR a7 4 i1 0R5 i BB 18R 28 5 , python JT &
g IDLE.

AL I L G (A0 C 2 C4 +) SEBUAHER, AT UMbt A5

] DL A B AR b AR ] gtz 1

FEATATHE T84T, 4245 Mac OS X, Windows, Linux #1 Unix, JEE
J5 WA T FF Android A1 i0S.

Python J2— 94k ff. FaEEH] Python, s e &7 b
FRF AT EATT A, Python Al LI H d G som S & 15 .

Python [)—Su g 5 Rerh o dh:
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https://www.python.org/downloads/mac-osx/
https://docs.python.org/3/using/unix.html
https://docs.python.org/3/using/unix.html

£
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H £ b3 A B P8 25 A v] ] :number(floating point,complex #i
unlimited-length long integers) . strings(fa4& ASCII il Unicode). lists
il dictionaries.

Python SCRE A7 281 22 B 4k K 1 T 1] X R i

AR AT LAy AR R A

(B &SIV R R N TS IR i S L

Bl R R MBS RS AR B (Bn, alEEsin—1
TAFER R — NP ) B R, Db kK B R

Python fu & & i mfetstt, 4 generators #il list comprehensions.

Python 11y A gl N AFE BTG A T3l 7 BORTRE U A TR A I A

MATEB ERA 3.7.9, HAPEEHE AR https://www.python.org/.

2.5. Openjdk-1.8.0
Opengdk /£ GPL1F A Java “F- 5 HIELSE L, H Sun AR 4, 12

T —4 java [UiBfTHE, % #F Solaris,Linux,Mac OS X & Windows Z#}
BIERS
HRA B TR L 22047
Lambda A= F1 Stream API;
i) 5 H 5] APL
s 1
£ PR A1 P A 7 B S

MDA FRE A
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MATHEBH ERRAS 1.8.0, HE4NPORHE A http://openjdk.java.net.

% 37 W/ #2274 T



£

s BRI R 55 AR R SEVL0 R GUE HE B T

=T HAHAEEMATLR

3.1. ZI%TH
N2 R — N ZI R T A, SR R->IERP->RETHE->%
F/ZIFES, AT LAESHOLAL . 5dE CD/DVD. #i45i DVD/SVCD L) K454 i %)

3, WTHK:

Brasero u
ME(P) WH(E TAM) HEEH)
SlE—1 A RifiTiE:

~ EHTE(0)
flE—EHSRANE

— HIETE(A)
fi2— i co/ovD

P =1\
fiE—#3i DVD 5 SVCD

@\ BHIER(C)
&Y/ wiz co/ovo B 11 Bl

o ZIRER()
* ZIRMEFN CO/DVD FHRXATHE

F3-1ZI%TH

3.2. pi#

3.2.1. REAREH
3.2.1.1.  WEEHTHANS

MRS PR T e — KRB & B I BRRL 8800 X LA S B AR A o X ) T,
AL B #EA T OIS A5 X HERE 80 20 LA N B AR DGR BSR4
3.2.1.2. WEEMTHR MR

ML - [JFR ], FOE St KRR IA BT - > M- >R

ﬁo
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& 3-2 BonpABRF

A PRSI, e s HATBUA B MR s H ok, ARk st s

AR HITE O . RESTFUN B SMAORE S AR S M A AE 2L OK Bl i

‘ » 16 GB i}

16 GB & il= QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

- ~ 16 GB (16,106,127,360 F15)
(@ cD/DVD i)

2% QEMU QEMU CD-ROM X GUID FE&
13 GB RigHF 75| = drive-scsi0-0-0-0
J/dev/klas/root
Q@uoce s &V
Jdev/klas/swap
RORE XERE SF3
HE1: EFA - HE2 e v
210 MBFAT | 1.1 GBXFS 15 G8mz Y
* > * >

210 MB — 204 MB o] (B2 3.0%)
= /dev/sdal
D D676-26B3

7 EFI B
AZ FAT (16{IAR#%) — EfE3HE /boot/efi
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KYLIN
ERFOIBRE

TR S I o5 AR R SEVI0 RGUE LR T

& 3-3 B E A

3.2.2. A AEHE T AMHH
3.2.2.1.  JrXp
VeERI s a], il [+ ) BRSO QI E A X A, Hi S R A 4 X

BIRAN, i N —2, B AR S Gy [ 80 ], BV nln KB AR

T s LR X

‘ »
16 GB E&
QEMU QEMU HARDDISK

(@ cD/DVD iR
QEMU QEMU CD-ROM

) 13 GB Rig#&H
Jdev/klas/root

Q 1.6 GB HRig%&
Jdev/klas/swap

£ QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 ¥T3)

X GuID FEFx
5|S drive-scsi0-0-0-0

#(v)
TERE SiEs
HE3
SE1 EA SE2 1 VM2 P\
210 MEFAT | 1.1 GB XFS 15 GB Lz Ry
* [> * >
ikl

/v 210 MB — 204 MB T (B 3.0%)
& /dev/sdal

JUID D676-26B3

SXER EF R

7 FAT (16fikEad) — BEFHT /bootsefi

A 3-4 gIES X
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‘ » 16 GB B = o
fdev/sda
ﬂm GB E& AJS QEMU QEMU HARDDISK (2.5+)

QEMU QEMU HARDDISK

CD/DVD 35
QEMU QEMU

13 GB #ig#
/dev/klas/root

16c8igf  HEMN |
Ideviklas/swap

EUH(C) BE F—="{E)

HER(E) *i

8 @ OBT unux REHAFER (Exte)()
EBE&IPE (LWUKS)(P)
5 Windows 18 (NTFS)
P R4tilig & (FAT)(S)
Hitr(o)

&l 3-5 5 ikE
3.2.2.2. Xk
PR EAS AR B I, b5 S B S N RS, A%
e X, WAEY, RS, ST, il (e ], mEITHI%

A, AR5 RV AT e A

° 16 GB B = - o
devisda
glﬁ GB E& #IE QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
@co/avoﬁﬂ;ﬁ |\ 16 GB (16,106,127,360 F£7)
QEMU QEMU CD-ROM SE GuiD FEF
0 13 GB Rig & %S drive-scsio-0-0-0
/dev/klas/root
1.6 GB 12igs #(V)
Ideviklas/swap
2REM EEEH o
Tvemr  iicews oz
> I
-l <
RN
R
5% fd¢ e——
JUID DE
Eam pp  PRAM
he g HEXFREE
BEXRR
R ERER
gl mEs
SRR
Mo bR
SE RN

&l 3-6 =1k

4 T FE274 ]
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3.2.2.3. X 4wiE

e B X, i B [ VR MR, il [ 4oy

DX 1, e B SER 3 DX BT AR e I A2y, iy BB a]

» 16 GB B = ‘
@]6 GB BR %S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= = 16 GB (16,106,127,360 F1i)
(@ CD/DVD REHaS
¥ oEMU QEMU CD-ROM GUID FEE
‘ , 13 GB 1S =52 drive-scsio-0-0-0
/devjkias/root
Q1508 Riam #v)
Idevfklas/swap

BRAX

T) | EFl #&#E (c12a7328-f81F11d2-badb-00a0c93ec93b)
N EFI System Partition

RGAE(S)

MEIZRIE)

&4 BIOS HEHAI3IS(B)

ORGH(C)

& 3-7 4B IX
3.2.2.4. GRS
PP BB PR X, iy (08 ] #eftl, Jh R, v [ 2

RG], WU RGN E O, AR X AAFR, sl RIS

% A2 W HE274T
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= 16 GB B
dev/sda

u 16 GB B&
QEMU QEMU HARDDISK
(@ cD/OVD FhE

QEMU QEMU CD-ROM

13 GB HRif&
idev/klas/root

1.6 GB Righ #lv)

idev/kias/swap

n
Q

£ QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 F11)
L GUID HE#R
55|15 drive-scsio-0-0-0

2RER X458 S
HEL EFLS 15 GB LvMz PV
210 M FAT BEXARKEE
* >
i 7 EXHREFETEENEBDEH.
= 1
214 TiFE(L ‘
g /def
() El(H)
JUID D6
%8 EFl R

RZE FAT (16{IMR%E) — BEHE /boot/efi

&l 3-8 X RE

3.2.2.5.  pXR/NEE
PR EBUONR X, il [BE ] H5H, ih P, il [R5
KNT, ST RN 1, SRR Nl T Bl A KN, SRR/ N

ﬂo

‘ » 16 GB &

idev/sda

u 16 GB B&
QEMU QEMU HARDDISK
@\ co/DvD WEhEE

QEMU QEMU CD-ROM

13 GB g
Jdevjklasfroot

1.6 GB Rig#&
Jdev/klasiswap

QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 ¥¥)
X GUID HE&E

QBHEC) BBEAh

BEXGREXNTRESHMERS. BUSEHENHE. NRERS
HERESD, HEXNRIFRERELNNE, & ANRELSHNR
EXRITHE, REGIHXHRGEAREURE O IE,

LIE

SRANS) | 210 MB ~
EEMFIAZEE 0 + mB
#3000 MB

&l 3-9 SRR/
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3.2.2.6. srIXIE A

PP ZLEA X, e MR [ O] BISHATEIE,

‘ = 16 GB @i} =
16 GB BE /S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

= _ 16 GB (16,106,127,360 F75)
(@ co/ovo EhE
W QEMU QEMU CD-ROM £ GUID FER

U 13 GB Rig#& £35S drive-scsi0-0-0-0
fdev/klas/root

O 1.6 GB RiR#& £V
fdev/klas/swap

s 3
HEL ERS-
210 MB FAT
* [ * >

210 MB — 204 MB B (B 3.0%)
/dev/sdal
) D676-2683

=% EFI BME

JZ FAT (16{iR5%) — BEHE /boot/efi

& 3-10 43X 1%

HIESENUR , WA R AR, R A DA T >

{ » 16 GB = i
'dev/sda
15 GB B2 /S QEMU QEMU HARDDISK (2.5+)
= QEMU QEMU HARDDISK
= - 16 GB (16,106,127,360 F15)
(@ CD/DVD s
¥ (MU QEMU CO-ROM GUID TEE
“ ,13 GB Rig& = drive-scsio-0-0-0
Jdev/klas/root
) 1.6 GB Hig& #W)
Jdeviklasfswap
RERR
HE1L ERS
210 MB FAT
* *

210 MB (209,715,200 1)
/dev/sdal

D D676-2683

EFl i

FAT (161K %) — £EH

A 3-11 X H M

sidi [ ] BEATHE, HEEOEE, AR EHEEIN I H %,

% 44 T | F274 T
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\ -
u 16 GB & LU
QEMU QEMU HARDDISK.

(@ CD/DVD Wi
QEMU QEMU CD-ROM

16 GB B
devisda

i
Q

QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 1)
GUID HE®

) 13 GB Rig& %5|2 drive-scsi0-0-0-0
Jdev/klas/root
01.@ GB Rig#E #v
Jdeviklasiswap
TR XERE -
K 9E2 =3
Eed 5 | 00000 me ez v
*D> *

210 MB — 204 MB o] (EH 3.0%)
/dev/sdal

JID D676-26B3

X5 EF RéR

Z FAT (16fkRZ)

3.2.2.7.  rIXMER

Ve MR 31X,

&l 3-12 X E#H

E

16 GB &
QEMU QEMU HARDDISK

(@> cD/DVD WEHE

16 GB B
jdevisda

Z/= QEMU QEMU HARDDISK (2.5+)

16 GB (16,106,127,360 F7i)

QEMU QEMU CD-ROM GUID 7 E &
=) 13 GB Rig& F5|S drive-scsio-0-0-0
/dev/klasfroot
1.6 GB 12i8%& &) .
Jdeviklasiswap | x §
wae | o EREEBRILSED? .
pEl: e s B LvM2
okl HE LHFERESEES
*P REMNRE
= g B 2K 1/16-dev/sdal) [
#iv 210 N
& Jdevh
) D676|
£3 EFL A
& FATH EGA() E(D)

3.3. mEHEE

3.3.1. VNC &=F 58

& 3-13 7 X MR

sty [- T MER X a5, s [IMER ] Bial,

TigerVNC Viewer J&— @07 8 L e 1 A v, i TP IR -> A B ->

% 45 T/ FE274
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HEM->TigerVNC ZF &%, i A VNC RS % 5 Bk, WnldEss,

UNC BES: EiBE - K
VNCERSH: | |
[ mm. || an. |[ men. |
| mE || me

A 3-14 VNC &E 2

sl “UEI FREH, ATDAXSIREE . LA A BRa LRI AT ARG

o
VNC EFE: SEa0 Ex
58 %2 x| mR| 2
L=
CBENEEES):
¥ 45 JPEG [E48:
[ mw || me
K 3-15 VNC &rE#SBcE
3.3.2. EEEEFRRF SSH

ssh T HA] DI EH P8 sk Bl — Gl L, ezl FPdTasd . B
X} rlogin. rsh Fl telnet /7 i— %2, Ftelnet fpAHLL, HRHLLT

TR SR B — IR L g L
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$ssh hostname
N, BTEEF—4E%4 K penguin.example.com L FHL, A LITE
shell a2 ATHRAT FHIA LT A2 :
$ssh penguin.example.com
A 2 LU P IR AR T A A B L ) ] P 246 55 o AR A 48R E — 1>
ANFEBHP 2, EdHU T34
$ssh username@hostname
i, LL USER &%) penguin.example.com, i AL Fs:
$ssh USER@penguin.example.com
PP — SRR, KB BT ARG R -

The authenticity of host 'penguin.example.com' can't be
established.
ECDSA key fingerprint is
SHA256:Ixy64icRYc/h7XSOvUVywS7t7ThtmOsPT1s07wDD5P8.
Are you sure you want to continue connecting
(yes/no/[fingerprint])?

TR RVEHEHE R A RBUZ AT, P N Z AR 2R A 1 B IR o FH P T LAY
(71 JIR 55 i 4 65 B8 B3 AN B 2 AR Y o X DA— P e i) | SR e E iy
AT AR P A LA IR S5 i) EVLE S, AT LMEFHLLT ssh-keygen fii
ARk AR

#ssh-keygen -I -f /etc/ssh/ssh_host_ecdsa_key.pub
256
SHA256:b0gGbl+Xk/I4+Ve76j3mqgpYStyOn3gR9Qilsd+80V3GIn

% AT W | HE274 T
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o comment (ECDSA)
A yes #:2 B INER: . HPBSER— 1A MR 55 im C 28 s n
FIE W FENFIFRPAES, DIR— AR

Warning: Permanently added '‘penguin.example.com' (ECDSA)
to the list of known hosts.
USER@penguin.example.com's password:

HEYLW] A SSH RSs vinft FHUAFSICE T, %5 ik o3l P
ANBEAKSE, BRIAEKEAR 55 3 ) L2 B N ~/.ssh/known_hosts SCrp il . 4%
T, AEFFATICARAEZ AT, IEICR SSH RS REUE 6L, WMk 55 v A 22
PG

2L ~/.ssh/known_hosts SCAHMIER—~%4H, AT LAdE I a4

#ssh-keygen -R penguin.example.com #Host
penguin.example.com found: line 15 type ECDSA
/home/USER/.ssh/known_hosts updated. Original contents
retained as /home/USER/.ssh/known_hos ts.old

A Z G, APt SR ALY shell AT 3R AT o nl ki,
ssh #2/7 Al UABRAEIC AR FAL BT — 552, MAHPERE] shell Ap 171
(S
ssh [username@]hostname command
fltn, /etc/kylin-release U IIEA XBAERGEMAMFER . HEF
penguin.example.com FiZXIHFRINE, HiA:

$ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

% 48 T | F274 T
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Kylin Linux Advanced Server release V10 (Lance)
TEF P AN ETR SIS Z )5, W2 R B E RS RAE R, A5
FP KR [ B A shell fir AR 7 R,

3.4. Cockpit ZEEH
3.4.1. Cockpit
Cockpit &2—14~ Web #ifil &5, BA%5 TMHHMET Web g5, {HA&R]

DATEMR 554 BT BT 55

Cockpit Web 4z &5 (i 0] LI T RS BMES5, . RIS, H R
Pk, EEAEI R GRS, BB MR ORI k%, ARG HE, &
MERAL, BIEISWR, B8 NAARHICE , BCE SELinux, SERIRM:, 8
REITT4

Cockpit Web # il &5 1] 5 4R R 1) R SE API, I HAEZ s h AT IAT:
S5 oIl R e Web #5il frho BeAh, SR n] DL EEE Web #i &5 hslia i
Ll B E

3.4.2. i3 fi&E Cockpit R%

RN a2 Ja sh A& cockpit AR5

#systemctl enable --now cockpit.socket

[rootglocalhost ~]# systemctl enable --now cockpit.socket
Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — fusr/lib/systemd/system/coc
kpit.socket.

#systemctl status cockpit.socket

% 49 W/ #2274 T
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[root@localhost ~]# systemctl status cockpit.socket

cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)

Active: since Fri 2020-03-20 15:07:57 CST; 25min ageo
Docs: man; cockpit-ws(8)

Listen: [::]:9090 (Stream)
Tasks: 0

Memory: 4.0K

CGroup: /system.slice/cockpit.socket

318 20 15:07:57 lecalhost.localdomain systemd[1]: Starting Cockpit Web Service Socket.
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

WREIEAE R G FisfT firewalld, DT Z AT a2 $T 7B k&S i

Cockpit #i 1 9090,

#firewall-cmd --add-service=cockpit --permanent
#firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent
SUCCEeSS

| root@localhost =)# firewall-cmd --reload

SUccess

3.4.3. Cockpit Web ##i &

Cockpit f#/4 9090 i, F-H R SSLm#Evslnl, @it il e e g, 7EM
W iash, LI URL 4T7F Cockpit MIZg 415 -

AHb . https://localhost:9090

i (IR SS A EWLA B0 1P Huhk, filn.
https://192.168.17.205:9090
BRI W As S RBE A L A, RISt
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Insecure Connection - Mozilla Firefox

(@) localhost.localdomain X | (%) localhost.localdomain % |Alnsecure Connection % |+

€5 e e | @ nttps://192.168.17.205:9090 v o n @
e ‘_ 1

ﬁ Your connection is not secure

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more..

Report errors like this to help Mozilla identify and block malicious sites

Advanced

&l 3-16 N5 RIER

Add Security Exception

You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

Server
Location: I hitps://192.168.17.205:9030/] I Get Certificate

Certificate Status

This site attempts to identify itself with invalid information. | View...
Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted autherity using a secure signature.

I Permanently store this exception

Lonfirm Security Exception

3-17 &g
3.4.3.1. &%
1t Web =i 68 %5, ARG P A T8, KPR,
WERAI P K BAT sudo FEAL, WAl LASRA T BIAE S5, filande Web il & 2

PR, PCEARSACE SELinux 4F,

% 51 W/ #2714 |
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localhost.localdomain - Mozilla Firefox x

=) localhost.localdomain X (=) localhost.localdomain %X | (@ localhost.localdomain % | +

< c o e 192.16&.1?.205 v - @ 1 o =

COCKPIT

localhost.localdomain

&l 3-18 B3R FA |

System - localhost.localdomain - Mozilla Firefox x

%) System - localhost.local X | +

« c @ @ & htt 295.].68.1?.205' 0fsyst - @ 1 mn @ =

COCKPIT

60c1ec83fed24d90adecfB0da5i547dc

kylin 10 ()

Restart
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3.43.2. iEHEER

ATRAHE F T O, AniE R

System - localhost.localdomain - Mozilla Firefox

(x) System - localhost.locall x | +

« c @ @ & https://192.168.17.205:9090/syste I v o O [\ G}

Display Language
G) Authorized users only. ALl activities may be monitored and reported. About Cockplt

Account Settings
Authentication
nvare QEMU Standard PC (i440FX + PilX, 1996)
; : E Log Out

60c1ecd3fed24d00adecfBOESF547dc

kylin 10.0)

2020-03-20 20:26 )
! 23 20:2¢ rl 2
& 3-20 EFTI#
Display Language k

Choose the language to be used In the application

Polski
PortugLesas
Turkge
YEpalHCbka

R

Cancel m
A 3-21 iEE k&
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R IR - localhost.localdomain - Mozilla Firefox

(%) B4 - localhost.localdor X | 4

& c @ ® & https://192.168.17.205:9090/sy I v o @YYy o =
A I
@ Authorized users only. A1l activities may be monitored and reported X

QEMU

15516= 80clecBifed24d90adecfB0dE5f547dc
RIERI lylin100)

< Checking for updates

A 3-22 IESH%E
3.4.3.3. Hi&

Cockpit #f H & {5 Bz A= s ok T A R 732K

| B - localhost.localdomain - Mozilla Firefox x

(x) B3 - localhost.localdor X | 4

<« c o D @ htps:/(192.168.17.205:9090/system/iogs R 4 NGB =

March 20, 2020 ~ FE

T | Error and above -

19:51 [pulseaudie) stdin-util.c: Unable to read or parse data from client pulseaudio

19:51 SELinux is preventing /usr/lib/systemd/systemd from setattr access... setroubleshoot

19:51 FEEE QI ZHERSCF fusr/libexec/gemi-km: BHEAITHFIER Tibwirtd

19:51 Unable to watch (/root/.ssh/") Mo such File or directory restorecond

A 20:31  Jusr/lib/systemd/system/minfod.service:3: Invalid URL, ignoring: n... systesd

A 20:21 PAM adding faulty module: /usr/1ib64/security/pam_console.so gim-password]
A 20:23 PAH unable to dlopen(/usr/lib64 /security/pam console.so): fusr/lib... gdm-password]
A 1952 GetManagedObjects() failed: org.freedesktop.DBus.Error.NoReply: Mi... pulseaudic

A 19:52 Failed to start Crash recovery kernel arming systend

A 19:52 Process B219 (gsettings-helpe) of user 0 dumped core. Stack trace ...  systemd-coredusp
A 19:52 Failed to load medule "module-gsettings® (argument: ""): imitializ... pulseawdio

A 19:52 Unable to read or parse data from client. pulseaudio

A 19:52 PAM adding faulty module: /usr/11b64/security/pam_console.so gdm-password]
A 19:52 PAM unable to dlopen(/usr/1ib64/security/pam_console.s0): fusr/lib... gdm-password]
A 13:57  [pulseaudio] bluezS-util.c: GetManagedobjects() failed: org.freede... pulseaudio

A 19:51 Process 2233 (gsettings-helpe) of user 42 dumped core. Stack trace... systemd-coredusp
A 19:51 [pulseaudie] module.c: Failed to load module “module-gsettings® (a... pulseaudio

A

A

A

A

A

13:51 Failed to start irabalance daemon svstemd

&l 3-23 HERH
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3.4.3.4. M%

P28 5 1k T AR P AT AR AR A SO RE A 1] o ik il LAFE 21 T R A
FIF, ATLA MR I8 E BEE , Pidk, DIKECE VLAN, s -Rgnl LA T
SRR

% - localhost.localdomain - Mozilla Firefox x
(%) M - localhost localdon X | <+
- ¢ & D & hitps:/192.168.17.205:9 80/ network v o O m o =
COCKPIT 2
ocalhost.locald... =3
[El tocathost.locald . e Sk
e b U S S P AP
203 230 03 2032 20:33 20:34
Firews n
4 Active Rules
£#0O FEE | FE | SRS | & vian
-1 P it HiEkp il
ens3 192.168.17.205/24 0bps 6.51 Kbps
virbro 192.168.122.1/24 A
2% 1P HedE izt Hlh

A 3-24 MR mH
3.4.3.5. JR%

M5B T 5 265 HbR, REMRSs . BT T8 Egie.
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BE3S - localhost.localdomain - Mozilla Firefox x
=) A#55 - localhost.localdor X | -+
€= cC @ D & ht 192.168.17.205 Vsitem/ o @ &=
& o

Bi RHES | EET M8 BE

[F 1ocalhost.locald...

it D &
Accounts Service accounts-daemon.service

Deferred execution scheduler atd.service

Security Auditing Service audicd service

autovt@® service 1§ autovt@ service

Avahi mDNS/DNS-5D Stack avahi-daesmon.service B (BT
Bluetooth service blus service inactive (dead)
NTP client/server chrornyd.service M (BT
Command Scheduler crond.service A= (ST
firewalld - dynamic firewall daemon firewalld service BE (BT
GNOME Display Manager gdm.service WE (BT
getty® service i getty@ service

&l 3-25 IRFAmE
3.4.3.6. R
Cockpit Ft i S ZmihA TR 55, AT DRI R KAE Web St i flZ 2

] o, ATV TAE S5, BfEARw I

#2f§ - localhost.localdomain - Morzilla Firefox *

(=) E2if - localhost.localdor X | + |3

<« ¢ @ @ K. https://192.168.17.205:9090 f ) - @ i i o =

&l 3-26 A AmE
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3.4.3.7. YFE#H

A AR SR B T 2 EALE S, e e + " BN e 2 P i AL

{1 - localhost localdomain - Mozilla Firefox

%) {UF®HE - localhost.locald X | 4

€ c @ D # hitps://192.168.17.205:9090 board v o @ @ =

A 3-27 {{FREFm
3.5. R4 H&
ER LS V10 84 R G T — AN LT EIE P S nd B B HE T 5k

HaSA A, MAIZ T RAEEXT TRy H BT (AR | %, i

TEFSH .
HGEERSEA TR

BREAMIE R« SEit RPWUR s RGN HAEMR B, R H SR T I
R, RN, BAEMRGIINE, MEE HEGFRHETEIFTHER.

prfEfb RS g RURGEHE, BRI HE, B HE, WHHEU L e
Hiko il @R rEpnetetiog, a8 BAnsiFasdt, XM ]|

FAEAE
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PEHALZED R . RIS | IR LT, B H AR PFRERE LIRR
ferim g, XA H M 4, BARES M AT 4EP Rk .

PN AR S CGIRTTBIEE H S AR S ) o
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SHIUE LR B

dnf 28— UM BEAS . 1 /S IU7E Fedora 18 XM AAThR T, 1M
7£ Fedora 22 "', EHBURT yum, 1IEXXECH T Fedora 22 AU HISY .

dnf IR SR 1 yum (A BRI — 20T, 2T TR AR . A
b R M Fs AT U SR 20T N A . dnf ] rpm | libsolv Fi

hawkey FEFAT A, A AR yum [a)mf s .
4.1. BEMAEREE

4.1.1. KHEALEE
BE ARG B B LB A A R v DT n] LISRAT LA R4, Ll X86

S REVN LI

[ro sh]# dnf check-update

ot ]
=/ &7 Hg TRFH "‘: 2:09:08 B, MITT 20228078200 EE= 09835453 49

3.19-31.pl2.kyl0
33.19-31.pl2.kylo
3 19-31.pl2.kylo

ENGTEER

> PackageKit—— /45K ;

> x86_64——iZzH MUY CPU 221y ;

> 33.19-31.p12.ky10—— ] T AR AR ;

> ks10-adv-os——A] F-Z AR A0 T A% O o

4.1.2. FHEHME

dnf SZRF—IRTHBAA HEEEAL, FF RN 22550 ORI A £
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1. JHR a2

#dnf update {package name}

T+ kernel ZrAFaa 4 A1 .

AR AT

a) Package: HIF%E T &I HRAVERIT AR 4L

b) Architecture: ZHALITE AN,

c) Version: AFTIZRIRRA

d) Repository: A FZARALITE G,

e) Size: MK/,

f) dnf BOAS BT EARER, IFRm2mgsE, Pl
DIFEMEH dnf a2 B IS 4-y, RCR% R T8 Is this ok [y/NI:
A A yes,

g) RPN AR TR O, AT LME A dnf history iy
SAFTEAIIR

WERTT B e — IR, ATLALL root FH P $d T 4>:

#dnf groupupdate group_name
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2. A TR S AR

MR ETR ARG A AL, Al ML
#dnf update
4.1.3. AHRGERS dnf BERAL RS
dnf " 5 yum fif H] A0 [A] 09 BC & SC#F, B AC & dnf 3 n] B $ )
/etc/yum.repos.d/HhiY.repo X TR . Y R GAL T B LIRS TE TLiki
) B 5 BRI, T AR 0 Y R GOCR BT A M O H-A T T 0, AB BRI
1. Gl RGO E %, U root AT
#mkdir {mount dir}
2. BRGLEFOEHERZZHS, L root P AT
#mount -o loop {iso name} {mount dir}
3. & 4 ot &% b 9 mediarepo X M H R H L &R
/etc/yum.repos.d/H % T
#cp mount_dir/media.repo /etc/yum.repos.d/new.repo
4. YiE/etc/yum.repos.d/new.repo Bt & SO LRI GEL IR AR .
#baseurl=file://mount_dir
5. B8 dnf JEIF9EAT7 4%, LA root HI P HhAT
#dnf update

6. THIE, HERGOCEHHEH .
#umount mount_dir % rmdir mount_dir
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WRASFLAE XA dnf JRFEFT 223 MTH, AT LLLL root F P IR ST -

#rm /etc/yum.repos.d/new.repo

4.2. BEHNE

dnf 24t TS BRI E R G F /B PIIIRE, AR . ARFEE . AR

%

4.2.1. ERBHE
AT dnf search Air S i DGR AAL, HIAK RS “mesh” Bt
£, L X86 F-HmBianT .
#dnf search mesh
WR dnf K25 R % 2, AlLLE TS shell A 519 grep s iE M # ik ik
(RpUR/ 3
4.2.2. ZHRAFIR
R B AN L A 5 SR T AT LA A4
#dnf list all
R AR RS AT ) C A AR LA I R ] LIS T AR 6%
#dnf list glob_expression...
B abrt AHSCAERIFEIF R AT ST

#dnf list abrt-addon\* abrt-plugin\*

RN AR R AT B 2R B AR A IS T L R i
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#dnf list installed glob_expression...
BREFE krb RIFTA C LB BT
#dnf list installed "krb?-*"

7N AR R AT ) AT AR A R T AT LA R A

#dnf list available glob_expression...
R A Al Y gstreamer plug-ins #4313 .
#dnf list available gstreamer\*plugin\*

HREPNOIE
JIREM S, AIEHT dnf SRAE PR {F 4
A AR A A T LB DL R A4 -

#dnf repolist

UnSRAR SR 25 BT LU -v #8501, 5& F dnf repoinfo iy 4 {5 B .

#dnf repolist -v

#dnf repoinfo

USRS R Ay ol AU o] [T %, Al DML 4%

#dnf repolist all
4.2.3. BrngHaER
LR — AL AT MEFH LA A4 -
#dnf info package _name...
R abrt FEAE B4
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#dnf info abrt
R, yum TEANS B A
#dnf info yum
4.2.4. ZERME
PRI LA root F P (I DL T i & e )4
#dnf install package name
L%E sqlite 1 1686 M4 I BT s 1] -
#dnf install sqlite.i686
B T 2GR, iR AT DL LR — R SC, S8n] LU A SOk, DA
root F/ AT 4% .
#dnf install /usr/sbin/named
LA UTE
#dnf install httpd
UINREALZ AR AL, ] DARAT
#dnf localinstall path

4.2.5. TEKMHA

TEPITLaMAE T, R PR IR .

Total size: 1.2 M
Is this ok [y/N]:
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By, PTUSATHAE L 8.
4.2.6. MA@
M BRBAFAL AT AR T LA R A%

dnf remove package name...

MR totem BRfFEL s il

dnf remove totem

4.3. BEKM4aA

A2 T LB AE — ROVRRE TIREF L, LR G T B AR -2
LRI 1T D) — 2B AR

4.3.1. KHEHFIE

Summary eI ] LR 00 ) 4 80

dnf groups summary

AR St R ]«

#dnf groups summary

A4 8

BRFEAA AR 2E BT DR T s
#dnf groups info glob_expression...

PIR & Server 4H i st -
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#dnf groups info Server

4.3.2. ZEHRHaH

AP AAA A A 1D, ERRtd id a4
#dnf group list ids

RIS FR AR

#dnf groups list ids deve\*

BAF LA e n] Dl B 4 hresese, Wl dd id 223,

#dnf group install "group name"
#dnf group install groupid

AT FHAE L LR P A 22
#dnf install @group
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#dnf install @~ group
TR 4 BRI & TR 4 ) 71

#dnf group install "Development Tools"
#dnf group install development
#dnf install @"Development Tools"

#dnf install @development

4.3.3. iR aaEA
A LS S 20 4 o 3 i 4 id IR, L) root USRS T -

#dnf group remove group_name
#dnf group remove groupid

MR A @R, WAL T ar o MBR. Ll root B thds:

#dnf remove @group

#dnf remove @~ group
MR KDE S5 18R A7F 2H 7 91«

#dnf group remove "Development Tools"
#dnf group remove development
#dnf remove @"Development Tools"

#dnf remove @development

4.4. R BAEC R EH

dnf "] LI ] dnf history iy 231 T4 BERAE
4.4.1. EEWRE
R 20 2% dnf #4EIE 5%, ATLAERLL T4, DL root AR T

% 67 W/ #2747


mailto:如果软件分组有@标签，也可用以下命令删除。以root

s TR S I o5 AR R SEVI0 RGUE LR T

MR B R HE—a 0 dnf #4905, W RMEH LR a4 DL root AURIAAT
#dnf history list start_id. . end_id
BrRidZ: 5 4 dnf {5 BnflanT

#dnf history list 1..5

LI dnf history list 4 th s N UL AT

ID——P 5 E I S AR B

Command line—— A Z A EAENE ;
Date and time——ixs&ic ¢4 H AR A] 5
Action(s)——dfiRHlEIA;
Altered ——ic sEERAERZ Y 25 H AL

NS Action FUASTRIER .
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7% 4-1Action JiBH

Action e HEA
Downgrade D THF A
Erase E W
Obsoleting O A T 7
Reinstall R B T
Update u THRAR
4.4.2. FERE

i 2R BRI R BRSO E R, AT AT A R %
#dnf history {id}

Horpid 28Ry id.

WERFF S W R HE SRR I sk R E R, WML N %
#dnf history info {id}

NIRRT E R —Hr B il s TR B, rT LML T A2
#dnf history info start_id. . end_id

AR

#dnf history info4 . .5
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4.4.3. RESERHME

ISR A B 5 dnf #2408, ATRALL root AR AT LA T #4E
#dnf history undo {id}
AR TR EEZHAS dnf #24E, ATLILL root BUFRREA T LA T #4E

#dnf history redo {id}

BHE RS

ZE A AUNTEE 2SR S . )56 daemon Lz fEiE Kylin Linux

Advanced Server V10 &%,

5.1. {fif] systemd EH RS RF

5.1.1. Systemd /&

systemd /& Linux F—/~5 SysV F1 LSB I AL AR 2 19 R G AR 55 %
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HiZY, systemd f#iff] socket fil D-Bus KIF GRS, $RBILTFrdr bR nHe
JABKEE, PR T Linux cgroups i FEIBERDIRE, SZRFRIEA R GBI ,
YA R F BN, SEL T A IR S5 (A3 T MU SC 2R 10— B DRG0 AR a2 R
WA AT TARFFATYERE, systemd TEi & AR fME e fEn] LIEEC sysvinit,
systemd H o B ARG 2T unit (&, unit 2l — PS50
SCHER R Y 44 AL ARG (130 . avahi.service unit 47—~ HAT MR 4 T

AUBCESCPF, RSPPutiE Avahi BU—AEPRAI0) . unit A LUT LR .

# 5-1unit KEIANHH

Unit 285 XHER ik

service unit | .service SRS 1k TR AR I
ol

Target unit target HK unit Syl unit A B R 44

Aultomount AULOMOUNE | oo || i ol 22 sk 1t g A

unit
B

Device unit .device B unit B AELE T Linux 250
ibyra -y

Mount unit .mount K Uit B R S b R U Y —
M

Path unit -path BE unit JoSCHER G B — A SCfEec#
SR
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Scopeunit ) .scope K unit SR

Slice unit -slice K unit —AE I RGEIERAIAY)2 unit

Snapshot unit | .snapshot 5 target unit Hif, PeIRA BSR4
ME— %) H 25 | HHEA unit

Socket unit | .socket B unit B FREER I —
socket

Swap unit -SWap 2 unit %% swap B EE swap

Timer unit timer

IS unit 255 RG]

Systemd unit 3 H RN

# 5-

2 Systemd unit /+4

%

i

/usr/lib/systemd/system/

RPM 450} LA Systemd units

/run/systemd/system/

EATIRIEE Y Systemd units, % H # T 5478

SEAZREN [ AR Systemd units

/etc/systemd/system/

ZE AN 5P Systemd units, % H RS

28 54T Systemd units

5.1.1.1. FZ4HE

systemd FEHELUT R -

> FET socket MIFATIERE: D9 TINEEEA RGUR shAIFAT R s 2 ry it

£, systemd 7E32bri hsr iR 2wl E socket, SAJ514ik socket 45Fd
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PR ERGEIRICES, E NPT A PR socket, SRR SIETA Y
SR ERE o AN — IR S5 RO 25— A I 55 WO SCIF T A S8 2R 31, X i
el REIEAEAR B 55 1Y BAS FRHEBA , I8 A0 A% P SRR AR I UK APt T jE

FIRE . AT RS X% Pt R 2E, 1 HAUREX —UER P

A=

5 o JIRS5 E] AR AR DG 2 th N P B o T SR S B B E B IR AT Bl (B S — ko
J8 THTA R socket, AR—AMIRS T EHABMNRSS , BRI AT LUEHRIR N AY
socket),

> D-Bus BUH K E SRS . i LSS s, IS5 T AZEHE A
B FEsh. R, S SR T R 5 T LU IEAE S D-Bus k551
RMEE S5IH BN FED IR (TR 2RSS, AR —A H RS2 ok
g b HAB R 55 PRt 7E D-Bus HRHEBAEESR , BRI HARAE BEAf 2 H E 19I55 15 2
ik,

> fRUESF R R IR SR

> {8 T Linux cgroups #EREGEEL SRS . B— D PUT TSR IR
EHCK—1 cgroup, fii & sysytemd i a] LIFERAE cgroup Hhig &4t 4k
HRBC B RS AR R iR, (anffiH libcgroups utilities ) .

> SCRPRIBFLR GRS  PRBRRT LR AORAT IR B G0 R AL I i A 1
55 F unit RS . EA WA EER ML . RV P EA R
"Emergency Shell" iRk A, L Siraoiks ; #At—A [ 2ERRIR AR
] FAT50E , BHTR S CRT R I &R AR SF .

> YRR AN systemd WEHLITA IHEER HO3E RSB, AT
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RSk 2 . Jete/fstab AT LIRS i ShE 8 (4 — A~ BRI RC 2 05
i dFH comment=~fstab W& 2 Al Litric/etc/fstab 4% H AL H S0 H
systemd il #Y F H: 20N

> BT ARG A TARAOC R A — S 42 B - systemd SCiFIRST
(5% unit) B A ZFKIIOE R . 78 unit B & SCH-H1{f H After/Before . Requires
H1 Wants #E33 a] DL 2 unit J05 #T . Requires A1 Wants /s —A1E 1] (58
il =k ATk ) YRR SR A OE &R, Conflicts FoR— A~ il Fs R AKisoE &R . Hilh
P R, AR —> unit T E R ShEO0CH], systemd ST EFIE ARG
RESENmNHATIIR, REHHNEN TR ECR 2R —Z(BHTA unit 1585
N5 2R A PER) . MAREZREE, systemd #2485 &, MERAT LI
FRIBEAEIICH T AT
5.1.1.2. 3EM

> 5 SysV Wta kA anikaltg, ©<FIH LSB 1 chkconfig #)
KAFENE, BN, g AT S, . Jfetc/re.d. XLERIIRALIIAAL
ER—AHHMAECE IR, Lsb sysytemd Aiss EG HE5H .

> Jetc/fstab FC & SO i HU o — NG & il il comment=fstab
WEIibRic/etc/fstab 45 H, i systemd A] LAl [ 305

> SCRPR R/ SLIRL] B R —ME 7R B getty@.service
M, WA NS getty #RUES— RS SO, He DR 2 T LA i gk
&, WU, Al DL A RS avahi-autoipd@ethO.service IR %5 it &

dhcpcd@ethO.service, 15747 ethO f{E AT LA B #2858 i fig 47 DE B A5 3
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> fE— & B A /dev/initetl . X AR EL B L& R T AT
FIFO-activated ik 55 . (2 i S L S5 AR 5ol D-Bus iR ) 52 |-,
XA E RS IHF) Upstart #1 sysvinit H11) shutdown . poweroff F1H: At AL
AT LITE systemd Hhaksifdif .

> 5 utmp 1 wtmp %

> BRI LA e A R — DR

> ARHIBCE S S . desktop SCHAHIT AYTETS  ARZ AU FRAR A X
AN RTEE R A o B USRI C AT I BB IR 55 ik TR, TR
FRALRY, A W FE A T BT o

5.1.2. EHRLMRSF

systemctl B EE ) T H., ERlE service F1 chkconfig FINRET—14,

LT LU P e R AR B A S A2 i s AR RIS

% 5-3service 5 systemctl B X 5

service systemctl HER
service name start | systemctl start S 2 B — A R % GE A
name.service
SHEAAT)
service name stop | systemctl stop ISl f22 1 — AR S GF AR
name.service
SEIAAT)
service name systemctl restart FH 322 1| 32 Zh— A
restart name.service
%
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service name

systemctl try-restart

H g — M IEAEET TRk

condrestart name.service
%
service name systemctl reload SRR T AR
reload name.service
SCIFTTAS th W S5 1 A
service name systemctl status BRSNS
status name.service
systemctl is-enabled
name.service
service --status-all | systemctl list-units R A IR SR A

--type=service --all

% 5-4 chkconfig 5 systemctl #X 5]

TE T KA Sl sl 2

chkconfig name

systemctl enable

on name.service

il finh 2Kz SR A4 15 IR 55

HJE

26T Vo B S sk chkconfig name systemctl disable
off name.service

il finh 2Kz SR A4 15 IR 55

Pkt A — AR5 AR

chkconfig --list

systemctl status

name name.service
HIPREE T HC B e systemctl is-enabled
LA ] name.service
W xEZR o
R R ASEFTIR R chkconfig --list systemctl list-unit-files

W55 (IR HTAZE RIS

--type service
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R unit BRI chkconfig --list systemctl

%

list-dependencies --after

B unit JE S SR chkconfig --list systemctl

%

list-dependencies --before

5.1.2.1.  Bmxik%

B O Y AT
#systemctl
DR
#systemctl list-units
T RO IR S5 I EATT, AT LT Al
#systemctl list-units --type service
fan o m BRI, AT e
#systemctl list-units --type service --all
fan s A R 55 BT, BUATLA R e
#systemctl list-unit-files --type service
PATR 7 25 Wi A V0 i 55 i i 2
#systemctl list-units --type service
BRI C LIRS BT S AT

#systemctl list-unit-files --type service
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5.1.2.2. BRIREIRE
BRRE RS mS

#systemctl status name.service

# 5-5 RFHTLFERIIRE

St g
Loaded M g5 2= 7 R

Active IR 55 2 A

Main PID METR GRS 1 PID

Status LR R GRS AR E R
Process FE SRR INE B,

CGroup #2¢ CGroup KHhnfs 2

Bk firewalld.service IRZR SR -

#systemctl status firewalld.service

A/Uusi/uloy
(running)

o firewalld.service RS )5 sl B AR R 55 =11 -

#systemctl list-dependencies --after firewalld.service
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firewalld.service
@ |—dbus.service
@ [—dbus.socket
@ polkit.service
@ —system.slice
@ |-basic.target

| |—.mount

<

e l—systemd-ask-password-plymouth.path
@ | [—tmp.mount

e }—paths target

o | | |—sy5temd ask-password-console.path
] | L-systemd-ask-password-wall.path

s firewalld.service iR % B 3h G SRS~ 10 .

#systemctl list-dependencies --before firewalld.service

[root@localhost ~]# systemctl list-dependencies ——before firewalld.service
firewalld.service
|-docker.service
-multi-user.target
}—systemd update-utmp-runlevel.service
l—graphlcal target
[—5y5temd update-utmp-runlevel.service
| Lshutdown.target
L shutdown.target

!
|
|
)—netwonk pre.target

5.1.2.3. i
JRBhR 55 i -
#systemctl start name.service
fa 30 httpd IR 55751 .
#systemctl start httpd.service
5.1.2.4. {F1ER5S
15 1R IR 554 -
#systemctl stop name.service
{51k httpd R4 7= -

#systemctl stop httpd.service
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5.1.2.5. #ERRSS
HIR RS2
#systemctl restart name.service
=7 httpd AR5 /R H:
#systemctl restart httpd.service
IE S IEAEB TR IR S5 2
#systemctl try-restart name.service
H R
#systemctl reload name.service
H# httpd AR5 RH:
#systemctl reload httpd.service
5.1.2.6. JaMMRss
Ja PR 554 -
#systemctl enable name.service
A IS5 i -
#systemctl reenable name.service
Jii F httpd g5 761

#systemctl enable httpd.service

Created symlink
/etc/systemd/system/multi-user.target.wants/httpd.service -

/usr/lib/systemd/system/httpd.service.
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5.1.2.7.  ZEHMRSS
EEFANR 55 4
#systemctl disable name.service
#5H bluetooth R45 7~ :

#systemctl disable bluetooth.service

Removed /etc/systemd/system/dbus-org.bluez.service.

Removed
/etc/systemd/system/bluetooth.target.wants/bluetooth.
service.

5.1.3. M ip

A2 (runlevel ) 22— HMHES . BUFE, systemd 51 A T —"1F1A
IR A RIS ——HAr (target) . MEETFRAHIE G,
B~ BV 2 AR R DI EE , JF BRERIN S FHZ A~ . —28 HRZE A AL H bR
W5, R3S . systemd $244 T —LL5if)y sysvinit 5 shZUr B s,
3R AT Y telinit 55 shig a2 Uik .

JREhgG 0. 1. 3. 5. 6 AR T 4eE ik, Jf HARX i —4> systemd
1 H AR . ESEBA P A S shZ0 Bt , vl RLLUSA R SR sha o st , Bt
— B B H #r /etc/systemd/system/< ¥ H #x > ( 7] LI & %
/usr/lib/systemd/system/graphical.target ) , el je:s
/etc/systemd/system/<i# HAn>.wants H %, [mH A AGIMER 55 i 554

($81H/usr/lib/systemd/system/" i EIC )
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# 5-6 SysV E#14: 5|5 systemd HirxTH

BATEA HinE$IT Ei::3u
0 runlevelO.target, 4 (halt)
poweroff.target
1 runlevell.target, B PR
rescue.target
2 runlevel2.target | e pysi UM SN, A BUI
51 3
3 runlevel3.target, | gpp gy . P
multi-user.target
Ly Bl X 24 55 5
4 runleveld.target |y vy SR ahge, wH YL
multi-user.target
A 3
> runlevelS.target, | opp | pp i R 3 M
graphical.target
%5, IR ShEE Ftim k55
6 runlevel6.target, H
reboot.target
emergency | emergency.targe 232 (Emergency shell )
t
£ 5-7 SysV #lipikanrd 5 systemctl Xf Lt
IH A4 i ik
runlevel systemctl list-units --type e LT
target
telinit runlevel systemctl isolate AL H A
name.target
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5.1.3.1. AFRNE
sy NINER7N RS
#systemctl get-default
PUR 9275 BN H ARSI s B -

#systemctl get-default
graphical.target

5.1.3.2. &FNHH
A HH bR
#systemctl list-units --type target
fan oz HARRY T, SATRL s
#systemctl list-units --type target --all
DL 7 S i TR s HAREY - 191]
#systemctl list-units --type target
5.1.3.3.  ZHEEAHMR
G INE R it
#systemctl set-default name.target

AN Z P Hpras il

#systemctl set-default multi-user.target
Remove /etc/systemd/system/default.target
Created symlink

/etc/systemd/system/default.target — /usr/lib/systemd/syste
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m/multi-user.target.

5.1.3.4.  ZBHNETHAR
AR S HT AR A2 -
#systemctl isolate name.target
LR Z P ARl .
#systemctl isolate multi-user.target
5.1.3.5.  PHifdEiX
systemd.unit=rescue.target J&— X B IEA R G MK E shell A4k
target unit (5474 1 MH);
PEAREAEA A
#systemctl rescue
AR TR AR HoAN L B, fl T s
#systemctl --no-wall rescue
VIR R ]
#systemctlrescue

5.1.3.6. PMHEAH
systemd.unit=emergency.target 5% % 4 FH S50 init=/bin/sh 4 &
Gifli R G NZARA A ShARLL
HEA R 2B A4
#systemctl emergency
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MR FEEH AN Sk B AT, @ e

#systemctl --no-wall emergency

5.1.4. 7EERBLE LA systemd
YA systemd ap AR

#systemctl --host user name@host_ hame command

#systemctl -H root@server-01l.example.com status

httpd.service

5.1.5. BB systemd BT
5.1.5.1. HoufFN4
BT SO LR =4
[Unit] . @ HBCED, AH5Z unit ARG R
[ Unit type ] : Unit 28581, RIEZRALE AT RIS % systemd i %

[Install ] . 2824 8 AES IR 55 N2

# 5-8 [Unit) ZE&EETH

RLET ik
Description | —sepisk, SRe M RETAR N, ATLLRFER AR,
— A TS R BT

Documentation | yes: s wepifigpide, WZeisHIF URLJESL,
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http://,https:// file:,info:,man, XEHMFH), i
SR REX ARG B H AR A, ARG 2 B2 T e
1, BRI B, XTI 2 TdEE, 2%
ZATHEIE, WERIEE T — a1, IRASE B I,

ZHTA B E AR

After/Before

BCE RS T G sy, e an—A~ foo.service & T
—17 Before=bar.service, ABA 24 1RIF S AT,
bar.service £:%1F foo.service Jia sh 5 UG A A 8. i
EXANE M Requires=2AHE A7/, [RIBHELE
After=7F1 Requires=1 2 W11 o BEIA] LIFE E —IK

PAE, XM Rgr 2 ak e 3.

Requires

T8 RS OB R LB RS, WARA RS B, R4
Requires Ji IR 552 Bl , fez, 4k Requires
Je T AR5 A 1L SOCE SR 8, WA RS e s ik, X
AT LI E 2K, IR AR T A 48 5 1k 55 #9
PTG o RS R Y RSN S R S - AU
Jes BhIT (il F B3] () After=711 Before=>kIc & . i,
W4 foo.service ki bar.serivce, {HjEHAIE T
Requires=Tii %A After=xf Before=, A4

foo.service J3 shist &[S foo.service Hi

bar.service. % fiiH Wants={{# Requires=/&H
7
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GPpeRt, RO R Ge o AT A AL IR 55 SRR O o

Wants

X551 Requires=, X B4 H IR S 29 m 3, H
AR R ShECE A B F 55 40 B, AR A I 55
O — M REARB R Bl o ISR A IR 55 IR 47 5K
DAL T LU E SCARSE, il wants/ H S, B

PR LA B A BE

Conflicts

WC MR s, AR T R, B4, A
g5 IR ghit, s (kA S I IR Ss , Sadsk, dniix
BENEIIRSR 3, AR w1k, BEHshR
ARVEH ., TER, HikE A After=F1 Before=/2 LA
PATIY o ASARSS AR B whaE, HAE B JH Sl B 4o ]
JR8, IRAATATRESIR SR (PIFHHR LT ) BiE
BB E (HEZ—SEEARLTR) |, J5—F

THOL, 2 AR RBINER, B 1k b5,

% 5-9 [ Service | FE Al BN

ACE I

ik

Type

WE IR SIRE, DAGE T IEZ —:
simple,forking,oneshot,dbus,notify,idle

> WAk simple" (X & T ExecStart={HAR%#&

BusName=H}EIA{H), 4K R ExecStart=F1iXE
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R BERE R IZ IR 55 1Y TR

> WURM SRR ZON AL RER AR 55, IR A
FEREE S Z i S Al AR IR TE (BB Y) . LUnts
Ak EAITTHY A B

> "dbus"(i%# | ExecStart="5 BusName=FH[1#kiA
{H)5"simple"2&fl, AlRlZAE TiZi#E R 275 D-Bus
3RS —~H BusName=#§/E &K, systemd K215
RSN AR EICZ T, B RZAE R SRR T 48
FER D-Bus 48K, 8 A ZEIAR 1 T Ba & A MO T
dbus.socket H.7z,

> "oneshot"(KiX & ExecStart=A{ELINHE) S
"simple"Z{, ANFEZANE TIZHFRVMTE systemd Jii
HEARRITZ AR o ARSI 5
RemainAfterExit=3£i .,

> WM "forking", HR4Zs ExecStart=FrikE N
R STE R S AP ] fork () RGEMH,. X2ALSE
UNIX syfpdE R i 2 il o it 4 A i £ SRl 40
CEEf . B CIIZE, 2R, e
KR ZNRSS 1 AR LR SIE AT . W T IAgERe, A
FFi%E PIDFile=3£101, LIH5HN systemd iEff @iz Rk 55

A FERERR, BEmINPRS 4k IR ShiE
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> "notify"5"simple"2& L, A ZAAE T g2
TEREh5E 2 Ja 8 sd_notify(3) 2 2645 1k ik — 18
HIHE . systemd Bx7e )3 sh s 4k BT /i, 1 ez
HFEC NI &R T X MH R . AR BCE IR, I
2. NotifyAccess=¥f Higix & A" all" 583 "main" (K
N). B, HAl Type=notify M AGEH
PrivateNetwork=yes #{&H F 1E# T4k,

> "idle"5"simple"2&{l, ARZAE TiZ R 21
FER BT AR R e L S A T o 3 AT AR f 42

& FREFE RS shell A0 BRI

ExecStart

TEJA SZ IR 55 N E AT 217 (A2 + 240

TR E T Type=oneshot FEHL T, AT LA EAT A
SATEFEZAS), AW H H AR E — 1T,

ZAa A T RE ] LLEE Rl —~ ExecStart="PEE , waf it
BEEZA ExecStart=RiA2IH Al AR o
MRV — D2 P A7 H IR ASE R E BT i AT AR B
25 WARAEE L] ExecStart=184%, B2 E T
RemainAfterExit=yes 154>,

AT LA — AN XS AR TR B AT BT SO, JF HILS
AR LE SHORAK Ve N "argv[ 1] argv(2] ... L A haT i

ﬁ%il:éo
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WERAELE X ACRTIN L PTER" @" AT, IR A5 RIARLE 4L

Rk {4 " argv[0] argvl1] argv(2] ..."fZ b e Hdhd T itk

o

AR ARAE L X BRAR TN b AT R - R, IR 4 RV 2GR LA SR

RAS (B anIEZE IR MMECE IS5 )R, Wi i)
B FTLARREE"-" 5" @ A, HIMPER.

WRBLE T 247, IR AL AT A LUHAE BT S

LI FAR IR IRAT o

ARHEASTE - " 4% PRI, AR AT AR i 4 T4

AT, FIHZETOR R 2k M (failed )RS

MR E Type=forking B, iX HLI & (421713 30 1

BN IS5 1 £ S 2R

ExecStop

X ALE RS, T RCE IR 55 B R A5 (I it T
(R 24T . WM S ExecStart=5¢4H A,
PATTRRAN R E A AT, ZIRSS A R AR R AR
5 KillMode= 1 B9 R IL(ZS L systemd.kill(5)FMt).
IRV E MBI, B2 IR 55 Bt 1R, 255 1Y i 2
FEAOKG AR KillMode =i & 4 7 Bl 23 Rt

4 ExecReload=—#¢, WA —MIRIREZSE$MAINPID
AL TR £ #£19 PID,

R, IR ARG A, TSR
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TEAEI
R A I B A PUTEZ )R, FIARIERE 28 SIGKILL

R HIZRIE, X alfiess e 8idn 2k

ol

Wik, X BRI SDAUE R, AR ST AL ERAE.

EXGCRe'Oa BRI 4, TR R S5 B R A B
AT A 217 AR ExecStart=5¢ 24 .
F35h A — AR AR S $MAINPID R LU T 278 F259E
FERY PID, B4 AT LGRS -
/bin/kill -HUP $MAINPID
T, B BB, il mspiridE it Lk B AE S, il
BOINERECE S, AR5
PR — S 2D EAE BT DAANTE T 24 HRARE e I E 5
IR S IR 55 o
AT FIE DU ExecReload =1 & A— NS i A8 ST Iz
P SO B R R 20 58 U A 24T

Restart

ARG HRRIER IR | SRR H | gORIE. MR, 25
HOHR Sz s

" g5 AR AR
ExecStart=,ExecStartPre=,ExecStartPost=,ExecStop

=,ExecStopPost=,ExecReload= "% & it

% 91 W HE274 T




KYLIN
BRI

BRSPS 2L 55 BBTE REEVI0 RS0 5 Tt

MR H T systemd BYIE FAR1E (140
systemctlstop|restart)mipiis bif, ZMRS A S8 E BT
.

"HEET LR R T T " keep-alive ping" AT, L A] DlE

systemctl start|reload|stop #AEH#ERT

e Iia] URCR Sz —

no,on-success,on-failure,on-abnormal,on-watchdog,o
n-abort,always

"no" (BRINME) FORA S E S . "always" KRS ICA
HIH o

"on-success" TR TEM S R IE IR N E S, Frif"iEw
B RS

RS R"0", S SRS
SIGHUP,SIGINT,SIGTERM,SIGPIPE {553 HiR W55 &
SuccessExitStatus=#i% & .
"on-failure" X/R{XAENR 55 #FE S IR N E S , i S IR
s

R0, B R B R I R AE (L FE"core dump" LK
i #] SIGHUP,SIGINT,SIGTERM,SIGPIPE Z 4N HAf5S),

s F RN TE 1M systemd BHERER I 9 R 5E

RemainAft

N yes" 8" no" (BRIME) , #rs Hix a5 i T A sEFE 2

% 2 T/ FH274 T




TR S I o5 AR R SEVI0 RGUE LR T

erExit RIZR, AR IR 5 9 T 3 (active) R .

# 5-10 [install ] FZEE B

A= ik

Alias (ESE RSN T (EIRIA) o 2T
RS A GAFIREM RS (RIFIRERZEAL ) | 3XAS1E
LB EZ I, BT 4 7R, 43T systemctl
enable A, S HEN7AHN A EERE .

RequiredBy fE.wants/z¥.requires/§ H s H okl 55 S A N 1) B

WantedBy
Feo XAHBIRCR 2 SR IS B, ARG
gl

Also

MR S5 L e i (R R 2B A Rk 55 o ansi A i
KBRS TP ECE T I, W] systemctl enable fiy

L PITIN 2 A S LR AR E RIS

Defaultlnstance

ZE7n unit ;3 FEERA A9 520

iy postfix.service HITI AR -

[Unit]

Description=Postfix Mail Transport Agent

After=syslog.target network.target

Conflicts=sendmail.service exim.service

[Service]

Type=forking

PIDFile=/var/spool/postfix/pid/master.pid

EnvironmentFile=/etc/sysconfig/network
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ExecStartPre=/usr/libexec/postfix/aliasesdb
ExecStartPre=/usr/libexec/postfix/chroot-update
ExecStart=/usr/sbin/postfix start
ExecReload=/usr/sbin/postfix reload
ExecStop=/usr/sbin/postfix stop

[Install]

WantedBy=multi-user.target

ARG, [Unit ] FEBERIR S AR SR G R . [ Service ] &
EEA W R 4515 B . EnvironmentFile 2638 i 5& A1 IR 55 (1 35 55 45 i
PIDFile X/r IR s H#SM PID. f)m, [ Install ] 2Bt o fostiz e ss i
E
5.1.5.2. QA E LRI

I A E SCHTT AP BR

1) s A E SUIRSS AT S

ATPAT SR AT DU IS, ] DUREPHRIEE IRy, WPRTTEE, M AE X

o0

55 i) ERERRAME S — A PID 3CPF, —fRIIE PID fREFAEE . J35hid rTRER ZEAYIC
B ARRAA, SO AERAE T BT R AT A E.
2) FE/etc/systemd/system/H s B oo, I HARIE HAERE root
FH P G

#touch /etc/systemd/system/{name}.service
#chmod 664 /etc/systemd/system/{name}.service

AT ZEHATAUR .

3) #19F {fname}.service SCIF, INIMARSS B E, A5 F0AR & dnfn] i & AT U8

% 94 W/ #E274 T



fx

s TR S I o5 AR R SEVI0 RGUE LR T

IR S JEBAMIRE , T R — MR 265 R 55 (e B 1«

[Unit]
Description=service_description
After=network.target

[Service]
ExecStart=path_to_executable
Type=forking
PIDFile=path_to_pidfile

[Install]
WantedBy=default.target

4) 5@ systemd G ANHHRS AN

#systemctl daemon-reload
#systemctl start name.service

A5 emacs.service LT
1) AUEsCHE, IR IERARR .

#touch /etc/systemd/system/emacs.service
#chmod 664 /etc/systemd/system/emacs.service

2) WA EEE .

[Unit]

Description=Emacs:theextensible,self-documentingtextedi
tor

[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon

ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
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Environment=SSH_AUTH_SOCK=%t/keyring/ssh
Restart=always
[Install]

WantedBy=default.target

3) % systemd FFIFE RS

#systemctl daemon-reload
#systemctl start emas.service

A7 sshd-second R %5 H15 1

1) #%0l sshd_config ({4 sshd-second.config
#cp /etc/ssh/sshd{,-second} config
2) %R sshd-second_config X4, #sin 22220 #ysi, 1 PID X4

Port 22220
PidFile /var/run/sshd-second.pid

MR T EAE SO S E, BB
3) 5 DIEITICfE
#cp /usr/lib/systemd/system/sshd{,-second}.service
4) iEIC 4 usr/lib/systemd/system/sshd-second.service
B AT -
Description=0penSSH server daemon
#n sshd.service IR %5 1& After KEE¥2Z )5

After=syslog.target network.target auditd.service
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sshd.service
# R sshdkey )% .

ExecStartPre=/usr/sbin/sshd-keygen

TESATIIA L, ASINes —A> sshd ik 55 M & SClT

ExecStart=/usr/sbin/sshd -D -f /etc/ssh/sshd-second_config
$OPTIONS

B J5 1% sshd-second.service SCENZUNT

ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second_config
$OPTIONS

5) g SELinux, #hN tep diE, 3 sshd-second R 45 13 ik
AR LGP E -
#semanage port -a -t ssh_port t -p tcp 22220

6) WEITHLEFIFIL,

#systemctl enable sshd-second.service
#ssh -p 22220 user@server

B PR T7 K S 1AL TR
5.1.5.3. BECLAFTEREIT T

systemd HICHE E S BRAEAEAE /usr/lib/systemd/system/H 5%, &4t
FEHAAE WL HEEBERXADHE X TOXH, AE XK CHE
Jetc/systemd/system/H T, WRAY RIT K, FTLMEHUT HE:

BIE#E— H ¢t /etc/systemd/system/unit.d/, X EEIEFER—Fh 2L,
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TS Z IR RS TCSCHE, it B IC B SRy RV RI L&, X3RN IT ST
PERY T 20 A SRR
M Jusr/lib/systemd/system/ #% Ul — {3 & #h B & X fF %
/etc/systemd/system/, RJG1EH. BHIIRA LB RIFEIRBCE, XA 2A
RESG IR B E AL, FHT AT ZMHIniaen st
NSRBI BRI BB S, HEEMBR/etc/systemd/system/ T i
BCE SRR, ATEEAILAS, AT N HBE st nT L
#systemctl restart name.service
NS NINEES o = e
H T REBRAR BT, FR 2 JETE/etc/systemd/system/ Bz —
A~H%, H root PUTERI T A4
#mkdir /etc/systemd/system/name.service.d
TENIA QIR H s 2 T OIERC & SO, ALL.conf SCIEES R
flan g —A A ORI, AR

[Unit]
Requires=new_dependency
After=new_dependency

TIEN—AIF-, FTDIECE FA AR, R s 30 BMEESS, BlE
BlFunr .

[Unit]
Requires=new_dependency
After=new_dependency
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EAERRR A= A — AN, A SO AR B 5E % — I, X RERCE S
TRE Ty W% R sl e e 2 HAB R 5 O IC & H sk o
T RCHRIA RS, ) root ShAT LA T #8A4% -

systemctl daemon-reload
systemctl restart name.service

7. ¥J# httpd.service IR 55 fic &

Tl httpd Aiz55 5 sh it aT P A2 LRIIIAS, 5 2482 httpd #9
BAICRCE SR, PATRA N LA, B et —A> A O H sk e B E C
1F:

#mkdir /etc/systemd/system/httpd.service.d
#touch
/etc/systemd/system/httpd.service.d/custom_script.conf

R 58 S5 B 7E Jusr/local/bin/custom.sh, 3% M5 B 7 3
custom_script.conf [ XA

[Service]
ExecStartPost=/usr/local/bin/custom.sh

o7 FH B

#systemctl daemon-reload
#systemctl restart httpd.service

5.2. OpenSSH
SSH (Secure Shell ) 52—/ FH% 7 - IR 55 S A, (A5 P> RG]
(LA R R A S PR, BREE LR P IEFRE SR B Ik 55 I LR G . AH

‘BIEUN FTP 5 Telnet M FEE G TMUANE], SSH s T8 40h, U AR
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N T 1 R IR I )

ssh R g i TR iE 0 telnet 803 rsh, XEEHEIHA . EoetEAR
R FHRE SO AR FALR G L IR . 5 HAHSCH — S Al scp Ao7e
F, TR a0 rep X RE FRAE AL IR S i SO BRI o R iX 2E 3 TH Y
IR AN T2 2 S IR 55 S 2 [RIA% 388 1) 5 0 , BT AR 7] R Mk O
BN RIS R RS, RS RINFERE P i RGNS EHLARSE
AR XSS

T BB e IR 55 AR R AE R G Tl A Y OpenSSH % %
——openssh , DI J OpenSSH JIk % i % 4% £ ——openssh-server #
OpenSSH % F1idi#fu——openssh-clients, 7175, OpenSSH 22 ki
T OpenSSL 2234441 openssl-libs, XA T LN EE IS E, [Hi15
OpenSSH BEHE AL N5 .

5.2.1. SSH ¥
5.2.1.1.  Aff4flif SSH?

BTEMARFAVFZ AT LUE R TR, RERSLEAAT P IB | S22 A0R E 3T i i 1)
2o, MRS — A RGeS TRIAER . — Bk, X SERi i il LAY 9 LA
TILE:

1) HEADRGEZIIAEF

Vel al REAL THE (5 807 Fr e M 2 th g REAL , B2 il Al ] =2 Tal % 8 iR 4 R
frTRESEEOMRAE R, B Bdm BRI A R A T ARG .

XA AL o 188 Al (AR ) IR R A A T Y, B L IR e — b AR
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HOLAIRZE T B, Al LARDRIAZR 28 b a8t ta, JF i e 28

2) H ke B

Wik & B R GBI E R B Sk UGS . WERBGE AR 1,
M P RGSA S LI E SRR — R A B TE

DR AT DA il —Fh 45 o “DNS ZZA7 3 ER, s g e
“IP ISR AR —BlR B, ARE M — & B DNS AR5 Aokt
KRG — G EE R T, R MR, AMRE L% R
0, XA AR R RN — G F R YL,

X LEHARARREAS AR ] REAFAE M BBURR S, 1T EL AN S O T A
R, AR AL AR R IMEPER) o AR ] SSH R TR 8 AR il
AR 2SR REAE AR R M i 2022 i o X DR Dl SSH % 7 S AR 55 S e &S
BEAKEUET 1y o AL, B S AR 55 S AR G 6] O B Sl S AT I 1Y . AN
SR (R PWE— 07 AT B O B AR S A T AN Y, PR B — s e A —
A HAA I R GEALL R R GEARITE H RN 1Y
5.2.1.2. FEFE

SSH #hslde it 1 LU PRI it -

1) JCik DT 0 R 55 S

TERIRIEREZ IR, 07 S BEAS 0 U & 5 AT P 142 (14 I 55 s ) A 1 2 2 DT 3
e 1 [a)— AR 55 3

2) JCEMHEAIEE R

&P el s 128 7 I BL R B A IESR B AL 45 e 55 i o
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3) PR

TE—A2 0 BT A K ik A B AR 2 ] 128 RN s s i, f
PR A ) i A 2 i D) T W R PR XD

eAh, SSH PMSGASRHE T LA L5

1) $4E 7 AERIZE F Al KA R 4 4 T-Be

4 XL B R BIROR & e g IR S5 & X11 (X & H
G ) WHRT

2) AL T A AR A T

SSH IMSON & K 8 AU — VT HEA TN o Sl FH A4 S i 11 e R 4
A, SSH IR 3 AT LIS — MR e A2 2 E (Flan POP) 19545, M
BEIEAR 2R GEREAR 1 22 4k

3) A AR AL A

OpenSSH iz 55 i Fl % 7 Sifg AT LA I & >k S 1 55 i R85 2 B AL gk 22 1] %) 9
KU, BRI RIT AL I i BR IE

4) %ZFF Kerberos A

OpenSSH Ik 45 i A1 % 7 s ol AR B & 8 Kerberos W28 A IETRLT
GSSAPI (38 %4 s 1 AR P gtz 1) SEDRIEA TALE
5.2.1.3.  PMURA

SSH HETAIEMANIAS : WA 1 FEBSHT A hUAS 2. BRI OIS = IR 55 i 4
YERGEH ) OpenSSH LA H] SSH MiAs 2, WA HAT 1Y 5 i) 25 B AC AL E:

ATy Z B 1 E AR S . SR, O TAHCETERYE, OpenSSH &1
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IR SRR A 1

UL

R TR R 0 B A A R R AT R T e SSH R 2
1) FIR 55 S P12 i o

5.2.2. SSH #EENEHFF

DU — R GVRAF A DLRAP A EALZ 8] SSH {5 1 58 8Pk

1) FATMERTF, DUER P ShRE S 5 E T I 7R B IR 6 i IR 55 s s T A5

2) SR FHRTRR N S P S AT F2 ML TR (3 B A i A T I

3) &Pl R 55 m AT H FRIAE ;

4) % i i s A R EHL T
5.2.2.1. {2

et 2 1) 2 OO B IR A EHLZ A B3 (5 2 L4 A 5E Y, B4 TR AR
i DA K A Wit I R385 BT 1A] o A% a0 2238 4k o B m A T T s i g b 3, DA K ask
SRR A SR A ) S8 B PR DR AP, R SEIX — H AR o A& 2 AR 1R 4
IS BAZH IR

SSH % Friiti ik 2 S5 it , KEEAT B4R a0 e, AR A R 58 2 IR BEAS IE 1

IR AL R o SSCHUN RS RATE

N

1) ZZHsE4H
2) WE NN A
3) WhE RTINS

4) B THENIERE;
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5) WEMmAT %,

TR PISSHE] , AR 55 v P — P — A AL B 10 % P A 2 S0
AR P i LM AN 2 AR 55 Sl (i, R 55 S ) SE AL B0 1% P
RUEARFN, % P ik A2 i%4z:, OpenSSH i 4552 Ik 55 v 1) E LA SR
AR, P, O BB EYUE Yl E agdise kb2 )5, dh8tn gkt
Fio FEZ RIS, B i HIE R I RRAS A AL AR 55 ) EMLE S, DA
DRA S SR AR TN G e 55 Sl 5 o ARAER SR BN A4 Tk,
WA H 2 BT BR 7 i £ 2 RAT O RRAR o

HEPIH

il # T RE S TE S WI IR R T BV R SSH MR 550, POAASHB R GEIF AR
A TVU 649 1 55 S A0 A el 5 B A BUIR 553 2 B0 A DX o 2 T B LSk R ) 247
KA, BRI FAVEPIAVCHCR , B R 55 v/ B 61 LSS UE SSH
e 55 i (4 LSS SE BE A

SSH it LF Al LARUE ]SSR B 2 5305 sl 8 A XS . 7Efmel)
A ISR T — D T S G A (E A — L A ES , I RGBT
A RET A BT R , DAORIPORE AR b Ak T A

TS FHAE 2 A PR AR — e & (R RO T SSH S ) %
ZJe s RN —IERH, B0 —E R EM— S = E ., R
el # RENE i M A (ML S8, X — 15 B S EAR A BRI — Bt Rl A
5.2.2.2. Ak

— B R A b — A BRI A I R G2 L (5 B, Bk 55 i i R0 25
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S H BT SCRF AN RN I GIE T o, BAnfs F— N FABR R i 26 4%, slE S A — 1
o SR JG P S e B SERe B e — b 50 1) AR 55 S A T OAIE

SSH ik 55 v A% P S ] LAC A FAS [RIZE B IAIE DT 3, R4S D7 A HAT B
HERFEIRE o IR 55 S T LA 56 T 22 it & T LIS RpMib e inis oy ik ; & -
gt 1] LA AT A8 00 i 22 iR R RO T
5.2.2.3. A

18 SSH &4 258 il— RN PAIEZ 5, K2t gibcon “ 2R (£
A FER M 2 ME S A, XEE S — IR . A BT AR

Xt SSH KU, AFRGEIEHE— D ILE 2 2k AR ) B—FERTTIT 2

i
g

HEIE . 400 IE T IT AL BN R A A i i A R X111 25l

(e}

it S IR 55 S s v A BRI A8 o 8 TR 7 3 3 ) A

\=<|-

AERE T
BT — 5 o 0% P Im2iRd T — S a2 SRR 3 2 5
—i AR o X LE(E BRSSP, T TR 5 S e N TE it
—K, ANREBP A I, FHE—MEEM IR RZ )R, KHE
(R IE A2 R 2240 SSH ik

EE R LSRR, ) AL EE E LA — R B 7 2R R SO
PLXAP T, HA Y% P s a8 C 25 TR R, Bl A 2l i il & ik o

F P S AR 55 S E Bl PR A A IE BRI, IR T8 P s K i i 55 28 L LA
L AR R 2% 175500 3R T RLAEA LB A BE R Bt 1 D0 1, DAk

B[R PR I A 1 P RAR KA R 1 o
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ERFOIBRE

BRSPS 2L 55 BBTE REEVI0 RS0 5 Tt

5.2.3. fii® OpenSSH

5.2.3.1. FlE

BCE S AR RS, — RS T% F mfee (F140 ssh, scp

sftp) , Jih RS TR (sshd sp9atfe ) o

A JEEINY SSH Bl &5 BffEfE/etc/ssh/HE T, L% 5-11 RS

AIBCE SO FrE P R SSH BCE AR BARAAAE~/ . ssh/H 3 (i H srAErE M

FIRIZRHEE ) |, PEILFR 5-12 R P ny i & S

# 5-11 R LRI E S

3

ik

/etc/ssh/moduli

f15% 7 Diffie-Hellman #43c i 2
{fi Fi i) Diffie-Hellman 4,
Diffie-Hellman #8H3c X TRy %
SRR G . B
SSH 2AE BRI F BERAE He g, —
AN LR B ER O, A E T AT
A SR — 5 T A o X AR B

RS EHLGIE

/etc/ssh/ssh_config

ERINAY SSH & umfic B SCHE . FE, W
H~/.ssh/config fALEMTE, % 3CHRY)

Pl &R 8 ~/.ssh/config 7 5 .
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3

ik

/etc/ssh/sshd_config

sshd ~y4r bR rc & S

/etc/ssh/ssh_host_ecdsa_key

sshd sF¥ERE firfd 1) ECDSA FA8H .

/etc/ssh/ssh_host_ecdsa_key.pub

sshd sF¥ bR Ir i Y ECDSA A%,

/etc/ssh/ssh_host ed25518 key

SSH P 1 19 sshd S aEfs i fdi

Fi RSA FAEH.

/etc/ssh/ssh_host_ed25518 key.
pub

SSH P 1 19 sshd S aEfe i fdi

Y RSA 4.

/etc/ssh/ssh_host_rsa_key

SSH EMMRA 2 1) sshd <y it

FHf RSA A

/etc/ssh/ssh_host_rsa_key.pub

SSH EMMRA 2 19 sshd <y it T

FY RSA 241,

/etc/pam.d/sshd

sshd s #EFE A9 PAM it B S,

/etc/sysconfig/sshd sshd 55 rOBc & S
% 5-12 f¢E P R B U
X E7:1B%3

R S5 di b B — AU A BN . HR P i dk

~/.ssh/authorized_keys | /i 55 s, k55 it s KA -7 2 S i e

(254 I PIRIAUEZ 7 i o
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3

ik

~/.ssh/id_ecdsa

£8P i) ECDSA TA4H .

~/.ssh/id_ecdsa.pub

FH %) ECDSA A%,

~/.ssh/id_rsa

SSH PHSRA 2 /9 ssh Brfdi % RSA FASH .

~/.ssh/id_rsa.pub

SSH WM IRA 2 19 ssh Frfdi Y RSA 2344

~/.ssh/identity

SSH WMYIRA 1 19 ssh Frfdi Y RSA FA%H

~/.ssh/identity.pub

SSH WMYRA 1 19 ssh Frfdi Y RSA 2344,

~/.ssh/known_hosts

5 P ViR SSH A 55 Sl EHLE Y. 230
XFT# R SSH %P i IEAEZEFEIE A Y SSH AR 55 3

EAREH R

IRWCA e SSH FLE S T FH 25 #2115 L, 152 7% ssh_config(5)

#1 sshd_config(5)F M v i .

5.2.3.2.  J43) OpenSSH JIk 5 i

L %% openssh-server 12 J5 4 figiz 1T OpenSSH Ik 55 v

BRI ) sshd sy itRe, LA root JHF7E shell s 1747

AL i

#systemctl start sshd.service

B YA e IRETT sshd sF it R, 1H LA root FH P E shell f5417

PR MRIA LU A4 -

#systemctl stop sshd.service
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WS EARTE R G shist A sha shrdr it e, G root FH P 1E shell 541
PR PR ALL T il

#systemctl enable sshd.service
Created symlink

/etc/systemd/system/multi-user.target.wants/sshd.service —

/usr/lib/systemd/system/sshd.service.
5.2.3.3. ffiJH SSH #ATim % %

N1 ik SSH FLIERSAEN, POZAE LA L 2. B0, HP
RS ] REAE— 2t bl SSH gl (R IRAR G, (HRAEZ A {EH] Telnet
BORINAAR T T 22k %5 6045 telnet. rsh. rlogin #il vsftpd,
5.2.3.4. fHHETEYININLE

N7 HEHE PR R4, W RIAERL SSH EHXS, AR sl AL T
EYIIIE, JFAEREMINIE. ZOXRA, 35 1E vi B3 nano S5 3OR g 4%
F17F/etc/ssh/sshd_config Fid & 4, K PasswordAuthentication #E5i&
SO N2

PasswordAuthentication no

R B RAE— B R BRIA 2R 1 RS8P EA T4, T Aer A e S IR 15
H1'#E PubkeyAuthentication no i, Wi R mfeidss i, mi AR
Pl & s AMT IR, R AE P A AU Z B el T 9] n & st e 1
n] )5 fhd E PubkeyAuthentication 24 no.,

RENS T ssh. scp B sftp N—~% FrumbLav i 32 2R 55 o, 544
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18 5.2.3.5 A AN B AR i — MRAUE BN . R, XL P
FHP 53 0 A

R RO = SR 55 AR ERAE R S8 VL0 BRIME I NUAS 2 9 SSH PRSI RSA %
iR

L .

WARLELL root B 5e il 1B, R4 A root F RS fd X 2645

£TE

WIREEE AR R R GE, AR Z AT A U B BT, il 8 ~/.ssh/H 5%
TEHAEE, FHE R SN R Ha, X—dBHEIERS Era P HdT, &
5 root JH .
5.2.3.5.  ‘EsEsI

B SSH M SUIRAS 2 (1) RSA 24X, T AT AL IR HAE .

1) 7& shell fr2AT5R 7 T A LU R 2 A2 i RSA 5 81%

$ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key
(/home/USER/.ssh/id_rsa):

2) R EI AR R HIEA RS, Bl~/.ssh/id_rsa.

3) WA—AE4, I HAER RN IHMR A AZ 04 T4,
T AN LA AN RO8: SRS A I P AR [R] B 0

4) BTGB, K ~/.ssh/HARRBE N rwx------EF LU\ BRI AR

FORI 700, 2N T HOR A XA USER fieig A B HLNA . A
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S E, aDUME AT kit T .

$ls -Id ~/.ssh
drwx------ . 2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

) LIS, AR SR — G miEdles L.
ssh-copy-id user@hostname
R B AR LI, 1% 22 il ol — IR B i ~/.ssh/id*.pub 2%
o mkRy, ] DEsE A4
ssh-copy-id -i ~/.ssh/id_rsa.pub user@hostname
w4 23 ¥4 ~/.ssh/id_rsa.pub i N 25 & il 2] A8 3% 45 09 B A
~/.ssh/authorized_keys (. 4R authorized_keys S /FC&FFAAE T,

YR BN ENZ SRR

B A SSH PRM AT 2 (1) ECDSA 54575, G LI T A B4
1) 1£ shell iy ATHRET Mg ALL R a2 il ECDSA 4% .

$ssh-keygen -t ecdsa

Generating public/private ecdsa key pair.

Enter file in which to save the key
(/nome/USER/.ssh/id_ecdsa):

) FEPIEERR UGB B R AR AR AE, Bll~/.ssh/id_ecdsa.
3) WA—AE4, I HAERRHARMR A AZ D4y T2,
T AN LA AR08 SRS I P AR [R] ) 0

4) BNTEOLT, K ~/.ssh/HARRBE N rwx------EF LU\ SERI AR
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FORI 700, IXIEHN T HOR A XA USER feig A A HLNA . A
A LEE, A LI RLR A R TN

$Is -Id ~/.ssh
drwx------ . 2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

) LIS, AR G2 — G miEdles .
ssh-copy-id user@hostname
WER B AR LI, 1% 22 il ol — IR B ~/.ssh/id*.pub 2%
o nlkiy, ] s E AR SCH4
ssh-copy-id -i ~/.ssh/id_ecdsa.pub user@hostname
%A A 2 ¥ ~/.ssh/id_ecdsa.pub ) N 2 &2 6 2] A E 22 0 HLE 1
~/.ssh/authorized_keys 3t i authorized_keys SCHFC &7 T ,
BPH B M BENZ SRR o
HE YL
PGP N, AAZEEESREMA, X — MR FEEER,
5.2.3.6. OpenSSH % f7 i
b7 % %% openssh-clients £l )5, A 68 M & 7 i ML 2% % 5 3] — 14>
OpenSSH k55 (IS, 4.2.4 LM 1 i A e 7E SR RERGS t=r 2 I 55 4
BARRG P .
5.2.3.7. fiiHssh TR
ssh T H ] Iih B g 3] — G FE L , IFHE BT S . BT
rlogin. rsh il telnet FLF— A28,
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il telnet ArAHRL, fEHILLR fir 48 sk 8] — G im el
ssh hostname
N, BEREF—E4%4 K penguin.example.com L FHL, A LITE
shell i AT FEIALL T A4
#ssh penguin.example.com
A2 2 UG IR A0 T A H B L ) ] P 2468 55 o AR EAE AR 2E — DA ]
P4, LT 4
ssh username@hostname
i, LL USER &3%%] penguin.example.com, i AL T4
$ssh USER@penguin.example.com
B —UGERER, BB IR NEMHEMBER

The authenticity of host 'penguin.example.com' can't be
established.

ECDSA key fingerprint is
SHA256:I1xy64icRYc/h7XSOvUVywS7t7ThtmOsPT1s07wDD5P8.

Are you sure you want to continue connecting
(yes/no/[fingerprint])?

TE [P A AE A B [ RUZ AT, P R IR A A BV A IR . P Al LA
[Fa 2 55 i 1) A7 B 6% AR N 1 LB B9 o XN L — P2 x| SR A2 IR 7
AT o AR P ou] AR 55 i i) ERLEE S, Al ML T ssh-keygen fii
kA TRE

#ssh-keygen -I -f /etc/ssh/ssh_host_ecdsa_key.pub
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256
SHA256:b0gGbl+Xk/I4+Ve76j3mgpYStyOn3gR9Qilsd+80V3GlI
no comment (ECDSA)

A yes IEZEYPINER . B 2F B — A M55 i 2 n 2
AR EPSIRTRE S, AR— DA RERR

Warning: Permanently added 'penguin.example.com’
(ECDSA) to the list of known hosts.
USER@ penguin.example.com's password:

HEPIH
WNR SSH IR S5m it EAVESINL 1, %P s 218 MU P ARk E:,
BRI 55 it 1) EHLEE A A ~/.ssh/known_hosts SCAH R, SR, FEdEAT

IWHEAEZ AT, THIRR SSH RS REE LR, Bk k55 vl A 52 3 Uik

2 ~/.ssh/known_hosts SCAH MR —~28H, Al LA I 54>
#ssh-keygen -R penguin.example.com
TR Z )G, GOkt A EHLI shell a2 7887 1
Al ik, ssh F2Jr rl LUFRAEIZ AR FAL EPAT— 25 S, A %3 shell
AT T
ssh [username@]hostname command
fltn, /etc/kylin-release U IIEA XBAERGEMAMFER . HEF
penguin.example.com FiZXIHFRINE, HiA:

$ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:
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Kylin Linux Advanced Server release V10 (Lance)
TERE A B ESZ)5 , Fo BRin e EHLEE R GRAME R, RI5 14

Wi M 2 A Y shell fir 1 TR FF T o

5.2.3.8. f{lifflscp TH
scp I LAHIPRAE FALZ i it — N2 e s gt st . ekt b, &
1 rep dEHE AL
PR — A SRR R G, AU T IEA a4
scp localfile username@hostname:remotefile
fian, WA taglist.vim £ 53448 penguin.example.com (1)t
BEIHPZEESR L, FTLTE shell a2 THR 7 MR A LU T a4
#scp taglist.vim USER@penguin.example.com:~
— AT MR SE AN S0P AL . vim/plugin/ B s 1 SCEFEFT E SRR 3
#l penguin.example.com FHIFE HE T, AT AL T4

$scp -r .vim/plugin/*
USER@penguin.example.com:.vim/plugin/

R — N RRR SR B R g L, AT R DL ik
scp username@hostname:remotefile localfile
fFan, BEMGEREFHLE R vimre Bl & Sc:, mTLEA

$scp USER@penguin.example.com:.vimrc .vimrc
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5.2.3.9. flif sftp TH
sftp THATLARRITIF—1 2 4iy . 25X FTP &, 7eikit b, B2k
T ftp, AFEZAATET sftp i T — 2.
TR RGP, AT UM T4
sftp username@hostname
4N, B USER FH P 85344 4 penguin.example.com Fmfe £ HL
L, TR

$sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.
sftp>

A AR ENZ S, BHSFR A sftp SR, sftp T

Hu] DM — &5 ftp KR89 (S0 5- 13)

# 5-13 ‘H AW sftp @4

W i

G —A e H s N ES o WPR B ST H 5%
Is [directory]

PR, BN TS AT TAR H 5%,

cd directory Yin e TAEH R BTS2 H R T
mkdir directory BEE— A H R

rmdir path TR — R H 5%

put localfile

. PSR R VL
[remotefile]
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we 1323

t tefil
get remotettie T EHL L SR R B L |
[localfile]

SARIOT A2 5B SNR, 155 % sftp(1) 1) T .

5.2.4. A HE—/1%Z2K) Shell

—MEAERATATF A IS SSH ARZ I A8 i . 45 T 3id il
Yi, FILLEST SSHIMIEHAT X11 2xihii &, 80, it TCP/IP §: %, R4:

(] i AR AN 22 4 g 11 42 T LARRS 21198 7€ 1Y SSH J#IE I,
5.2.4.1. X11%#X%k
FaE BT X1 24, af DMEH LRI ar4 .
ssh -Y username@hostname
fhn, EdH USER H & 5544 penguin.example.com AYiFE 341
L, TR

$ssh -Y USER@penguin.example.com
USER@penguin.example.com's password:

HNE A shell fpSATHRAF N isf7—A> X BEPIF, SSH % - il ik 55 Ui
OB AT TE , X AR PR 8 5 X0 3 375 B &k B & P L b o
T, R A XL ¥ Rk Z A1, eI A R GE P 223 X % &R S8 LA root
FH P B AL fi2 ] L2223 X1 B0 04
#dnf group install "X Window System"
BR T AR EZER, S0 4.2 ERE4L.

X11 ¥ RAEFA . Blan, X118k LIRS [$TEpiE | THAIE#—
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MR BRG] ssh iR E Rk 55 I, ARIGHIA -
$system-config-printer &
[FTENRE ] TRK S Bk, st il LIZE R AL F o2 4 i v

FTED,
5.2.4.2. ¥k

SSH AT LA i s 11 2 A I He At AN 22 42 ) TCP/IP sl FE X — 4%
AR, SSH R4 HGSHR T SSH % Frifi i) — s 245

Ui 11 R P A D B R 25 7 i P — AR b i 11 RS 381 IR 55 o ) — A JE 7
Ui 1 F o SSH AT UM 55 S 2o 11 R 2 8 P AR B 1 B X —H0R
FFANTT Lo 15 B AHDC R

HE L

B i L T 1024 LIRS, 752 root 2l s TRIAER .

LA IEUT localhost FRYZEHERY TCP/IP i 11 % A imiE, n] LMg AL
T2

ssh -L local-port:remote-hostname:remote-port
username@hostname

flan, ZfdiH POP3 il il — M ek Ar 440 mail.example.com #9fiik
Fan LRGBS, ATRAEH LU
$ssh -L 1100:mail.example.com:110 mail.example.com
— EL2 P S AL g RIS P 55 e 22 T 8 o 1 2 b T T T e st 28 ), it vl DA
—> POP3 {1 % FuifE localhost FA#iH] 1100 3 A AF MBI 1o ALAAT
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TE K o &R 4 bk 1100 g O I R, RO B K & 7 m
mail.example.com k5%

WA mail.example.com %4 ia47 SSH R %5, {HIZ [El— M4 b ) 5 —
B PleRiztT T SSH M55, 84 SSH AR n] LISk Bedb A7 22 Al o 49K,
i A0 i & 23 s A AN ) -

$ssh -L 1100:mail.example.com:110 other.example.com
X — B, N P ImEHLERAY 1100 ¥ & 1A POP3 ik, Haid 22
iy 1 _F ) SSH % $2 4% % & ) SSH Ik 55 % other.example.com. /)5,

other.example.com %43 mail.example.com 1) 110 s kA6 AR
W, fEHX—FARE, HAZ A other.example.com AR 55 i 2 [8] )
BN

Uiy 17 St LA AT 3k P 2% 7 A 8l 22 4 b AR A U o A 2Rl K R Fe
VPRCET B bR 0 (B 22 550 ) (9 SSH A, (H B2 T % Hog v Y
VilR), IR ATEEAEP & FALZ 1AM T ok B 2 s S AT RS2 T RERY , 20
EATZ ) IR AEE S — A A1) SSH A T [ EI ]

HEPIH

PLIX A7 R A P i e R BRI e AT S, W i P 22 48 B RAT:
i P AR REERE R RO I 55 b o AR P RGN, ok H W R RERES U5
[F) 2 AR IR 55

U 1 R RGN, 7 LIRS s /etc/ssh/sshd_config SC#

H11g AllowTCPForwarding #£5i3 o~ No, JE ) sshd k55, kAt g
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¥k ok

5.3. TigerVNC

TigerVNC ( Tiger Virtual Network Computing ) 2— MRS E k=
58, "R ER LTI EAL,

TigerVNC SRR 55 -2 w4ty . Ik omtt = e nf it (vneserver)
P (vneviewer ) EEAEF % U
HEPH

AH AR T BEORE 2 28 IR 55 v PR E R G0, AT IO = I 55 A R E R G2 V10
th it TigerVNC ffi | systemd R4 F P R AT B . B & SO
/etc/sysconfig/vncserver % B B 0% i
/etc/systemd/system/vncserver@.service,

5.3.1. VNC 5535

vncserver T.HHK )G 3— VNC ( Virtual Network Computing ) &
o B Y ESUZE1T Xvne, JF7E VNC R 3— 4 DA RS
vncserver RV P TE— G LA FIFTHLEETT 2N 23l , ZJE iR osTh
A AT e 1 & P s T 2 67 B D5 1)
5.3.1.1.  “&%& VNC JIiR55 ¥

B3¢ TigerVNC kg5, 3L root AP AT R T i

#dnf install tigervnc-server

5.3.1.2. P# VNC 55 i

VNC iz 55 S FT LABIRC & 1 o0 — el AP (X 26 P R P AR T R
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i) Rs— 1o, WLRCEIEN SR ICE . MR T, DL E

SR ESEL

(1) R8P &Z il vncserver@.service 3(f4-%/etc/systemd/system H ¢
(UL smbuser FF 1)

#cp /usr/lib/systemd/system/vncserver@.service
/etc/systemd/system/vncserver-smbuser@.service

(2) B service SCHFF <USER > #1527 1 F P

#vim /etc/systemd/system/vncserver-smbuser@.service

#The vncserver service unit file

#

#Quick HowTo:

#1. Copy this file to /etc/systemd/system/vncserver@.service

#2. Replace <USER> with the actual user name and edit vncserver
# parameters appropriately

#3. Run “systemctl daemon-reload"

#4. Run "systemctl enable vncserver@:<display>.service’

#

#DO NOT RUN THIS SERVICE if your local area network is
#untrusted! For a secure way of using VNC, you should

#limit connections to the local host and then tunnel from

#the machine you want to view VNC on (host A) to the machine
#whose VNC output you want to view (host B)

#

#[user@hostA ~]#ssh -v -C -L 590N:localhost:590M hostB

#

#this will open a connection on port 590N of your hostA to hostB's
port 590M

#(in fact, it ssh-connects to hostB and then connects to localhost (on
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hostB).

#See the ssh man page for details on port forwarding)

#

#You can then point a VNC client on hostA at vncdisplay N of localhost

and with

#the help of ssh, you end up seeing what hostB makes available on
port 590M

#

#Use "-nolisten tcp" to prevent X connections to your VNC server via
TCP.

#

#Use "-localhost" to prevent remote VNC clients connecting except
when

#doing so through a secure tunnel. See the "-via" option in the

# man vncviewer' manual page.

[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]

Type=forking
WorkingDirectory=/home/smbuser
User=smbuser

Group=smbuser

PIDFile=/home/smbuser/.vnc/%H%i.pid

ExecStartPre=/bin/sh -c '/usr/bin/vncserver -kill %i > /dev/null 2>&1

Il :*
ExecStart=/usr/bin/vncserver -autokill %i
ExecStop=/usr/bin/vncserver -kill %i
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Restart=on-success
RestartSec=15

[Install]
WantedBy=multi-user.target

(3) 14T systemctl daemon-reload
5.3.1.3.  Ja3h VNC 5 i

LR SECEITHLA SR 3 VNC RS, e 178 Bon g o £ 5.3.1.2
BeE VNC JIR55 o Bz “ 98— P ECE VNC iR il R il & S
EEBMR A A, KRR % Kk systemd H RS e, — AL
AR 7S G S R AT LU A

#systemctl start
vncserver-USER _1@:display_number.service

B RS IER G R Shn BE . 25, MEE R, vncserver
O AFE T, L root HPHUTLL R

#systemctl enable
vncserver-USER _1@:display_number.service

X, AL AT D —4 VNC BB, LLKGE R R g5 il
TR ZEHES) VNC 550, o &2 T — PRI, 2 BoRiZs
T ) — S0 o XA SN B AR Bl g b ETE SR i SE 2 A AR R Y o

AN PRI ASAS R 1 R e & VNC IR S5 S

P PA B 4L B 4 VNC iR %5 o vneserver-USER_1@.service fil

vncserver-USER_2@.service, &nlLUS AR ERgS . flan, LUF s
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f 22 USER_1 1y VNC I3 76 %4 5 3 1-Ri3h, T USER_2 19 VNC I
SAHE R 5 -

#systemctl start vncserver-USER_1@:3.service
#systemctl start vncserver-USER _2@:5.service

5.3.1.4. %1 VNC &if
LT vneserver BIITHLA A 8, L3 nT IES A2 55 9T HL A A 3l -

#systemctl disable
vncserver-USER _1@:display_number.service

B, YR RGETEB T, 8] LI root FH P $AT LT 4 okf5: 1 VNC
55 -

#systemctl stop
vncserver-USER _1@:display_number.service

5.3.2, }EEHFERRHE

BONTEOL T, — D EEFRH P IIA — 4 X RS migptay | 78 g5 0
Ay P AT LA TigerVNC iR 553y xOvneserver RIS A i) 53 1 o

LHl: FHE—A X EH

ZH xOvneserver LA SR RIS, 4L LN D PRERA:

1) Ll root P HATLA T

#dnf install tigervnc-server
2) NP E VNC %

#vncpasswd
Password:
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Verify:
3) DIEEFHA RS MIITLL M e

#x0vncserver -PasswordFile=.vnc/passwd
-AlwaysShared=1

i B K BB T feiFi%d% 5900 3 [, L AR 7 i PUZEml T LA 123
BoRg's5 0 b, JEEBECERM RSN 1. 1§30 5.3.3.2 2 VNC BLE Bk
H

5.3.3. VNC &E#

vneviewer E—HBRE/REEH P A RFZ R R] vncserver BITRT .

HTH4E vneviewer, A —MMUEFZ 5 HRHTESRER, Ed X ]
DAIPATIE I 20 U045 A B s IR IR A A de s 2, T, fsdin]
L o 2 i R 45 4E vneviewer . 7E4r 247 i A vneviewer -h #] D13 H;
vncviewer (%L,
5.3.3.1. K VNC &FA:

424k TigerVNC (9% P 3% vneviewer, i LL root P HUATLL R s

#dnf install tigervnc

ZEHES] VNC IR 55 o

— HECELF T VNC MRSsu, sin] AMTAT VNC A F 4 %42 211 M 55 i
IE
5.3.3.2. N VNC Jig & By k1%

Mg AR R, firewalld AJRES:BHIRIERE, 4 T ik firewalld Ao
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VNC Bt , AT LIIFicHs & B9 TCP Bfiiisn 1. 24 fdi FH-via 2Lisims, %t
PEiim L SSH 4 T HE ), 1 SSH Ay H 7 firewalld W BRI FFHLT
£l

VNC Jli 55 i 1) R A0 172 5900, 2245 3 e s i g o5 [ iy i 1145, ) LA
FHBRA S S B PO s g S o BN, X TR AN EoRBE: 2 + 5900
= 5902,
5.3.3.3.  f#iH SSH %5 VNC fIf 55 i

VNC J&—MEH R B SCAR R 28 WS, A {5 P I8 A %) 22 AL i e b )
ATREM I . o TR e 4, S80T LIl (il H-via eIk fin s L8 ) Ak 55 -5
P A . X LSTE VNC AR S5 i A% 7 o 2 [A] B1) E—~ SSH &IE .

T VNC 55 -2 7 i 4R A9 i A X h

vncviewer -via user@host:display_number
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FANE PR5AE

6.1. Web JR %58

Web 55 #5680 0 F P Rt —Fh LT web LIRSS, 5 A iUE 02
WL P s 2645 L o BE TR AL, AR RT LA S 2 2 FhsCr 1
K web Hiz 55 5 FH 0 2 UG R (HTTP) |, ArLdusk web iRR55 #5 4
HTTP 5545

6.1.1. Apache HTTP R%4%

R LR 2 R S5 A BV E R G R RY T T web IR 55452 Apache HTTP
%% (httpd) , httpd (RA N 2.4, & H Apache #5427 & 1H)—
PR web JilR55 4% o
6.1.1.1. &HEAH

httpd iz 55

BEH TR K T SysV WIRILIAA, R G801 %5 H] apachect! Fi
systemctl a2 A AR S5 , A 2 Adi f service s 1. P45 T & F httpd
155 g 55

service httpd graceful

PO T

apachectl graceful

EHXI httpd £ systemd FICSCHFRIRIERLIIAS, A U0F B YA Rl #A

> CHECHTMEMSS I, BRI graceful HE T
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> MR RS T, BRAE R graceful 45 1E 7=

service httpd configtest

PO T

apachectl configtest

A /tmp

NTIRERG LA, systemd Bt izfT httpd ~yFirdEreny, FridiH]
f/tmp Z2RHE, FIRGER/AmMp 251,

WA )

AT R g b, MO OB B I #ony BB SC MR A R E T
/etc/httpd/conf.modules.d/H:# . K httpd $24HE A — L n] gk i b i)
e B SO T, 0 php. /etc/httpd/conf/httpd.conf S iy =2 hD
B Include 52 Hk i /etc/httpd/conf.modules.d/H % T ) include 3¢
. XHUEWELE httpd.conf B FAKZ T, o2kt conf.modules.d THY
SHRACE SCMF. fE/etc/httpd/conf.d H TR, 7 ZiH IncludeOptional
fe7n 0, 1& httpd.conf SCHF A & LA e, B3, X 2830 2 1
httpd.conf /R J5#Ab B,

Hi httpd Bt S A —LL B0 & S0
> [etc/httpd/conf.d/autoindex.conf --- Fi¢ & mod_autoindex H3¥%
Bl

> [etc/httpd/conf.d/userdir.conf --- B¢ & nl i [al H &~ H 56, .
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http://example.com/~username/ ; i 1 &40, , Bz X A BRI .

> [etc/httpd/conf.d/welcome.conf --- F& fii A 5 8 g A B, 4
http://localhost/BAA NASIIBALT , WOk B L 130G v

NN W

BOATEOL T, 424109 httpd.conf SO/ MG E . V5220 UL C &30, 4N .
DARTERIABC & ) Timeout 55 KeepAlive # AR E T ; igmidik B
BIBAR T o R AITAT BB 48 s U B8 S 5 B A T WA TR i

AFA TR LR

WARTGZENIA ) httpd 2.2 BCE T F) httpd 2.4, WA R EHTS
AHAR httpd BCETRETLBU. B2 A KT R Apache SCH, 152
F http://httpd.apache.org/docs/2.4/upgrading.html .

A AR Y

TEARAT BN e B 55 #S B E R G AR oh , AR 22 A0 A5 ( MPM )
BALT RNFEIAY httpd g6l e, an. 3T R Al a] LR “prefork” {t 2
Jusr/sbin/httpd ; 3 T £ & & M w] LI A “worker” Ut %
/usr/sbin/httpd.worker .

TR RBURS = I 55 i R girh, R T 58—19 httpd. 3 4> MPM £
AT AR GA AR . worker, profork (default) #1 event, 475200
g — A MPM K B om0 @ i 4
/etc/httpd/conf.modules.d/00-mpm.conf it & 3C 4, HEA 3 MPM HEHRTHY

TEREAT# 2545, LRI LASEEE MPM BEBR ANz T o
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@bk

Hih 7 #9706 mod_Idap SEIARER ) LDAP BB ubAieesl . tit 76l
mod_session #& fit & H mod_session F1 helper . H ¥ W o &
mod_proxy_html #£{itEitk mod_proxy_html 1 mod_xml2enc. iXEEH{f
(kA TIRDYNCI b7 B1= L AE R

TR G R

A i ff H /var/cache/mod_proxy/ H & , M i U Z # 2
/var/cache/httpd/H 3k 1) proxy #il ssl FH3% .

httpd 4k {4+ £ B #2 it 89 37 @ N & 2 & N /var/www i 5 2] T
/usr/share/httpd/.

> Jusr/share/httpd/icons/ --- W& T —AHH T HRERTIWER. FHHM
AAE/var/www/icons/Hsg T, BI{ET#F] I /usr/share/httpd/icons H& T,
7 2 N % M F , http://localhost/icons/ & A % W . AE
/etc/httpd/conf.d/autoindex.conf U, AT LARCE EI bR A7 & AT M

> [usr/share/httpd/manual/ --- /var/www/manual/ H 5% & 4 i 7 5
T /usr/share/httpd/manual/H 3%, X HZA 5 TR AT httpd-manual &
RN E . & T httpd (1 HTML BRF M. AR 2088 T AN 5fka, Wl
http://localhost/manual /2 A% . 7E/etc/httpd/conf.d/manual.conf 3L
PR, Al DUBC & TR B A ] HIE

> Jusr/share/httpd/error/ --- /var/www/error/ H # E & T % 3 T

/usr/share/httpd/error/ H% ., NI ES, MR T HE XWZEIES
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E = (CURN 1 I VAR - N TE

I

3
L)
i
i
—
(ll

/usr/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf {4,

SR T BC E SRR
S5k, SR
TR S RUE, AT IR 1SS B A4 T W RASCUE . 18

PUA & Sl B Order, Deny £ Allow $54-55d F T80 Require i

P . A X Apache X # W W Z ¥ 4 fF B, WH A F
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec
HTRERGEN L2, CARLER suexec i T, BUMRZ I
TFRGERETINIEE, AV MHAAR S . 456X —BUE, suexec WAEHMET
/var/log/httpd/suexec.log HEXXHE T, #f, HEFEHREF] T syslog;

INEO T, i B7E/var/log/secure HiE (.

R I
T httpd 28 TR O X, Hik, 3T httpd 2.2 FEEREE 3

Bext httpd 2.4 BAHEARY . XHE, Wi ZARYE httpd 2.4 BB e SC, X

AREAEHA S Z B, fodm, M. A% httpd2.4 AP AZ R RS

BAE, WHEE
http://httpd.apache.org/docs/2.4/developer/new_api 2 _4.html .
FF NIEAG R apxs Al P47 3CAFE 2 M Jusr/sbin/apxs i3] T

/usr/bin/apxs.
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B RS R
TEAR T RS = PR 55wt E R b, 2Ry httpd AR AT
mod_auth_mysql, mod_auth_pgsql

7£ mod_authn_dbd 1, httpd 2.4 #2485 T HE) SQL Bl ZE DGR
mod_perl

7 httpd 2.4 1, AFIEA SR mod_perl T

mod_authz_Idap

7t httpd 2.4 f9/3f2 mod_ldap ',/ mod_authz_ldap #2 1%} LDAP

IUB-EE

6.1.1.2. HHliE

5K

7 B Apache HTTP Server version 2.2 B8 30, TH252 LT 4

1l TERIRAFRA T REZE T, Hitl, FHEIHNTABRZ PR IE
o P ELRZE T ARME DB, & EA XM
LoadModule $§7R75i ;

2. e E NS =T BT, W E e X R IR T
Ty B e AAUS R 5

3. G A mod_userdir #&8:, W7E UserDir 455, Fr 22t H
SEAFR GRS public_html)

4. QR EAL ] Apache HTTP &4 fiRs5 4k, AT 8 L B4
JZ (SSL) M L2 EE(F R, 155/ 6.1.1.8 i mod_ss| #itlk

AL T a4, KBl E Sl ge BRI A 152
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#apachectl configtest
Syntax OK

A KPR Apache HTTP IR 55 e UBC B 2.2 JRATIER 2.4 A, IS &
http://httpd.apache.org/docs/2.4/upgrading.html .
6.1.1.3. iz17 httpd iR55
ARFEHR UG, (E I ME R Apache HTTP, LK ATA: 4 Apache
HTTP 09 4FPIRAS . S T REREAT httpd k55, BB HLAT ar il e & B &%

T httpd.

#dnf install httpd
W, RS SRS AR E RGP, A L8 ARSI An T BEAR

GRS MHELZIEE, WESHE 5.1 i systemd HH AR5 RS .
Jrghik 55

i root P HUTLA T4, a3l httpd ARk% -

#systemctl start httpd.service

PATLL T4, mT U ASE R G5 S0, A3l 3 httpd A5 -

#systemctl enable httpd.service
Created symlink from

/etc/systemd/system/multi-user.target.wants/httpd.service to

/usr/lib/systemd/system/httpd.service.

HE
MR LIRS 27 5 31 Apache HTTP RS 8%, WIRER SIS 3G,

PR B SSL RAE I 1
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15 1Ak 55

H root HHPHUATUL a4, 5 1E httpd A%

#systemctl stop httpd.service

PATUA T4, AL httpd RS FEERAVE RS A TS 30

#systemctl disable httpd.service
Removed symlink

/etc/systemd/system/multi-user.target.wants/httpd.service.

5 MR 55
ALUE 350771, rTLIESS httpd k5 -

1 root P ATEA M %, Se 2 R kS5

#systemctl restart httpd.service

XL, FEF IR E R httpd k55, AR HERE. @, £L
Fa M ER— s (. PHP) i, S .

H root P HUATLLU R a4, Al AEH N4k il e

#systemctl reload httpd.service

PO 2 3 EustTE I httpd MRS L ER e fNC & SO . S ETEfEAb 3

AT SR AR 2 P I, % 7 i B e Lo B R (5 B AR /R BT RN S8

%,

R T EHINARE B SN S TR B3R, RTRLH root FH P AT

Tk

#apachectl graceful
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PO 2 3 EustTE I httpd MRS L ER e fNC & SCMF, S ETE /e 3
AT SR AT 2T T H A P Ak 2 b P
TERRAT LB R S 55 R E R e, A S i BEAR G o5 25, 7

%% 5.1 f#ifl] systemd HH ALK S .

Bk AR 55 IR 2

75 shell JER 7T, PATLU R a4, Al LK Aiaf 5 /Y httpd i ss RS «

#systemctl is-active httpd.service

active

6.1.1.4. ZmiEfcE S
INEN T, M)538h httpd B, &3 6-1 httpd RS BC & SCFEH 51 H

1 httpd AR5 &S

# 6-1 httpd R EE S

I L
/etc/httpd/conf/httpd.conf S S

fetc/hitpd/cont.d/ o 1 S B A

MR H 5% o

AR, BUNBCEREE & T RELE ORI, SR, A %
P B RE TR AR 2L o TR O T fUL B SR REAERL, SE U MU i E
Jii web g5 a%. T AT E R httpd IR EZ(FE R, ESF 6.1.1.3 817

http BRI “ER RS .
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AT RVHPA R in2, R e s SO rTRE H BLA R R -

#apachectl configtest
Syntax OK

SR TR LR ) R B A o T W SRR A BB IR RS
6.1.1.5. fliifEk

YRR GACZEA BN, httpd i 55 8% K Al I 5 A i 3l S 3E 5= x4
(DSOs) , M Z AT IRz 7 i sh S aasm 4, 7esR i Bt m 2R
SARERG T, XA TR /usr/lib64/httpd/modules/H % T,

AR

T NEAE &R DSO ik, T3] LoadModule #8/R5, 1 LIl
ST A SR AR, %, fE/etc/httpd/conf.d/H 5 A B H & AIRL
B

LBl hnEiEsk

LoadModule ssl_module modules/mod_ssl.so

S, TR web IRSF AR IMERIS . AU S httpd fids A9

Z{5R, WH5E 6.1.1.3 817 http MRS Ty “ERRSES” .
R
MR EAQIHEHY DSO Ak, WIF: 24254 httpd-devel #fF6l. PATELT i
BSEMER
#dnf install httpd-devel

XA AL S A AR T 1Y include S0, header SCEFIZRRAE B,

T.H Apache eXtenSion(apxs) T .
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— BB SIS, tal LR R M T

#apxs -i -a -c module_name.c

b S, AT LAINZE Apache HTTP R4 # e ok gk e .
6.1.1.6. EELFH

AT LME ] Apache HTTP AiRg5 a0  B L =AU, SCETAIH IP,
FEHLA Fs SR BERA [R 28 5 RIS

HT W’ E KT EN A ME B E N, WL E N
/usr/share/doc/httpd/httpd-vhosts.conf fit & S #]/etc/httpd/conf.d/H
T, I “@@Port@@” 1 “@@ServerRoot@@" AN AR5 i 1Al
web R H 5. RIGTE HER eI, s EISLEIpR.

B B EDLECE L

<VirtualHost *:80>
ServerAdmin webmaster@penguin.example.com

DocumentRoot "/www/docs/penguin.example.com"

ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/penguin.example.com-error_log"

CustomLog "/var/log/httpd/penguin.example.com-access log"
common

</VirtualHost>

& ServerName WA %1 DNS 44, <VirtualHost>428001] [ &
MPEARGE, Al AdESZ FARSs de i REHHE R I L E . AP &1 User #
Group 7EIAZHRE T, BUmftZ e SuexecUserGroup.,

ik
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TR E 1 R A AL T s O 2 BRIA Y, IR EEaR e AR R 2K, 1Bk
T Jetc/httpd/conf/httpd.conf Hif¥4 )R8 /R 3i Listen,
RT TR E L AL, FREE T web RS AF. AWM E RS httpd

MEMEZEL, WEFE 6.1.1.3 117 http MRS HH “EHERSE .

6.1.1.7. QI SSL k5%

LRERTR (SSL) Z—Fhae iR 55 fe M2 P b A T4 2407 s i in s
sl fLfZ2% 4 (TLS) PrsUdtie SSL i R At A,  BENSHf PR BERAFI
BEm et mse st Apache HTTP 55254 mod_ssl B4, f#ifs
T OpenSSL T HApkitk, feug4@ ftxs SSL/TLS By, M H AR By SSL
554 o AR IBURE = Z I 55 AR RS SR LT TLS 52y Mozilla NSS.
mod_nss FEHEHE T X} Mozilla NSS (137 4F

MG HTTP &4, (EATRES S © ) NET AT IEAESCE o Frid HTTPS
FEFE HTTP B3N 17X SSL/TLS [ S3CHE , & BRI &5 N B AR B T A
AT FENZTE Apache HTTP kg5 #eBe e I, anfarig AR i — S Ay
B, AR AR AL AN B 2SR R

WA UE A 122 4

W FEH T LI, RGBS FRIE BT, 3555 1Pz AR TR Y
BYRAOL R4 . SR, EASESEAR BRI R A D, A 2 MR
— BRI s i — DR R, AN A g SR 2
RE O A FABH R 5 s FHALEH St i 854t R FHDGH I ) A B e o

% 138 W/ #274 W



s BRI R 55 AR R SEVL0 R GUE HE B T

T HET SSL S A, SSL IS5 i AT B Y i e A3 45 A AL ( CA)
A BVBCTIET . WEB PR RS AR AR e (N RS E ENLA; A F]
%y M EAFAE ), BRI CA MFAMH . XS24 7T LU DA A TIE
PRI C A TIES, I EARELMEM Bk e .

B VEAIET web BEHINHY SSL#EEN, S web 55t b HE
oo WRIEBBAYIE CA NS, S UEB TR AL FIE EoR A M4
AVCHC, web [R5 de xR @R, G P 2B AR I R AR R

BRONEOLT , REZHON VS SRR & A — 20 2 Ak T . IEA
A, BCEL ARG A, B PR EE R CA RS, R, RAH
SEAT LA MR R T, B, SRR IR IE R, X, TR AR —
AER . BT LAZBIEBA DR, 2, aMRah &y D siEsE,
b, sRHER R AT REM RIS CA. MIRHEZ(ER, WS HER 6-2 HEENIEMR

o i AT CAG

X 6-2 ZHENWRAE R FIRY CA

web %2 S
Mozilla Firefox Mozilla root CA 513
Opera Opera A] FHHRIESS
Internet Explorer Microsoft Windows ] R IE$5
Chromium Chromium project AJ ] fARIE S

TEHES. SSL RS ARI , 5 BA M —MUEAER A — 88, AR5, ZORIE
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TR, 28w I SR UE RN SO EHE MU AL . — B CA Bk 1 G K A
e, BB Rk — T LURIIR S5 f— R S SRR 4 s Ji4h, aTLd
B ABAIET, EAIEH CA BT 4, B, XAUGEHF LA
ENHNSE
6.1.1.8. JiiH mod_ssl fiibk

WARAEET mod_ss| #ibke, #E7—A4> SSL 5k HTTPS R4 191&, WIREE
G Hb—A A (. mod_nss ) i FAHIE B3 1, 310 443 ZERIA
HTTPS i H

S} 71§ mod_ssl Bl OpenSSL T HAd, #—4 SSL RS 4%, M
L% mod_ssl #il openssl # 4. i root A AT LU i 2l il LASE 2

ey

#dnf install mod_ssl openssl

IEA, 281 mod_ss| IR E X f4/etc/httpd/conf.d/ssl.conf, ERIAEHLT,
RS TE Apache HTTP k45 #v i ERCE SO, T mdkisise, &8 HE
httpd 55, HSF 6.1.1.3 217 http MRS “ERRS .
AL
1E 4 POODLE: SSLv3 vulnerability (CVE-2014-3566) 1 frifi iR i1,
Kylin ANHEERS T ssl, @i TLSv1.1 8 TLSv1.2, i/ TLSv1.1 fJ LA
eI BARFZ 2 BRI SSLv2 & SSLv3 Ml 1, FFERIA

gg
FHTEN, Bk, BAEdEAE =N,

7

£ mod_ssl| Hg FHAIZEH SSL 1 TLS
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TS FHAES 45 2 AR /Y9 SSL AN TLS B3, BE ] AAERC & Scf b it 78
“ ##SSL Global Context” #4rushi/MiR SSLProtocol 45751k 4 Ja Ji Hl/
AR SSL, WAl LLERES“VirtualHost” it “ #SSL Protocol support” i 2 4
B BRIATTOR B, WS B AR N EHLTE 8 2 T, WP SabR 2R
W, BT UHRAS, AR LMUAE” SSL Global Context”
Jy346 2 SSLProtocol, W] PIAEEANMR I B EHLR MG EE, EEEWH LS

# all,

6.1.1.9. (HHAAER R HFIIES

ALV E A BRI E SSL k554, Mo QIdsnm . H2, if 2
PRI LAY «
1. IEfEMEE 1P 54

UEF A X REE Ry IP A miAE iiny o Rk, HEHrpz —&A 77284, ik

2. IEFEHHCH VeriSign Ak 1 kA (il 55 g ik
VeriSign J&— i FHIRRIEB AN, B2 X Ree F, 1P ikl A4
WURIEAS . — ELB TEPE= i, IR oAk

T LIRMA S O A A, AR R E AT A GRS . AREZMRELR, HEFE

N

6.1.1.9 4 AUHT S RNES .
WmREM A A WY ML, W 5 R aE B A R S B

Jetc/pki/tls/private/ il /etc/pki/tls/certs/H T, Al IPATLA T An2 5230 -
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#myv key file.key /etc/pki/tls/private/hostname.key
#mv certificate.crt /etc/pki/tls/certs/hostname.crt

SXJG, 1E/etc/httpd/conf.d/ssl.conf il & SCfdr, WNF 5147

SSLCertificateFile /etc/pki/tls/certs/hostname.crt
SSLCertificateKeyFile /etc/pki/tls/private/hostname.key

N TS S FAERL, WS E 6.1.1.3 1847 http BIRS TP RE IR .

Bl . EHEA Kylin %4 web Ik 55 as B HFNES, WF PR

#mv /etc/httpd/conf/httpsd.key
/etc/pki/tls/private/kylinos.example.com.key

#mv /etc/httpd/conf/httpsd.crt
/etc/pki/tls/certs/kylinos.example.com.crt

6.1.1.10. LA fnEf
R T AERHTEHAES, FERG T ESE OpenSSL 441, W root H

FHPAT LT A ml DS & 4

#dnf install openssl

XA AL T — 414 RN B SSLAE A 910 T2 & genkey R LS,
B REH BhFRATT A U B

EEaTER

WA —DFE BRI A WARGET, I8 R E — D ARTFHS .
BAE, AT RABRORE P Il Y e NI IE R SR 1, RS DR v A . O T EE
SOFFN SRR, T2 H root P LU T ré b hostname.key A4 il

UEF

#openssl req -x509 -new -set_serial number -key hostname.key
-out hostname.crt
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TERGEH, WA B X Ris EHLA B PSCIFAAAERE, 22 root 4R

PRI %, BRI YIS

#rm /etc/pki/tls/private/hostname.key

6.1.1.11. 5 HTTP Hl HTTPS Fc & Bjj kit

BRATEOLT , AR BORE = IR 55 #v iR E R G2 A3 T HTTP # HTTPS 1Y,
RGN E L —1 web k55445, A firewalld k55, itk HalLl
i HTTP F1 HTTPS 1.

H root P HUTA N 44, Al LUAH HTTP.

#firewall-cmd --add-service http
success

i root A HUTLA N4, TS A HTTPS.

#firewall-cmd --add-service https

SuUccess

FEAGEGG, XEBUELARR T . T HXEBBOR AR, R EAE
PUAT ik A, i b--permanent i3,
¥y HTTP 1 HTTPS 14 ™ £&15 1] 1]

H root FIP HAT LA T a4, Al AR A i b7 s sui/F In) iR LE I

#firewall-cmd --list-all

IE— P ERINZLE R, BARB KBS T, {BJ&, HTTP Al HTTPS J& A
Vi o B KBS R

— B i By KBS W] AR HTTP A1 HTTPS T, ABAUT Biddns, il
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SFES services 1T LA WTTFIEE

services: dhcpv6-client http https ssh

6.2. HRXR%E4

6.2.1. OpenLDAP
LDAP (et Hog Vs sl ) S —4UFR B, AR VI TIFEM 4 Sy

5. EFET X.500 HopIbmpnifs, (F2mH/0 R 2R MR 44, B
LA, LDAP #FRVE X.500 ARt b A i) — R iAs

% X.500 —#¢, LDAP KM H AL ZTr. X 28 H 5 a] UG5 Fh {5
B, AT, Hihk, FEETESS, R LRI T R4S BIRS (NIS) R,
B PAATAT NAEATATAILES 3 A LDAP SRiF i P28 T AT [l At AT TR e -

LDAP id i FH TP B L, A B RiEsi RS E . EWaEEd
— RS H 3%, v v A P iR b, BRI LIG I A
FEIHAl LDAP g5 #811t, MR BE— R i 23R B AR . R, B

A DL N T EAN WU, BIInR: . BURERTTFIR A

6.2.1.1. LDAP /%

i ] client-server KR 251, LDAP @ #—~3 1 4% nT i ] (1 =05 8,
FSko 4% P s il ox A H s L A5 B, IRgs desinss it o2 &4 1B
AR, SRS R A TR R S MBS A T o TR AR X T S A
Transport Layer Security (TLS)25 i Hsl ik B 1138 i 8k sk it

LDAP JI 55 i SR 2 PR R S, B HLG AT ORI AR FK, ATEZ 01k
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o OB 24 € AF gtz 11, BERE A LDAP 55 et A s {5 i N A P A
Rz, Jf HARKCR TR EAERg .
6.2.1.2. LDAP Rif

N g AEAS 5 rp g LDAP-specific ARif .

entry

LDAP HEmsa—A 0k, H—4> entry i id Bl 53984 %52 X (DN )
attribute

5 EJE M entry SCBR) 61 a0, Ban—A4H 413 R —-1~ LDAP () entry,
FZHLUCHKRY attributes (Uil ZEHL SR, KOHY, AR A—
A~ entry, AR RG-S A HRAR ik o

—> attribute " LLE— R {E, B2 —HIFRESIR, BIASLL
JEPER AT e, (A H AR LT A . DAL attributes W Z0# ] objectClass ke
X, FF H 1£ /etc/openldap/slapd.d/cn=config/cn=schema/ H 3 T 1Y
schema Ui R R,

iZ attribute 119 75 W F1 & 1Y {6 9% #% 4 Relative Distinguished Name

(RDN), A[ETF DN, RDN X}F—4~ entry Kifij&m—It Y.
LDIF
LDAP ¥ sc#utg = (LDIF ) , & LDAP entry pyaliscAFK 5=, Wi

N

[id] dn: distinguished_name
attribute_type: attribute value...
attribute_type: attribute value...
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id PEIUR— N E RO, TR entry, B—1> entry nJ DIy
%/~ attribute_type #il attribute_value 41, HAEATHEFRN B SCH 9 E X
1. fEentry fi)m, WA —2HIT,
6.2.1.3. OpenLDAP #3

OpenLDAP 24t 1R 2 2 A ik

> ZFF LDAPv3——7E LDAP JiAs 2 X, izl i 2ok b ok

{RiE LDAP B4z 4x, Hp ek, 43 +F Simple Authentication
and Security Layer (SASL), Transport Layer Security (TLS) Fli
Secure Sockets Layer (SSL) ZHMY;

> LDAP i ] IPC——{#i [ inter-process communication (IPC), Jns#

T AR T B P A TR R R .

> IPv6 i1 ——O0penLDAP 3745 IPv6 MY ;

> LDIFv1 {37 ——0penlLDAP 1 LDIF A 1;

> BRI C H——24Hiny C By sR 1R DA ] LDAP H

MR S5 AT 5
> Jmse 7Sz ) LDAP iS5 as——t4E 1 ST 1RV TR RS, R,
B TR
6.2.1.4. OpenLDAP fIk% 325
£ Kylin R4 %% LDAP RS S BRWF -

1) %% OpenLDAP 41ff, £l 6.2.2 ‘&% OpenLDAP 4i14;
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2) BiEZ0 6.2.3 fic® OpenlLDAP JIkR55#%;

3) iz slapd k%, & 6.2.5 1517 OpenLDAP Ik % ;

4) {#iH Idapadd Ifigisfin entries 45 LDAP H3E;

5) ffiH LDAPsearch Jifgfifi slapd k552 & IEMSIHE B .
6.2.2. %% OpenLDAP 44

OpenLDAP 1) sREUZE AT T i DL T a3 .

# 6-3 OpenLDAP %3

& i

AL 51T OpenLDAP JIj 45 4% A% 7 i 13 T w4 41
openldap
1) PR o

openldap-clients | iz T Al LR AUE N LDAP RS54 M 21T .

AL Ti54T LDAP IR 55 45 10k 55 LK BC B R P,
openldap-servers
&7 Hoh iy LDAP Daemon, slapd.

openldap-devel | JF%&1u,

3 migrationtools 523 OpenLDAP i f' J F FreH i)
migrationtools
whn, ARG,

AN, LR A0 5 F LDAP AR 55 208 -

+ 6-4 FHMHn LDAP %%

@, ik
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nss-pam-ldapd | iyt 4 nsled, —4~Ackibiiy LDAP 4FKMiES . SLVFfI A

IR AL i)

mod_ldap ZA 404 mod_authnz_ldap #1 mod_LDAP #ie, H

mod_authnz_Idap #idkt 25 Apache HTTP Server )
LDAP Zrikgi e . iZBIHRAEET X LDAP H &85k A P 1k
5, JFHReg R Ui AL T HI P 4, 584/ DN, 4%
%, —MMERE attribute, 82— DSBS IE TR

X/~ mod_LDAP ffy & fE[f)— M, fRft— ] g &
L= NAF cache, b T E SR HTTP 35K, SCFF

SSL/TLS.

i H dnf 24 LU 4
dnf install package...
filan, 43¢ LDAP 55 #%
#dnf install openldap openldap-clients openldap-servers
TR A B AR, root P #f78 5 stransd . R
TERE 2 A E R, S5 4.2.4 LR
6.2.2.1. OpenLDAP fil55 i e
J T HATE TS5, 1%Lk openldap-servers 43224 T LI T 41 #1 slapd

Az 55 -
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# 6-5 OpenLDAP [R5 T EY|FE

e 1

slapacl VR AR R ER

slapadd PN entries M LDIF 3C4%] LDAP H %,

slapauth | RVFEKAVGEFRR 1D 51155,

slapcat ARG LDAP H st Ll LDIF #2547 entries.

slapdn FUVFIERE A DN 312,

FVFEARIE YT N A BB 4k slapd H 5% €1 OpenLDAP

slapindex
HxR5l, EeEailges,
FVFEEIE— MR P %65, o Idapmodify 4, 3%
slappasswd

A slapd Bi & scf,

slapschema | Fei/Ffasaa A b R R A B I 2 45 A e .

slaptest VKA LDAP IR 55 2ot &,

6.2.2.2. OpenLDAP W% Pt
openldap-clients L2 & LI F40F, ifetuthire LDAP HE FEn,

BRI entries:

# 6-6 OpenLDAP Z /i T EY|FE

e 1

|dapadd AVFEZ LADP H 450 entries, o] LU i —4> S0
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BirER A, ZiA 2 ldapmodify -a —M88%.

R EE N ER attribute F1 LDAP H 3% entry #4711
I[dapcompare

o

Idapdelete | VFEMIER—1 LDAP H3% entry.,

ldapexop | AuiFffdiH] LDAP ¥ JEH#AE,

Idapmodify | f2iF%&ek LDAP H 3¢ entry, @i SCHBbRAER A

ldapmodrdn | eI & & LDAP entry i) RDN fH.

|dappasswd | & LDAP HIF #44 ,

|dapsearch | iff&EdAk LDAP entry.

Idapurl PV B % LADP URLS,

Idapwhoami | R4 %7E LDAP JIR % 2% F HUATIR e,

KT Idapsearch fira7bh, Hepan -l i SCHag 7 b g, miA&
HRAE A AP TE . PR man aiv A B SR
6.2.2.3.  LDAP & P FHA 48
HIRGVEZ LDAP % 5 i 1] DLBTH B i 5 st H s, (HZ B URE = 2
155 At E R GE B A B AR H R, # ILRYBERS L) R sl e 55 & B

SERIN A, 4345 Mozilla, Thunderbird , Evolution, =% Ekiga.

6.2.3. fii'& OpenLDAP fR%4%
2RINF), OpenLDAP fit & {5471 /etc/openldap HE . FHipyEM
BT A B SR E SR
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# 6-7 OpenLDAP Fi & B FHRC/45)%E

7 ik

fii F§ OpenLDAP J& pri%k 14 % 5 s o FH B9 I &

/etc/openldap/ldap.conf | 3C{F, 1145 Idapadd, Idapsearch, Evolution

G

/etc/openldap/slapd.d/ | Slapd ABCE S

OpenLDAP A H-{fi ffl/etc/openldap/slapd.conf ft & 4, & fiH—4
fic & % ¥ )% 1E Jetc/openldap/slapd.d/ H 5 . BN Z R LZECRA T
slapd.conf 3¢, #nT DI LL R iy & i 746 .

#slaptest -f /etc/openldap/slapd.conf -F
/etc/openldap/slap.d/

slapd il & 145 LDIF entries, #E—A~0 200 HRA 2450, o] LItk T
RV R i 4
6.2.3.1. BHeREE

LDAP Ik % & W & & W & X # f# #F &

/etc/openldap/slapd.d/cn=config.Idif 3¢, # LI T4
olcAllows

olcAllows fir 2 iz f7 s EMPLL R JE n] LRI RY, (I LU R A%

olcAllows: feature

AR, 203 6-8 T olcAllows 5, BRIAIEEIE bind_v2,
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% 6-8 T olcAllows T

prial] ik

Bind_v2 LDAP m[ #5211 bind %3k

Bind_anon_cred | 4 DN J&45 (RIS B 44 1Y bind

Bind_anon_dn | 3§ DN 2= WRHEH:Z B 44 bind

Update_anon | I EA TR

Proxy_authz_anon | #3 [& 41C B

flan: f#iH olcAllows F54

olcAllows: bind_v2 update_anon

olcConnMaxPending

olcConnMaxPending fir 4 fe i 846 2 FE 44 S ib e RO R R EL, s

T
olcConnMaxPending: 100
olcConnMaxPendingAuth
olcConnMaxPendingAuth fir 448 & Bk i 2% i R IE R S5k, fir
SN

olcConnMaxPendingAuth : number

SRIMEZ 1000,
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f4n . {#iff olcConnMaxPendingAuth 4>

olcConnMaxPendingAuth : 1000

olcDisallows

olcDisallows g SRV EMPLLRF A T . Ar N F

olcDisallows: feature...

Al EEZ RS RS F£ 6-9 M olcDisallows &I, %A BRIAAH]

o FH A

% 6-9 I olcDisallows £

pri] ik

bind_anon | AR 44 bind ik

bind_simple | A fVFE#AY bind K kAL

tls_2_anon | AairigsniE 4 osih ks STARTTLS fir%>

tls_authc | JCLEIEEALYF STARTTLS @rd

it ffiH olcDisallows 4>

olcDisallows: bind_anon

olcldleTimeout

olcldleTimeout iy RIVFIETE 7R —A> idle FEFE IR, 7T LAERF)

HT‘H‘ETJ ) ﬂﬂ < ﬂﬂT
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olcldleTimeout: number

ZHEICRNERA T (R

rmh

B ENO0)

il . {4 olcldleTimeout 4

olcldleTimeout: 180

olcLogFile
olcLogFile fig& g — X Fidsk HEGFE, 2T

olcLogFile: file_name

H A5 SR A oebm i A 2

40 {#F olcLogFile #i4>

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral ¥ L LEF8 E— 1R S5 #5 ) URL SRALPRIER, mrd i .

olcReferral: URL

BRIAAEH]

. f#H olcReferral 74>

olcReferral: Idap://root.openldap.org

olcWriteTimeout
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olcWriteTimeout I 72148 18 7E I — R 58 UK S 1 2R 1% 12 (1 B
Al USSR ], A aRan R .

olcWriteTimeout

BINAT R (FREERN0)

. {4 olcWriteTimeout 174
olcWriteTimeout: 180

6.2.3.2. B¥REEIERERE
BRIAEY, OpenLDAP fik55£41di i Berkeley DB(BDB)VE )5 B4 . %
BOPE E B OE fF % AE /etc/openldap/slapd.d/cn=config/olcDatabase=

{1}bdb.Idif 3¢, PR Al e a4
olcReadOnly

olcReadOnly g4 e iFE i H e 0 A 2, BT .

olcReadOnly: boolean

WS4 TRUE ( Rl ) = FALSE (nlfEdicii=l) , ¥Rk FALSE

4n. {#/ olcReadOnly 4

olcReadOnly: TRUE

olcRootDN

olcRootDN %4 Al Ll LDAP HgdsEA&H M, MiHIT .
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olcRootDN: distinguished name

0 DN, 2ME N cn= Manager,dn=my-domain,dc=com,

fl4n: f#H olcRootDN fir4>

olcRootDN: cn=root, dn=example, dn=com
olcRootPW
olcCROOtPW 14> FLVFRC N I P i B, AN h

olcRootPW: password

AR IR ISR TR, S R, 2 shell 263, [T
AR A

#slappaswd

New password:

Re-enter new password:
{SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

#wiltn. {#H olcRootPW 44>

olcRootPW.
{SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix

olcSuffix M4 AR VFEYS & HAME B v, T .

olcSuffix: domain_name

B2 FQDN, #tiAZ dc=my-domain, dc=com,
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Bilan: 8 olcSuffix %
olcSuffix: dC=examp|e’ dc=com

6.2.3.3. %y e

1 M. OpenLDAP2.3 LIk, /etc/openldap/slapd.d/H st & 1 Z BifEk
f/etc/openldap/schema/H 5% T #Y—4£ LDAP & X ,OpenLDAP fii Hix 4&r]
DI RETT5E, SCReaifg attribute SERIFING RIS B JEM 3, CTX A4
Joom ¥z W fF B, CINN VN
http://www.openldap.org/doc/admin/schema.html,
6.2.3.4. HSIEARER

OpenLDAP & piifi FlfIR 55 #43 fd ] Transport Layer Security (TLS)HE4E
RARUEZ 4, TLS R4 UL (5 L 2R . FIEmEe2Iny, 78R m B =
HR 555 E RS+ OpenlDAP i Mozilla NSS /£ TLS A9 2E 528

i F TLS @ &4 %, it Mozilla NSS fff i TLS/SSL, 4 4
http://www.openldap.org/fag/data/cache/1514.html, Kitt, FHFEER
U MR S5 A A TR ORI B . /0, IS5 Avdmits 20 CA LB EAR BRI IRSs
FREA ARG o &P Sl S S AL S PR AR CAGIER U

BRI, WRS5 dvi iy 2ot — > CAGIET, % P i a2 3 — 2 2k
55, PR MR A O SO F R R T {F AR CA

i &

ZEHH T 1E OpenLDAP JIRssas i ] TLS, 72X} slapd A& 174
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Jalic®, fE/etc/openldap/slapd.d/cn=config.|dif it & X fdE .

S T NI TV o S R (S 1 VA A G R ( R O
Jusr/local/etc/openldap/slapd.conf, Fh#fFH slapd J& iSO 22 A 77 i
&, %17 H 3%/usr/local/etc/openldap/slapd.d/.

PAUN A% THfr SSLRUEHZ AR, BRT TLS ard-dh, BHEAENRSS
sy SSLATH—Aum i, —BORULE 636 ¥ 11 . gik/etc/sysconfig/slapd

A, B ldaps: /A, $8%E SLAPD_URLS 154 URLs,
olcTLSCACertificateFile

olcTLSCACertificateFile iy4#85 T Privacy-Enhanced Mail (PEM)%
EsCH, mAETER CAUET ., HHWMT

olcTLSCACertificateFile: path

path A& CAUEBRI X, B iR fdiH Mozilla NSS #9i&, AT LURIE

PR
olcTLSCACertificatePath

olcTLSCACertificatePath iy & i s £ AR S AL 7 5l CA GIEF377 L
fH %, % H S22 OpenSSL c_rehash #HA &7 H, Az LA ) S2 bRl 45 3ok
fsERE, — BT, W14 olcTLSCACertificateFile /b #:,

{5 Mozilla NSS #f#if, olcTLSCACertificatePath #% Mozilla NSS
Bl Eptis (CAUR T HIRTSL ) o EXFMELL T, c_rehash EATER,

BV

olcTLSCACertificatePath: path
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4. {#FH olcTLSCACertificatePath Mozilla NSS.
i1 Mozilla NSS, olcTLSCACertificatePath #5852 H sE 42, % H #
& NSS UEF A PR S .

olcTLSCACertificatePath: sql:/home/nssdb/sharednssdb

certutil fr4 HI2k 4 NSS Eedli 2 - CA WE

certutil -d sql:/home/nssdb/sharednssdb -A -n
"CA certificate" -t CT,, -a -i certificate.pem

DL ER A% T —4 CAUE4, LL PEM-formatted #0847, #FH
certificate.pem. -d ¥EHiFEEH WA H %, ZH RS NSS Uk AE % 3C
fF, -n IR EIEBAFK, -t CT,, mERIUETEAMEER, 16 TLS & Mk

Sl -A WINC AR RIS 2R EdE R T, -a it ASCII AU

S AR, i f certificate.pem AL LA o

olcTLSCertificateFile

olcTLSCertificateFile #4458 & 1% slapd M55k 45 19 S04

olcTLSCertificateFile: path

path H 7 slapd MRF#IEFBSCHE, Wik H Mozilla NSS, 2k
R

#iln . i@t Mozilla NSS fifi ] olcTLSCertificateFile
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M Mozilla NSS FlIE- e i 4 SC 444 F1 olc TLSCACertificatePath
fir4, olcTLSCACertificatePath Ak45 EIEHAIAFR. B4, 5 NSS %k
JE S RT AR .

certutil -d sqgl:/home/nssdb/sharednssdb -L

WEE—AEH, B EafRiEi#Es olcTLSCertificateFile

olcTLSCertificateFile slapd_cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile fir &8 30, ZCHE &R, RHAMAL
7 olcTLSCertificateFile FUEFEVCHCA . HETAZREME IR, F iz
1 ZTRE A SR

olcTLSCertificateKeyFile: path

Ui PEM JiEBI, path B MAH SR . 414 Mozilla NSS i,
path B4y — A SRR, 123015 olcTLSCertificateFile fiy 448 & Ik

Fi#Eas (2% T lffiFH olcTLSCertificateKeyFile i1 Mozilla NSS) .

filtn. M olcTLSCertificateKeyFile fil Mozilla NSS
2 ffi H Mozilla NSS i}, &g 438 & — XM 2 PR, %SO
olcTLSCertificateFile & IEF Y key HIZIS

olcTLSCertificateKeyFile: slapd_cert_key
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modutil fiF % BETE HIRFL AR PR 1P b E NSS Bedle 4 S F i

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

&P imic B

lic & S fF/etc/openldap/Idap.conf A R Ge i 4 Rl , A Bl F P A
~/.|daprc Pl & rhifF AT i .

FHIANFE 2 AT LA E#E—1> SSL i%E#: . 7 OpenLDAP 14 Ll Idapsearch,

|daps://FAF AR Idap:// ik Lt Al IR 55 2w SR A ) SSL ¥ 1 636,
TLS_CACERT
TLS_CACERT 44 48& — 3, &% P om il i e ik 4. iz9i6e

26 6] TR 45 %5 1% olcTLSCACertificateFile fiz4 ., TLS _CACERT i 1% 3 14
/etc/openldap/ldap.conf #* TLS CACERTDIR $EM R #15 E -

TLS_CACERT path

path: CA iE-HCFpis
TLS_CACERTDIR
TLS_CACERTDIR i 44 2 7E AN ] SO g B Bty CA SRR A2y H 5.

i olcTLSCACertificatePath fir% 281, % H sk 44751 OpenSSL c_rehash
AT L, $:52 Mozilla NSS Bl E CFk1E, EXFEA T, c_rehash 24
T2

TLS_CACERTDIR directory

directory: fu& CAIERMHS#84, {#i Mozilla NSS B}, MiEHaix
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SRS P SRR AR
TLS_CERT

TLS_CERT #5534, &% P umiE 1. %ad HATEH -~/ 1dapre Scf

TR E ok Mozilla NSS T, iz &4 & iU ZIEA5 194 7, th TLS_CACERTDIR

A At 2z
/EQ\*E/—\EO

=

TLS_CERT path

path: &b SCpgfE, S8 2 NSS £l Rk 159 24 1
TLS_KEY

TLS_KEY 457t 5 AR SO, TP R VT B/ fE TLS_CERT 48 € FUIE .
ZYIREFIR 55 2% olcTLSCertificateFile 2L, Jin% By SCHRAZRER, Frlix
ST R IO, IR R BB i~/ Idapre SCHHEE

i ] Mozilla NSS i}, TLS_KEY #8& —/3CfF, S RAMEM, HIk
&3 TLS_CERT $5&BilE+ . DIRER olcTLSCertificateKeyFile 2581, #nTL)
i F modutil A48 B .

TLS_KEY ffi fHunF

TLS_KEY path

path: Z il SCrF#AR, B2 NSS e b i st SO Ak o

6.2.3.5. EEHMD
My e N HE R, N—1> LDAP fIR% %% ( provider ) Z&—/ 5,

ZAHE WIS 25l % P (consumer ) . —> provider &1 H #HEH &
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consumers, $EYCEN Y EHEE B consumer 1446 2 Hoe IR 55w, PIt—
A~ consumers 1] LL#E 24—~ provider, —/> consumers #J DA 2 —4>
LDAP 55 #ediii, €l MUSGE—A% 5. 78 OpenLDAP, A Zfl & it
X, W UWHA mirror F1 sync,

T H B0 & M B, T 2 7E provider fil consumers 1)

/etc/openldap/slapd.d/iE £ DL T Hp—Fst .
olcMirrorMode

olcMirrorMode i H] mirror {715

olcMirrorMode on

olcSyncrepl

olcSyncrepl fi ] sync #& izt

olcSyncrepl on

6.2.3.6.  JNZEALHANS Ui

AT LA FH 2 g e 35 slapd R4 . 7EBCE slapd AgmHEE, ]
LU F--enable-modules ZEIR BL EARLE il LI SZ R, B ffEfE . la 45
S

module_name.la

J& AT AR KR T LDAP 52K . e s S e 2 slapd 58 15

BORMCOR R, ENREREEhSrng. MTE#, UM AmaAAE
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back_backend name.la

T ImEAE AN S s, 7 /etc/openldap/slapd.d/ikE
olcModulelLoad

olcModulelLoad #8 & sh Az i

olcModuleLoad: module

module: —3CPHLEEIBR RN,

6.2.4. ] LDAP [ Fif SELinux 5Hg

SELinux j&—M7E linux PIAZ St i — sl D7 45 d AL . BRIARY,
SELinux 22140 5] OpenLDAP R%5#5. b T feiphi il LDAP KHIE,
SELinux 19 allow_ypbind &% 7 #% & o "] A1 19 o B 28 ) H] b 75 %
authlogin_nsswitch_use_ldap 28 fLiFH . LLF 2iis s

#setsebool -P allow_ypbind=1
#setsebool -P authlogin_nsswitch_use Idap=1

-P IR IR B ELAE R G A — HIRFA R

6.2.5. iz1T OpenLDAP ;%

PEHEA TERRFh . ik FR R AT LDAP RS IR
6.2.5.1. Az

fdiFH root KR, JF) slapd k%, 2 UF:

#systemctl start slapd.service
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fEF root AR, X EHHUR ) slapd k5, a2 T .

#systemctl enable slapd.service
Created symlink /etc/systemd/system/openidap.service  —

/usr/lib/systemd/system/slapd.service.

Created symlink
/etc/systemd/system/multi-user.target.wants/slapd.service —

/usr/lib/systemd/system/slapd.service.

6.2.5.2. [EIFRS
1E1ERSS, AT,

#systemctl stop slapd.service

BCEITHIAR SIS, i .

#systemctl disable slapd.service
Removed
/etc/systemd/system/multi-user.target.wants/slapd.service.

Removed /etc/systemd/system/openlidap.service.

6.2.5.3. #FHIKS
FwIAIRS, AT

#systemctl restart slapd.service

T SeE IS, S EEEARS . Iz A FET N E AL E .
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6.2.5.4. K&EIBITIRE
G 2r slapd IRESBIPIRE, A UF .

#systemctl is-active slapd.service
active

6.2.6. Bt B &4 OpenLDAP /ERRHF
R T L E RS H OpenLDAP 1ERSHIE, BAIRETA 1)L 7E LDAP filR55
AR Fmblas LA B ARPAESE T 6.2.2 4% OpenLDAP 44

1 6.2.3 fil# OpenlLDAP filR55#k. 7E% P b, MAMmSUT

#dnf install openldap openldap-clients nss-pam-ldapd

6.2.6.1. THIHMIE(SE 2 LDAP %54
TR T EALRAE T4 shell Fil perl JA, vl LAE BITRL IH IR G B &
LDAP #=, X, AT

#dnf install migrationtools

RS2 s, A fE i B 5% . Jusr/share/migrationtools/ . % &
/usr/share/migrationtools/migrate_common.ph 34, &SI F1FNEH
RS 1 ik

#Default DNS domain
$DEFAULT _MAIL DOMAIN = "example.com";
#Default base

$DEFAULT_BASE = "dc=example,dc=com";
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B, A T B S AT 5, BN, i24T migrate_all_online.sh i<,
fdFHERIA B HE, %% dc=example,dc=com

# DEFAULT BASE="dc=example,dc=com" \
/usr/share/migrationtools/migrate_all_online.sh

Pl IR IIASSR S AT 12 R FH P 8l %, 2753k 6-10 R HIRY LDAP 1248

JHIAS o
% 6-10 ¥ LDAP T[4

EFENRS | LDAP 2B T 156 A A

/etc flat files yes migrate_all_online.sh

/etc flat files no migrate_all_offline.sh
NetInfo yes migrate_all_netinfo_online.sh
NetInfo no migrate_all_netinfo_offline.sh
NIS (YP) yes migrate_all_nis_online.sh
NIS (YP) no migrate_all_nis_offline.sh

Bl XA, 2% README il migration-tools.txt S, 7

/usr/share/doc/migrationtools-47/H % T,

6.3. SUAAITENR 55 2%

XA BB Samba M ZEMBLCE, —1~ Server Message Block
(SMB)#1 common Internet file system (CIFS)PMY I FFIRSEEL, vsftpd, 4R
TR e IR 55 AR E RS FTP RSG5 2% . BLoh, N4 1B A FHATEN IR 55

e L H A EFTEHL,
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6.3.1. Samba

Samba J2FrHfE linux FFE windows I H . ‘58 T SMB Al CIFS 3
Wo BERFARFRI RS Microsoft Windows®,Linux, UNIX %, )3T
windows B 3CUFFIFTENHLAL S . Samba iy SMB i fi2&M windows Ik 55 %55
windows & Fiii—FE

samba 23

#dnf install samba

6.3.1.1. Samba /%
Samba J&—MRE LWL/ ME N ToaE S N Linux ik 55 #4152 Active
Directory(AD)¥5 . B MER— il e, sl 2 AU i .
Samba BEB T4 -
> R4 B Linux, Unix Fl windows % 1 g FTERHL ;
> PrERZE N ;
>  Windows 34T B3 55 UE 5 5 5
> it Windows Internet Name Service (WINS) & FrIRSS it 5 % 5
> Windows NT®-style Primary Domain Controller (PDC);
> Backup Domain Controller (BDC) for a Samba-based PDC;
> ARG A
> A Windows NT/2000/2003/2008 PDC/Windows Server 2012
Samba R4 :

> {E>5 BDC 24t windows PDC;
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> VRN IR 5 Al A

6.3.1.2. Samba DI EZAHIRS
Samba 2 =4 Sri R4 s (smbd, nmbd #il winbindd ) . =AMIR
% (smb, nmb 1 winbind ) ##il|Z&SF#RERIG 3, 5 1L AR S 2

ft. XEEARSSAE MR init A, LU AR — bR,
smbd
M55 smbd SFPHERRZS windows & imde i So AL S A TENAR 55 5

A, BERTHP B OEIE, WIRSUE, BdRttsEimd SMB UM, BRIA, RS
28Id SMB & 112 TCP ¥ 11 139 Fil 445, smbd SF3P#EFE 24 smb ik

FHE
nmbd

nmbd 5F i F %t F NetBIOS # Fx g 45 1 i 5K ( SMB/CIFS in
Windows-based systems ) # 17 i fif A1 00 B . X 28 R 48 61 4§ Windows
95/98/ME,Windows NT,Windows 2000,Windows XP,#l LanManager %

P, BRIAIRSS s NMB &8s 112 UDP 35110 137,
winbindd
winbind IR % f% & T H & M4 B M B 1T £ Windows

NT,2000,2003,Windows Server 2008,or Windows Server 2012 fIz 5 #%
R, XS windows i RIZEAE B REE A UNIXF &R0, X 2ek
Microsoft RPC calls, Pluggable Authentication Modules (PAM) #i the
Name Service Switch (NSS) FrsL#l . X o iF Windows NT 38 1 Active

Directory P #2448 UNIX F P 1784 . BARA Samba #7745, (H)2
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winbind R%2F smb 23 FFEF 85 1
4% Samba ftz

LT LU ] Nautilus a7 %4 aT I Samba JE72,

HEIE

40

HEHE, FFEXT Samba LEIATHEEAE, FFEAMH root HPUESE, A
AUNF

mount -t cifs //servername/sharename /mnt/point/ -0
username=username,password=password

Z A 2¥ sharename H:# Z A H/mnt/point/H 3.

6.3.1.3. il Samba k5%

BRIN L B S /etc/samba/smb.conf fe i Ui E AT home H 5%
Ve samba Fh, BT LIS T RO E A TERYLIE Y samba HL24TEIL,
BT LUAE RGP I — N TEIHLIT Hafid windows HLASTERARPY

YA

i #® Samba ff M KW W &% ©o , A K = F
http://www.samba.org/samba/GUI/,

AT E

Samba fifi ffi/etc/samba/smb.conf 75 i & SCi: . o4 & SO

FHLE 5 Samba A SR
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#systemctl restart smb.service

¥5 & windows T fE 4 f1 Samba Mk 4 #% i & 09 % &, %
/etc/samba/smb.conf 34

workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

1 linux 2% FAd Samba L= H 5, fE/etc/samba/smb.conf ({4
WINMPAT N
#iltn: Samba IR £ HC &

[sharename]

comment = Insert a comment here
path = /home/share/

valid users = tfox carole

writable = yes

create mask = 0765

7 fLVEH T tfox 1 carole i i Samba % )7 i Xt Samba IR % &
/home/share/H it 5 454E

T S

I i il AR IR, PR i s it s s 22 4 )t — M T n 28 %
R, a2

smbpasswd -a username
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6.3.1.4. JazhAIXM Samba
A ST .

#systemctl start smb.service

KA T

#systemctl stop smb.service

=

#systemctl restart smb.service

condrestart ($5E &M FHER ) 72 4ATIE/EBI TR O N A 23 smb.
XA B AR WA ), SR s iR, BASPE 3.

#systemctl try-restart smb.service

i AJetc/samba/smb.conf it & S, AFREHFTIRSWER, W
Wmr.

#systemctl reload smb.service

LA KRS, k.

#systemctl enable smb.service

6.3.1.5. Samba Z4

Samba A FifpZ i, share-level fil user-level, share-level &%
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YT, User-level o] LI =FARRIR ST, k277 ppR i 2 AR,

User-Level 44

User-level security /& Samba BRIAHEZERELE . B security = user
Befife/etc/samba/smb.conf BLE SCIERFIH, BRSBTSk A%
W T % P Sm P 24 MR, % S A A T A I R RSN 2 R Y
Samba W AR RN EL T H - 24 RS BT K o % 5 i i o et ] — > Bk iy
UID ZEF OB AIRAS o

/etc/samba/smb.conf X 4 1, security = user % & user-level
security,

[GLOBAL]

security = user

Samba Guest Ft=z

4335, share-level security #=E &8 F . /E 4R E Samba
guest =2 Rffif] security = share &%, %LU T L%,

6. icE Samba Guest %
1) QI P scf, filln/etc/samba/smbusers, WNLLT7:

nobody = guest

2) & /etc/samba/smb.conf, AE{# ] valid users
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[GLOBAL]

security = user
map to guest = Bad User
username map = /etc/samba/smbusers

3) & /etc/samba/smb.conf, AE{# ] valid users

[SHARE]

guest ok = yes

THEHESNHHE user-level security SZF T,

Domain Security Mode (User-Level Security)

TEXF 7R, Samba g5 ae A — M HLaslk S (domain security f51T:
K-S ), FTA SR SR #R T B i e il % . Samba IR 55 % B el bt
il E Jetc/samba/smb.conf,

[GLOBAL]

security = domain
workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

RN —~ Active Directory I35, IIAIAE — A4S HbB% 522 AT REY o
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R iz 4 s mg BR 143 NT-compatible B4, Samba AR5 2% 7] DL
JHl Kerberos fil A ADS. Samba 7& Active Directory member #is{ F ] L1$%
% Kerberos tickets.,
&k /etc/samba/smb.conf
[GLOBAL]
.s;:curity = ADS

realm = EXAMPLE.COM
password server = kerberos.example.com

Share-Level %4

TEZRLECT , RS54 B P IR e — S0 B P P 44 s o IR 554
R HH T LU BT A R, MR R 4 . F2 5468, Microsoft
Windows & Pzt share-level security IR . iz E 244% Samba #if;
Ft. BLEI security = share gk A+ A user-level security, AARAEH

H, iE5% User-Level Z&H 9]+ . Hl'E Samba Guest 5,

6.3.1.6. Samba MIZ ¥

I £ ) W6 5 75 Windows Fl1 Samba il 55 %= it BL7E Windows Network
Neighborhood ', 7£ Network Neighborhood Hifi, R%#54 H C KR,
TS, Azgsas al FHRYSE =R TERIL AT RLASAR 21

2% 3 Y 5735 NetBIOS @i TCP/IP. NetBlOS-based M #&fdi ] UDP %
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ETH BSOS B RAT B, A NetBIOS Ml WINS 14 TCP/IP 4144 Frfif
J7 RIA T, B RIBInER S S (/etc/hosts ) 5t DNS 225 Zd Y .

— NIy 00 9 IR 55 e A B 1 1 v R A e, = 00 IR 55 s SRR AR BT Y
WIBEHIZR, PRI EZH AP0 a] ] DUAE B 5

B0

BRIN, —4> Windows iR 5 ¢ PDC EN— 8, tdizdslny 3230 U ik 55
#ro Samba k55 # A RZBA R —A> W BERST 4%

TEVFZ 5 MH, A Windows flis54% PDC, [Nk, Samba ik 55 ¢ nl LA
VE R — A H W IR 55 %% . i B /etc/samba/smb.conf SCHAE N — A 3
WS Ay (BOMER) |, BCESFMARERM (21 6.3.1.3 fit'E Samba fik
o )

WINS (Windows Internet Name Server )

Samba F1 Windows NT fiz55 % Al DIgAE A —1 WINS JIR55 4% 24 WINS
55 45 F1 NetBIOS — & fli I, UDP fH& REUEHH: A AL 2% rh e /it P44 ke
e, BT WINS IikR55 a5y, UDP 1448k HAETE 11 7 ML A BES vl & = HE
TR, A BANTE WINS &0 0ife, A2 Samba /5 4AY WINS
fk%5#%, HA Samba AZHE WINS £

7E—-1> NT/2000/2003/2008 Jiit 55 #+ #1 Samba & &5 ¥5EEd, 7l H
Microsoft WINS. 7—/~ 247 Samba ¥, #it#fdiFH Samba /5% WINS,

NEE Ml Samba 1125 WINS ik 5 #2015
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B, ficE WINS k5%
[global]

wins support = yes

6.3.1.7. Samba Distribution Programs

net 1y (i1} 7

net <protocol> <function> <misc_options>
<target options>

net T4 FHAIZE Windows 1 MS-DOS R4t H 2. HH—AS5H8 &
A EMY . protocol ¥ Al LI ads, rap 2 rpc. Active Directory
fdiFH ads, Win9x/NT3 ffi /] rap, Windows NT4/2000/2003/2008 fiiJ{] rpc.
iRl protocol TG E, net & HBZRHEE .

BT s T ENLS S wakko BRI TR

#net -l share -S wakko
Password:

THEA T B~ T wakko FHLR] A Samba 413k .

#net -l user -S wakko
root password:

nmblookup 4.

nmblookup <options> <netbios name>
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nmblookup A] DAk NetBIOS #Fr¥L46 A IP Hihlk . 1255 HAE M Hr2s)™
Ao BB BRI,
T2 s NetBIOS & Fx trek 1 1P Mtk :

#nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit 74

pdbedit <options>

pdbedit i H & Hl SAM ¥ 45 2 A7 fi#f 19 0K 7 o BT A 1Y S o f A5 S
smbpasswd, LDAP Fi tdb £i#i 7 .
NEAE RN, MERFIS R

#pdbedit -a kristin

new password:

retype new password:

#pdbedit -x joe

#pdbedit -L

andriusb:505: lisa:504: kristin:506:

rpcclient #y4:

rpcclient <server> <options>

rpcclient i H [A] 21 45 3 4y 4 {f 1] Microsoft RPCs , X > J& 45 1 iH

Microsoft RPCs & 2=V - di FH i o
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smbcacls 4.

smbcacls <//server/share> <filename> <options>

smbcacls 3 H % Windows ACLs X4 #1 Samba =) H #ali & 2

Windows JIR55#% .
smbclient #7%:

smbclient <//server/share> <password> <options>

smbclient & UNIX &4 0% o, SHREAN ftp 251401,

smbcontrol 14> :

smbcontrol -i <options>

smbcontrol <options> <destination> <messagetype>
<parameters>

smbcontrol Wi H &% # i1 B k21T smbd, nmbd = winbindd 7
£, smbcontrol -i &Z Hizfr, HIEHMS7a0E 9 B A .

smbpasswd 774 :

smbpasswd <options> <username> <password>

smbpasswd i H & HAN % %05 . 150 H Re g g FE A g H P

EIAA S P BS A 2/ Samba #i .

smbspool 174 :

smbspool <job> <user> <title> <copies> <options>
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<filename>
smbspool i H /& Samba —> CUPS 4 MITEN4E L, BARPL L E N
CUPS FTEIHL, smbspool ] LIFIE CUPS $TEIHL—E
smbstatus 4 :

smbstatus <options>

smbstatus i H 75 4[5 Samba EBLIRAS
smbtar #7%:

smbtar <options>

smbtar 27 I 73T Windows F: 52 SO H S0 APk &2 o 28 Fil tar
AL, PEAIHE
testparm 4 :

testparm <options> <filename> <hostname IP_address>

testparm & ¥ ¥ 2 /etc/samba/smb.conf SCF i35 e, IR A0 45 Y
smb.conf fAfBEERIAGIE (/etc/samba/smb.conf) , NPRTESEE ., 155E
FHLA AP Hudik 4 testparm 27452 hosts.allow il host.deny S &AL
HIFH, testparm 5 I LI R R smb.conf SCEFFIR S g8 R0 AEINR S o 76
IR T] LL2S 48 25 iy A B R ACE TR B filhn

#testparm
Load smb config files from /etc/samba/smb.conf
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Processing section "[homes]"

Processing section "[printers]”

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions

<enter>

#Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_NODELAY SO_RCVBUF=8192
SO _SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories

read only = no

browseable = no

[printers]

comment = All Printers

path = /var/spool/samba

printable = yes

browseable = no

[tmp]

comment = Wakko tmp

path = /tmp

guest only = yes

[html]

comment = Wakko www
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path = /var/www/html|
force user = andriusb
force group = users
read only = no

guest only = yes

wbinfo #4> .

wbinfo <options>

wbinfo 7 78 winbindd SFH RS B . winbindd FEFELTEIZTTHY .

6.3.1.8. A%

GREHY
/usr/share/doc/samba-<version-number>/
A I E man FHi

smb.conf(5)
samba(7)
smbd(8)
nmbd(8)
winbindd(8)

A FH B R

> http://www.samba.org/
> https://wiki.samba.org/index.php/User_Documentation
> http://samba.org/samba/archives.html

v vV VY VY Y

6.3.2. FTP
ZEESAN A FTP UMY LL K vsftpd (Linux &4t FTP IjR554%)
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FTP {3 FH % 7 SR 55 i A A AR A& g SCOF , (] TCP 28 sl o IR  FTP
SR, AN SR F P R RS T IR . FE TR, FTP 2
PN AL 2R INL, BRAFRRIRTE L ABBUE .  FTP M %% F 2
FEFEWATHY, BEEFEHHRD IO P, ER—MEHDL, T S HE E
R o

XA HIA T E AN E vsftpd #7204 % B i TLS F/E 4 i
SELinux e hnsik FTP (9% & . FTP i — A3 4r i oM 2 sftp, 2 i
OpenSSH A T ek, ZAREUE Z OpenSSH BLE LI SSH thHil, 1HZ
% 5.20penSSH.

AFRTHED, FTP T2 A RRIER TAE. 4 FTP & ity —
AF FTP R4 8o Es:, BaFT im0 21 FE RS #i it ——4a il 1 o X ok
B FH R K ik e 2 2R IR S5 o FITAT DR 55 o i 20 257 P2 S RO R 1 SR 2 Fh e T T AR 8K
e 1A% o Bt e v 11, DL SR e O wI G A O T 25 1 i SR i 7 =X

active f passive &z,
active mode

Active mode & FTP BSUf% & B dh st il I 20 i il i X 24—
active-mode ¥y tE ek FTP % Fomwlinfe, MRoavmatTIF—4> 20 dmH 45
P iutik, FI—ABEHLICRAL RS (KT 1024 ) o AR HRE IR A % dihl
TR VP ESZ AT 1024 Fs FERE . B AL MZ K, (6 By
JIEERARA 2 S i A 114 o PR RSk e 7 i By Ik i 5 o DA T Bl
AL AWZERE, FrLl passive mode #isEH ik
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passive mode

1% active mode —#f, Passive mode JE# FTP & ot dafb it . 24 MR
SRt R B, FTP & P B A8 7E Passive mode T Uilnl%idE, Mkssanreiik
55 g bR A 1P Mtk AN —DFEAL . TR (KT 1024) 0 SR % 7 it
EERER i e IR 55 ds b T BOER R B .

H IR Passive mode BSOS T HREE B RE R, & ) DA
PR S5 A v T K o ] RIAE—N IR 55 A b ad s BR A A9 38 B G RRASL) S 11 A
FTP IR 55 b8/ TFic 1 8 . X diiifl 1 IR 55 A5 B 7 SO KL i A2 o
6.3.2.1. vsftpd Ik 4%

vsftpd BTt . FaE fIZé 4, vsftpd S8 gk 2R 55 e B R g0
) FTP IR 55w o 2 N FLRBAE Ak B it ) R 22 4k

vsftpd Frfli Y4 AR =S 251

> SRR IR AR R A o3 8 aed A —— sy ) AR AL BN TR AT 55, B — A

BB AT 55 R 2/ MR 5

> i AR TR AT 55 n] LU d5e /MR 547 4b B ——F ] libcap JF 3
EPERRAE, 752 root REAURLER AT 55 7T LI AR INFEEL S AR T 5

> REFHFIZITIE chroot F——HEATfE, #fRn] LIS FE P A7)
SR H ACE N H AR B3 XA HsRg0A 72 chroot H ¢,
fln, fRan/va/ftp/ H 32 ILEH S, vsftpd 485 /va/ftp/#i 1) root
Hsk, B8/ X Bt

(i FIX e 24t 2 %) vsftpd AT b BHER ™ A= g, JnF
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v

ACHERRIBATIN A e /D B RAN —— SRR RBAR 3 25 i TR e VR AL SR 2

B KU Fie /M o 5 BEREAL BB 5 5% P i S B AU n] e PSR I 17

JIT AT 1) s R AL BRAE B — S/ B AC R AR A B —— 3R Apache HTTP

Server —F, vsftpd 73 & TR BT IEFERAN S AR ERE . X FRIFRRY,

ACHFRR AT RE/ M BIAT 55

> A NIRRT HERER 1T SRR 2 B AR e —— I E R A T X0 3
sl socket, Ak A TR B SR A

> RESIIHIFTP % i sd B A HRAE 2 AE chroot BRdE T~ —— A 1 i 2
FERAL, BEATRATEIEH S M SEARIR, R airdoti & e i
HEHFR,

R Ik vsftpd

L root F P8R

R4 :

#systemctl start vsftpd.service

(R

o

B

#systemctl stop vsftpd.service

LI

#systemctl restart vsftpd.service

AFMER, YECRMEIsfTrInE, A REBHTT.
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#systemctl try-restart vsftpd.service

BCEITHLA SR 50

#systemctl enable vsftpd.service
Created symlink

/etc/systemd/system/multi-user.target.wants/vsftpd.service —

Jusr/lib/systemd/system/vsftpd.service.

JFia vsftpd 22545 1

A, — ISR S Z H FTP . XFhEOR M )5 .
vsftpd W2 HE M RBIT 2 M HRNE DN, B HBRIA A S i
B

B, SR BRI 1P,

TR, FTP B3 DNS JiR 55 06 I iE A I AILES o

4 vsftpd MR [E 1P BYIER S, $ERE0 Z B8 DLAURIZTTHY . BT /3K
vsftpd #F F2 /9 2 B 52 1l , — > R 2k 19 ik 5% systemd service unit
(vsftpd@.service) & vsftpd fudifitfy

N T HERZIRSS , — A5k vsftpd Bl & SO 451 FTP RS 45 S22 7
B, RAFTE/etc/vsftpd/ H sk o 33X SEICE SCHF AU A Il Sr i 24 B (45 n
/etc/vsftpd/vsftpd-site-2.conf) , 3 HHHHA root HYEEEIIR .

B—ABCE S, EA T SEAE R IET IPY R4

listen_address=N.N.N.N
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N.N.N.N 5 FTP 3 53 (9 IP 3t ik o B 40 6 1 i 2 IPv6 , U i ]
listen_addressé6.

B N fic B S B A7 CrE fete/vsTtpd/ H 5%, By vsftpd dEFE, mTLAH
AN 28l

#systemctl start vsftpd@configuration-file-name.service

LA A, Bk configuration-file-name A5 S ECE S FK
4N vsftpd-site-2, F&.conf o B2 AT RNV,
WA — MRS 31 24 vsftpd #HRE, 2 nF .

#systemctl start vsftpd.target
#systemctl enable vsftpd.target
Created symlink

/etc/systemd/system/multi-user.target.wants/vsftpd.target —

/usr/lib/systemd/system/vsftpd.target.
] TLS I’ vsftpd i+
T X FTP A A2 e (P SCHE S ) o vsftpd RS Al LU TLS
XA TN . FTP & P b S FF TLS,
FERL B SO vsftpd.conf 5 ssl_enable 24 YES 771 TLS 1 35,
f4n. Wi vsftpd {#H TLS
&k vsftpd.conf Bt & S

ssl_enable=YES
ssl_tlsvl=YES
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ssl_sslv2=NO
ssl_sslv3=NO

# 5 vsftpd service 4:%4;

#systemctl restart vsftpd.service

A LA E vsftpd.conf(5) ) man T Tt Z AL E R,

vsftpd ) SELinux &

SELinux $MEEH vsftpd PR (LA A HAth frpd Wife) , & LT — 5
Vil g, 7 VE FTP SP4r i B U5 )4 SCPFa B o), f 2 e gn b 15 >4
FRIPRAE o

i, AT REME L0, public_content t ARSI ECLE LB
SCHFTE SR R LUMEH cheon A,

#chcon -R -t public_content t /path/to/directory

/path/to/directory A EARS I H SRS, A0SR AR E# S — A~ B A& SC
g E SR, B B — AR A AR 2E public_content_rw_t., BRItz 4,
allow_ftpd_anon_write £tk &l 1, fiif setsebool x4k .

#setsebool -P allow_ftpd _anon_write=1

AR LA b F Fd et FTP 5[] home H Sk, ZEARTTBIORE = IR 55 75

VER G P XA ik S, ftp_home dir EIAFHEE Jy 1. 64N vsftpd
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RIS RGE 1T, AT B = Z IR 55 S R E R G P XA R B I

ftpd_is_daemon WX E R 1.

6.3.3. TEPE

FTENVCE T HADRATENOLA RS, ZEh T DML & SO, FTERHEA B SRR
FTER IS AT ERHLAE K

Z T HIEHET 38 H Unix R RS (CUPS) . QRARTH 90 F 502 Jeai AfAR

T RO = IR 55 At E R G RUA, IR 2 CUPS, TETHGt Rkt 3 IRAFATENHIL

SR ShFTERHLEL & T 2
MATSAT IS SHTENHLEC & T, i A system-config-printer, FTEHLAC &

THIAS). s8F eI aa->m miRk->3TEL, STENHLACE T RS shin M,

FTENSE -- localhost - O ﬂ
fRE2E(s) FIEDHL(P) ZEFH(V) F|EI(H)

+ Fm ~ | ©

AR B EE TN,
pidlll

E&FiE localhost

&l 6-1 $TEIRE
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6.4. i/ chrony E4E & NTP

TE AT ATk, PRFpEOR A R AE W 20, XARZIER, i, 7EMZ
b AR H SR FHEAS TR BN . 1 linux REeH, NTP ML HSF
HEARRISA TR 28 ) 23

F P S (Rl <P 4P R BB AT IE N AL S (B 1 R GE N B . RGN ShRERSIE 2
R G PR 4 I 1) iR 38 % B943FH Time Stamp Counter (TSC), TSC &
—A> CPU TP ff g HIRITH I R, B R R, o HE, B vhike

HIASE YRS, ntpd 1 chrony, 3 ntpd #l chrony fi, 495
IR chrony B4R A A SRR K B8 RGeS 30 R S8, AFT SR G A

e

6.4.1. chrony E4445
Chrony ZizfT7E HI P 2 ISP R A AT RT , RGEAR A H I AL,
SR LR ntpd B RGER]
6.4.1.1. ntpd fil chronyd 255
A FE 2 e TR AL S Y 5% . chronyd RERSLE ntpd M1
o
> CYSNIREMERT ] SBR[ B DRl chronyd RB8 TAERYARES . ntpd /&
BRI RpEE AT I (B E A RS TAE RS
> chronyd BEMETE ML IEE IR TAERI LT
> chronyd i B L [R5 skl 5 p A B e s TRDRS 22 5
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chronyd REfE 78I ) 3 8 S SR AR AL TGEE 107, B0, - AR ER 5
JE 74k, 117 ntpd AT RERE AR ) A BE RIS I T 2K 5

FEBRIABL B, 7ERGR I E 4[R2, chronyd MR ERE, KT
AATH IS TIT . ntpd oA LABCE AR B E], B L5208 FHAN ]
7 B h, 3X e —SE R

1 linux BE RS L, chronyd B AE— ARG BBl JRRE B[R] ER X
WELE— D PUREUATE WAL I THE, filn, fE—Sep L L,
chronyd REfSH—LE ntpd ASHEMAI T ;

chronyd RIS 25 I [E) A E FYPE— 7 e T sl A o 4, 8 5 48 3 5%
AHIp . chronyd BESSTEA R A SR PG A th SRR B, PSRN 251
TS I ) S

chronyd $& {1t 3235 T AR RIS RS B % 14 2R 88 S AR o, BB 4o, ZE P31 0ATL
e KPR o & AT LG T SRR e R G0 S s RGeS () F A S
(S R A BRI A . B RS ALATZE Linux,

ntpd 7] LU chronyd AREMII N .

ntpd 3Z#F NTP JiiA 4 (RFC5905) , fufE) #, Z#%, manycast %"
viit MR 55 s, FIAIOLAERE B8 SCRFAAMM B 003 ik Ty 58 T A B 4%
(RFC5906). chronyd fifiH] NTP jii4 3 (RFC1305) , FZAMA 4;
ntpd fIEFEZ S % YIRS T chronyd #fi T HABI H 140 gpsd,

R S I
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6.4.1.2. NTP spFiit R s

> Chrony AJ U JETEXSE RG], X8 R 55 25 48 2 (5 ol ) ik b By i
PR, B RENLRS ;

> NTP syt (ntpd) NiZFIEHELH IR EN RS B RYEH 2
R s 4% 1P, ST BRIt Autokey DR, WiZ% &M
ntpd. chrony {UASCREXIFREE A S (346, 8 MD5 11 5 By A
(MAC), SHAL sl B A H k. 1M ntpd £ 374F Autokey TAUERML,

ZEMAT IR PKI 2255, Autokey 75 RFC5906 HiAg iR,

6.4.2. #f% CHRONY KHFE
6.4.2.1. #fi# chronyd

chronyd J& chrony W~FiR it e, @7 2SH, WBEBITHENZN R
e, Bl E NIRRT ER, A NTP BrSCRIA TR R . SN A
], chronyd Rfi il o Bt S A SO dis . et rT LIk chronyc F-
TR
6.4.2.2. Hfi# chronyc

chronyd /& chrony B~F#r e, FTLARE a2 4T41 14 chronyc #5il, X4
THAE T — P SRR A —LEa5 2] LIX) chronyd #EA7 88, BRIAAIAC
# chronyd {ULEI AT chronyc 44>, chronyc 7] LI chronyd A]
DI AN . chronyc o] LU FRET TR 5 — ML E chronyd #AZin iz .

IP Hiutil 72783 chronyd R A& 155
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Hif# chrony Fl & i

chronyd RN IBCE 4 /etc/chrony.conf, -f S35 AT A4S & — Ml & S
ERIBRAS .

TERRIIN LL# . %! TPk

allow

AR, FRE TN, TR MAGERE— G ATRIE NTP 55 #i1)
Plase BOARARVFEE
i .

allow serverl.example.com

W EPLA, FEE— A EL, BfTiER

allow 192.0.2.0/24

(I LU E S WA UL

allow 2001:db8::/32

¥8E—1 IPv6 Hihk

cmdallow

Wz Al allow AL, B T B LR B9 s LRSSl A (A
B NTP & ) o (FHlEA, BEE chronyc REiz177E e BHL EIT

HAE i A A LR chronyd ) fliiiEE—FE) . cmddeny all 4y
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4F1 cmdallow all 5421,
dumpdir
{47 chronyd iR 55 57 190 & 7 52 H sk Bg A
dumponexit

Bz 2 Zi21TH, ERY chronyd 24250k BirA (8 i[RI CRAFIN 12 14 )

LU

local

local AT /2 ALIF chronyd b & P et dm AR a] [R]85, Bl
BAT AR, ORI F Y RAE master WL MR, ZE— s Mg,
WA ERL, master T ML 258 i F 2 A LREFHERR I A

14 -

local stratum 10

log

log #ir4 R FLL(E R EEHEC R Hid, BRI LT 1R .
measurements

RIS TS LA AF S, A2 measurements.log 3.
statistics

ZEEIOSE T FIHANEFOCE S, A ak statistics.log U
tracking

AT T RGN B R AT, ARl tracking.log SCf
rtc

XAEIRE SR T RSN SERT TP E B

refclocks
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XA EINGE 5 TRt e S i, 4 i refclocks.log.
tempcomp

XA BEI L SR IR B B F R M, A pl tempcomp.log S0
log H & ic sk SCPFAARUE logdir 57 (1 H 5k

log measurements statistics tracking

logdir
B H SO H 5%

logdir /var/log/chrony

makestep

HWH, chronyd BRI R E 82 SOt b, (18 RS LA IE A
22 o FERBURFE TS OL T, RGNS RES TSI, SEUZRR R
AR AR A IE R GEph  1%482 3 chronyd fEJARAIR T A RI(ER 25
PEEE R Get b, (HIAFER D chronyd J5 it alk 4 E BRI (Rl e
RELFIRE ), By S e RN A5

makestep 1000 10

maxchange

ZARH R E R RB IE MR, SRR TIENRIE, chronyd K&
WG HAR Y, RHH R k%% syslog.

maxchange 1000 1 2

FH— S, chronyd Bt & — BRI E TR, BaZ
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W 2 YOR T IE R W% B 1
maxupdateskew

chronyd B4F:55 Z — it EAR R T HIR I 5 THRAL A I ploa 17 A Halids 1

/

2, maxupdateskew ZHUEMEMTTESIE R T AEMRE, BAHRT,
H({E &= 1000ppm, &k IT .

maxupdateskew skew-in-ppm

noclientlog
XA EASE, KAl log Hi.
reselectdist

= chronyd B A AU AT FH AR IR, e B Ui/ MY R AP R . SR,
RS S A E T R R A R AR DL A BE B I, — [ E R BE B AN . BRI B
LB 100 b,

i/

reselectdist dist-in-seconds

stratumweight

stratumweight 541 & 4 chronyd M AT FRE B R LIRS, B2 0
sz PR . BIAEN T, CentOS ikl 0, il chronyd
TEVEPE TR 2GR Z D

i

stratumweight dist-in-seconds
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BINTEM T, dist-in-seconds % 1 b
rtcfile

rtcfile 157 LT —ASCHFRIA PR, %301, chronyd m] DIRAFERER 2R 5¢
(1) SIS ISP v P (RTC) 240 1R 1A% =

rtcfile /var/lib/chrony/rtc

rtcsync

rtcsync $8R3 FH— IR, ez, RGenalsE 11 rph oty
DUBISEf B (RTC) o

chronyc 144t

1 Network Time Protocol (NTP)AH L, PTP $5 2Pt U2 B 0 S FF
5V £2 1 network interface controllers (NIC)#1 network switches, #

RS i 1 I a] R A5 B R 1

6.4.3. f§if] chrony
6.4.3.1. 4% chrony
i root HI 8 5%

#dnf install chrony

A 1Y chrony #f #2 f ‘& /usr/sbin/chronyd . iy 2 17 4 {1 42 % 7¢

/usr/bin/chronyc,
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6.4.3.2. Ki#r chronyd K&

#systemctl status chronyd

6.4.3.3. Ji3h chronyd
Ja a4

#systemctl start chronyd

BCEITHLA R S %

#systemctl enable chronyd

6.4.3.4. SCH] chronyd
KA

#systemctl stop chronyd

BOHIHHLA R s % -

#systemctl disable chronyd

6.4.3.5. Ki#r chrony 2%

N T KA chrony J&2 R, ffi] tracking, sources #l sourcestats i

¥ #r chrony Tracking

MW
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#chronyc tracking

FEAT .
Reference ID

52 TR ntp RS 4a25% ID (—5 16 #HHI5F ) Ak (5 ip
Mok ) o fBdnSE 127.127.1.1, FRizitBLE R RANREHATRZE, fIE

FEfE ] local Bl
Stratum
A ZHEL
Ref time
daeJe — R R e i 2 %) UTC ]
System time
RG]
Last offset
e — B Y W A% i
RMS offset
(EE SRS iR S
Frequency

Wk chronyd %A HITAE, RERHREIHES AR, Flan. 1ppm =EE

RGUE] 1A, ATRESEPRITH]E 1.000001 75,
Residual freq
7R S HTE IR TR AR
Skew
R ER TR

Root delay
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XS 24 B A A IR B e A R LT AL Y stratum -1 THEALAY S, 7R

BetR om0 R, ME AT LA B

Root dispersion

i A 2 B RAL, BREA LR stratum-1 3 EHL R R EIREL

N ARG T AL B R Za 0 F (X stratum-1 3L R ) 2

1EHARY ) clock_error <= |system_time_offset| + root_dispersion + (0.5

* root_delay).

Update interval
F5Je PR A BE T ) S 1] [ o o
Leap status

Al RE(E A Normal . Insert second ., Delete second ., Not synchronized.

¥4 chrony S5
T

#chronyc sources

M
TR ~FR—DIRS5 A, =Fon—1> peer, #FRAHIELIZS

e

S
FONRIPIRES . *FORIERERS, +3onBiktk, -FonCadlkr, 7 Fonik

e ZR X" FR— I chronyd U2 falseticker (45 R ZEOLABR IR

WHEA—EY), “~"Fon— IR R A R 2 22

Name/IP address
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TREY 1P gk B4 5K

Stratum

BRZE, 2 1 RITEV A S0, 52 1 FEPRITFEITEZ 2,
5)2 2 FETEYEIR 3, LI,

Poll

BRTER polled pYER, FIANME N 6 AOEHE, fi R/~ G 64s HEAT—IKI&

Reach

BonEE— RN IR TR . —BRE LM Z 0], FREmh daly &
TR N LR B LAE . 10 AEAE R A IR AR

LastRx

BN B R — U IR B R] . — R E LM Z B, FEEmh d By i
TRAMER,/NEE, LR BULARE . 10 4FAYE 8 A WX N6

Last sample

WA i 7R A b b -5 B i I S TR 2 TR R R A

¥4 chrony SEIEZ: 1T

sourcestats 74 7R Y TR A TR TR RS L Fl RS m R B, -v 5

BRES P,

el

BOEITTR M. FEXFELL T, BOMOAT R — 2R

#chronyc sourcestats

Name/IP address
NTP JIi 55 a4 otk
NP
XIRAEAS i AR H A IR 55 DR B o A 3R P I I A A1 1 e X
HEATEAENIA
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NR

XJ2iatTHY residuals BAAHIE A5 %0

Span

BRIt o B AT BIREAS Z [A] (R I TR TR) B . AR CR R BT e, TR
IR TE LRSI o ZEIXAMF b [A]FR J2 46 J3 4

Frequency

FETHRRIRIR , FERXFEOLT , THRALAY S AL T2 17109 HEX TS5
Freq Skew

TR ZE SR

Offset

AR

Std Dev

BRI REAIRE R

6.4.3.6. T RLIH
RSN

#chronyc

chrony> password commandkey-password
200 OK

chrony> makestep

200 OK
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6.4.4. AARIKIHERE chrony

6.4.4.1. N—MRDEENRGE chrony

XM T 2 4efd ] dial-on-demand 4%, 1E# BB B R R 5
AL & BT s sl . 158, # A Al fetc/chrony. BRIA R B fic B 25T
DI JLsi:

driftfile /var/lib/chrony/drift
commandkey 1
keyfile /etc/chrony.keys

command key ID J& 7€ 4 2% BF e 4 fL, N A& commandkey fH ,
/etc/chrony.keys,
N NTP Iz 45 4%

server 0.pool.ntp.org offline
server 1l.pool.ntp.org offline
server 2.pool.ntp.org offline
server 3.pool.ntp.org offline

6.4.4.2. HN—PMSL M RGUIE chrony

TE— A MRAS RSN ER I 265 A T 14 422 A A S Y R 5 v, ] AR — B TR ML
FE AL, HE EHUE R ELIE P

f& master £ L, u%k/etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1
keyfile /etc/chrony.keys
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initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 & 0] LA e i 1 M st ik
& Pumtlds b, gifE/etc/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123

192.0.2.123 /& master FHLAYHIAL

6.4.5. i chronyc
6.4.5.1. f#iH chronyc #iil chronyd
HEA chronyc BY32 H AL i

#chronyc -a

chronyc WL root FH 04T . -a BRI FHAHE keys H a5 k.

chronyc &4 54 -
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chronyc>

Al LUEH help B s rE a2
W] A AR B A e A -

chronyc command

6.4.5.2. i chronyc #H TS 3
fid'® chrony #%E#3|ERE chronyd, #&=0U0F .

#chronyc -h hostname

F8 R Ui 1 -

#chronyc -h hostname -p port

port J&H R fl Fili =2 chronyd,
E IR SR NG A

chronyc> password password
200 OK

WA VA
BN AR MD5 WA, WA 00754 authhash fr & 7ERT

chronyc> authhash SHA1

chronyc> password
HEX:A6CFC50C9C93AB6E5A19754C246242FC5471BCDF

200 OK
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6.5. BtE NTP {#F NTPD

6.5.1. NTP /4

NTP 2 M 45 B[] i (Network Time Protocol), ‘B2 HIKIR2 M4 44
A THEHLAIETE R

6.5.2. NTP 732

NTP 532405

Stratum O:

JEFE A E ST #5H 51 GPS

> GPS (Global Positioning System)
Mobile Phone Systems
Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40
and JJY-60 (Japan), DCF77 (Germany), and MSF (United Kingdom)

X EUE5 ] AR I s 2l , IF 4R o RS-232 IR R G — 14
2 it AT0 R P N ] R 55445 o

Stratum 1.

FL I RRE I 1 JCZR Bl . GPS gl

Stratum 2.

M Stratum 1 B2HR, FENERIZ RIS 4%

Stratum 3.

M Stratum 2 BEER, RN ERIZ RIS 4%

Stratum n+1:

M Stratum n 32HC, VEREIRZEIRS 25 .
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Stratum 15.;
M Stratum 14 320, 1R HRZEMIRS % -
6.5.3. HfE NTP

GELTA] LR 2 20 R 55 e E R A RS NTP JliAS, 7£ RFC 1305 Network

Time Protocol (Version 3) Specification, Implementation and Analysis

#1 RFC 5905 Network Time Protocol Version 4: Protocol #1 Algorithms

Specification A E4IHA .

6.5.4. Bf# drift 3Cff

drift SCAHC RO RGN RIS UTC I BhJEmA< i) ks it

6.5.5. UTC, TIMEZONES #1 DST

NTP 52 4 7 UTC(Universal Time, Coordinated) ', Timezones #
DST(Daylight Saving Time) # 4~ M & 4 i H . /etc/localtime &
/usr/share/zoneinfo {5 W sk s+ . RTC n] GEZEAS MRS [R5 UTC , #¢
/etc/adjtime 55 =A745 & . XA LIAINE RTC B, Ml LIARTs
fH i FH System Clock Uses UTC 7£ Date and Time EERD & Fmdt 17
BB,

6.5.6. NTP S {3 K uELET

FEMEIMGS, Bt nl LA ik NTP ittty o e AL NTP 7
mF, S T, fE/ete/ntp.conf XY, WA 3 ANASEIE, RINAEA —
AR, ntpd Ko Zmgizi . ARYEN AR 2, Al LEREIT S 80T S By

BIE .
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ORI R 2 5 BIIERY o BNtk SCH By Bk, T DL
disable auth 7£ ntp.conf ({4,

6.5.7. FE UL B ER T E]

FEALASRER L5200 hardware clock I H ML [a] AR E . 76 HL 0]
B R R Ss R ER SR, kvm BRIAEH kvm-clock,

6.5.8. H@ED

FEIRD, RA5 A OREE Ut B e THEA e 20, i PR R g — e e
AERREAE T (AT REAEZREAR ) X Upa tH S sl 1 A, i Tk
F L AN S MR B A Mg P ( T2 v BEHEE S TRy ), 2t St ( R )
FIE I Z [ A 2200 1) £0.9 Fhf, sttt S midk 18 (R, fs—
Grghly 59 #b) Bim stk 1A CIEFEFRY, &R5—2080h 61 8) 5 ER—finte
NIAERBA IR H A

6.5.9. 3# ntpd EE

SFPHERR ntpd 7E R G0 9 E A B I B S fete/ntp.conf, #EAT LA
E 3 T A A A A TG S

#less /etc/ntp.conf

A 2 BRI R P
The driftfile entry
drift Iﬁ:%ﬁé

driftfile /var/lib/ntp/drift
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The access control entries
DU A58 B BRI s n) i) FR o)

restrict default nomodify notrap nopeer noquery

nomodify HE:  FH 18 e e S

notrap &3 : ik ntpdc b B R

nopeer &3i: Bl peer & AIE

noquery 3. B 1k ntpq Al ntpdc Arif), (H AT B ] 28]

A BB A Fh R AN FAE 22 127.0.0.0/8 Huht B, 2RIA restrict 17FH 1E T
AAEAVFRYHEA

#the administrative functions.
restrict 127.0.0.1
restrict ::1

LB RS I S5 R VS I ] N D ¢ S ATETR AN iK1 R
EHAEA BRI A SRR, UOMERIANRY restrict. b T EATIES, Bildn,
FVF 192.0.2.0/24 MZEFHEATIN H] )25 if) -

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap
nopeer

mEREAYE—GEAL, i1 192.0.2.250/32

restrict 192.0.2.250

WEEAETEE mask, 255.255.255.255 B wid8E
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The public servers entr

BIARY, ntp.conf FCE OO YA A SE IR 55 4 -

server O.rhel.pool.ntp.org iburst
server l.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst
server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry

BOARY, ntp.conf (% TARZSPOERSAIGI T, XLEAEARRTRE HE A K

e

6.5.10. X% ntpd K sysconfig i
XA SR 21E ntpd 5 SRS WG ALIIAS R RS2, BRI N TNT

#Command line options for ntpd
OPTIONS="-g"

-g YT A] LU ntpd 2% 1000s A B BRI, S2ialR] 20 ] RV (s #5
KT 1000s, {ERZ{UAERGH SRR, S ITHE A%, ntpd 10w

T 1000s mymffee 3 shiB .

6.5.11. Z%jk chrony
T

#systemctl stop chronyd

BUH chrony JFHLIE 300 .
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#systemctl disable chronyd

HERE:

#systemctl status chronyd

6.5.12. K7 NTP SRR f &l
A .

#dnf install ntp

6.5.13. ntpd &%

#dnf install ntp

WHE ntpd FHLE 3

#systemctl enable ntpd

6.5.14. KZ& ntp KRE

Kitr ntpd &2 Bi817:

#systemctl status ntpd

AR ntpd APRASHR R -

#ntpstat
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6.5.15. FECERG B AT ntp A

ntp i UDP {u, ¥ 123, /S AE% i i b k%
A B R IHE VT ntp &5, (1 EE A I Firewall Configuration
TH,

i gl firewall-config, i Super #it A, A firewall I H¥% M %

(.

B, B ORECE R DETIT . A P,
S ATHEA
#firewall-config
S EE A R . XE firewall-config T H RS F 23 [a]<F

bR firewalld,

6.5.15.1. f&uk firewall BC#

T REfSLEEC B AR B R hisE . Configuration 2% % 5 Runtime,
B B E SR T — IR SR AL, 78 Fhsk s 4 Permanent.
6.5.15.2. FTHFB ks

FTH firewall-config T H., #EFEML, BEHum PR, S U 44l

Port and Protocol & 411, #iAu 123, FhisEsakss udp.

6.5.16. [CE ntpdate 528
ntpdate k5520 1 B EITE RS SR EHE

Ki#r ntpdate k45 &1
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#systemctl status ntpdate
A wiRINEEIE
#systemctl enable ntpdate
TEAR T LR = R 55 AR R E R G R YY), BRil/etc/ntp/step-tickers 344
% O.rhel.pool.ntp.org . ¥ Jin #i 4F ¥ ntpdate MRk %5 #% , %4
/etc/ntp/step-tickers. k554 EZAEER, FN ntpdate H2fi X
AR — R a5 B, o RANGEA — I R Ta] i 55 4% . 7256 — 178 A% IR 55 4%

stk 7E55 AT AR O RSS2 o

6.5.17. FE ntp

B ERIAR ntp IR #eBic &, 4niH/etc/ntp.conf S0, ZCF2F1 ntpd
— R
6.5.17.1. FCE NTP AR5 Uil

Jm%E ntp.conf, f#i] restrict a4

#Hosts on local network are less restricted.
#restrict 192.168.1.0 mask 255.255.255.0 nomodify
notrap

restrict i
restrict option
option: FLLE—HIZA
> ignore——JiIT A MBECLR 20, £24% ntpg F1 ntpdc £ ifl;
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> kod———/~"Kiss-0'-death” {1, % 1% LA/ A 0 B A A i) 5

> limited——AREE A R T EAR RG], ARk 555K . ntpg #1 ntpdc
AN ZZ LN ;

> lowpriotrap——{lRALFE I L FALBE KRG BE 5

> nomodify——BH &k & ;

> noquery——JPBHIE ntpq A1 ntpdc 2 i), AfudEta] 2 ;

> nopeer——FBH Ik peer BEATE A

> noserve——[% 1 ntpq fl ntpdc i), fELIrA1IE;

> notrap——~Pii 1k ntpdc 51 B LA

> notrust——E2 A % B SRR 4 5

> ntpport—— &AL, HIUCE NTP UDP portl23;

> version——JE4 APTE 27T NTP A A5 a1 .

AT AFAN A A, FCEECRER S, restrict AT DIEA] limited #£50,
BN ntpd 2% ;. KoD $dE€0, restrict £445ifd A limited il kod 30,

ntpq Fl ntpdc A1) TRk %S, ANERER noquery #EI,

6.5.17.2. FBoEE8: NTP RS 250 8 R BR
25 restrict i I limited #5001, RGNS FHERAGEIS AL, nT LI
discard 4

At AT
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discard [average value] [minimum value] [monitor value]

> average——45&E AVFINE/INE I BHR ARG, E42% — 2% log2 7).,
BINMESE 3 (2 =%Jr, 4T 8) ;

> minimum——45 € RIF M EANEIE L 7E log2 ez —1~-5%.
MEZ 1(2 B9—0T5, 4T 2 1);

> monitor—— 8 E RN ZFMAR, — B RrrfIRe g R . 3K
MEY 3000 B0 X ANREIUE HI TR S5 04T 1000 B 23R

discard g4+

discard average 4

discard average 4 minimum 2

6.5.17.3. N peer ikt
f£ ntp.conf BL & SCAFRN peer i :
peer address
address ;&—> ip Hutiks DNS Al 45K, address W27 R —)Z

&Y., Peers Wi 2/b— " NERGEFTE]ER

6.5.17.4. @hnfkssas ik

A IN— R 55 gk, 1% R 55 4% 2 17 NTP IRk 55 HAL/E B 5 )2 o1& ntp.conf

K, ffiH server iy
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server address
address [ PG IP ik ok DNS 5184 FK
6.5.17.5. III—A R R S5 de
IIN—A) FE SRR AR M, Mgt Ul, ks NTP Rk ay ik
1E ntp.conf 34+, f#H broadcast.,

R

broadcast address

6.5.17.6. #in—4> Manycast &/ Hiik

SN manycast & P, 78 ntp.conf 3¢, Wi manycastclient

2

AN é\o
ReaE

manycastclient address

A S P E RGN —A NTP &, ZRGEn] LARII %7 i M 55 i o

6.5.17.7. ¥ Broadcast & fiumHihl

Zhn broadcast & Fumidil, 76 ntp.conf SC¢H, AN broadcastclient

2

M T

broadcastclient

A ML E RGN —A> NTP % i, 48] LARIIS 2 7 i MR 55 i o
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6.5.17.8. #Ni—4> Manycast iR 55 sl

I manycast IiR& &tk , 78 ntp.conf X, #HN manycastserver

2

M T

manycastserver address

Bz ML E RGN —A> NTP lR554% . RG] LARII % 7 i MR 55 i o

6.5.17.9. ¥i—> Multicast Ik % #5Hihl

AN multicast ARG #ehik, 7£ ntp.conf ¢4, % multicastclient

2

i I

multicastclient address

A BCE RGN —A NTP JIZ55 4% o ZRG0 AT LA RIS 2 7 i AR 55 4 i

6.5.17.10. i & Burst LI

AERATE NTP IR S5 fe— 2l FZ R, 200 T7E A S U
FHFEF

TE IR 55 v 2 45 FE S T2 I

burst

6.5.17.11. it & iburst 3£

TERR 55 s 2 G5 FEUS I I -
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iburst

6.5.17.12. ffi [ key Il & Symmetric Authentication
TERRSS 25k peer fir &5, USHTZILIN

key number

number j2—4~ 1 #| 65534 (W4, %] LIAEEdE 8 H message
authentication code (MAC) . i% i Ui fil peer,server,broadcast,
manycastclient ay4-f#iH .

Jetc/ntp.conf, U

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. il & Poll Interval
BEHUCERAT poll interval, TERSSAREE peer 45, Wiz

minpoll value and maxpoll value

6.5.17.14. it &R 552
TE— AR IRS 4%, 176 server B peer a2 G B INZ &I .

prefer
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6.5.17.15. 5 NTP ¥#iafufic & Time-to-Live
1E server 5 peer 4G I INZ LI .

ttl value

6.5.17.16. fil & NTP i FRAS
£ server ¥ peer 4 G s MIZ LI :

version value

6.5.18. [ECEREFABIE BT

BC B R G R HEE R 8 (RTC), 7E/etc/sysconfig/ntpdate LA

LT -

SYNC_HWCLOCK=yes

AT AT -

#hwclock --systohc

6.5.19. FECERSE

TERGEH ] R h i .
#cd /sys/devices/system/clocksource/clocksource0/
#cat available_clocksource
#cat current_clocksource

TEEBRN IR EE , 7ENAZY GRUB BT clocksource, 4.
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#grubby --args=clocksource=tsc
--update-kernel=DEFAULT

6.6. {#f{ ptp4l B2 E PTP

6.6.1. PTP /4

Precision Time Protocol (PTP)J& T M2 st 4[R2 il o IR 45
AR, EEE R NTP 3P, PTP (9 3CRegel o N A P 23 (], 4R
T BEORA = IR 55 AR E R G linux NAZSZHE PTP I, linuxptp ZiZ M 58
B

XA linuxptp 47 ptpdl 1 phc2sys BRI H o ptpdl FEFSEH T
PTP L St A gt gh . S RECFms a8, € T PTP SRR S5 4 R] 25,
SRR, BT RGeS B EL . phc2sys By K S 1]
B, R G R RIS B PTP A5 I 245 42 1R (NIC).,

6.6.1.1. PTP [Hff5
#1 Network Time Protocol (NTP)AHEL, PTP f A s 2 A1) S,
f¥E1F 21 network interface controllers (NIC)#I network switches. #%

RS i 1 I a] R A5 A R 1

6.6.2. {#/ PTP

N TAER PTP, A% M2 SR BHA 0 S5 AR BOAE N TR o
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6.6.2.1. KA IR AR SRR
fdi il ethtool #r4-2rif]
#ethtool -T eth3
eth3 Z At A ryE 1

UM SCHFHS TR, 6L LA B4

> SOF_TIMESTAMPING_SOFTWARE
> SOF_TIMESTAMPING_TX_SOFTWARE
> SOF_TIMESTAMPING_RX_SOFTWARE

QAR SCRAE PRI TR, IR LA 24K
> SOF_TIMESTAMPING_RAW_HARDWARE

> SOF_TIMESTAMPING_TX _HARDWARE
> SOF_TIMESTAMPING_RX HARDWARE
6.6.2.2. %4 PTP

#dnf install linuxptp

LFor 4% ptp4l #1 phc2sys.

6.6.2.3. i3 ptp4l

ptpdl FLGE A AT BCEAE IR S R 8. Y ptpdl /R — ARSI, AL
1r/etc/sysconfig/ptpdl #55E ik, ANERAE MRS BRMS1TRS), UHTE
/etc/ptp4dl.conf 52 1M, /etc/sysconfig/ptpdl S 415 -f/etc/ptpdl.conf
171, X4k ptpdl ZHt/etc/ptpdl.conf 34,

YERIRSS A 3l ptp4l:
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#systemctl start ptp4l
i 2171217 ptp4l:
#ptp4l -i eth3 -m
far M A RANE

ptp41[81921.804]: selected /dev/ptp0 as PTP clock

ptp41[81921.805]: driver changed our HWTSTAMP options

ptp41[81921.806]: tx type 1not1l

ptp41[81921.806]: rx _filter 1 not 12

ptp4l[81921.806]: port 1: INITIALIZING to LISTENING on
INIT_ COMPLETE

ptp41[81921.806]: port O: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE_RECEIPT_TIMEOUT_EXPIRES

i0sE ptpdl Hik

BINTEW T, HESUFR & %3/var/log/messages, -m &I H &0
e, AERS N debugging $RALE L.

FIHFERI T, -s 3BT, AT .

#ptp4l -i eth3 -m -S

PN BRI AL ]
A 2 PR R IER ISP, BESE AN R Y IR T 14 -
-P

-P i%&4% peer-to-peer(P2P) ZER M EALH;

P2P HLl & B 1k, oA B RIZHRFMAS AL TR, Al A8 AL B s I
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-E 2£4% end-to-end(E2E) AR I &ML o X EERIAR LI ;

E2E W#ih NiE request-response ZER ML,
-A
-A FTIFAER ML Y A shde s

H kI 12 ptpdl 19 E2E #iX, WA TFE, wl AP P2P #x,

6.6.3. MZ - OfEH PTP

TEAN R 28 1) Z2 48 1 P T PTP, A S8 b8 o w8 AR 2 AR XA AR =X

sysctl 20/ kvt NAZ TS . SHEARIBITRIRSE, T LMl a7
B /ete/sysctl.conf Ui,

B loose Kk, AT

#sysctl -w net.ipv4.conf.default.rp filter=2
#sysctl -w net.ipv4.conf.all.rp_filter=2

NI R A DB R kB,
net.ipvd.interface.rp_filter i5447, i, em1 P45 .
#sysctl -w net.ipv4.conf.eml.rp_filter=2
J T iHEBNEL E K AE R, Bik/ete/sysctl.conf ScfE, filtn. T BN
FrA R, & /ete/sysctl.conf, 41T R
net.ipv4.conf.all.rp filter=2
W REB A — B R, AR B
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net.ipv4.conf.interface.rp filter=2

6.6.4. fEE—ELEX M

A BRI E S, Fr DA AR Is TR eds e, (i -f B
#ptp4l -f /etc/ptp4dl.conf

—ANBCE SN ZY, MY T eth3 -m =S 335, 4T FR

#cat /etc/ptp4l.conf

6.6.5. i PTP FHE P
PTP B P, pmc 7] LAFSEIRBUS 7 ptpdl (8.

#pmc -u -b 0 'GET CURRENT_DATA_SET'

#pmc -u -b 0 'GET TIME_STATUS_NP'

BHE pmc &l .

#pmc --help

6.6.6. [FlHAT5h
phc2sys 27 kK R gehtial [R5 3] PTP /) hardware clock (PHC).
phc2sys Ikl & 3 ff/etc/sysconfig/phc2sys., BRIABCEUWIT -

OPTIONS="-a -r"

-a I fi1F phc2sys BRI A ptpdl MY A . EKHREE PTP ¥
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PRSI L, AH R R N R B BE 2z (A ) R 2D IR, RGERH A 2k R 25
BRAE-r SEmigide o WEREALE RGN — R, F5 8 -r IR,
&k /etc/sysconfig/phc2sys J&, )G phc2sys k55 .

#systemctl restart phc2sys

IEHENT, i systemctl fi4>kia 3, =1EMES phc2sys k5.
MR RS 5 3h phe2sys, %a] L@ 1T 8

#phc2sys -a -r

-a i1 phc2sys BEREIRIAEOR A ptpdl B AR M B IR EAR LE R Sem)

PSC—N, FEE-r TR
fili - Wm0 RGT B =R E i) PTP BECFI4P, fildn.

#phc2sys -s eth3 -w

-W IR RHETTRY ptpdl N EIAE PTP 4, %5E TAI & UTC fRis &

=4
IEEEM T, PTP #4464 nternational Atomic Time(TAl), ZRZAf[a/{%
H#7E Coordinated Universal Time(UTC). 475 TAI #1 UTC s &2 35s.

AR A SMBR A, A P T er, XA E ISR AR 4

-W BB, n] RUd -0 IR AT (A% e A

L==0

#phc2sys -s eth3 -0 -35
1 phc2sys servo 4 THURASRS , P28, BrAE-S SIREGE 9l .
XEWRE phc2sys BF A HHE ptpdl 217 L KR PTP A i 8wl 20 5 5 2o 1ff

H-w 51, phc2sys AHTE ptpdl j5)Rsh, e a%R, HE ptpdl E4H
#o
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phc2sys 7] IAER RS JE 30 -
#systemctl start phc2sys

BUIRSS AT B, AT LR EI#E /ete/sysconfig/phc2sys SCHHE RE

6.6.7. BAFHTE R
4 PTP W[a][R] 20 TAEIE & BB, a5 % 0 LA S JR 33 B 253 TEp
ptp4l fil phc2sys. XLLf5 B AT LITE/var/log/messages X4 F .

ptp4l1[352.359]: selected /dev/ptp0 as PTP clock

ptp4l[352.361]: port 1: INITIALIZING to LISTENING on
INITIALIZE

ptp4l[352.361]: port O: INITIALIZING to LISTENING on
INITIALIZE

phc2sys % i i1 7

phc2sys[526.527]: Waiting for ptp4l...

phc2sys[527.528]: Waiting for ptp4l...

phc2sys[528.528]: phc offset 55341 s0 freq +0
delay 2729

phc2sys[529.528]: phc offset 54658 sl freq -37690
delay 2725

ptpdl f5— 44 summary_interval, oA/, BREN R, H—
TR —4505 E o Al LU RE 1024s FTEI—IR, TE/etc/ptpdl.conf SCIFAR
AT A7

summary_interval 10
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—A> ptpdl f i l+, i summary_interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on
INITIALIZE

WM phe2sys B, aT LU -u e
#phc2sys -u summary-updates
summary-updates JERTERE B, FlF AT

#phc2sys -s eth3 -w -m -u 60

6.6.8. {1 NTP fit% PTP Bifa]

ntpd <F 4R AT DL BN R G ) 3 A I ), RGeS TR i ptpdl Al
phc2sys i ] LOCAI i (8] 8K S i 47 1R 25 . 24 T B 1k ntpd 98 % R G004,
ntp.conf SCAFLAURBEREHE AT NTP JIRS5 8. LR 2 — 5

#cat /etc/ntp.conf
server 127.127.1.0
fudge 127.127.1.0 stratum O

6.6.9. 4 PTP k% NTP Hta]
NTP % PTP [t 2 TR . 24 ntpd ZHREIA REHR], ptpdl oT L
i priority1 ¥ETIfE % >~ grandmaster B4, i@ i PTP RSt ahsk 3 & i)

#cat /etc/ptp4l.conf
[global]
priorityl 127
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[eth3]
#ptp4dl -f /etc/ptp4dl.conf

i Ao )8, L phe2sys Sk IR PTP BRI 4P 2 R G0mH4ap ., &
n phc2sys 2— 1 Rk%, %ilE/etc/sysconfig/phc2sys cf, ERIARYHEC & U0
*
OPTIONS="-a -r"
i root P, 4t

#vi /etc/sysconfig/phc2sys
OPTIONS="-a -r -r"

FERXCHL, -r SEWIFR E 2 I, FLIF PTP WREECFEH 0 N R G it AT R 20
# )5 phc2sys:
#systemctl restart phc2sys
b7 1k PTP B s g As 4k, mT LS 38 /MG P (proportional ) il
| (integral):

#phc2sys -a -r -r -P 0.01 -1 0.0001

6.6.10. {#ifH timemaster [F] PTP = NTP B}[d]

LMl timemaster R2/7 1k R GE T ER nT BB R PR AEAT [R) 20 . PTP I
[B]5& 1 phc2sys Fil ptpdl #4it, #Eid{#i A shared memory driver, NTP 5F
PR RENS LU AT AT AR, R AR IR AT IR

JR B, timemaster 23— ECE SO, XL E U235 % NTP A1 PTP

AFTaI R, Ko Ar MRS 2% 3 O H s 3L 5= 0 PTP 6 (it 2h, 4 hl ptpdl Fi
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chronyd = ntpd Fi & 4, JE3h ptp4l, phc2sys il phc2sys 5 ntpd.

6.6.10.1. 1EN—1Rk5 )5 30 timemaster
fifi ] root H A HU TN 4
#systemctl start timemaster

SR, 4xigEyetc/timemaster.conf fit & S0

6.6.10.2. Hfi# timemaster At & {4
FRIAAY B SCHITR P

#less /etc/timemaster.conf
#Configuration file for timemaster

#[ntp_server ntp-server.local]
#minpoll 4

#maxpoll 4

#[ptp_domain 0]
#interfaces eth0O

[timemaster]
ntp_program chronyd

[chrony.conf]
include /etc/chrony.conf

[ntp.conf]
includefile /etc/ntp.conf
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[ptp4l.conf]

[chronyd]
path /usr/sbin/chronyd
options -u chrony

[ntpd]
path /usr/sbin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp4l]
path /usr/sbin/ptp4l

R a4 00T
[ntp_server address]

XA NTP IR 4528 X 8194 7, ntp-server.local j&—/74<Hh LAN 1
NTP file 55 #%

R a4 00T

[ptp_domain number]

PTP domain J&—41 PTP isf4h, ENTREMANTE AL . eI AsE AT L)
LB HEAT R 2D o 1A AH [R]3A0 £07 R — . X s — A PTP /Y
grandmaster B4,

EEE a2 AR

[timemaster]
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ERIAW) timemaster Bt & SCH4 5 T ntpd il chrony Bt #( /etc/ntp.conf

i #/etc/chronyd.conf) , b T RS 15 1R] FR il (0 B FAGIER 4 . X R

FALTFE R NTP IR &-#8EUE F1 timemaster —i g .

6.6.10.3. [ii'E timemaster &

S . YwiE timemaster BCE

1)

2)

3)

5)

6)

F77F/etc/timemaster.conf At & 3014

XFTR— NTP kg5 #%, A GIE A timemaster, & [ntp_server
address] £ ;

BINEAES RN R, il #[ptp_domain O] FBOFAINM -+, i+
W

[ptp_domain 0]
interfaces ethO

[ptp_domain 1]
interfaces ethl

BN 24 M ntpd /E28 NTP ~sPitE, fE[timemaster] 7 BUE RN
entry, chronyd M4 ntpd;

fanfdi F chronyd 1E°5 NTP k%545, 7E[chrony.conf]==B s A4k ad ik
I, 7EERINAY include /etc/chrony.confentry T ;

R4 A ntpd /52 NTP JIRg54%, fE[chrony.conf]l 5 Bias iAo I,
TEERNY include Jetc/ntp.confentry F;

TE[ptpdl.conflFBL, IIMEDIEZEFE D1 32 ptpdl A= AR e B SR ;
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8) fE[chronyd]¥E:, WhMEMm4ar44T, XMk timemaster ViRl i} iZfr 275 %
£33 % chronyd;

9) 7E[ntpd]FEt, WHMEATAT24T, Mtk timemaster Vjln) i iZfr & 24%
# % ntpd;

10) 7E[phc2sys ¥, WhFar417, 8% timemaster VilA]itiZan 475 2
£33 % phc2sys;

11)7E[ptpdl 7B, WIMEMar447, 2tk timemaster VilalifiZan &/ 2%
% ptpdl;

12) RAFBCE SCPF, HH timemaster,

#systemctl restart timemaster

6.6.11. REHEFHME
ptp4l 1 phc2sys )i H G % i & 4 {# ¥ ) adaptive servo., X T Pl
servo Kii, ERMEIE T ARHERE PI L LlcE . 76 ptpdl P, &
FifE /etc/ptpdl.conf Ft & SRR AT
clock servo linreg
F i ptpdl 5
#systemctl restart ptp4l
7F phc2sys Hliff], F5%i7r/etc/sysconfig/phc2sys Bl & SR T
7
-E linreg
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&3 phc2sys Ik %

#systemctl restart phc2sys
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FEtE KEMASME

7.1. RGBT H

TERCE RGN, EIRBERIEA N RS E B EWAR TR 2 B0, %
SNTE AN A3 PR AR CRE . P FRBE RS TR), BN IX R, DAROEAES ATk
PRI AR o AT Y Ud I G P LA a7 B R s R DA ER R BT JRILRER Il 95 454

RGP RXEFEL

7.1.1. EERGHE
7.1.1.1.  ffi{] ps w4

Ps fir % W8 REBATHBRNE R . BESER— RS, F1R B0
B IEPAT AT I RIS TR A — DR IR AR S SR L RS 2R
T A top RGN

WSRAEZ S H R G BT B, T RIAE shell B AT i<

pS ax

TR THIIIERE, ps ax a4 & /Rt 2R PID, DEFRAKH 2,

PERRIRES, #ERE G I CPU I, IRATSCHRAY A% 7. fin .

[root@localhost /]# ps ax
PID TTY STAT TIME COMMAND
Ss 0:00 /usr/lib/systemd/systemd --switched-root
:00 [kthreadd]
:00 [rcu_gp]
:00 [rcu_par_gp]
:00 [kworker/0:0H-kblockd]
:00 [mm_percpu_wq]
:00 [ksoftirgd/0]
:00 [rcu sched]
:00 [rcu:bh]
:00 [migration/o0]
:00 [cpuhp/0]
:00 [kdevtmpfs]
:00 [netns]

V)

I<

OCCO0O0O0CO0O0CO0OO00O00CO0O

?
?
i
?
?
?
?
?
?
?
?
7
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WERE R R AR, AR A

PS aux

BR T ps ax s R ALAIME BN, ps aux R R RIIA # AT, PR
F CPU FIAAEI E 43 L, LA AL s R 0L N AE R/ INFIAR S840 ) B N A7 1
KN, HFEIFARIBA TR H] o

BT LUME ] ps #rFl grep a2 A G ok B S PR GRS AT B,

FHFE Emacs Bm7EsfT, AT XA

#ps ax | grep emacs

A K] Far AT 5E 8513, &F ps(1) man Tt

Top i /R RGLiaty PR SEI B 3% B2 Won s B iE R4
HINT], 4T CPU MINAF RO IS, B4 A ERE B SRR AT LIS SRRSO
PE— DR, B0l LAZE HEREHR Y B0 R — L

1217 top a2, 1E shell AW T4

top

XA R, top AT W R PID, R ITA & 147, L
Jedk, #AE NICE(H, MR R EINA:, SRR ARSI BN AT, it
PR AL 2 A7, ERR RS, 2ERRGEFH A7 A0 CPU (9 73 b, 1A% A5 HT CPU
IR T AT AT SR 24 7

AT LI top —i Ml I H sl 4
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# 7-1 XH top @4

e ik

[Space] | 7 HkH Es .

[h] WA B R

RACHEIERE . VR A SRS 1D DL R IR B RIS
[k]

T

[n] SR E R R R . R N i AR .

[u] P HER o

[M] AT ST

[P] % CPU i HIRHRY .

[q] iR top.

7.1.1.3. fiHRSZWETH
F PR IAER G Wi T B IR A E & A M e i, BUS R no e gt

PABGRICHERE . Fraf-> AR -> R R TR-> REWAS AT, WA
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KYLIN
ERFOIBRE

TR S I o5 AR R SEVI0 RGUE LR T

EWam) ®EE) A\

Rt ag H3

H—-a%. 9% +ENRNTHME: 021, 025

BEE
©0000:74:02.0
(©0000:74:02.0_di
©0000:74:02.0_ev
B0000:74:04.0
20000:74:04.0_di
0000:74:04.0_ev
B o000:b4:02.0
20000:b4:02.0_di
B)0000:b4:02.0_ev
(©0000:b4:04.0
20000:b4:04.0_di
©0000:b4:04.0_ev
(110000 _DiscT
B 110000_et
B110000_lkq
2 110000_xchgwg
(2110001_DiscT
B110001_lkq
©110001_xchgwq
Elabrtd

XF T8I R,

PR A CPU Y F 7 b ERRRY PID | SRR S5 1o 418 3 At

Rmuay
XERR
035

v #& %CPUNice 1D  WE L] BS8T (22
L L2 0 20 1161 N/A rescuer_thread 85
L L3 0 20 1164 N/A rescuer_thread T 1 1
L L2 0 <20 1163 N/A rescuer_thread #eE
BED 0 <20 1281 N/A rescuer_thread 2T 1
BED 0 20 1284 N/A rescuer_thread FTY
L L& 0 20 1283 N/A rescuer_thread ETT ]
D 0 20 1320 N/A rescuer_thread EE 1
L L-23 0 20 1313 N/A rescuer_thread o5
B 0 20 132 N/A rescuer_thread F2E
BES 0 20 1343 N/A rescuer_thread FEE
L L3 0 <20 1346 N/A rescuer_thread 55
BED 0 20 1345 N/A rescuer_thread U
L L& 0 0 1235 N/A unf_disc_event_process %
BED 0 4 123 N/A unf_card_event_process ®
BED 0 20 1233 N/A rescuer_thread E'2F
BED 0 20 1234 N/A rescuer_thread s
BED 0 0 12% N/A unf_disc_event_process %
BEd 0 20 1257 N/A rescuer_thread HEH
BED 0 20 1258 N/A rescuer_thread Y 1
L L2 0

0 2741 18.6MiB do_sys_poll abrtd.service E%

& 7-1 R

ARGt TR WoR R Ry 245

BT i sl R A AT DU R s O (Bt

PN R G W ds T B iR Y piE

ANTREII, AT LIASCAN T 2l -

> ARSI

> #A TR

> A PSS R S

> B RO ;

7ok, AP IR

> BTt RRS R 5
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7.1.2. EE NG FAER

7.1.2.1. fiH free %

i free iy 2] LIATR RE S INMC LM I NAE, 78 shell MaA IR

2

/?\

free

Free fix& n] LS ALY BN AF FIACHs (] 1015 R o BT LR s A7 i, fi
MBI, RN, FEENER/D, buff B/ cache BRI

Lo al o BF-4nE

#free

B free LI B R0)N, AERAR RISy B0 nf LUIN-m 2550, 4n°F .

#free -m

7.1.2.2. (HARSEEETHR
A G A TR SHERRE ] AR R G0 28 I N A7 /NI E 2 HT Y

KA, R IRAR S AR RGENAT RO
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EH&M W®8E) ARV
KR 28 A3 XARM

cPU FHg

B::.00
Bo.00
B 00
WL o0

.00
[ BERXTY

ABRRATESRAE

» HE = AL

Ef 110.7GiB (21.7%), £#@ % 509.7Gi8 BEROEH (0.0 E@AB40GB

REHE

; hZ3:0 9.3 kB . ha3 T 1.2 MB/¥
Sitil 11.1G8 Stk 2

&l 7-2 BR

TEPAERISCH A IX 57T, RGEMETE T R AR RIS 53 X1 g b A PR RT3
IEY/BE A Ve I EE S PN RSN A N D O [ 2 B

7.1.3. #F CPU f#H
7.1.3.1. fHRGEHETHE

MRS AR RS0 CPU NN, 7 CPU &y, REMETRE
7 CPU By s I ER AT CPU Y i (i A ) [ 3R Ar B BRI A1 S 2R ¢
7.1.3.2.  {#if] Isblk fir 4>

Isblk 72 7T LU /R REEAT LM e s . B 1 blkid ir - f2 3 2 15
B AR . B udev EBEUE R, AR root HI AT LAME . SR

P55 3R 75278 shell AN N 4>

Isblk

B il BB, IsbIk AR /R f 4, ERBEES, B2 m Al LU
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B, BESCHRON, B AL, B2, Raiae. Bl
#Isblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M O rom

vda 252:0 0 20G 0 rom

|-vdal 252:1 0 500M O part /boot

“-vda2 252:2 0 19.5G 0 part

|-vg_kvm-Iv_root (dm-0) 253:0 0 18G O lvm /
“-vg_kvm-lv_swap (dm-1) 253:1 0 1.5G 0 Ivm [SWAP]

BRIN Isblk fig 4 LIRHE S5t B ise s, QARARGRIOE 2 (9 B 5 S i -1

280, Hilan.

#lsblk -

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M O rom

vda 252:0 0 20G 0 rom

vdal 252:1 0 500M 0 part /boot

vda2 252:2 0 19.5G 0 part

vg_kvme-lv_root (dm-0) 253:0 0 18G O Ivm /
vg_kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]

] FHar S TR Ui 5e 8518, & F Isblk(8) man Fiit.

7.1.3.3. f#iH blkid 4>
blkid 41T LA s il {2 E E . B2 root AR, KILE root

P HEefEH Isblk #74>, LA root 437 shell Hi AN T A4

blkid

B—AIHRBRGLE, blkid 2B Eryaf HEd:, #lin UUID, k&g
B, B, Pl anh
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#blkid
/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84"
TYPE="ext4"
/dev/vda2: UUID="7IvYzk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2_member"
/dev/mapper/vg_kvm-Iv_root:
UUID="a07b967c-71a0-4925-ab02-aebcad2ae824"
TYPE="ext4"
/dev/mapper/vg_kvm-Iv_swap:
UUID="d7ef54ca-9c41-4de4-aclb-4193b0clddb6"
TYPE="swap"

SRIA bIkid 142 R TAT T ISR 4. WA RS, 1

AR TINS5 44 -

blkid device_name

filhn, iERis/dev/ivdal BIfEE, LL root FHFAEREN A A4 -

#blkid /dev/vdal
/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84"
TYPE="ext4"

75 I -p Fil-o B Al RIARBCE Z2 400 (5 5., i [ e 2

root AR .

blkid -po udev /dev/vdal

fian .

#blkid -po udev /dev/vdal

ID_FS _UUID=7fa9c421-0054-4555-b0ca-b470a97a3d84
ID_FS UUID_ENC=7fa9c421-0054-4555-b0ca-b470a97a3d84
ID_FS VERSION=1.0

ID_FS TYPE=ext4

ID_FS_USAGE=filesystem
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A RA] A TR ) 52 8552 ,, A A blkid(8) man T,
7.1.3.4. i/ findmnt @4

findmnt 4 BR RG0S FTHEER I SCE RS, 1E shell B AT a4 -

findmnt

T SCAFERSE, findmnt & o R#on, s, SUFRGER
TR S AR HEAE T
i .

~-]% findmnt

TARGET SOURCE FSTYPE
OPTIONS
! fdev/mapper/rhel-root

xTs
rw,relatime, seclabel,attr2, inode64, noquota
=/proc proc proc
rw,nosuid, nodev, noexec, relatime
| /proc/sys/fs/binfmt _misc systemd-1 autofs
rw,relatime, fd=32, pgrp=1, timeout=308, minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpc nfsd

rw,relatime

b=/sys sysfs sysfs
rw,nosuid, nodev, noexec, relatime, seclabel

t }—fsysfkernelfsecurity securityfs securityfs
rw, nosuld, nodev, noexec, relatime

| |-/sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

BN findmnt DIRRIZE R ih SCPE R 58, AnsRARSRIBCE 2 19 s (5 B A

- 2%, Bl

#findmnt -

TARGET SOURCE FSTYPE OPTIONS

/sys sysfs sysfs rw,nosuid, nodev, noexec,relatime
/proc proc proc rw,nosuid, nodev,noexec,relatime
/dev devtmpfs devtmpf rw,nosuid,size:997904k,nrﬁinodes=‘

/sys/kernel/security securityfs securit rw,nosuid,nodev,noexec,relatime
/dev/shm tmpfs tmpfs rw,nosuid, nodev
/dev/pts devpts devpts rw,nosuid,noexec,relatime,gid=5,mg

FnT A Ho 0 SRR A 0 SO R G, -t 3, S TS S R GER A,
i .
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findmnt -t {type}

filhn, BaRPTA R xfs SRS

[root@localhost /]# findmnt -t xfs
TARGET SOURCE FSTYPE OPTIONS

/ /dev/mapper/klas-root xfs rw,relatime,attr2, inode64,noquota
—/boot /dev/sdal xfs rw,relatime,attr2, inode64,noquota

KA FHAap A TR 5255158, & & findmnt(8) man Fii,

7.1.3.5. fHif df s

of it RGBS IR, 7 shell B AU A4

df

B IS RSE, df fr 8 R SHFRFEN AT, KA (LUK
REDSL AN el EILC o R s U U6 A N v+ e LB S SN Y B = N ]

FUF .

#df

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/mapper/vg_kvm-Iv_root 18618236 4357360 13315112
25% /

tmpfs 380376 288 380088 1% /dev/shm

/dev/vdal 495844 77029 393215 17% /boot

BOIA df R XAV (B Ko 8y ) 2RI, fEE

Az AR (LA K P35 o0 800 ) o R M AT G 735 s 28 H-h ik
T, zaesial LALL Sy s SRS AU R R 25 TRl R/

i .

#df -h
Filesystem Size Used Avail Use% Mounted on
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/dev/mapper/vg_kvm-Iv_root 18G 4.2G 13G 25% /
tmpfs 372M 288K 372M 1% /dev/shm
/dev/vdal 485M 76M 384M 17% /boot

A o] Har ATk mp 5253, & df(1) man Tt
7.1.3.6. fif du %
du 41 LIEFR SCHE KN du an 8 A NS0T LU R BASF H S sei:

AR/ it

#du
14972 ./Downloads
4 ./.mozilla/extensions

4 ./.mozilla/plugins
12 ./.mozilla
15004 .

BONEOLY, du ar RLT 735 0 B BRI TS 00 . An A DL S 1

77 (MB 1 GB) /R K/, ATLAMINSE-h, #ian;

#du -h
15M ./Downloads
4.0K ./.mozilla/extensions

4.0K ./.mozilla/plugins
12K ./.mozilla
15M .

TEFNFARRE du %2 /s H R H SR SR/, s HUg s H 5

S LR NSO I E-2 S SRR

#du -sh
15M .

] Har ST eI 528514, &% du(l) man Ft.
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B R LS S RS R E R V10 R M

7.1.3.7. f{HRSZEETH

TER G 1% TR SCE R Gebn 8 0 n] LI DL ISR A 5 sUA R SO R S M 4t
S (] B IR O

RREAY E

HiE®M W\ME) @WEV)

Rt #E ®E XAES

Rl -} 3 v =Y em R DL ER

(il rdevimap xfs 13178 12578 12578 e4s.7calffl] 4%

Il /dev/sdaz /boot xfs 1108 8734 ma 8734 me 179.3 me [N 1%

B idevisdal fbootrefi  viat 627.9MB 621.1MB 621.1MB 6.8 M8 1%

(A /devitoop /mnt is096¢ 4.3 GB 0FED

& 7-3 X &S

B SCFRSE, R THAS oRE A, AbsHn, X

RGN, w223 R IR NFIERAE IR/

7.1.4. EEHAER
7.1.4.1. {#if] Ispci %

Ispci A4 A LR PCLHEZ ERBEEER, Baafra R PClixs7E shell

BTN 2

#lspci

RnT LU -v e 0t Be s PRARME S, SEHI-vv et i e e R AY15 S
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#lspci -v

AR Har S TR 5E 885132, & F Ispci(8) man Fiit.

7.1.4.2. ffif{] Isusb 54
Isusb x4 1] LB/~ usb #4515 5. R Y usb 1% & 15 B7E shell B

AT

#lsusb

:fgﬂ u ?ﬁ‘e‘j]u -V %%&ﬁ%&% E‘Jiﬁééﬁi{%}‘z@\ o

#lIsusb -v

AR Har A TR I 5285138, &F Isusb(8) man Fiif.

7.1.4.3. fii{]Iscpu fii%
Iscpu @4 BRYET RGN cpu 8, FEAF copu $iH, 224y, #IE,

Fiti, B, cpu MHEEFESE, TF shell iy Ams

#lscpu

AR Hap S TR I 528518, &F Iscpu(l) man Fift.

7.1.5. AR
BT RELI iR IR 55 S B E RSB A T AR AR S AL o XML &R
DIMMs Wt4E INA7AE R TS R KA ALY S5 AL IR A i, JF HARE R A P 2s

R4 . P2 B SFP iR rasdaemon 24 3ioRn b B 26 i P AZ AL ] R
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B A ST T gD M R, IR SR e X AT EE LRI
edac-utils #4it, BAEH P #EE rasdaemon #4it,

2 rasdaemon 72 root AR,

#dnf install rasdaemon

JR IR Ss A R

#systemctl start rasdaemon

AN D e DR E

#rasdaemon --help

A 7E rasdaemon(8) man Tt B A Hliik .
ras-mc-ctl T B4 T —Fhnr I H EDAC Rsh )7, A Fas T

VAL i 4 0

#ras-mc-ctl --help

A TE ras-mc-ctl(8) man FHH A ik,

7.1.6. fiF Net-SNMP #PE6E

R T LR 2 R 55 A AR E R AL Net-SNMP -1, Hptufi—42
TG BT R A 7 R 45 A5 BRI ( SNMP ) ARER . 124 B R HOGEK g S AR 1T
PIBH T AR R e S M e 48— RO T H., X 28 T HARSZHF SNMP
e

AR HE T OCT S Net-SNMP AUBHIE i M 2% 22 2 i S AR RE R, (i H]

SNMP WM ZEHERIY T SNMP (CHRLLEAL A & X HEaefs b .
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7.1.6.1. %% Net-SNMP
Net-SNMP B AL TRy SRR = S 55 e B R 5 V10 R AThRE—

4 RPM $f41, 3 7-2 AT ] Net-SNMP 3 MEAR T MM e TN g .

% 7-2 7T Net-SNMP #4428

BiHa ]

net-snmp SNMP fCEESFA IR AN SCRY o i P BB AR 75 255X .

netsnmp FERHRZEEREEE (MIBs) o fith PERESL
net-snmp-libs

SNMP % Pl snmpget il snmpwalk., T8z 4% 44
net-snmp-utils
LI SNMP R 45 M REEE

mib2c 25l NetSNMP Perl B, A J2 ph 0] 63 1
net-snmp-perl

fefitmy,

net-snmp-python | Python 1) SNMP % Fiii e . A2 ) 35 s R4t

GRARAT— AL AT 7 A dnf A7

dnf install package...

BN, AT AR R SNMP ARBRSF EREFT SNMP %

i, LI root 5 7E shell #EA G F 4.

#dnf install net-snmp net-snmp-libs net-snmp-utils
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7.1.6.2. 1517 Net-SNMP spfiife
net-snmp #44Hf S SNMP CEESFIP R snmpd , A5 30 SE fnfar
JR g, AR FEER 3 snmpd iS5 IE R . A SRR OB i SR 55 AR &R
4t V10 RGRYE BIRSS FTRANME IR 21 5.1 ] systemd EELRSEMRSS
JABhR%s

iz17 snmpd fIlR55 Lk root BH57E shell #EA U M4

#systemctl start snmpd.service

e B 55 HAE R SR shs B ST Ras T I R an >

#systemctl enable snmpd.service

15 1155

% 1F snmpd R4 LA root B157E shell A4 F 44

#systemctl stop snmpd.service

P B 55 HAE R G SR AT s T, (AR a4

#systemctl disable snmpd.service

= MR 55

# )i snmpd fiiR55 LA root B37E shell #EA LN iy 4

#systemctl restart snmpd.service

A A R S5 I DU S5 o BTN E, MR RS, a2

T

% 249 W | #2274 T



s BRI R 55 AR R SEVL0 R GUE HE B T

#systemctl reload snmpd.service

X 2IEAT snmp IS EFTMERCE
7.1.6.3. FC# Net-SNMP

FEM Net-SNMP CEESFH R IO S, 2w /etc/snmp/snmpd.conf i
B BRI G S5 SRR E R S8 V10 A Y ERIAE snmpd.conf SCiFk
RETERE, AT LME R — AR L A ACHS SR R

AT FEA G W RS B8 RGUR BIFRCEINIE. A 56T FRYRCE
RIS R, W20 snmpd.conf(5) T, b4, 7 net-snmp 4
A A% snmpd.conf FSEHRRT, AL LIAE B 7 AR BB &

s 2 TE B Y& net-snmp-util B4 0 A 24 A B A T AS 1Y T ik 1Y

snmpwalk SLH

#systemctl reload snmpd.service

BWHERGEE
Net-SNMP il i R ML T — I AR REE L. Hlan, TImK

snmpwalk 4 s BA B CHIAC B R 50 .

#snmpwalk -v2c -c public localhost system

BB T, sysName X4k & b £ 414 .sysLocation Fll sysContact
Xt 4 Al L fE Jetc/snmp/snmpd.conf 3 {4 i@ i 2 48 syslocation Al

syscontact FMEREECE . #lan:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX Admin <admin@ example.com>
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HORCE SR, EETINENCE, s FRaETT snmpwalk iy L

MHECER AR

#systemctl reload snmp.service

#snmpwalk -v2c -c public localhost system

e EAL PR

Net-SNMP RSP R F SR T = A AS Y SNMP B30, B hiAR (1
M 2c) it AT R IR AR AR SR IR IE . AT R R AR & P i
SRR Z AL R . AT AR AE M 2% I SCAZ i, XA
SNMP BFSER 3 R SCRFH Z A B AP AGIERfE 2O . Net-SNMP Q2

32y SSH A, (i X.509 ki TLS tAiEAl Kerberos Ak,
ECE SNMP ki 2¢
T E SNMP A 2c i9#tIX, fE/etc/snmp/snmpd.conf Bic & SCF T i

1 RO #IX 5 RW # X $54 . F5 BT -

directive community [source [OID]]

Hr, community i X F4FER, source J& IP #idiksl 7/, OID %}
SNMP B4R E M . B, T I rHE 46 % it i RGERin, %

P AL B A X AR AR ky lin”

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

fifi F snmpwalk iy 2 FF a8 -v fil-c Z50n] LIl & .

#snmpwalk -v2c -c kylin localhost system
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ELE SNMP fii4k 3

T SNMP ik 3, {fi[H] net-snmp-create-v3-user 14, AR
Jnsk B #l/var/lib/net-snmp/snmpd.conf Fll/etc/snmp/snmpd.conf ({4,
XA SCPERT DL P R0 . 7R, net-snmp-create-v3-user iy
HARBRA BTN AGRIZ T, THAAGEE T “admin” i -, %4

“kylinsnmp” .

#systemctl stop snmpd.service

#net-snmp-create-v3-user

net-snmp-create-v3-user w240 rwuser 54 (8 432 4L ) -ro 454>
11iEmi# i rouser ) #l/etc/snmp/snmpd.conf FFIZRIN rwcommunity £

rocommunity 4% = [E -

directive user [no auth|auth|priv] [OID]

Horpr, user ZHIF44, OID 52 SNMP R4&Ati1n] , BRINFELL T, Net-SNMP
ARBEAY fei/F B A IE SR (auth 3E300) o noauth I AT DL fLiF R 4474
fR , priv VIR il d HI a5, authpriv YIS G A9 R 27 8 - AR ] 42
BN

filan, AR T “admin” 35 U A

rwuser admin authpriv .1

H TR E, AR A R —4 snmp B3¢, 7EiZH & TRl

snmp.conf X ( ~/.snmp/snmp.conf) , ffifan s

defVersion 3
defSecurityLevel authPriv
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defSecurityName admin
defPassphrase kylinsnmp

snmpwalk 4 7E A T I 2 (i X SRR B

#snmpwalk -v3 localhost system

SNMPv2-MIB::sysDescr.0 = STRING: Linux
localhost.localdomain 3.10.0-

123.el7.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86_64

[output truncated]

7.1.6.4. KegRBIEIERE

SRLTRT AL IR 1R 20 IR 55 PHRAE R GE ) Net-SNMP {CEE/E SNMP Bl (LT £
MPEREMR B o Ak, nTRLE A ) R Ge P23 RPM ik, 24847z
FTRYH RS R RGN P2 T B

AL T X F OIDs 78 SNMP i MREME AR . B E REC L H#
net-snmp-utils F 4w, FFHHP#ETU5 SNMP &, 41 7.1.7.3 B E AR
HR Y

i - P

{145 Net-SNMP (1) Host Resources MIB $24it T FHLE oL 5 (4 Fn

WAFECE , £ 7-3 v Y OIDs 45 778 MIB T o] LISREA AT OID .,

%+ 7-3 WA OIDs

o]]» HEAR

W —WARLEEL, WasfrmtE, H
HOST-RESOURCES-MIB::hrSystem
FHEH, FisfrrygErE g H .

HOST-RESOURCES-MIB::hrStorage | £ & WAEFISCH: R e fdi S LR
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LS P AL g, R4t rs A
HOST-RESOURCES-MIB::hrDevices
EXSWiDEI

HOST-RESOURCES-MIB::hrSWRun | & Fr i IEfEa 1T RE RIS 3%

10 & R TP B NAE R CPU S5

HOST-RESOURCES-MIB::hrSWRunP | & , ¥ & * %k H T

erf HOST-RESOURCES-MIB::hrSWRu
N.
HOST‘RESOURCES'MIBhrSWInStal @é\ RPM %&%EJEE/‘JEIJ%%O
led

1£ Host Resources MIB w1, it A5 —2La] T2 1] G B SNMP 2%,

T w75 T HOST-RESOURCES-MIB::hrFSTable:

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 " "" HOST-RESOURCES-TYPES::hrFSLinuxExt2
readWrite true 31 0-1-1,0:0:0.0 0-1-1,0:0:0.0

5 "/dev/shm" 1En HOST-RESOURCES-TYPES: :hrFSOther
readWrite false 35 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0

X% T HOST-RESOURCES-MIB % ¥ £ f5 & , o L #&# &
/usr/share/snmp/mibs/HOST-RESOURCES-MIB.txt 34,

CPU FIN 15 &

UCD-SNMP-MIB iR 28 R GivEfe i & ] Y . systemStats OID #&

7 — e hb B AR A A -

#snmpwalk localhost UCD-SNMP -MIB::systemStats

¥ 9 & , ssCpuRawUser,ssCpuRawSystem,ssCpuRawWait i
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ssCpuRawldle OIDs #2AEA T MR EIE R AR B BT T KB AL BRER A
M) 7E N K% s ) B ] P a3 | s /0 i AE W A . ssRawSwapln Al
ssRawSwapOut Al RGN A2 RFES IR H A H .

UCD-SNMP-MIB::memory OID FRZ ] R NTESS B free w22

#snmpwalk localhost UCD-SNMP-MIB::memory

UCD-SNMP-MIB 19 fi # ¥ # 2 0 H # . SNMP

UCD-SNMP-MIB::laTable &% 1 434, 5 480 A1 15 434 i) G 383 e

~]% snmptable localhost UCD-SNMP-MIB: :laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig laloadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 ¢] 0.000000 noError
2 Load-5 0.00 12.00 0] 0.000000 noError
3 Load-15 0.00 12.00 [¢] 0.000000 noError

A R GRS B
Host Resources MIB 21t SC 4 R G R/ VFId G B o AU RS (LA

K& NTEm ) 72 HOST-RESOURCES-MIB::hrStorageTable #H A A

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures

1 HOST-RESOURCES-TYPES: :hrStorageRam Physical memory

1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory

1024 Bytes 2045580 388064 2
6 HOST-RESOURCES-TYPES: :hrStorageOther Memory buffers

1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory

1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space

1024 Bytes 1023992 0] ?
31 HOST -RESOURCES-TYPES: :hrStorageFixedDisk /

4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm

4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot

1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB::hrStorageSize #1
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HOST-RESOURCESMIB::hrStorageUsed H#) ODI #f sk HEH# U R 58
TR AR 2

1/0 34 i 1E UCD-SNMP-MIB::systemStats 0
UCD-DISKIO-MIB::disklOTable FH#Re T HIfY . J5 & #4t TH FE4n4uE
Jr# 1) OID A disklONReadX #i disklONWrittenX HARM 1S, HTHER
4t ) S SO S A B 1 140

~1% snmptable -Cb localhost UCD-DISKIO-MIB::diskIOTable
SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead NWritten Reads Writes LAl LAS LA15 NReadX
NWrittenx

25 sda 216886272 139109376 16409 4894 4 ? ? 216886272

139109376
26 sdail 2455552 5120 613 2 = 7 ? 2455552
5120
27 sda2 1486848 [¢] 332 c] ? o ? 1486848
]
28 sda3 212321280 139104256 15312 4871 7 ? ? 212321280
139104256
=
EE:ZES

Interfaces MIB 21t 241% 4515 & . IF-MIB::ifTable $#2fit T—4> SNMP %,
ARG AR O S B SRR T RS A X A R AR — 25 H o T I Ag 1)

T ifTabel BUH51, BR/R TR LRI Y BIRZE T

#snmptable -Cb localhost IF-MIB::ifTable

W 4% v 2 AR HE IF-MIB::ifOutOctets il IF-MIB::ifInOctets #&4t. Ffi

SNMP Zifi kR I RS I R— 4 0 ) R 28 i

#snmpwalk localhost IF-MIB::ifDescr

"B Net-SNMP
Net-SNMP {3 1 B SR (L 5 R0 A B . b i
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PRI R ) R sRE R o flan, ZEDN T RIE WR R RS 15 438 5 e
A SR BRI AR S S A 5 B 0, B S A2 L BB 1 R Ge e AP Ak 2 8000 A~
HEME 15 bt i ie 22 /0, 240 HIAR P S 4800 32 i ol AR ] g 4R
NERGR R, X W ARVHEA R B R BT O X R GerEREnT AL (fildn,
T3 10,000 A5 B &2 2 100,000) .

AL FE AR RELRR 2 S 55 AR AE R S8 V10 Y — 2L ARy idE f SNMP 37
Net-SNMP RS LSRN FHRE & A LR 5 o AR BE AR P . Ay

A5t shell AT AT %) Perl 3k A % & 4t T net-snmp-utils

Fl net-snmp-perl i &%24%, [RRTH P8GR SNMP

i/l shell I3 € Net-SNMP

7 Net-SNMP RREHRHE T —4~F" & MIB ( NET-SNMP-EXTEND-MIB ) ,
Al DL R A AT E B shell A, 2245 & 1 shell A Kiz 17, af LI7E
/etc/snmp/snmpd.conf CHHFH extend 354, —HE X, RFRE R AR H
FSFITE SNMP A4 AR o R 01808 TR LH], AR B 1E
HHEF P httpd SRS

EE:

Net-SNMP B 7 — >R HLEE S proc fr KA i fi Rk, W2
FRALIAE snmpd.conf(5) T,

T shell A AR 6527 25 B ] S R 48 s A7) httpd #ERREL
#!1/bin/sh
NUMPIDS="pgrep httpd | wc -I'
exit $NUMPIDS
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J T XA AT SNMP _Ea] R IAC S il B R Ge g As B,
BEE AT TAL, FEU I extend $84 El/etc/snmp/snmp.cof X4 43 extend

R BRI .

extend name prog args

name 2P extend B FATER, prog R EisfTHIRESF, args ZEART
PIZEL BN, Wk LTy shell JA< & i 2ll/usr/local/bin/check_apache.sh,

AR S 2R MBAAS 2] SNMP i

extend httpd_pids /bin/sh /usr/local/bin/check apache.sh

AT i7E NET-SNMP-EXTEND-MIB::nsExtendObjects #2541,

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd_pids" = STRING:
/usr/local/bin/check_apache.sh

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendCacheTime."httpd_pids" = INTEGER: 5
NET-SNMP-EXTEND-MIB: :nsExtendExecType."httpd_pids" = INTEGER: exec(1)
NET-SNMP-EXTEND-MIB: :nsExtendRunType."httpd pids" = INTEGER: run-on-
read(1)

NET-SNMP-EXTEND-MIB: :nsExtendStorage. "httpd _pids" = INTEGER:
permanent (4)

NET-SNMP-EXTEND-MIB: :nsExtendStatus. "httpd_pids" = INTEGER: active(1)

NET-SNMP-EXTEND-MIB: :nsExtendOutputiline."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendOutputFull."httpd pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendOutNumLines."httpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendOutLine."httpd_pids".1 = STRING:

TR, RSB EOY R (R flaR A% 8 ), FE ATk i o A
K, R T RNEHNEZEE R, extend 8L TORFEIM S5 Hlan, N
AR AV ] LABSEH] T80 2 DC BCAE 8 74 e RO R, O HARRH i 1 — A SOR 45 e
KFTRAREL

#!/bin/sh
PATTERN=%1
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NUMPIDS="pgrep $PATTERN | wc -I’
echo "There are $NUMPIDS $PATTERN processes."
exit SNUMPIDS

24 | A R g #% D 2 Jusr/local/bin/check_proc.sh F, 47 F

/etc/snmp/snmpd.conf U s 423 R i httpd Fil snmpd RS

extend httpd_pids /bin/sh /usr/local/bin/check_proc.sh httpd
extend snmpd_pids /bin/sh /usr/local/bin/check _proc.sh snmpd

T EIFIF R snmpwalk fii4-%} nsExtendObjects OID ffi it :

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
/usr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
/usr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB: :nsExtendOutlLine."snmpd_pids".1 = STRING: There are 1
snmpd processes.

B
HOHOR MR BRAIAE 0-255 TG, X8t 256 HIME, BEal LA A

fpriEs i (GO RS ) s R AR %

7.2. EEFEHEH HE XM

HAESHRA S RGE RS, i, Moy L LiafT e R o
AR H S S ARE R, B, 3RS S, —F 2]
TREFRWHEXE, TR G50 H &S,

Hi R R R G I, s s A A AZ IR SH AR el - HROR B AL 5 5
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RGN, HESCHRAER A . AETHSEMREL A LIRS H &S, i é&E
HAESCHE, LUK H BSR4

— e H RSO — 1 R rsyslogd BSFIRBERERE . i rsyslogd SEdFE
P2 sysklogd iy —Fgsm B HERE , JFER AL 79 AT B &S , TH B2 TR,
A PHECE VI, A A, 5T TCP 5 UDP MM 1M . F B i e
rsyslogd 5 sysklogd Z3F45H

H & SCFA P DA journald s b REEA T4 ], Z5FH i RE 2 systemd
M. journald sPP R AR R G H AR, W HEHE, 040 RAM BE#E
AL R i SN S B RS 0 AR, DL IR S5 B bR e 1, i
HRHTRG], IS . A B SR, B —Matg Ry —i
HiSCHE, S TR R, IR B R AOEAE, T H e WA R RO 1D Ry
JuEE G B . i journald A H B SCHFEBRIME N F AR — BEAER, HE
S R FAE AT/ run/log/journal/ H s T I FNEZE X, 10 5% £ B ek

TATNAE, HEORBI AR IR, SR 00 R gbr . B, BE R I

N

-2 7.5.5 RERr SN AT ENE R, EZSM 7.5 i H .
OO, X MEk TRIMAEERIN RS . journald sFHift R gk
(R 2 TR, Rt 7 B A H TR A5 Ak H A S R B . it
journald BB BEH & F/run/systemd/journal/syslog E#:7, aJLIH
rsyslogd HE—EAbHIEE . SRif7, rsyslogd ZRild imjournal i ABEEE, M
ke T IR 5 a] LU omjournal #i3 M rsyslogd #) journald

FEAR RO 1) AR R . S0 7.2.7 Syslogd k45 F1 H B2 H. . FERLfHIET
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SCA H A5 SO — Bt s 07 8 RIR4ES , LU R T RE 149 AR PP B0 K
#T rsyslogd WA, 74k, Gn] IHEGE—BUL 489" rsyslogd H
. (&0 7.3Syslogd HikgiH )

7.2.1. HEXMHRAE

VFZ i rsyslogd ZE9 A4 H & SCEfE/etc/rsyslog.conf fig B SC4HL it 5% .
KLH B &S var/log/ H# T . —Le) FHRE #4140 httpd 1 samba 7&
/var/log/H & M HE /Y H &S

e ERTE/var/log H T A 24 H RS HA TR i A R (4]
i, cron-20100906 ) o XLEHCFARIRMNAE T H SO R I8, H S
e, IIHK/NAS KK, Logrotate tudf T— NG G155, B nl LR
/etc/logrotate.conf fL # % A zh #& & H & X fF, Z i & XM 7%
/etc/logrotate.d/H& T,

7.2.2. Rsyslog HZARE &

Rsyslog 1) 2 it & X fJ&/etc/rsyslog.conf, fEX B, %] LIS E 4R
B4, B IR E RN RISV ERR 7o eAh, AT LA LLSCAIE PR 78 b fi
B (U#5IFk) .
7.2.2.1.  ohyEds

R IR E Y —H0 53, BB RS HEH BN — 4, LEATEhm—
I, EAEEXTE T B 4 . BRI Jetc/rsyslog.conf R E S E X
MU, FE—A7 RN E S g Fshtl, H— e A2t sl 255 o0 b o

WAEfrikjEtE, rsyslog BUERRAL T AR ud g R 5 HAEHE . TRy
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T, I A BCEAE TR, T RMER), AT RN RGA A R
o

WE/ETICR TR

R A FIAR I J) A ) 05 2R D8 2R 40 H ST BRI T & Tk
Fbidugar, Hodik syslog HEIETMAKME: ds S basca it e, =

B — ety , EHHLI T EE

FACILITY.PRIORITY

> FACILITY $85E —MFE R T RGO HETHE . lin, dirhr Rt
T SRR CH RS H &N E . FACILITY AT LAH DAR ez — (%L

FAED ) RFR:
kern(0),user(1),mail(2),daemon(3),auth(4),syslog(5),lpr(6),news(7),u
ucp(8),cron(9),authpriv(10),ftp(11), %1 localO through local7 (16-23).

> PRIORITY 5% £ 48 H A EHIL . PRIORITY AJ LI LR JCHEY
Z— (BB Us) Sk
debug(7),info(6),notice(5),warning(4),err(3),crit(2),alert(1),#1
emerg(0).

EIARTEIEARYE E SO eSOk RS HAETHE . W WSS (=) W
PSS, s E I E R RS HASTH R gk T, B FA I e SR 9 22
o FHEC, PUAERHE 2R —A (1), BEERR TR T a RS H &N

S|

JLN O

B LR B SCHE T, sl LU 25 (%) SR SO I E sl se gk (%
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WO TEAEP I CE B, B 525 ) o BOA A g s i e s
EHICHET ) none, W EFRSE SRR AKX R/NE

BE LA VCERIEH, HES O, ) BENTIF. 217 E L24
e, e () RRENT. R, TP e T Bt w mi i &4y,
Bl LUHRERR AR — LT

. REAETIERRNT IS

PR &1l £ /etc/rsyslog.conf Hi48 g 15 B /3 T e g iy i S48 10 LA 1)
BT EEAERRTA LR BT NAZ R G H SR, IR T8 59 307 2 S
1k

kern.*

PRI MR RS H AR, (R0 crit 80w, (e,

mail.crit

PEPEITA ) cron HETHBER TN info Al debug 1 fd FH a0 F 4% X .

cron.!info,!debug

ETRERT S

ETFREEMSESTILEESEMEESERE I ENHE, W
timegenerated &% syslogtag. #A] LKA T8 R PEFIE HLER, XS A
B2 L3R 7-4 T IR PR U . RIS TN BHR RS2 X RN

ETREEMEESRUE S (0 IHh, & zad g, TR Ex.

:PROPERTY,[!']COMPARE_OPERATION,"STRING"
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KYLIN
ERFOIBRE

BRSPS 2L 55 BBTE REEVI0 RS0 5 Tt

> PROPERTY & S its Zad UE i 14 5

> AGERERICS (1) b R . BT R PR g fr H AT SRy

FA AR /KB 5AT 5

> COMPARE_OPERATION J@ & S T bl , 2% 3% 7-4 FTRikn)

HE AR T R 00 LU A 5

> PR R E OBUE, H B IR SO AT R R A I ER UGS

k. Oy TR PR AT R (Fm—A515 () ), RGBT FAF

(\)

R 7-4 BT RAR LBHRAE

Compare-o o
] description
peration
o A PR ALY AT R A AT A R B PR R SO TR AT
Contains
FRAHVCRD . ZEHAT RS ORI LA, i contains i,
LR HE R AT R SCARSRHE R B AT H . X MBI
isequal
D_EAE‘EO
KA B L2455 BRSO () @ PR A B TSR VL RE . ZEPUTA
startswith
XA R/NG AL, HH] startswith_i,
Hecfitn) POSIX BRE ( JEATE WL IR ) FISCA Fr i iy
regex
JEME A
a2 % POSIX ERE (47 R IEMIF IR ) FISCA T2 L)
ereregex
JRPEFAFER
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KAz m RS A . EWEFE, A — BT,
isempty
BB BT BRI TE, XA H

L. FETRERTIESS
AR & nfE/etc/rsyslog.conf 45 & 3& T I M ad e as i LA+ . 7ETH B

SR B error FAFHR R H AR, WH s

:msg, contains, "error"

TR uE R M FEHLA A host] AR+ HARH A

:hostname,isequal,"host1"

PR H B B A S fatal #1 error & H 2RI SCAs

:msg,!regex,"fatal .*error"

HTRAAND B

BT RBA BRI E XA, AR R R S H A
HFFIR T UEL M rsyslog H & RIIATE 5 ) RainerScript fii4s, wIL)
P A T IR

FARMEET IR B JEA AR

if EXPRESSION then ACTION else ACTION

> EXPRESSION Je PR 2 MR a2k, il Fimaggikat
$msg startswith 'DEVNAME' or $syslogfacility-text == ' local0' £
ATLUE X 24K, A and 83 or #4547

> ACTION JmtACFRAIRF IR GR MY FLESA TR a1 . X n DLZ— 5

% 265 W | 274 W



£

s BRI R 55 AR R SEVL0 R GUE HE B T

— MBI, B SR RE S BRI A 5

> TE—NHATIITG , ST Rk ks th oG if #55. SCHEY then
437 EXPRESSION 1 ACTION, it , W a] DIHOCHET else K4g e MFLLs)ifk
SEANR A AS BN G 2T

BT IR IEAS , AT LUE R S S At i an . BT aRikaC
I IERS o AT DL EEAE R IR Pl R A A TR i UE R . 5 —Tr
T, JETFE RS ey, AR B, RainerScript 7545 5E % re_match
() F1re_extract () JIEN A,

Spl. ETRBXHSIES

TR IR ESNE . progl FEFAIEM B & SCrH g/ e T
TR “test” 45 BRI AN S

if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log")
if $msg contains 'test' then
action(type="omfile" file="/var/log/progitest.log")
else
action(type="omfile" file="/var/log/proglnotest.log")

}
HEZWRTHT RIS ISR S AL CRS ., RainerScript JiIA &
rsyslog #riit Eag =N Eal, 1E2% 7.2.3 iR E#
7.2.2.2. fH

Frohta e Xt B 2 uE AT B4 o B DR — L8 T AZE A AL g SR

Fi#% syslog 15 82| H E30HF

EEAT IR syslog THEBARAFIAS BRSO 302 e 2 S F B8R 58
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FILTER PATH

FILTER fUE HI P 00 IR SCPF AR . i, 1 AR 2> e T A

) corn syslog {8 EAR ¥ HA % 2 /var/log/cron SCF,

cron.* /var/log/cron

BONEOLR, H SRR A — A R G0 H AR BBt ][R5 o i T

PR (=) AR SCPR AR Y FITZR A E 2 W R 20

FILTER -PATH

HER, BARSAEFER, WRAGR LS ZAT. B, XAiE
GOS0 G - R PR3 1B A U S e e s | S A R S D S PR Y S

T E B SO B AR AT LUR S s A5 o #a8SOPF i — e SRk A, IE
W EFR BB PR o sSSP ERARAR IR I ST B R A R A o shas st

AR —AS (7 ) BIRTZIUERER .

FILTER ?DynamicFile

DynamicFile J&— N2 FR. H2Y4FHE SR F & ook ik 42 . &
A LA AT S TSR (- ) SREEHIE AL, ] DU~ 8 S50 Ba i 24
().

B ARZ X Window REERYIME,  AREHE E B SCIA— AR I A i B
/dev/console &5, FREGEH&IHR LR BIFRHER L (I FHRIR Y2 mib B ) B

il (ff R R /dev/console f-4bEE )
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g M4 &4 syslogid B

Rsyslog Vsl LAid i 24 Aok FIE R G H T 2 o I RE FRiF 8 —
AUV E B2 TR BN E . 25k syslog THE B FHRAL, HfE

FHUA R 18

@[(zNUMBER)]HOST:[PORT]

> “@"f5 KR syslog HEp A KB UDP P 4L

> "@Q@"FTZ RN syslog TH B M B H] TCP UML) EHL;

> T[EI ZNUMBER &%) 548 H A& 2 zlib 4. 1% NUMBER J&

BRG] (N 1-mff 3] 9-5cok ) o R4t 45 A 3hih rsyslogd fidr, 4N

B LA GRS 25 0 B SRS, WERTLE/NT 60 T MR 24l i 45 ;

> HOST Jg e U FEHL%EHEE syslog THE ;

> PORT J& e X F AL 1 ;

> MFENE XL IPV6 Hihl, FITfE5HEh ([1) .

Sef . B MY K% syslog HE

DU ik 4% (TR, A SRR an w7 — e e, st f
PRSI AIHE ) ¥k 7280 HEE BB ERN—LL4] -, Z5E i UDP PR,

B B FE %5 192.168.0.1,

** @192.168.0.1

fifi 1 6514 v 1 A1 TCP PhBCK T 8 5% & 31l example.com:

** @@example.com:6514
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NEEAEE R zlib (9 JUR4E ) , IR Kk 43[2001:db8:: 1], & i fli H]

UDP 3%,

** @(29)[2001:db8::1]

it TEE

fi 3B 3 R TR 2 B SO nT DI B A B KRN s 1306 B SO
FEHAHY CAXRAELR, HSW 7.2.2.4 HERE) o A 2o
T R AE R fE RS . B @ i h $outchannel 154 5E L. B E X

/etc/rsyslog.conf it , EfH LT i

$outchannel NAME,FILE_NAME,MAX_SIZE,ACTION

> NAME JEM455E 1 s iE 42495

> FILE_NAME J&PE187E 1t SCfb4 o fanthidiE HEEs ARIScfFd, &
AEIE, Lo, USSR ;

> MAX_SIZE J& VA& T 30T AR AR KRN, DA M fir

> ACTION Jg e SCH SR R IR/ NAT N 5

> B HTE R EE AR U A — AT, A

FILTER:omfile:$NAME

SEf . i HEE H SR
I i A e E R T — AR H SR i i 2

$outchannel ¥4 X .
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$outchannel log rotation,/var/log/test log.log,104857600,

/home/joe/log_rotation_script

it AR SE R T LSBT syslog THE., FRIBGH B G PTG E i

TR

* * :omfile:$log_rotation

— HFR# (fEAHI 100MB ) #ik%], /home/joe/log_rotation_script
ST o ZMAIAS AT DAL S AR A SCHERS S B HAB SO N 28, St BRI 28,
i FH THEMERE

&% syslog HE SR EHAF

rsyslog a1 HI P 240 syslog 1R &R B E I - (AnAR TS24 .
TREZATH) o BIREZDH, HES (, ) SRENE % FEE Kk
HEPERIITA R, RS (F) .

PT— B

rsyslog Fl IR M R GE H I EHATREY, A system () P8 H7E
shell FHITHIREY . 4 — M REFRIAT, W () PRI IZ <. B,
5 — MEACHAR SO T B AR =X, JTH A% 34 298 2 1Y n] ST SR — T

"
24

FILTER “EXECUTABLE; TEMPLATE

33 B3 AR 2 ey 3E 3 EXECUTABLE #8 58 RS F E A TAb B 30
F ol DL SR AR AR A S T AT SO A SOAA 1Y 24 Ak 7 4 TEMPLATE

LBl ITREF
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FE R, GOk e ST RS HEHE , gl S

template #AR VCECIFAE A S 5015 8 45 test-program )7,

* * ~“test-program;template

i

MAEA RO B ARG shell BUTHRE, TTRESZEIGEA .
i ] AR A TEA BB E AT A B AT IR o 0 1 e ST A ] AR
L, 8575 B shell UAT170.

Fif# syslog TH B BIHHE =

B AR PR B HAE, Bk R 50 H AR BT LUEEE AR R

BRI S AEHRTRIET -

:PLUGIN:DB_HOST,DB_NAME,DB_USER,DB_PASSWORD;[TEM
PLATE]

> PLUGIN J IR € Wi, X sl n) DAAC A A S 10 (i,
ommysql ##f4) .

> DB_HOST J& k48 & B FEn 014

> DB_NAME J& 48 & 5l i 44 5

> DB_USER Ja 48 i EH

> DB_PASSWORD J& V48 & 8s e H P (1 25 6 5

> TEMPLATE J& 45 & —MEH syslog 15 Bt .

HE.

HAT, rsyslog H37#F MySQL #1 PostgreSQL %%, i 1 fd ] MySQL
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F1 PostgreSQL #IaEE AGE, 3% rsyslog-mysql fil rsyslog-pgsql £

WAk, R ETE A  fete/rsyslog.conf Bir & SO R i il e .

$ModLoad ommysqgl #Output module for MySQL support
$ModLoad ompgsql #Output module for PostgreSQL

support
HLZ KT rsyslog 5 E5% 7.2.6 {fiH Rsyslog ik,

34k, AT LUt omlibdb A5 He 52 41k 5m FH iy Bl e 1 ( SCFE
Firebird/Interbase,MS SQL,Sybase,SQLLite,Ingres,Oracle,mSQL) .

%% syslog &

EFFRPEF T B HIOERT (~) .

FILTER ~

FFAT N E R ARAE AT At — 2P (AL B Ay, DAGRE AT B o IR
TAR A — S HR A AR, ORARR AR, I E S SOR R H S %
FRAF RS R T T B IC B SO S 2 BCE I ALE., NS SRR EE AT
AT TN N SRR ETI . TR, — B RS2 57 A & SR Y
FINBA INERKRE

i, FE e %S TR cron B9 syslog TH B .

cron.* ~

EXZTH
xR, BPAVHEEZ M W— R E 2T,

— MTAGLERM—1T, FAFTS e (& ) F4F:
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et TR S I o5 AR R SEVI0 RGUE LR T
FILTER ACTION

& ACTION

& ACTION

TREZ MBI T A BER A BARTERE, DU 5 2 R A

7.2.2.3. &ffE%

RESIEIE T reyslogd ~FAP R A ECE PRI AT T8 H 24 s 4
AR RE, AEHSFEM rsyslogd ~FHBERRRIAT N BEEIR IR . Brf 25
RIS ($) o HA-MESRETEE. PHE—1T2RESn

By, HAEE RS HEH B BINHERRI):

$MainMsgQueueSize 50000

AR A BIAR/INVE 50000 AN E, AT LMBHCFEHTE Lo

fsnl LUifE/etc/rsyslog.conf Bt & X E X2 4684 . — 82T
ARCEEINAT R, ERNF— D820 7 —FAgA 2], 4 RdE 4 n] LU R
AT R AN AR B a] RO EC E R 2 I 5 B8 R il IS H AL S . HAl,
— MR E A ST R T USRS AL Y TETE (7.2.3 RO &A%
K)o R, SMpyLRHs RN IHAs RS
7.2.2.4. HERE

TR L /ete/logrotate.conf Bl E SCF T

#rotate log files weekly

weekly

#keep 4 weeks worth of backlogs
rotate 4

#uncomment this if you want your log files compressed
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compress

FNITEE SO TR AT ARk, Hod A B, TR
MIRBIF, HESCHRREEE, 580 B SO R A2, BT AR H ok
Sk gzip FRAERI A9z FIAE . LIS TP LA IT TR, RapliabB,

TEAT LA AE 9 H RSO SCRCE BRI, JFR 8 784 )R i T i 48
M, Flf-&7E/etc/logrotate.d/directory H sk F e i H SO 2 e )
e SO, IR SCPF BLRC e

T — M etc/logrotate.d/ H 5 K Bl B SCH R 1 -

/var/log/messages {

rotate 5

weekly

postrotate

/usr/bin/killall -HUP syslogd
endscript

}
SR L B T H Ry /var/log/messages H SRR E . 7E AT BB

N, e ERE R SRR E . Kk, £ 1/var/log/messages H
i o L =2 T i 17 8 ko v D e A 0] At
TR LR A TANER, 0T IR ERE H R R I E S BB

> weekly-$57& H SRR R, U S an s .

daily
monthly
yearly

> compress-flRERE SCIF R4 DIRE, B RIAY A b FF I E

nocompress
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compresscmd -$8 % T HEAR a4
uncompresscmd

compressext -¥g& H T R4 &
compressopttions -4§ & FH TAE 47 1 R 4R 2L
delaycompress -iR i 46 B2 T — 488
> rotate INTEGER -4/ T —> H i U AR B s R H , i 8 H 1
H SO B SR 2 21— 1 itk o AERFE 8 O, IHY H ZE SOOI
AR
> mail ADDRESS -IiLikHi, A2 Ui H SO IR AL . SRALAY

R
nomail

maifirst-45 & HI2 2 H SO in 2y, B H RSSO Ry
Maillast-f6& & 2 H S SCHBRaY, S8R A HAESCHANIREY o kAT
DIREFTIFI, BT BRI
KT E I TR T8 4 51565 % logrotata(5) i,
7.2.3. BT ECER R
R BB i IR 55 AR AR E R BRI rsyslog ABRIME L T2 8 WL, A
LB B AR o AR E A 0 Hbmg 5k, S, Sl A it
ST R ZE R BT 1k R DL AR5 . 1RGSR 1 T A 23/ T RainerScript A il &
AP SE . B AR AR RISy, EERIME/etc/rsyslog.conf B & SCi4
i

RainerScript & —FAATE S, B T3 2 F A4 FC & R b B g
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#il4n rsyslog. RainerScript s ok T RAA it ugds, W 7.2.2.1
PR A S TR IA A IR AR 1 F 5  RainerScript 7 rsyslog7 i iz sk
LT input () Flruleset (), HAiFuriR/etc/rsyslog.conf B & U E A
W . BIRIEARZAL FEIE T, BR BN, SEBIENSEUE S
A, WA, AT, B, BRI, SR R BR R R T
I RRAR T I 1 F BRI B A R B . A — > W PR RE IR A LE T ReAE
AIHIELAR AT LU, A0 R AEnER T LA,

5 IH RS 92200 B A

$InputFileName /tmp/inputfile
$InputFileTag tagl:
$InputFileStateFile inputfile-state
$InputRunFileMonitor

[ A B T 80 FH T R IC TR R AR

input(type="imfile" file="/tmp/inputfile" tag="tagl:"
statefile="inputfile-state")

X IR E PSR E A, SR 1R, I Hak Rt T

s T E . ¢ RainerScript i IS HFAME S, 1HS WAL TR .
7.2.3.1.

FREFIRTE S Z A, rsyslog ARAYTHE AL E Lo RO ph ik DB AR PR A 2R
S EBEPATIEEL S, 1E/etc/rsyslog.conf SCEAEFRAGIHERN], FFf B9
D0 LA AT B B AU S PP o M BRI R TR — N, Jfaks, EEIET
A I FLINHR 2 Ak el B0 A R B 5

SR, LI AT B o3 WA 6] P 5Bk R 4R o ZE R B v, ST LB o e
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KYLIN
ERFOIBRE

BRSPS 2L 55 BBTE REEVI0 RS0 5 Tt

IR, e A sl i E SC— 2 90 RIS RE B A 94T 4R T rsyslog
APERE . Figilid, FELRAAGTH A PR BRIy, R R )8

ST LIkt . 7E/etc/rsyslog.conf FRIHFRINAE & LA T Fs

$RuleSet rulesethname
rule

rule2

B —DRUUEOE SC, E— DRSS T, s SRR, I F

$RuleSet RSYSLOG_DefaultRuleset

rsyslog 8 BFBC EH&, input () fil ruleset () IBAHATHELREA . Hr

K IFN4ELE /etc/rsyslog.conf H1E X, W FR:

ruleset(name="rulesetname") {
rule
rule2

call rulesetname?2

}

FHEFUNAE PR RATE e rulesetname . IZHLN B Z FRANBELL RSYSLOG _

T, WX A & FRoas R R R, fit rsyslog ff

RSYSLOG_DefaultRuleset & SRS T B HURLINAE , QS A 2 T HA R
WA PAT . 72 E BN rule £ rule2 F, B0 LUE g 8- poA% 0
W, X FIRASEL, BT Ll RN 4 t P sl R A B A

PIEMAE S, RS E EEH T AR A

input(type="input_type" port="port hum"
ruleset="rulesetname");

XA LA input_type PRGEATH S, X EWENGER, s ET
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port_num - Nil15, HABSE, Wi file 8¢ tag Al LU TH55E input () . F#L
MSE W2 FRE R rulesetname., 1 —FA A TH B AR ATRERLNAE g e, 3K

AL A 2k 2

7.2.3.2. Sysklogd k%5 mo3EZ

rsyslog % 5 Wudid-c Bei4g 2 AR, HAEH 8 AR, Rk,
Sysklogd XU A i 47 EI ik IR, R bk Gpie i ik 28 A 4 T LEIEC B rsyslog.
{ER , 45mT LUil 2B A 4 il B rsyslogd k1% sysklogd BIEIFTH .

HEZXTARR rsyslogd I (E B 2% rsyslogd (8) T,

7.2.4. f#f Rsyslog BA%

BB TAE rsyslog WAL PFZ BIME IS N A L1 R BN AR RS HEHE
TEBASIHLHI T, rsyslog RERE [ AL BRI, JF AT LU ZAM T 0 SN TE

SEZ N . rsyslog HIEE RGN .

% acuon e

Action Pracesior output

Parser
S . & . Action =
Main Filter Action Processor s
Message Engine P

Queue

% e

Action it output
Queue

&l 7-4Rsyslog FiE Bk

i rsyslog A2 MR S, EAMEXMHE AL, SRR e
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PN EWRBI o 2SR LA HH BRI 1% 126 1) ML A BEL4S .

FEIU A PRGN SR — AT AL IE S |25 . TEIL, FE/etc/rsyslog.conf & LR
IR H o BTk SER , A A BRER AL R LA B A T . AT A EA
HCRIPATBAS . T B AS 3 24T Ak PR g e 2 A A Rt o TR,
TEX— i b, JUMT R T PAFE Y —ME BT, N T HEY, —MHERE
HIIF AL B 2T AL A .

HARMTRH—DBIZATRER . MR E A, 320 B T LR # & % 2
AT AL BRAR AL A TBAS o 32 HHEEBASY (WL 3C) AT o TEf 45 ER
TR OL , AT AL PR EAIATNSY , — BN )RR 5, A7 b i o R
AP R, PR,

25 BTk, rsyslog BAIIAPIAALE : Toisext 5N BEE R — A 32 1H
A BRI I AR A RS A A T O MRS S BA S A RIS BASIAT RS AR
AR AR T B AL PR RE

> TANIFE MRS, T8 rsyslog HIZEH oy B L = H AT 2
> BN TR .

BRI A1, BAF AT L LARNAS R B8 2 $IC Bk o R Ge 4R B A PERE . 1%
SO E EITE LN & 4

B

QR 4R P ICEE AL R —NHLE, BRI R T T S RS o ARAEBAS
W, FARHZE, ERIE A SORBH BT S E A ZERITH BB . 1E

BoA BRI T SIS O, X2 A Em AR, BIAnBLIE SSH kil s,

% 279 W | £274 |



£

s BRI R 55 AR R SEVL0 R GUE HE B T

itk MBH IR SSH ia] . BRIt SIS I o I 2 2 IR0 I e o
ML BT N B
7.2.4.1. & XS

R S A6, 2 LRSI . direct, in-memory, disk
Fl disk-assisted, ) 2 M HIASIZ in-memory ., #30] DA se w0 i1
2 —AE R FEE RS, dn] DA g AT B o T TR RS i E)

Jetc/rsyslog.conf 34

$objectQueueType queue_type

FExX L, AT LU R IHE B (] MainMsg #:4t object ) sk TEAS1 (H
action f{ # object ) W igFix # . H direct, linkedlist % fixedarray
(in-memory BA%) ) , =i disk E# queue_type.
RN E F 1 B BAF S FixedArray BA%, i K A7fi 10000 /M B . $uA7BA
FIFRINBLE ly Direct BAFI,
Direct [A%
X TV 2R RRAE, BN, S ASAH SO, EETRTE . — 1 BAS

SEATTER . 9 T REGHRA, SEHTANE

$objectQueueType Direct

fdi [f] MainMsg &% Action £t object, x> 35 af L 75 3 91 H A 51 5%,
HPATIHE I, X T direct BAF, B EIEGE, EARPMNA =H L% H)
HAE

Disk BA%
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disk BASIAGA T B BN £ IK SN 2%, XA e Er, Hd Gl
RERIHEBAEE A P Bt i o AR AT FH TR 1k e BE 2 HOE B i Bk (H2,
KEZFH BT AW H disk BAS) . 2% disk A%, 7E/etc/rsyslog.conf

HEEALL T N

$objectQueueType Disk

fi#i Fl MainMsg =# Action 4t object, X 4~3 a] LI 7E 3 114 8 BA S 5
HHATIHE BT, disk RIS AFRSr, #IAK/IN R 10MB. ERIAK/INAT DL idE

AT T BRCE RS A TIE L

$objectQueueMaxFileSize size

Hrp, size o disk BRI s R/ 2 s i1, rsyslog
BIEEH AN AH, RIS R R/NRE . disk BAFT A4

SR AYSCPFRRDC RS . X BESCPF i 44 18 R R -

$objectQueueFilename name

BONERE SO RE T SRR . HOCE A DL 7 N ECE IR, BRSn
— S

In-memory A%

7E in-memory BAFI, HEBAITH BB ORAFIE A7 T, XA A AR
PR o S H R I H B O HIL, U HE B ) B R R R . (E, AT LA
$ActionQueueSaveOnShutdown % & & HLHET R A7 808 . A PR 28R 1Y

in-memory A% .
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> FixedArray queue-#Any FEH B A, FH K 10,000 ~ITE.
RN HL A BA S Al P 31 2 000 L A B R A RS DT IR B B i Tk sdis
B, RIMEBAII N 2 o T AE—E R AF At as . SR, FixedArray $#24t 1%
FERYIZTTINERE , S G R HE AR T B AR D RS PR RE , M BAS e 1Y 5

> LinkedList queue-ix 1, —/~85F PTG SER SIS BCHY,
I, 76 R e T ZE 3L . LinkedList i BAS AL R IR Y 28 % 1 B
4
E—REM T, 4f# A LinkedList BASIAH LT FixedArray BASY, B IHFE

EARINAE, JFRE T AT H

il & in-memory BAFI{ F R R TE s -

$objectQueueType LinkedList
$objectQueueType FixedArray

fdi [f] MainMsg &% Action £t object, X35 af L 78 3 91 H A 51 5%,

HATIH R BAS

disk-assisted in-memory A%

disk #1 in-memory BAFIEA % H 0L & rsyslog 1E %A LUK A IF R
disk-assisted in-memory B\, fitk, BCE—DIEHET in-memory BAFISA
Jaisn$bjectQueueFileName $84- 1l & MG FEAZ B SCIE# o XA BRI E
A5 1Y, disk-assisted, XEMZE in-memory fAFI5 disk BAE S HME .

2R in-memory BRI E il # fr ZOCHUSTH B A 2/ disk BASIBREIS -
7t disk-assisted A%, 7] LA[E A5 & disk-specific 5 in-memory specific

Bl &S XPEAI A S AT e i s I, EXI AT RER A aa 17 B HIAR A 5 19
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BRI o

f8 € disk-assisted in-memory pASI{#i F so-called 7KE[.

$objectQueueHighWatermark number

$objectQueueLowWatermark number

i/ MainMsg # Action X, object, X /~E50 AT LU FHFE 32714 5 A1 5%,

HHATIHE S A R A B B K B E0E X number, 4 in-memory
BN A B T K2 E BT, BTN E S AR, JF — HRrE 5
in-memory BAFIR/NT RS SAKEN e VSR . BRI E K S S A
WHRERE BRAE, W T T BR8], BB A RGBS A 218 1
PRI, = 7KAL0 HE A A 25 1 1% B $objectQueueSize ik, & KA FlE& ik
BAB R /INZ 8] ) 22 2 L B R S AT 4 P B AR as 2 P IX o A2 55— 51T, BOE
ISR A D EE R E ST I B 1
7.2.4.2. EHBASI

JITAr 28R BA S AT A — 2D G B LA 2 SR K ] DU L LRI AS [R] o4
ARABRATAINFI EIEBAF . HET, A 20 20 AINISHTH, WA EZ SR .
Forp iy — e B UL, A AN AR, SR BAEAT R 2 14,
TRE AP fEmirEh, & LML rsyslog FPERE, TREEHER
BB SR G I A TR

KR il BAZ) k)

RnT LABRS A S AT LA 5 i SR, (A R 3

$objectQueueHighWatermark number
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i ] MainMsg =% Action %4t object, X3 a] LA 7E 3 114 2 BA S 5%
HHATIHEBNF . FHBAS AT LAEL 2 17 B H 2R number., ] RLSE BAS i)
KN, MIATEAE R EATEBR A R EI I N o 0 2 A S AR FE RS BRI A S
K/ 10000, $AATBAFIERIAA/IN 1000,

Disk assisted BAFITEERINEOL T2 TCREIH), ABEFITES KRR/, H

A RLLA 1 O S R B AR T A B A s ), ST A R 50

$objectQueueMaxDiscSpace number

i MainMsg 5# Action £t object. 4BAFIHIATERT , Bl S %57,
HERIBASIREL T /R 25T o

ZFHB

HBASH RIA R —E 8, O 1T s TE], &l LIRS R RSN R
R, RS AIESE SRR . B3l ZFE B R {E Al i€ discard

mark .

$objectQueueDiscardMark number

f#i Fl MainMsg =# Action 4t object, X 4~3 n] LI 7E 3 114 8 BA S 5§
HPATIHEBAS] . XA, number R/RZE 531 ZAH BB ESH . & X

WRLETH B S, AR

$objectQueueDiscardSeverity priority

H R s 72— (Ei—28 ) BAX priority: debug (7) , info (6) ,

notice (5) , warning (4) , err (3), crit (2) , alert (1) #lemerg
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(0) o MHILBEE, AR EFHA)S, HE R HABARRHE R BRI E HRA

TH S BAF i
{5 P B RR
A LAEC & rsyslog 7E—ANREE BB R BEALBRBAS] . A T X0, f&n] L%

il o> TAERIAR ey B o B SC—NIFRITE R, T LA R ik

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

BT LR E SR E M R IHEZL, DI/ AN, [ 24 /IS, ASCRpicE:

IFo

BB TR

TAELRREPATIH B ABNRISE E R f1h0, 72 EWEAST, — A TAELRER)
55 Bk s 2 B 2B R AT R, JPRHHEBARIFI I TS . S TH B2
B, — N TARLERR A shia 8l STH B R BER A B —E 80, 7 —A AR

PR B, ZHEE L, AT

$objectQueueWorkerThreadMinimumMessages number

FH S AEEEC number $ il A 4h 78 TARZAE 45 i, number 75 100,
3 100 Z/MHRBNRRE, —ASHa TARLAITG . HHid 200 NH B E1ART,
FHEATARLRRR S AN, I s K2 r) TARZRR RS, Br AT 2L

BRI EA TR KR, W s

$objectQueueWorkerThreads number

number AR A IFATIE AT B TARLRERY IR H o X T W R B, ERIA
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PR 1AL, —H—MEBRTACEI R, BEa—Hiafr BRI,

BRCE MM, AR s

$objectQueueWorkerTimeoutThreadShutdown time

FHFsEERT ] (IR R BT ) i time, WHURBCE I E time, ZBIT 24
B, B EBCA TR AT LA B, TARLRARS RIZE b AR s 2 Bt al -1,
B LRI HOEH]

& HiBAF

o T ERE, BT LACE rsyslog R Z2 BAS 7H B8 e i BAAITH .

BHAY LR, W a4

$objectQueueDequeueBatchSize number

F AT g [l H BAS B9 S B R R H B e number . TETER,  HBASITTHE
e B B E AR Z 1 TARAR R BT 2 S BEOR I WA AR -

& 1B\

HEL RIS ARG S, AT L2208 i i 5 I 1) ] B o T AR

He e N BE , DI B 2k

$objectQueueTimeoutShutdown time

TRER time LIZZRM g BA07 . AR —BUnf )5 759847 —SEHEBN RO B, TAR
LA MCY HTAVEAR AL PR, ARIGE BT . R, RALPRRIE B k. Fi—

AN T Ta] B Al DAL T AR 2R 58 i im AR AL 2L

$objectQueueTimeoutActionCompletion time
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TEVCERY time B ATEOC T, BT TAELRARARBOCH] . AR P Z AR A4

P, TR

$objectQueueTimeoutSaveOnShutdown time

WARA% FIRIRRERCE, B A B R BIE e rsyslogd 28 1k Rl o A7 fiff 2w
o
7.2.4.3. {§iff] rsyslog BAFHTE:

M rsyslog 7 J14f rsyslog #2417 RIIHZ:, BABIXS7E action (1) M
E X, BERT LAl F B 7E /ete/rsyslog.conf sr—ANHLAE (i FH . PRATBASI Y

AT

action(type="action_type" queue.size="queue_size"

queue.type="queue_type" queue.filename="file_name")

FHEHA TR E R E A Bk 4 action_type, FITH B BRI T LAZR N 1 Bk

¥ H U queue size, XF T queue_type, A LLik# disk BA %1 5 A
in-memory A% 3EPE—~. direct, LinkedList /&% fixedarray., X} T
file_name {48&E — 4, AR, HEE, WRAIHE—ASF B ok

A7 B S, SELinux A28 &

7.2.5. 7E H &5 4 LECE rsyslog

rsyslog il 55 S Ak iy 15 it 7T IR IS AT H R 55 e FIC B B R0k K ik
H A& SO H SRS A% o THS WS T SEivie k H EH BB Ss &7, &EK
s rsyslog At 15 5

rsyslog 55 Wi 2 AE B TRA N H GRS 4R R S8 L, I HAS P A i &
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Glic B oK H B AL H B IRS. BRIT ML I = IR 55 2R E R 58 V10 BT
LT 3% de rsyslog, WARFRE, IR RGH LA T rsyslog, LA root &

i ALL T 2

#dnf install rsyslog

Syslog i f BN PR FIG 1 2 UDP #i1 514, HoAE/etc/services 4
HIH . SR, rsyslog BRINfE ] TCP fed 1 514, 1R & S 4/etc/rsyslog.conf
Hr, TCP 2@ W,

Herui I ER a2 AR, SR1M SELinux 1 BRABLE A V/F &%

PR T A H g 1

#semanage port -I | grep syslog

semanage 52T i policycoreutils-python-utils £ 1 —&B 2424t

LIS DI RN/ ORI

#dnf install policycoreutils-python-utils

Ak, FEBRIAEOLT SELinux ¥ rsyslog ZRHUJE rsyslogd_t, HARALE M
VF A IR FHEIWEAE rsh_port_t AYE#E shell (RSH) 5, H TCP ERikim
)& 514 K, 3% 2% 248 F semanage I BAf Y #7214 TCP % 1 514,

i, A SELinux it Ay 0 514 {5, MAmASUT .

#semanage port -l | grep 514

THERITRM H SR A R G L, A A AR P8R, fEx seid

(R 2 BRLLL root B KA TAT S .
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7.2.5.1. fFHERSA LA

rsyslog BAZMAR BN FAF B BRRIRIT M. 54T s

A T R AR, AN R

template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::s
ecpathreplace%.log")

template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::s
ecpathreplace%.log")

X LR AL AT LA BT TR A 381 3%

template(name="TmplAuthpriv" type="list") {
constant(value="/var/log/remote/auth/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")
constant(value=".log")

¥

template(name="TmplIMsg" type="list") {

constant(value="/var/log/remote/msg/")

(
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}
X1k 4E rsyslog BN, XA SCARE Al BE2 A Sy Il 12, A n]

A2 5 0 o
FEOERGHTTRIA RSB, FAl 17 B EOR A RS N A &>, BIEE , SRS

IRE B, i 1AL DU A2 AR <
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module(load="imtcp")

ruleset(name="remotel"){

authpriv.* action(type="omfile" DynaFile="TmplAuthpriv")

*.info;mail.none;authpriv.none;cron.none
action(type="omfile"

DynaFile="TmplMsg")

¥

input(type="imtcp" port="10514" ruleset="remotel")

7.2.6. {#if] Rsyslog #k

M RAIBRAE BT, rsyslog $RALA R, XL sy sife.
o ZE AR AT LA 5 =05 TF k. KRR BRI kA (LT SChiA
fege) iy (LR St ) o HARREERIR AL R R B MR B 1 s DI fE o

INEE— R, Feal Sk al FARINAC & 18 o ZOmaAs , i HILL iR

$ModLoad MODULE

HrAr$ModLoad 2 hn#ds & M iy 4 Rite 4 . MODULE F/n & Aras it
Heo fan, W EEINE N SR S AR (imfile) , ff rsyslog BT
HER SUAR S L R 40 H 5 ., fE/etc/rsyslog.conf Bl & X Hh38E IR

17

$ModLoad imfile

rsyslog f2fit T VPR, XLeRIHg o LT 2851 .

> g AT ARBHOSCRE R A A AR IR S . fa ARG 2 PR B2
PLim BT, 0 imfile A1 imjournal,

> R AR LA 2525 P E AR A R, A R 2 K0k

HREEREE T, SIS B . AR 2 PR B2 DA om BiZE, A
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omsnmp, omrelp 45,

> TR - SO ERAE B A 5 ST RN, sl AT e v O TH B2

AR, I CiEFMRREZE, el LIAIE A CRTE BT it
AR RS, pm BTZTTER, 40 pmrfc5424, pmrfc3164, %,

> JH BB - BB MRS I RS H A TH BN A . X SR
ZFRLL mm BRIZTFLG . TH BB mmanon, mmnormalize,

¢ mmjsonparse HH T4 ol B IEF 1k .

> AT AR OB - H AR R A iR T BN A AT R, RS

rsyslog $HLRR AR DI REAN B PR o B A B B9 24 PR EE L sm AT T 4R,
i smfile 5% smtrad ({4,

> JERRHL- RO FA T R SR I RE . X SERRAE rsyslog 7
LN A ShnE, AREh A BCE

il

I ST NS N O 0= RSO (WD e 1 S D I S BT I A

http://www.rsyslog.com/doc/rsyslog_conf _modules.html $:31,
ik

SR rsyslog AR, X AT RITIR] F C 89 R ECRI%L
o X ATEAER L Al . Dy T R BRI el 22 4 MBS, AXfel T {5
TR

7.2.6.1. T A text Xff

SCA S AR, iR imfile, fif rsyslog BT B SCA S AL R 5 H

BB . BT U A imfile NEITEE A & FSCAR SO H BN P S A H
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HIHE . ZmzEk imfile, ¥E/etc/rsyslog.conf ML %

$ModLoad imfile
$InputFilePollinterval int

BRI imfile —Ik, A ZA B2 Gtk . $InputFilePollinterval
L JRFE A T8 rsyslog KA gl i 1 1 SCA S AR AR AR BRI B[] 8] B
10 #b, Zekdse, LIRS A S Ar i st ] ] B 46 int,

T HE XA S, TE/etc/rsyslog.conf SO g IR AR

#File 1
$InputFileName path_to file

$InputFileTag tag:
$InputFileStateFile state file_ name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

#File 2

$InputFileName path_to file2

2 4 DREARARE — A S

> FSCARSUE R path_to_file

> FIYEM tag &%t tag

> FHME— AR SO 44 241X state_file_name. CIRZS SCHHARAF Gk 1
rsyslog M TAEH S, AR RERRC, FRicC St B 5E s IX .
WEMBREAT, A SO R IR ETE & T — AR 2R

> UNin$InputRunFileMonitor #84- iR SC/F it . WA XML HE,

SRS 20
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BR T TR TR 4, AT DA BSOS AR LA B B . i i 2
G R O severity S T ATHE Y™ B HIDCHE S B facility
e SUERIH R T RS
7.2.6.2. MRS E

TERSHR e, A3 H AR LA SCAS SO AT AT, 5, T infd
() DBMS {2 RS, w45 Rl Ak, #1170 ommysql, ompgsqgl, omoracle,
o ommongodb. fERNEAL, AR T libdbi FE1)iE H omlibdbi 4 ik
omlibdbi fHe 7 AR 2 2 40 F Firebird/Interbase, MS SQL, Sybase,

SQLite, ingres, W3, mSQL, MySQL Fi PostgreSQL,

7.2.6.3. fHREINE L
W28 AL S AL PR AT SR PR m) Dhad st TLS 5 GSSAPI I sk f2 it
ezt (TLS) J2 B 7edR tihd i M4 {5 0 22 e s sl 44k
FHTLS, rsyslog W E R IR Z NS, KikE FHEICE Z 8] 75 ZAH BIAE
2455 API (GSSAPL) SR R I s 7] 4 42 R 55 1) N FH R S

. TS rsyslog BIZEHP ], BbAiG — M IEH ) Kerberos #45%.

7.2.7. Syslogd g% #1 H BRI H

n FFrk, rsyslog #1journal, RS FRBASHEN T, AL 6
RS AT S T T E I AEAR 2 B R (WL 7.3Syslogd Hak4k#) ),
BT LA E AR, RIS A5 R, IR B AR — A SRR .

T XA AER— 1815 e 10 2 AR AR BRI | X e i Rsyslog
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Fl journal 3815 socket X2 #.

BIANTEM R, rsyslogd i imjournal BEHAE Ay H & SO BRI A i AR
o HIXAMREY, BT AR, Wal LI A Journald $2LRyZ5H
o B o e A, IH R ECdE AT BLOA journald & A BR R 2R 0k H
#ImjournallgnorePreviousMessages 84 ) . 2% 7.3.1 \MHEH AR
P4 T imjournal BYFEARLE .

YEREA, BLHE rsyslogd SREEHCH journal f2 b BTN — AT
syslog N . BREFENEEER /run/systemd/journal/syslog., >4 AAH 4k
P rsyslog THE., I FHIIET AL imjournal , £ AR UL Z 1 Rk,
GRS B LTI . 2EL BT A HESWE, 7E/etc/rsyslog.conf

LI IS

$ModLoad imuxsock
$OmitLocalLogging off

EiRiE N, imuxsock B 5G] $OmitLocallogging 54, {lifigid
HRGEEHEFTFA . BEEFINEE T TE/etc/rsyslog.d/listen.conf H145 %2,

W,

$SystemLogSocketName /run/systemd/journal/syslog

& m] LI Rsyslog i it 74 &2 21 H omjournal #3i9 journal . 7

Jetc/rsyslog.conf AR & H a0 T

$ModLoad omjournal

** :omjournal:

fan, T T AR E S R T A RS Bt TCP %w 1 10514 3| journal:
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$ModLoad imtcp
$ModLoad omjournal

$RuleSet remote

** ;omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd HE%H

FE7= A R H AR BRI RS L, — S5 A% =X B A5 BT DU (3 g
der, WMAEMAER, RESGEREER L, AMgeiHE BB 2Rk
ASFIA—3L. rsyslog f#iH JSON (JavaScript X 4455 ) A& B 5 B
45t AL

HAT AR ZS AR H AR TH B -

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed
sequentially

RS H S THE -

{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",
“program":"anacron”, "pid":"1395", "msg":"Jobs will be

executed
sequentially"}

Ao YRR (X 15 R A5 A A 530 8 P 0 2k 8 3 SCAR S g 8 B PR

R o LA Bk v] DAL E RS R A AR P A U AR R 0 L 5341k, JSON
SO AT LAEABAE SRR 4, 4 MongoDB, B HML TSN TEREFI 3 HT Il E
Ji—J7 L, — AT BT 2 AR SR A T S 2 R A2 ]

1 rsyslog, i A e i H &R B M imjournal B journal #iih

ffill mmjsonparse ik, aJLUENTR A journal FIHAMRIE S AR EHE, I
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P — X A AT AL B, flhn, fEoh— A EE R . O T AR BT,

mmjsonparse ZE:KH AJH BREEHALRY , 1 HAE lumberjack 3 H e LIREE

Lmberjack 5 H 69 H ))& LA 5 35 1 77 200 rsyslog #ahngstafk B i
o BE LIS B, Lmberjack 85 E @cee: F4EH, HATE JSON
4ithy. 34, Lmberjack & 1 WIZHTE JSON SR bRiE 7B FRIVSISR . Ak
Lmberjack W Z(E R, HZS WAL

T T lumberjack #&=C7H 8 5]+

©@ cee: {"pid":17055, "uid":1000, "gid":1000,
"appname":"logger”,

"msg":"Message text."}

2 Rsyslog UG, — PR, H2 0 7.3.2 idjE4E

FAETE R . N R MRS 45 0l LISR A libumberlog 23k A lumberjack 3
LRI E . A X libumberlog IIHE 25 H., 155 WAEL Y.

7.3.1. NHEF AL

imjournal #&% it J& rsyslog A9 % A B Bt H ok S B H & S (0
7.2.7SSyslogd k5 M HERZH , /ERHER rsyslog iHE, HEHEELIC
A e, SR, MG EE, AR B journal $RAEM TTEE B
FEE AL R

AT M Journal S AKEHES Rsyslog, 7E/etc/rsyslog.confi SC:Fpfdi

]

$ModLoad imjournal
$imjournalPersistStatelnterval number_of messages
$imjournalStateFile path
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$imjournalRatelimitinterval seconds
$imjournalRatelimitBurst burst_ number

$ImjournallgnorePreviousMessages off/on

> il number_of messages, #A] L3S ERAE H GBI AR,

24355 number_of _messages $5 5 4 BET, wi ol & BT ;

> RSSO R AR path, CSCPFEREE journal idsk, Hogabs
e — g

> ffiff] seconds, 5 4 FIR I A A0 A ] R b 1] 9 A 1) Ak 2818 0
B BCR AR 7E burst_number 352 191E . ERIAR B N4 600 B2
20000 MiHE . Rsyslog 2 Z&5E A it PR M i K burst_number
HAIHE ;

> ffi H #ImjournallgnorePreviousMessages 1] L\ Z W& 24 §ij 78
journal FIHEEFI S ABAIIE L, XL B Y RS RS ST A
BRSO M TR, AR E 2 M, BRSSP, B journal
I B S, BMEfi1E 27 rsyslog DIRTHI 2 iA g AbH .
#n] LU EHE F imjournal A1 imuxsock #iHe, imuxsock A2 IH ) 5

SGiHERA . BRI, N TEREEER, BUAIFHIE imuxsock BEEHL journal

MRGEERT ., EMEIX—8, fH$OmitLocalLlogging 54 :

$ModLoad imuxsock
$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog
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LT LIGE DR A AE journal BB FIoC s BR s A B P i —
SE TR I AR AR 25 524 “journalctl 1Y verbose it rhFH, AHAREL journal
WSS %, &M systemd.journal-fields (7 ) TWo, #iltn, ALK&
SRR jouran] SEBE, 2 AT A A U TE B

7.3.2. WA MLHER

TG —A rsyslog fEFTAHL T E A lumberjack #2HTE S, &6 AL

AR -

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %$!all-json%\n")

XAEER IS JE@cee: FTLIN AR JSON P47k, filhn, 58 H ]

omfile B SCPFRS . BE51R] JSON “FBeA PR, IS Aigl, wiltn, %

PG NPT AIFE S, 38 THERMENLL M UID,

($'hostname == "hostname" & & $!UID== "UID")

7.3.3. /&7 JSON

mmjsonparse P THTEs LT B o X 2805 BT LIk A journal BL
fdgy AU, I Ha 2 lumberjack 35 H e U7 i s Xk . X eeiy 802
H@cee: FRHAFRMERAN. k)5, mmjsonparse &K% JSON 4544 /&
TIRARNY, SR BT

4 T H mmijsonparse # 3 i #r lumberjack #% X 9 JSON W &, #E

/etc/rsyslog.conf SO R T Ad fic & -

% 208 W/ #*274 W



£

KYLIN
ERFOIBRE

BRSPS 2L 55 BBTE REEVI0 RS0 5 Tt

$ModLoad mmijsonparse

** :mmjsonparse:

TEXA-H , mmjsonparse BEHES— 1Tz, Brfr IH B K G E .
Hir, %A HECE 24800 T mmjsonparse.

7.3.4. []] MongoDB H#EE B

rsyslog 2 #¥if it ommongodb i i 7E MongoDB Ay SCRS Bk e rh
f74% JSON H ik,

P % H A TH B %) MongoDB 1, ¥ /etc/rsyslog.conf i FH DL T i ik

(ommongodb BE'EZHUE FH TR EA% G I 7.2.3 i AT E RS 30

$ModLoad ommongodb

i action(type="ommongodb" server="DB_server"
serverport="port"

db="DB_name" collection="collection_name" uid="UID"
pwd="password")

> JH MongoDB fil 45 #i 1y kil 335 44 754 DB_server. i & v H 75
M MongoDB Ik 55 g e — M ARARHE R S o BRI H{EZ 0, JF Hadl
WA D ERRIAS R

> il DB_NAME, #fi%e & A8 ELfiehan i 5] MongoDB IR 55 i LW
BRI o RIS 4L A 1 2 BB 4 collection_name,, 7£ MongoDB
Hr, SEAR AR, BRI RDBMS FEH411;

> MGE A E UID F1 password SR A G455 .,

] U PR OR 98 1 B 2400 e i B 2 BRIAEOL T, rsyslog fdi ]

IR IE THRAER lumberjack B4 %
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7.4. ik Rsyslog

#F debug #2147 rsyslogd, fii U4

rsyslogd -dn

AT, rsyslogd F= A= iIRAE SO TERRIbRMER ) o -n 7R no fork”,
BT MBSO A &, fin, nT R H SR A th 5 B 7ei3h

rsyslogd Z i, TEaAAT EPATLL T #4E

export RSYSLOG DEBUGLOG="path"
export RSYSLOG_DEBUG="Debug"

M P e xR fE R SC Ry 2 B O i path o X TR AT

RSYSLOG_DEBUG 7ZZ# kI 1) 52 #6513, 12 rsyslogd (8 ) THAYAHICE

“Fi-

Ho

G A 7E/etc/rsyslog.conf SCPFH i FH ISR B AL -

rsyslogd -N 1

Horbr, 1 20 A S PEAIRREE (O P00 o IR AT Rl AP ERE T, RO H AT,

HA—AgpEeit, (B2, SN SEokist ik,
7.5. A&

journal J& systemd i—A~41:, EREARMEHH L, B3 T
RS —ANHM syslog sFP#ERE, 40 rsyslogd, journal B A Z R T
fFe S IHR H A0 5A R, B RS RGN HARTR TN, SR 2 H
AR SREOR IR L H 23

SRR B journald MRS IEE , FE4i, AN, E AT FIZE4 24 journals
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A RSO, XL SRR Bk A R, R aERR, AnifiEm i, brrEssiRb
o R APL IRRIESS BRI o X 28 journals BE5HLITERT], Bkt T
FLECHR A ITE RS ] . journal 25 HA — 1 ME—MIFREAT . journald k554
A HEHEARZHITEIRFB., HE SRR, NeewTahdhi
7.5.1. £F HEXXF
97518 journal Hiki, f#H journalctl TH., LA root Sp&HE H LM

IUE-ZNEISE

journalctl

A A Ak R R G H A SCIRIE R, AR RGN P R T R
Pk S ZEL T /var/log/messages S BN, (B —E Bt .
> ORI ARIC T UL . BRI L S SOR S i A e Al T T
218, AR ST A IR 1
> IR RN B GE AR HL I X
> FrAICRBR AR B, AR H A

> G FIIHRR BbR R T

7.5.2. VilmlE]
IEM T, %A root KR journal HF, RfEdEMEA AN HE
. REGEH R AT LITINEEH T E adm 4, BT SER B B

PR, EEx—5, DA root FHFH AT .

usermod -a -G adm username
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FHEGME] adm i P 48240 username, iZH1 7 Bt 5 #2105 journalctl
A4 % R root FH PRI 4 i —AE . TR, DRI S R 2 journal

BT R A8 A 2 T AR

7.5.3. {#H Live view
YA SERA, journalctl MIBEERI B B2 B IR, B R HISER
1, AT live view, AR HGEHEE, FHrg4 B2 gt

FTERH Sk, TS journalctl ) live view &=, HiA

journalctl -f

A AR m N RoE ) B 8474126, journalctl T EBHRERETT, ZREEN
eSS AT (X
7.5.4. JFUEHE
A SEANAT journalctl & 1% HHE B 2R 2, P fsnT LU A 25 A
HEITBORSEIBUE R, LA R IR
H 5T Sl TR R R GE FARRAIT o BTG Ve i BE = LN E

TE LR

journalctl -p priority

X, R e Tz — (B ) Biisd: debug (7) , info
(6), notice (5), warning (4) , err (3), crit(2), alert (1),

flemerg (0) .
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BEMICH N error BB F AU E, #iH.

journalctl -p err

18 5 i T 5

AR NN HFTG A H SR H

journalctl -b

WERBR/R TR SRS, -b A2 BFWD journalctl ki o fEIXHE

AOTROL T, T a] A B S A Bl

journalctl --since=value --until=value

fili fHi--since Fl--until gET . fn] DIAFR 18 5 I [5G N BT A HOER B
LAl LILL time A% (e data rMs el PIE#fnl 414 value 43X P10,
WL 7R

LB AL A ] 3

MRS B R T rT A5, LA IS Rt o Bidn, DA 1]

m, BEESSE R CHTEE, W

#journalctl -p warning --since="2020-3-5 23:59:59"

ARSI “journalctl 1) verbose it "5 45 & H &5 HIN—HFEL,
HARAT DL Fad 38 . X T systemd A 7245 U IR AU S B LB, 20

systemd.jounal-fields (7 ) FHut. &4 HEFES M oEdRER IS, M
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i T (I E R T SORR, (H AT DURER SRR IR A, BARA AR B
Wy, HRTE] T2 ME

B KA — R E G R O ME—(E 9835, TR RHILL R iR

journalctl -F fieldname

HEREE R T B4R fieldname.,

LR R A H AR H, IR R

journalctl fieldname=value

FFBAMZ T B S HEEAL fieldname F1 value, 4558, fFaX14%
ERINEREA TTH R
Wit systemd 16k B TR 7B BCR A Y R, BIRE S ity

T BRI A PR . ARARER S, THHEA

journalctl

PR tab # o X2 iR Al FHAY PB4 o Tab B ARANSTIE2E T 7 By
B SCRISE R, AT D AR, SRS Tab R H 3h S A4

Fo [AEE, EATN—AFBeh s hME—{E. aF:

journalctl fieldname=

i tab BRIV, @i A journalctl -F fieldname —#%,

EATLHE— D FEBHEZMME, W

journalctl fieldname=valuel fiel[dname=value2 ...
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[d] — A FBARE A AT IS RS, R25 or —HFILEC. AFATLECHE 1 51
{H 2 AR H R,

MER, AT LIS 2 field-value Xttt — ki -

journalctl fieldnamel=value fiel[dname2=value ...

WERIEE T AR B RIILHE, EATR 525 AND 414 . At i
XA A A 2R,

i+, LI E 2 or 4G ILEc 7B

journalctl fieldnamel=value + fieldname2=value ...

T Ak Al 2/ DI — NS H , AU R FTE R4 H .
6. BHSIESITE
3 RiE sk avahi-daemon @ crond.service A& % H .. Hiz5 B H

FUID 70, iEMHLL Fad:

journalctl _UID=70 _SYSTEMD_UNIT=avahi-daemon.service

_SYSTEMD_UNIT=crond.service

HF_SYSTEMD_ UNIT “FEnf LI B AME, VEECHA IS5 ios, |
_UID= 70 ZAF b2t & o X vl LA 75 (UID=70 and (avahi or
cron)) .

S AT L 80 T 2 (e B, HER live-view BRI BRI E E 1 H

‘z‘ﬁ 1%\ H/‘J Q{’t .

journalctl -f fieldname=value ...
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7.5.5. fHRERFEEA ik

IO T, journal REEHNAEFE/run/log/journal/H & T I/ NAIE S b
DX A H RSO, A journaletl SRty st AR T, 1 H A 5
Kbk, HEEIEASAKARLE, FEBNELE T, syslog BEUH &l , I
A4 A8 Ivarflog/ H 5% F o #r ke kv Bk d PR . B ik SO0 F7 i A
/var/log/journal, X M FHE S AR FAAE. XF—LE/], journal
fiefC# rsyslog,

M REFRFSEMEAF A T AL A

> AR [ 4 AT FH SR A e e R ) BT S S e

> X TR SN N R )R, A AT RASRIBCE = 8 AT A

> RS AER G SHIN H S h R s, AR H A SCE

RREE A LA SR

> RS PEAAAR AT B B B T8 I N AE , ASTRAIE T LA 5507 € 1Y
P[] 25 2 5

> L RS A H RS

journal i3 FFEZEME A%, 3R 1HBT7R 161 T2l 81 journal H3¢, A root

AL VN

mkdir -p /var/log/journal

)5 journald SREBEE AR

systemctl restart systemd-journald
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7.6. HEMLRGIES

1155, WHFHTAE, ATLGEE RS, £ MEEr B, 78 mn
R, B HRSEAFTERT 0.8 i, AZhiusTT.

R RO = SR 55 SRR E R G TURIC B 1B AT S RGUT S5, LMRFF
RGBT, B, locate A&l slocate i FEM RIS HH . REAHE
HOUAT DUE ] A SE 55 R PAT RIIER A 0  IRER S 117 A SUAIAR SRS

BT RN = R IR S5 A PR E R AR T LU A5 TR cron. anacron,
at #il batch,

T T RARR A 1B R AL 55 2B Mgt #Y ., Cron Al Anacron
R A IAESS , At I Batch E —RPERIESS (15203127% 7.6.1Cron
F1 Anacron #11 7.6.8At il Batch ) .

ERLTAT BELR 12 IR 55 A E 2 48 V10 S ERE ] systemd.timer 7E— M8 E
[ TRIAA T —AMT 455 . 20 systemd.timer(5) 7 P i Tt 205 4.,

7.6.1. Cron #1 Anacron

Cron #1 Anacron #R & REME 1 J& 5 5 PR AT 55 76— 5 A I 8] s SR AT 1 <F
Pt WA GO R R . AR . A . — TR . R
SE LY o

Cron HY{ES5 Al LA piifiatT . (B2, AT HRRE RGRFreciatt,
WERAEAL S5 WL B RGO 81T, WHE S A S wahdT.

H—JrM, WRRGAEAT S W H R R A 21T, Anacron £idfEiX

MELWELHNILS . —BRGEHHistr, XMESB8S FHdT. 2R,
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Anacron X} F—AME %5 —K Hieisi—Ik,

7.6.2. %% Cron fil Anacron
E22%¢ Cron Al Anacron, 7 %242%¢ Cron |y cronie 341 Anacron iy
cronie-anacron {4 ( cronie-anacron J& cronie f—"71+4) .
BHE SRS LRB O AR TN, ol LT LA s
rpm -g cronie cronie-anacron
WMRE AL T, EiRay4 kiR cronie fUf1 cronie-anacron ffy5¢ %%
FAFR, 7 I 3 R A N ) AN AT H
B Eeg, L root F IR AR R dnf a4
dnf install package

Hilhn, ZEEEH2E%E Cron #1 Anacron, A LAEM AT R EF R ALY T Ay

EE
#dnf install cronie cronie-anacron
BT R AR AT R BB = SR S5 A R RGP A, 1B S L 4.2.4 %
PN

7.6.3. 217 Crond fijt55

cron #ll anacron {155 452 crond ARg5 Kds il i o ATTREBLEA Wl 5 3
= 1A crond 45, DARCAMTRC E IO A R 8l BT MR 2 R
TR R IR 55 iR E R S8 V10 e & SR 55 @ F U7 i, WS 5.1 i
systemd EHL R GRS .
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7.6.3.1. Ji3h Cron JiR%
TR E R SR T IEAEE T, ML T s

systemctl status crond.service

TN ET 2 TPiatT crond RS, 15 L root P EEAT S ATHRAT R AL

T4
systemctl start crond.service
SRCE MRS LA RSN, 5L root A HATLL T A
systemctl enable crond.service

7.6.3.2. {&1k Cron k%

B AT P E 1R crond fRkS5, 3ELL root P FEAR A TERARTT MR ALL

Fhrd
systemctl stop crond.service
SR IS IFILA K3, 5L root P HATEL T s
systemctl disable crond.service

7.6.3.3. HJ3 Cron iR%

B crond IR%, 5L root H P EMASATHEARTT P AL T s

systemctl restart crond.service
A5 R IR 55 T R AR PRt A Bl 55 o

7.6.4. it ® Anacron 1%

W REEAT 55 19 F 2N E S 2 /etc/anacrontab 3, & HigiEd root A
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PATVIR] o S LU A

SHELL=/bin/sh

PATH=/sbin:/bin:/usr/sbin:/usr/bin

MAILTO=root

#the maximal random delay added to the base delay of the
jobs

RANDOM DELAY=45

#the jobs will be started during the following hours only

START _HOURS RANGE=3-22

#period in days delay in minutes job-identifier
command

1 5 cron.daily nice run-parts
/etc/cron.daily

7 25 cron.weekly nice run-parts
/etc/cron.weekly

@monthly 45 cron.monthly nice run-parts
/etc/cron.monthly

H =A475E X HERCE anacron (£ 452 1B A 68 i

@ SHELL— ¥zt 141 shell 345 (754192 Bash shell) ;

@ PATH——HHUTHETFHYIEAR ;

® MAILTO——ilad i F-HR {4210k anacron 4145 i i FH R 44 8K 5

WA E X MAILTO 285 (MAILTO=) , NIARE K EHRIE,

T R B PIAE 1 R AE O AT 55 i ] BE 1R[]

® RANDOM_DELAY——# 2z hHAME: 5546 £ 1Y delay in minutes
AR 1 R A

BONTEOL T, f/NMEIRAERECE Y 6 708,
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fan, anik RANDOM_DELAY #fik &l 12, R AX & anacrontab
i) B — T %5 19 delay in minutes {8 #8% %n 6 3] 12 4y &b
RANDOM_DELAY ffEH AT LAk E R 6 LA, fu4F 0 Y 0 pymte, Wi
REHOMBEHLER . BENUER BOERTRRA M, i, M2 52— MEgkE
PRSI SR T B A A B

@ START_HOURS_RANGE——11XI{E:55 AT LU AT RYBTE Be,  LAZINS Ry
fir 5

N5k TRXAmE B, Bilan, m s AEE A, RT3 A 2 pk
AT,

/etc/anacrontab SCFRFRISRATIREIT LSS, I HABEM LI T H K

period in days delay in minutes job-identifier
command

@ period in days——3%REGTHAUIE S5 AT IR

PR T DL e SO — B — % (@daily . @weekly 52
@monthly ) , @daily FI#E 1 TR B2 R—ME, @weekly FIEEEL 7 —FE,
fi@monthly MZFRES—4H Higti—ik, NMEXNHHREEZ D,

@ delay in minutes——7EHATIE S5, anacron SE1FAY 4L

PIBAEAE ] LIRlE SO — 5 ISz E o 0, WIZoRIA IER

® job-identifier——HF H &S0 H B —MRRE AT 55 O ME— 248K ;

® command——¥HiHATRIMm S

X B A A B T LU — 240 Is /proc >>/tmp/proc 42, WAl L2 —
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NPT A SUAS A

DI (#) TRERMETA TR R TERE, Apliab B,
7.6.4.1.  Anacron {£5 /=

PUF f2—Mj Bl /etc/anacrontab SR B -

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

#the maximal random delay added to the base delay of the
jobs

RANDOM DELAY=30

#the jobs will be started during the following hours only

START _HOURS RANGE=16-20

#period in days delay in minutes job-identifier

command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob
/etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >>
/tmp/proc

1E3X > anacrontab SCHHE SCRIFTA ST  AREBELAYAER 6 3] 30 734,

I HA57E 16:00 %) 20:00 2 [Al #4217,
B AW E X AE S K 7E B R 16:26 3| 16:50 [A] B il &
( RANDOM_DELAY J&7% 6 #| 30 734 Z[H]; delay in minutes J&?E{EH% 20
GYEP) o ZATSS R R A run-parts 4% (run-parts Az —A4
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H VB 17258, IRy AT H sk s — R $Rd 1/etc/cron.daily/

HETWITAREF . 20 run-parts AP FM 0L T f## 35 £24 ¢ run-parts

N

AHEE .
5 T AMESS BRI T— R fetc/ H T 19 weeklyjob.bash A,
B EMMESBIT A, %A it/proc NS El/tmp/proc SCEEL,

HH—I (Is /proc >> /tmp/proc) .

7.6.5. it ®E Cron 115
Cron {14 [T & & fete/crontab 4, & HAEdE T root FH P #4705
], Z AL DA INZS

SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

HOME=/

#For details see man 4 crontabs

#Example of job definition:

#H o minute (0 - 59)

o I hour (0 - 23)

#| | - day of month (1 - 31)

# | | - month (1 - 12) OR jan,feb,mar,apr ...

#| | | | .---- day of week (0 - 6) (Sunday=0 or 7) OR
sun,mon,tue,wed,thu,fri,sat

#0111

#* *x x * *yser-name command to be executed

B =478 T Fl anacrontab SCF—HEM A & 2 L. SHELL, PATH #0
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MAILTO., # T2 A I ERFER, S0 7.6.4 Bl #E Anacron 1T
%o

AN, ZCAHATT L E L HOME Z2 4, HOME 286 5E C— P H sk, 1ZH 3%
TEAE 55 AT i 2 BUIAIAR PR AR K H 5%

/etc/crontab SCIFRIRATIGRIT RIS, TR LA R A%

minute hour day month day of week
username command

PAN 8T T AR 5544 2584 T R e 1] -

® minute——M\ 0 F] 59 HFEHAEL;

@ hour——M\ 0 3| 23 HYfE =58

@ day—— M 1 3 31 LA ClRasE 17 H 6y, WX B H 20
SEAN TZH AR )

@ month——M 1 2 12 R4 (BeE H i pfis 4k, #ilin jan
4 feb) ;

@ day of week——M 0 3| 7 (fFa# %, 05 7 fREH (SCE M
TS RITEEAFK, Bl sun 57 mon) ;

DA &T0E LTRSS I H B R

@ username——HEEPATIES I

® command——HEHA TS .

X LA A A B AT LR — 24 Is /proc >>/tmp/proc Bfr4, trf LIjE—
ANPAT 5 SUEAS 1A %
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XL &R, £S5 (%) afUUHRFRITA A RUE. #lan,
REH month {EE RS MNZAE S5 A E A SR AR 2051 B A BT

R Z METS (-) AR T DREEGEE . fln, 1-4 FRBE 1. 2,
3. 4,

g () sriRpESRSEE T —A513%. 6N, 3,4,6,8 #ifScs i TixX
I %8

FHL (/) FTLARDREEED RAE. 18 T A KA MR D KT e SR
SRy BN, minute WMERE SCH 0-59/2, WIFRER—380, SK AW
AL S —EM . i, i month I EBE A3, WS ¥4 =
MAPET—K (RPN A ) o

IS (#) TR AATER R TERE, Aapliab s,

Ak root FH 7 H] RLf# Al crontab T H R & cron fE55 . I E XY
crontabs B f74E/var/spool/cron/HE T, I H LB BN RITT,

B —AMFE R A crontab, i LLZH TR SR, IF HL AT A
crontab -e i f VISUAL = # EDITOR ¥ 45 B A 45 5 1 4 B ws X FH ™ 1Y
crontab #EA7 4%, 1% 3CHEfE H Al /etc/crontab g MR AR, 25 H o6
crontab 1 & ok ¥ 1% 77 iF, crontab #% M & R, HE A
/var/spool/cron/username S, EF S HTH P ) crontab SCHRNZE,
il crontab -l 4>,

/etc/cron.d/H 3 F L& SCHF A /etc/crontab SCH-EA MHFEED . LA

root I AL vFAEIX H 3¢ B BB SO
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@ cron SEEEFEA A KA Jetc/anacrontab SCf4 . Jetc/crontab SC
. Jetc/cron.d/H st Fi/var/spool/cron/ H 784k, TR 5] a2
FINFEH, FIk, 24— anacrontab a5 crontab U ¥ E)E, IIATFER

RSP

7.6.6. =% Cron KA

ZLRHIXT Cron fy51R], #50] LI#i H/etc/cron.allow Fil/etc/cron.deny
fFo XL PR S AR AR =, #1410, P
R RV 2345

WERAFAE cron.allow U, HATEZSCHE RS B A REfE A cron, Jf:
H. cron.deny UK 200

WIE cron.allow SUEEATETE, ) cron.deny SCHA:rR3 Y B PR g2 1 - il
H Cron,

R Vs R SO B T, AL E R Cron sPdPift#E (crond ) o Bk
FOREAS ISR —A~ cron fE55F, #RSsR A viTnl il SCi

ANEVTIEER SR P 2024, root P ERIGZRERS A cron,

f 4l Dhoad i 4l A XA Gk B2 Bk ( Pluggable Authentication
Modules,PAM ) 45l Uil . AH N Y & PR F7 7E /etc/security/access.conf
SCHH BN ARSI —15 2 )5 K HA root AP RES A1 crontabs:

-:ALL EXCEPT root :cron
PR IR AR S5 BB O SR AT S 1Y H A SCerh, 80, 44 crontab -e i
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A, RERESRER I, E TR EZ{EE, 162 % access.conf.5 I P
i

7.6.7. Cron {E5HEH AR

55 00 T 48 SRR E SUE 55 OSSR 0 AN ZpA T o 27— Cron H g
(40, /etc/cron.daily/) ¥ run-parts BIAEIXARA I WER A X
ANESEFIRF AT BAH, run-parts A A SHATIXEERT

LA AL LR run-parts AR BT Y B SR Al — A
jobs.deny . filln, anRETEE M /etc/cron.daily/H & 20— MREE IY
Y, iEfIE/etc/cron.daily/jobs.deny SCff, FEIXA SO, T EAEN
Frin g Zms R P A A% (A A TR — A H s FRIRRFREBEINASIER ) o Ak
—WUAT 55 AT — A4, %A 4 M /etc/cron.daily/ B St PuUAT R, BN
run-parts /ect/cron.daily, W] jobs.deny SCff:rh5E LR AW T

FUE L— T HA %, G jobs.allow 3Cf,

jobs.deny il jobs.allow [ FHELIF 8.7.6 #&HIX) Cron Bys[R] ik

i) cron.deny F1 cron.allow F4 g FHHEN—FE

7.6.8. At fl Batch
Cron KRR E R IEATSS , At TRPUHAAE— 5 5E M ] 98 B — Uk
f£55, Batch T HUARMEER ARG T AT 0.8 WA T — I IEATE

% o
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7.6.8.1. ‘&3% At Fl Batch
BHERN ARG RO A%ZR T at fu, HHITR T s
rom -q at
mRe gL T, LidmA KRl at WSEEAFK, B NPKSE A EA ]
o
LAY, UL root F IR T AR 2R dnf 72>
dnf install package
i, A At # Batch, AT RAITEATATHRNAT FRIA LI I a4

#dnf install at

7.6.8.2. iaf7 At RS
At 1 Batch fE55#f2 th atd k55 R4z o AR BRI IS 3l . 58 1A
H o atd k55, DARARfTECE L EHITHLA RS,
JA 3l At 55
B E RS IEAEs AT, R T
systemctl status atd.service

B YRS IE1T atd RS, LA root P EM AT ARTF FHIALLT

2

iRt

systemctl start atd.service

BRCE MRS IFPILA SRS, 5L root P HAT LA R

systemctl enable atd.service
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O iGN atd B4 1E I ARG P RCE I TFHLIE S 3.
{51k At fiz5s

LM HT LA T IR atd kS5, LA root P TEM AT TERAT FHIALLTT

2

TS
systemctl stop atd.service
SAREIRSFITFOLA R 3N, 15LL root -l PATEA T e
systemctl disable atd.service
i At k55
S atd k55, LA root P TEAT S ATHRAT TR A LU il
systemctl restart atd.service
A5 LR 55 e R AR R R U B IR 55 .
7.6.8.3. BlE At{E5
BB At TR — IR PR S AE A8 E AT, 35T LT DBk -
1. 7Efr AT A% at TIME, X B TIME FoRir AT ]
TIME 20T LA HI LA AR — R =0E X
® HH:MM: fREFVIR/NS 4, filln, 04:00 F£on L4 4 455
® midnight: #5& R 12 1
@ noon: FEENTF 12 5i;
@ teatime: f5E N T 4 45
® MONTHDAYYEAR #&: fill1, January 152020 3575 2020 4E 1 A

15 H, FE0raEEn] %00 ;
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® MMDDYY., MM/DD/YY &(# MM.DD.YY #%=X. f#lan, 011520 F/~
202041 H 15 H;

® now + TIME: XH# TIME i — 13 %H minutes. hours. days
m % weeks JLAZEENEARE . BN, now+5days FoRar Ak 7E AR T
R P ] — B (B e BRA T o

WA SeAR g i R), LS T AHE E e B, BT R 2 0 T TRl A X
fZH., %% /usr/share/doc/at-<version>/timespec A4,

WNERFE E P R L 280k T, DUMAT: 5547 BH DR 1 ) — B (B e A 7 o

2. fERAR at> S TR T, & RS

A. LS OZBATIY A, JFE T 40, Tk, wTRIE S bR,
R4

B. AT i A—A shell A, FFAEIA 14 —F1 2 J5 5 F [
e,

SR B9 SHELL 3R 2 s Frist B 1Y shell . I 98 3¢ shell, B8
#/bin/sh (TG Fedk2IM—4~) .

3. —HEAZER, HE—A17P N Crl+D 464, BidS iR
7o

WX — R G2 2E AR B ZERR i b B (5 8, 4R ok & DT
MR PFRIE R R 25 P o

BAFEFIITES SR, WEHH atq 4. 5§20 7.6.8.5 AHEEE

PATHIESS TR Z(5 5.
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T T LIRS at fr i, 2 TR 25 R, 1§20 7.6.8.7 =%} At
il Batch il .
7.6.8.4. H#E Batch {£55
Batch F2FF 7 RGP 7 2 K5 0.8 LUF AYRHg AT E 28 A —UPEAT:
%
BE X Batch {155, iR LA T AL BRI THRAE
1. fEartrhimA batch iy,
2. TERURHE at> A A TIRARAT T, SRS
A, LS ROZPATIAT S, R T M4, Al e, nTLIER A D
%, "Rl
B. FEMAATHRA FiA— shell A, FHAEBIAR 17251
I
1155 F8 F P iy SHELL PREE A8 5 i B 1Y shell . P (8 5f
shell, #¢#/bin/sh (JGigdcdzM—1>) .
3. —HEASH, BT Ctri+D A6, BilafT
FERTT o
TSR — 2R 9 iy 2 B A X EE bR vz b (5 8, DUl R 25 DA 1
PR IR 4 P
WEBEFEGFPUTIES )R, HEH] atg . S0 7.6.8.5 & EFF
PATHIESS TR 25 .

B AT LIER ) batch ar & pfi il . 2T MEZ(ER, S0 7.6.8.7 £

% 321 W | £274 T



£

s BRI R 55 AR R SEVL0 R GUE HE B T

X} At 1 Batch f{iji[a],
7.6.8.5. HEEFRPITINIES

BAFRGFIITHY At M Batch {155, nJLIHET atq . atq ardkf o
—MEERHTIE S B3R, AR5 M R —A7 o AT AT 55 S
T HEL SR P AR, FP RREERMATA SRS, R root H
FAT atq Ards, WS R BT P A (55 .
7.6.8.6.  HiSMAATASTTIEI

at 1 batch &M A S My S AT s .

% 7-5at il batch 44475

pi] ik

M= 2 5 shell JAS, A2 1E A

f
AATHRAE T A 2 sl A

-m A5 58 RUG W) P &k B R o

-V W RSP T AT TE]

7.6.8.7.  FEiilXt At F1 Batch Byl

] LU i /etc/at.allow Fi/etc/at.deny SCIEE R at #1 batch #iy4>
AU, X Sey P S E AR Ak =X, BB —1r— P& i2fE, M
A SCAFERAS SEVFE I 254

WARAFAE at.allow SO, VA EIZSCIE R I B P A BB at 2%

batch, JfH at.deny SCI-¥ 4 2% .
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WE at.allow SCHEATELE, W] at.deny SCH:rR3 B PR g 25 1 E 8 at
5 # batch,

R YT RSO B T, AR at sFPBERE (atd) o BRI
KIPhAT at = batch fr &y, A2 ELHG R SO

ANEVTIREER SR N4, root FH P #IGZREAEHT at Fil batch

2

s

[¢]
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ERFOIBRE

BRSPS 2L 55 BBTE REEVI0 RS0 5 Tt

BLNE RGLe

8.1. AR5

8.1.1. B kik

R R85 K 3 XS (zone) s M4 i | Je ik 12 S5 Y Sh AR B K G i BT
Ho B3 IPv4,IPV6 B K BE LA IR, I BT 1247 INEE B AR A

P B I o B SRR SR VIR 55 I R e A TN B X AU g e 11 L] A

B K I R RS FER LT, ol DR LA 2454 . firewalld 52

S BB S

8.1.1.1. FEihfik

1)

2)

4)

3) s firewall-config KB AL & T H,;

5) X HE,

8.1.1.2. HEAmL

LA IIT

dnf install firewalld

)l

AT .

systemctl enable firewalld.service
systemctl start firewalld.service

KU

% 324 W #2274 T

SCELBNAS A B, TN 4 B AN P T B K

At firewall-cmd A4 47 Sl e A T8 3 8 e B T A

SEILAR G4 R B AR Y B A S U T A R




s BRI R 55 AR R SEVL0 R GUE HE B T

systemctl stop firewalld

systemctl disable firewalld

EERS ST

systemctl status firewalld

8.1.1.3. X

AR R 253 o3 AN R AG IX S 5 D0 R AR zones ), il HE AN IR] X gk
2 [) PR3 T ol SR A s ) JFL ) A 1 RS o 91 N B IR IO 2 AN TR AR 9 DX
T PA IS IO 2% e A5 A 1) DXL, L B 22 4 SR s v 8 1 0 — 263 . SLRUE AT
DX Il F 5 I I (— A (R AT 1 X380 I — A IR R 28 (— D i (R AR X)) .
bR B B2 Pl P R AN [ K P A A DX dmid o 22 4 B SR A 47 12 T
HRI 2[RI AR s dme A AU o 5l . 233k WIFT B2 BN ANEE, TR EA
LR L8 N SE AR o PIZK L2 AR ] ATE 22 | HIUCE Al i U7
PRI RRAT IR AL . TR T NI R IR I AT 00, JF
SUT BRI AL RT3 7E/ete/firewalld/ ) X E Je— R A AT ARG P T
) L8 H: TR TRBOE o A JLRAS R 0 45 Ak DB -

drop ( £5%)

AT R 28 B AR 255, BEA RTINS ANREAT ik Hh 22 i R 245 %
.o

block (Bl )

A2 AT A X 2% 1 2850 1% IPv4 1Y icmp-host-prohibited {i5 & F1 IPV6

icmp6-adm-prohibited {5 B a4,
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public (/43t)

FEAFEXIEN A, ARBEARE 2% N ARl Rzl BEER Y i
.

external (4MiB)

Pl S i iR ] T DRI RE RSN o BN RBAR AR B 2% ) oA 5
PL, HABEI S R

dmz (LX)

AT ERAEZER X AR, XIS T ATTU5R], a] A BRI A G A
PRI, AU PR 4%

work ( TAE)

T TARX AT LUREASHRE R0 28 A A0 At L IR AS 25 1 B AR L o (L3042
W 2 i Pe PR S

home ( %z )

MTREEM L Gl IFEAFAE R 45 N B AT RN 28 F SR,
AUz 28 3 e ) 4%

internal ( 43)

FHTINERRZE o AT LABEA EAF A28 9 i HAB T S 2 U R T30
AN 52 2 PR

trusted (f5{%)

A2 TR 28 44

will . firewalld fy8 X2 public.
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7R SRR X A1) 5

firewall-cmnd --get-zones

W N AR BE X I

firewall-cmd --set-default-zone=home

AR AT IX

firewall-cmd --get-active-zones

BCE Y XA

firewall-cmd --get-zone-of-interface=enp03s

PR A X (public)

firewall-cmd --zone=public --list-all

B M52 10 enp0s3 NNERXIH (internal )

firewall-cmd --zone=internal --change-interface=enp03s

KA enp0s3 HNFEX I, (internal )

firewall-cmd --permanent --zone=internal

--change-interface=enp03s

8.1.1.4. R&EH
amanda. ftp. samba #i tftp SFHE LAY Ik5 % firewalld $2HEAHN Y

M55, AR A -

firewall-cmmd --get-services

7R BRI SS
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firewall-cmd --list-services

m http kg5 B2NFX SR (internal )

firewall-cmd --permanent --zone=internal
--add-service=http
firewall-cmd --reload

B—IRF AR o X

B — RS AR X, i i SMTP 2 A TAEIX

firewall-cmd --zone=work --add-service=smtp

firewall-cmd --reload

BN KBRS, MW TAEIXAERR SMTP:

firewall-cmd --zone=work --remove-service=smtp
firewall-cmd --reload

8.1.1.5. g
T 1

FTH 443/tcp ¥ O AENTBXIE (internal ) :

firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload

i Ve e

firewall-cmd --zone=external --add-masquerade
firewall-cmd --zone=external
--add-forward-port=port=22:proto=tcp:toport=3777

AP RESR, EeR A% (masquerade) |, ARJEHEANT

X1 (external ) 19 22 s k5] 3777,
8.1.1.6. EH##FEgNO
firewalld 5 — M iFk b “direct interface” ( 3232 00) , EolLIEEE
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it iptables. ip6tables fil ebtables MM, &1k HF N HRRT, MARHF
firewalld PR T st H fi6 8%, B L e Re i) firewalld 1% B8 Hi i
TS SO RE P E B BE . BB 1 N --dlirect SRIdi ] B4
Pl TR S BB AT, LAGHAEIZ AT I [R] Y BEINREE 6 17 R RO 30 S )

AT ANER . BT 1 tcp 9000 i H .

firewall-cmd --direct --add-rule ipv4 filter INPUT O -p tcp --dport
9000 -j ACCEPT
firewall-cmd --reload

8.1.1.7. &E# (Rich Language)

Ed“rich language”i&yk, wILAA b B4 1y =00 5 B 00 Jr v ST
ST KA o I AMARER AR B TS o IXME ] DUADRECE /3 X, W%
SCREIATIBCE DT T A fr @ AT LL root F - B iinizdT. B hn—I5uRi ) iy

AT

#firewall-cmmd [--zone=zone] --add-rich-rule='rule' [--timeout
9=seconds]

FEBR— IR -

firewall-cmd [--zone=zone] --remove-rich-rule="rule’
Ao A — TR A A7 A -

firewall-cmd [--zone=zone] --query-rich-rule="'rule’

— ARG T, REAE—A 1P Hbdk (192.168.0.0 ) HINRSS e fic & B k k%

FRVFANT AR5 http,https,vnc-server,PostgreSQL.,

firewall-cmd  --add-rich-rule  'rule  family="ipv4" source
address="192.168.0.0/24" service name="http" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4"
source address="192.168.0.0/24" service name="http" accept'
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--permanent
firewall-cmd  --add-rich-rule  ‘'rule  family="ipv4" source
address="192.168.0.0/24" service name="https" accept'

firewall-cmd  --add-rich-rule  'rule  family="ipv4" source
address="192.168.0.0/24" service name="https" accept'
--permanent

firewall-cmd  --add-rich-rule 'rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept'
firewall-cmd  --add-rich-rule ‘'rule family="ipv4" source
address="192.168.0.0/24" service name="vnc-server" accept'
--permanent
firewall-cmd --add-rich-rule ‘'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept'
firewall-cmd --add-rich-rule ‘'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept'
--permanent
firewall-cmd --reload

8.1.1.8. fIEMRS

BT BT RS & RTMP( RTMP & Real Time Messaging Protocol
( SEHH BAR M P ) W s PR o ZOE T TCP) o1 5 1935, 1E

/etc/firewalld/services/H 5, FIHBA ML E SCAFA nfs.xml VAR AR .

cd /etc/firewalld/services/

YL % H SRR R E S s IR S5 F L 28, R T2%, A
REME A XA~ F sk rp HUE SCT —if il IRl 55 o AR i H SR e S 2%

Mz 55, WAL IASE xml %€ 3¢, Ja gk & Bian < al LUE 3.

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

YT DAL H SRR A HTR RS 89 xml SO 24 H e, g
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s 1A A U] AT LU RSO P U L

#cd /etc/firewalld/services/

Tk nfs.xml & rtmp.xml

#mv nfs.xml rtmp.xml

A vi GRS rtmp.xml SCHSR TR P

<?xml version="1.0" encoding="utf-8"7?>
<service>

<short>rtmp </short>
<description>RTMP Stream </description>
<port protocol="tcp" port="1935"/>
</service>

B—RGF 2 SCARH B — ML 44 7 . i Al 1 R0 26 T4 2 75 2l

PRGBS, S AR A o SRIGHE LR 55 I AR St BN

systemctl restart firewalld.service
firewall-cmmd --add-service=rtmp

firewall-cmmd --add-service=rtmp --permanent
firewall-cmd --reload

8.1.1.9. firewall-config
firewall-config S HeBi KGRI A e . BB AT DU Bk el R G el H

P s firewall-config M AT LABC & By A% st iR s5 . smie . O
%, wiH k. FICMP JESR AR zone (IX3R) =& SEfe LMHB kI

)| D = SN 7 o 1 i 8
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ERTIBRE R R SRR S AR ERBVI0 REHHG T
VAR x|

X{F(F) EM(O) TE(V) MBIH)

v EEEE BE: B~

T B BE  IPSets

ens3 (ens3)
BAE: public FirewallD BUEE X TS, B0 RFbL B, EHERS. ®O. il PR

70 Z. BOMRNEE. ICMPEELURSAMNNES, Kif HigOuR B,

Lo ot WS SO0 B ES0 6% moR:
hrap AUEREENERADPLRSBIEH, TERENSIRTERE
external #. BONBNHEINAREK  TUHETERS
home
internal BEs
public amanda-client
trusted amanda-k5-client
work amap

amgps
apcupsd
audit
bacula
bacula-client
bgp

bitcoin
bitcoin-rpe

bitcoin-testnet

BRI E firewalld BYEIE.
BHAEd: public LogDenied: off mRiEst: =/ BERER; system (off) Lockdown: &g

& 8-1 ph kHEECE

firewall-config TAEF /0B =AM e F350 8, W] 2 b Bk
Fo FHZREL. RS . ICMPIiH . 4R E IR,

UL 722 RO MvE SR SR AT, XARiEH firewall-config THE
EEFH P X GG BT firewalld, #HE, ICMP 268 H#:iC#E ( Direct
Configuration ) FI4liE 1458 (Lockdown Whitlist ) #r%5 HAE MNEH T i
SRR IS A BEE W o

1) firewall-config F3¢&

firewall-config F 3 FAAFHPU ML . SCfF, W, &F, b, Hrpik
TifoR R RN, BREILAER

AR KA AT KRR AN A BRAEIS AT B G RN AR TR K
ABCE A, BaRGEE RS ERK.

SRR D SR 2% A A BRI DX B
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KA BRIA DI . B A 285 1 4 Y P IX R 11

PR SR RIRE T AR

P : P T LAXS Bl KR BC E A TN, N AR ir 4% B L R P A Tk
g, BUENFED firewalld S0 1 BE A W HT S il 55 0 0 Tl SR 0 =X

— i e 2 ) O PR P SRS
2) EERTF

firewall-config FCE LW RAFE . BATHTHIKA

AT GBAT I E N S A RO BCE R o B4 TR E IR AR, TR
FUBT M 0] LIRS, RS H RS HT | 4 IR, X e 50k

I s A BCE RN AL R G s IR 55 B R BB o R A S B A7 e T
SCHERp, ML ER BCE IS EE - SRS A s

3) KW R

DRI R e — A F2 U S -

P2 el 5 K i DX el T ERE R AR R . firewalld $21E T JLARUE X
A X B XRS5 e B, DA% ICMP S IESF AR fE. X
ST LAZE B ORI AL o 55 R G SCUREE DIk IR 55 = AR Y . TR
AR SS PT LAGR i X R 4 . 4510 . RN ;

i g5k
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LZE - o Ea
X#F) #WO) TE(V) EBHH)
v EEE EE: B
EiE R HE IPSets
ens3 (ens3)
BHLE: public FirewallD ZHIE X T HEMMAIERE. BOURRBLNTEEE, KMLRS. ®BO. Dl PR
B0 £ BOARXEE. CMPEEUREANNAS, KT UERIROUR SR,
= " ( BS ®0 BY  ESO0  HE&  mone
drop AMERERNEKENHLRSEAEN, TEREMEIR I RENE
nalio B, BOMESHEENAMRER 85 Ui EES.
internal B
public condor-collector 5
trusted ctdb
work dhep
dhcpvé
(¥ dhcpvB-client
distcc
dns
docker-registry
docker-swarm
dropbox-lansync
elasticsearch
o 17 i etcd-client b

BRI E frewalld 895,
Bl Eid: pubiic LogDenied: off GRaIE: =/H HEBERF: system (of) Lockdown: 2=

& 8-2 iR 55+
i 3 TR

Ui 5~ 35 FHSR L& Fe e ALl 2805 1) )i 11 9 FL

XHF) EWMO) THV) MBIH)
v ERDESHIE BE:  EaM-

i R BE IPSets

ens3 (ens3)

T public FirewallD E#E X THENMSEER. ROULRSLN-EEE. EMRES. ®O. BiX. PH
#0 #. BOAREEE. ICMPTELIETANGAS, EHa LR aigOuRRney,

28 Lk « BS @m0 WY E&D o6& mO%E

drop

BMORERMOEE.

ORI

EEARODDL

wOo/mozEE: ||

tp -

B

@RGH(C)

-+ #in(A) MRIE(E R

B2 1 ¥ fuewalld 89155
RiARd: public LogDenied: off RHlzt: #F HRAMMERF: sysiem (of) Lockdown: 37

&l 8-3 ¥ H FHETH R

BV A B KBS RN 1, WS 3 firewall-config Jf ik #E A AE
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KYLIN

B R LS S RS R E R V10 R M

SRR E Y I 24 X, e 11 PRI i i A 1L RO AR Ind4 4L, Port and Protocol
FATH T,
b A 11 5 e mC dig 1 FL , BRASVR AT N hr S B e tep B0 udp.
il PRIk

D21 FORAEALA P28 sk nf LA I 2 A TFRY 1P Stk

BB -
XPHF) EW(O) THEV) MEEHH)
v EmhisE RE: EfAfv
8 ®i @& IPSets
ens3 (ens3)
HUE: public FirewallD RiEX T HENREEE, BOURSOUNGIEEE. RERES. WO, DX, IPH
&0 2, WO/MRXEE. CMPILELREMNNES, e LUSREEOURSns,
*“E S « BS WO B BSO G mORE
drop NECERE—ABENANRNESENERANINRERES, BE
::“""‘" SEEMN, EHXBREERTN, BELASUS—HaEHN
me 1o SEE
i , REMGERT IPvd.
public hEEE
frosted MBEEMGE, BEHEH P RESEP 8%
work

BRIE frewalld 051

BHAEE: public LogDenied:off mRaiAz: =/ HmIEMEF: system (off) Lockdown: 253

&l 8-4 Dhik Tk~
FOK 1PV shihik 34— AN — AN sk, IS 3 firewall-config T A
IR E AL R 2% DX, e DR RebR 2 FISZ WEHE LUME AL IPVA sk f5t
Jl—A~ EA— A i
v, i P A F e i

St 11 5 S AT AR 341) 5 — A 11 LA B/l HoAt AL
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Emist R LS S RS R E R V10 R M
BN Ea

X&(F) EBEH(O) EE(V) HEBHH)
v EEEE BEE: &

31 R HE IPSels

ens3 (ens3)

BAUE: public FirewallD EEEX THENMEEE. BOURRBHEN ¥, KRS, WO, Hil. PH
0O £. BO/MBXEE. ICMPEELIEEAMNMNES, Xif OLlR R,

= bhocs « ES WO W ENO 6% moss >

drap AMFERTREO, TIURAFHREN—TBODS—TRO, B

:’“e"‘a' LEMEHEGTS—TRE, BEIS—TRENEROSHENNE
ome £ P

F sk 15 O 3E
S B, MOREQEHET P
public HO WY BME0 Bees
frusted
work

- 7in(A)

21 E firewalld B3R

BiAEiE: public LogDenied:off GREX: =HF BHEMHER: system (off) Lockdown: =5

& 8-5 g N & Tk <

N — AN Ui Ve e Al 285 7 1 packetts™ S| —> P i HE sl 4 Q
i, E SRS DR IP ik, SRJG R SR L AR R bRAS . R I 5E EER MR FEA
b e RSO S 1 s S IV o & R0 P T i F A T A9 19 o

TR O B — AR S R R]— 2R GE BRI, TR A A A SR A
i AL D (R A b 1) B s (Y B it B AR IPv4 Mk,
DN e 2 e 3 g — Ao 1 A E , S A E A IP ik A S 11 807 S I Y R
e A B2 BRI ER I R i B F)— o o i ek B F A A T S A

V. ICMP s kiR

ICMP s i gt ] DLESRE Internet Fifil i SCHMBUAHRSC . X LER SCRT LURAR

BIRIR LR R BIER e R R A B A ) ;
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BikisRE o EX

XHHF) EE(O) HHE(V) BBEIH)

v EEEE BE: BT

Eig Eif BE IPSets

ens3 (ens3)

BHAE: public FirewallD ESUE X THENMEER. BOULRGMMNCIEEE, XKERES. ®BO. ik, PH

#0 . OBOMBYEE. CMPRELREANNES, KMo Uy ROLR RGN,

i i WO P BED BB EORE  cMP RS
orp ERMESEXN (ICMP) FEAFERRANHENEEEHRE
:2‘;:“'" 8, BHEEENpng ERURENSES,
e ICMP 278 EFR P E ERELY CMP
public address-unreachable NP THE ICMP 3004 4t
trusted bad-header il s, RAEESRER
work beyond-scope .

communication-prohibited
destination-unreachable

Filter) ,

echo-reply

echo-request

failed-policy
fragmentation-needed
host-precedence-violation
host-prohibited

host-redirect -

BRILE firewalld 191512
BHAEE: public LogDenied: off mBiER: =H BEDERHERFE: system (off) Lockdown: =

& 8-61CMP i iE2S TR+

NREATRAETESR (Inver

fET 1528 ICMP RE B

ED-EE=, MEMSFENZ®E
®, E‘WEE%T DROP IE 2,

A A 2SR —A4 ICMP @&, )5 3 firewall-config T B Ik ok

WEHAE B4 X 3k . E8E ICMP Filter bR B R8T

J

H 25

[

=
0
5
o
=
E
=
?‘-_il:
X
2
Ny

RIS IEHE .
vi. HIZRCEEIR

FARRCE RS = A iR B AU AR

THEIL ) ICMP {5

ALY, BROA V4R

o VA LA XA i -

BT IR S5 5 IR e A E BB R o X SERUUI AR R AH R, FF:

HAEW R firewalld it D-Bus &35 3 . HiE . B
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KYLIN
ERFOIBRE

TR S I o5 AR R SEVI0 RGUE LR T

B o EX
XHF) EHO) THNV) EEHH)

v EESHE EE: kX v

El R ESs IPSets migmm

ens3 (ens3)

BHAR: pubiic BEERESTESHONAEST. TEARREAP THREEN pables BE, X, &, 5.
B0o sSNAEH, 5B BRAT LS E trewald HESF I BNORETS
i

STEEN PV 2B B ipvd 5 ipvé 2 eb, ipvd BT iptables, ipv6 BT ipblables, eb BT Ll AREE
(ebtables),

® A o
5:ANAREERNMNE
v E W

+AN0(A)

SR E firewalld 8955

Hi\EfE: public LogDenied: off GRiEH: BF HIRMEF

- system (off) Lockdown: =

Al 8-7 HEERE®RI R
4)  PRARR KB

ST RN UL PRAE B KBS, e SR E B T T B T hisk
R (Permanent) , g T RS 3 R ECE b7 K% B0 g $h A 7

MIBEE -

FEizfTI (Runtime ) R BBy St Y BEE I

R shellH w R
FEMR 55 e B0 EEAE,

PR BIAERL . #E Permanent BT BB kG IR E

DU ET BN E BT K did 2l R BT H R 2 )5 A28 Al AP SO RS B BT N2k

bR, ol b e i, RN A

% 338 W/ #2274 W

7N



K R IBORN 2 UIR S5 R E RSEVI0 RS R T

WAEER - o Ea
XHH(F) EFO) BV # g5
v EChESE BE. KA
B Ed  EE PSets  mgmE
ens3 (ens3)
HilE: public EREESTERGRAMIOEST. BEFAREAF THEXY plables B2, HIOR. #. o4,
:4n) SUHNEH. BREENERAT LA frewald NEHTF O BRNRGFE.
xR STRIENIPY B 7 ipvd 2 ipvE L eb, ipvd AT iptables, ipv6 T ipblables, eb AT LIAMEHE
(ebtables),
H AN Wl
SHMREE e InE
v ® B
+ &) MEHE(E HHER(R

2R ¥ firewalld 89518,
Hi\Eid: public LogDenied: off g@#ist: =H BBHHEF: system (off) Lockdown: &5

&l 8-8 BUAER; KBk ik E
5) BHCERIASIX
FEBE — R BCHTE 2 XA RERAE, WS 3h firewall-config,
MR PRI, RS R BB ORI DI, IS Y A4 81 3 rp e £

e 2B XA BRI X, i e S LRI AT

o

Xf(F) EE(O) THE(V) WEIH)
v EERE RE: EfHR-~

EiE Eif BE IPSets
ensd (ens3)

B publc al{ER IPSet OB ENREL, LUBFRE P A, W0 S WA MAC ik,
&O BRI
B3] e —
;_WEW’&”}’M‘*E ut ST ipset &8 LURE 2
fif ™ BEED pset H4FMBNEE,
’ block
dmz
drop
external
home
internal
public
trusted
work

ORGH(C)

REEKAEEREDORRMAE IPSet.

BRI E firewald FYEH.
BilEi§: public LogDenied: off fiRz: =/ BN/ system (ofi) Lockdown: &5
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&l 8-9 BN X

8.1.2. #HilEH (audit)
8.1.2.1. fiisr

audit THATPLEHITHESRE A H& SO, AR sk RGEH F A S5 1]
RO A DI AT X e A A, B R S AP i (A2 R RIS 221k, Bk
H X RGES R M)

8.1.2.2. 4Ry KR MY

audit.relus
Y
= ey e auditet! —I-] audispd
-
RiFH Task  proovnmel  Exelude
iR . )
P ;;?&*ZE | auditlog
Linux PIE& ausearch aureport
auditd.conf
h—t - -3
& 8-10 EHrER

Yl S REEIR, RAAURAMFZ AR R . AFEA MG
HiRI 2 T LR R G (user, task,exit,exclude ) , £fll/2— R 51N
¥ (auditd., audispd. auditctl, autrace. ausearch fil aureport %5 ),
Linux W% LR R GEIR AT :

User:id st P asa h As iy s BERIVERTZ I IBTH B0, WG LA

e G BREZ R EIE .
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Task: BREEN R FER (fork) 3 M—MES IR, dhRZiL
HEFEE T fork Fve R A dE 1R S iR

Exit: H—>ZR S8 4SR0Sz H 5

Exclude: MERAA#EFM; Exclude RRISIEN B, Bt A HEE
(8T S AT ATE S HLE R A T 08

audit 2N I —AMEEEL, WAZINIET T B2 audit fhidsk, XA
SRR HB G PR B 1 . A% ) audit B i 2 — 0 FHFE
auditd R£EHIH . audit A4 EHREAR LR H] auditd #, 25 auditd
AT HEEAE, auditd.conf /& auditd WFELE CF. audit.rules /& audit 11
S, Hig audit (9 H & hig R Bl — X audit R4 Y
MY auditctl #A7HAE . root FH P AT DL auditet] #EATHRAE
auditd WEIR B G 24 PSR4k . BOARYIEHS H B R A77E audit.log S,
BN 2 /var/log/audit/audit.log. 55—~ audispd ¥ H E&EHE1743 K o

AT 2F I RGE TR TP IR . H LR, SRIF TS L E S
fF BCE R S, AT, 280508 audit SPGB 3RIE
3, dncrod s AR A TR A R H AEOR A M o B R

P asa) g it 240 auditd. audispd. auditctl. autrace. ausearch
F1 aureport ZN AR R, T HAKK A .

auditctl: BRI g Hp4r R AT I TR, IEs i &

auditd: audit ~FH AR A THEAR A REE S AR I, XLEEh

PR MR ST shfph kA o P 25l s R g auditd J5 G ER o
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A RgERkHiHER, 5 ES Afl/var/log/audit/audit.log.
aureport: & A& A RS T A
ausearch: &0 iRy TR
auditspd:#% & Sl A g HAL RN AR Y, miAEE AR H &SR,
autrace: — M THEEHRER ML, KBMT strace, HEHE—D IR, Jf
e IRERZE IS A H &z,
8.1.2.3. ‘ZRNIE

1) A dnf T HALH A4

dnf install audit -y

2) audit BgE i

audit % % J5 2 4 2 > BE & 3C 4 c/etc/audit/auditd.conf FiI
/etc/audit/audit.rules. /etc/audit/auditd.conf J&5F 4 FE iy 1 BRIABC B SCAF .
/etc/audit/audit.rules s&ic s A TR SCPE B audit Ja, # RN SC
=,

Jetc/audit/auditd.conf SF4r R ) BRI BC B SO OCHE SO

T A PR B —/etc/audit/auditd.conf

#vi /etc/audit/auditd.conf
#ixE H B
log_file = /var/log/audit/audit.log

#UE HE S , B2 0~99 ZIME, & /N 2, W

ANEPERH &, NMREARE num_logs {H, BHtEGAN 0, mHEMRAE
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B H &S

num_logs =5

#UCE H SR LA PR

name_format = NONE

#UCE HESCHRN, DIRF Rk H S U i, iR &
if, 247 max_log file action #8E st

max_log_file = 6

#UCE H AU RIA RME R R, X ks ROTATE (42if1)

max_log_file_action = ROTATE

8.1.2.4. auditctl fiy2 i

auditctl A= .

auditctl [#£5i] filter,action -S syscall -F condition -k label

% 8-1 auditctl 74T

Ei=| A SR BiBA

filter 20158 B BB~ P4 A2 KL DU) DC i 3
filter user,exit,task,exclude | JE#¥ N FHEF A4, o jE#s task.

exit. user Ll f exclude

EEHZFEMN (always £RE)
action always,never
(never #/R7)

I N O - 2 £ I < ST D Qe £
syscall all,2,open % Jusr/include/asm/unistd_64.h

PFp ks,
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BRSPS 2L 55 BBTE REEVI0 RS0 5 Tt

PRI A eI, gt — 2oLl

condition | euid=0,arch=b64 K SHFERN . 01D, JERE ID A
s P 25 Ry R R FE AR T D
label BT Fric IR R H i

-S FRARFM T B4 T

-F ZER R

-k FORBCE TN A g SR

8.1.2.5. audit &HitHLN

audit HI LI S =870 -

1) MR X SER T SO T R SR B B AIBCE

BRI AT LI AE /etc/audit/audit.rules i E . EEA4UFE:

-DA MR AT 4 1T 2 B R L #

-b 8192 #fE N

-e 2 #PUEHALINCE #

N AW =

BAEEK

KA I EAFERY R ZE b Xy 8Mb#

2) SCPERGERHN: X SCH R F R ML (A LB, Bef TaT AT

RS RE SCIF R H ST R B D5 1R]

APl auditet] ap i B, MRS RS T (IREESCHE . H SRR

JE PRI )

AL A

-w A

-p AR
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-k T

Herb-p BRI > 9 DU Bh -
r— BEROCPFEE H
W — A H %
X — B3R A %
a — PURAESCIFEEE FHoR PR

PN s 4r/etc/passwd SCPFRIESAT N, ATRME FHX A4 -

auditctl -w /etc/passwd -p wa

H A L A O FIR N ZS AR SC 4 /etc/audit/rules.d/audit.rules HEIA]
SEIRXTAZ A ) W

ARG R TR B ete/hosts SCHFRY 2R

auditctl -w /etc/hosts -p wa -k hosts _change

3) AGCAN : X SERLIN T W A AR AT AR el P T R RS
JHH
WA RGP AT AE 25 R = Ty 1Y H ST 31, X1 NRORSZ BRI Gfr
JIT LA o e WP R e A A5 25 3 audit.rules QRIS H S 103,
HAE i H A SR m e dTh . ARSI Ml psefF, HE——51h,
ARG ) A
-a ININ—Z R G e MU 5
-S B R RN R ST I 24 AR o

1S R DU RT3 0 ]
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-D MR BT R ;
-d HBER— AR -2 X 5
-W B ARG H
W R — 2R -w X6 1 5
-1 ZH BT R
2052 SCE A ML SR, R P (UID 2 10001 ) D5 RIRRA8 ) H &

a5 H AR -

auditctl -a always,exit -F arch=b64 -F auid=10001 -S
open -k userfile

Vi . userfile 2 HE WA N— DN Z T, L E#ESIESEE T,

AT RS T . Sidhilat auditet] fr S A B2 AB RN . N T ik
(L [ < O N T = ) (= I G £ ) BT [ ) QS < A7\ | | I G 5
/etc/audit/rules.d/audit.rules 4,

8.1.2.6. sr¥ikiE

IEESIE

systemctl start auditd

EESIVEEE

systemctl enable auditd

service auditd stop
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service auditd restart

7£/var/log/audit/ H s et H b sof

service auditd rotate

SR FAE H ARG BTG, PN B R ARG A0 X 28 )R ORAT

% H SR -

service auditd resume

BRBITIRE

service auditd status

B BT A T Sl AR U LA 4% -

auditctl -l

fie'E auditd i H B SRR 4L,
3% audit 45 224852 kylind,ip #ihk 192.168.0.1;audit % /' i 4 8k
& kylin2, ip #ifi- 192.168.0.2,

16 AL AR 55 e i P S
vi /etc/audit/auditd.conf
#VEE W W 1A 60

tcp_listen_port =60

EVE) Sy

#service auditd restart

P i 2R AR A I HL S -

#dnf -y install audispd-plugins
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(LR U ELR

#vi /etc/audit/plugins.d/au-remote.conf
#IH A H LB HE RS 4%

active =yes

#vi /etc/audit/audisp-remote.conf
remote_server =kylinl

#BCE W W oy 60
port = 60

#vi [etc/audit/auditd.conf
log_format =NOLOG

SEE Y&y

#service auditd restart

8.1.2.7. aureport
AR N R RYIR S, AT aureport fv4 . ASRHAT aureport

AR, W2 Won il EdRkFE. N2 Lol

Az 1 BOREE I ] A 2

aureport -ts 8:00 -te 17:30 -f -i

AT F P R A (R S 2 A -

aureport -u --failed --summary -i

HE AR G R -

aureport -s -i --summary
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8.1.2.8. ausearch

il ausearch, ZATLUEIEMIRRFIFIAL &k il LUE i B (e i
SN E B IR B 4 PR DL root FF #h4T ausearch
e, MEIREERE, FACRA 4 FRLH M TR, AR
AR TEIARIC .

/~f: ausearch -f /etc/passwd

[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle="whoami"

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uig
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0@ ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined_t:s50-s0:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_ u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0O ses=34 comm="1id" exe="
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s50-50:c0.c1023 key="passwd_c{

A 8-11 i %R
CITRAELE IR
time: #i I H] ;
name:#i x4 ;
cwd: T AR ;
syscall: G R G T ;

auid:#11H ID;



BRSPS 2L 55 BBTE REEVI0 RS0 5 Tt

uid F1 gid: Uil ST 1D T2 1D
comm: P U5 SCAE R A 2 5
exe: FTHiAir4 BT PAT SCAFREAR

N HEDE LA

TR ARG RN T

ausearch --message USER _LOGIN --success no -interpret

WRITARER, B4, MOZE, RN m:

ausearch -m ADD_USER -m DEL_USER -m ADD_GROUP -m
USER_CHAUTHTOK -m DEL GROUP -m CHGRP.ID -m
ROLE_ASSIGN -m ROLE_REMOVE -i

RN E R BB R M RGP, (LT %

ausearch --start yesterday --end now -m SYSCALL -sv no -i

G (key ) REIFFIICTE.

auditd A=l HAESCHFN R LR S, WERICA BEE G Y, EA IR

T, S (key ) ATLARERICE

(L=

B auditctl A4 s — AL .

auditctl -w /etc/passwd -p rwa -k passwd_changes

TSR ) R IE R U R BB B /ete/passwd K - R PR AT

e —HA NS T8 i, n MBI R e (key ) REITH

fHdsx.

I (key ) RETFFIFICHE:
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ausearch -k passwd _changes | less

F a4 Bos i si& i /etc/passwd SCHAERY H R, HARE B 28

8.2. RAN

TERCE RGN, EIRBERIEA N RS 5 B EWAR TR 2 B0, %
A AT S IR AR | TR s ], BRI S, LA RIEAEIE Tt
PRI 85555 o ASRE UL Qi far 6 F LA 7 SRR PP A DR I B ] AR IR 25 5 5
RGP RRIX KR

8.2.1. KYSEC %44

SR IBLE S YIRS R R G V10 454 P B R e s R BLA [ 9 S Mg
TERGRLANLE], $EH T IETARIC AR TR RIALE] , SCixt R G R
PRC UM FIRAT AR, 0 DR HIR IR ) T SE AR, A B 1) S et . STl AL
WP SCERAT . BB AL R, AN RGO R,
i B AR BRI SO AT, AR N4 T 20, 45 DL SRS AR PR 1 B
7o
8.2.1.1. L&HaWREKE

KYSEC A PRRZ; safl#s (normal) | ##& (softmode ) . i#
Al A BERATIRE N R, RIS IR P PATICA SiEbric i R, T
B, Rl AR RN R BT, RES I PR, REBIA
KYSEC 4RI KHPRES , HHATHM . SR AR ARZSHBAL 6

HIRAS, = AUar KMl .
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B E kysec LARAs

#getstatus

KySec status: Normal
exec control: on

file protect: on

kmod protect: on

three admin : off
WE kysec Z4 RN AL
#sudo setstatus softmode
WE kysec 4Ry o i AR
#sudo setstatus normal
8.2.1.2. Tl
BT BRI 55 ARV E AR e V10 BN T SCIFRAT . B A =
AR, RGN, b A i B Sk bric i set:
AT, A2 T3 35 WSS MR AR 1L IAT o AR AT A7 0 Rl P T S0
TEMER . B, #I0. B3l EaASEREE, Segs kT,
(1) AlPAT SR PhA Tl
W F AL tmp/Is THRATRIH

#cp /bin/ls /tmp
#/tmp/ls

{HAE B 51 B tmp/ls 1Y kysec #ricJa, P WA #4047 /tmp/ls F2 1
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#sudo kysec_set -n exectl -v original /tmp/Is

#/tmp/ls
Fltmp/ls BIFP NG, FEF ANREFHUT

#echo “ " >> /tmp/Is

#/tmp/ls
(2) AIPATIIA A T4
BIEERIA SCFtmp/test.sh FEEIMPATARR, WA a0F -

#!/bin/bash
echo “test”

#chmod +x /tmp/test.sh
EH P 4, AT -

#/tmp/test.sh
#bash /tmp/test.sh

RO PR EIZ SR kysec brid)a, BT ELAEIE AT .
#sudo kysec_set -n exectl -v original /tmp/test.sh
(3) WA P T 12 il
FH PR Tz ny AZ SRS ) 21 35 H 5%, R 22Uinabs DU A, Iy
KYSEC Jifig, Wz .

#cp /lib/modules/"uname
-r’ /[kernel/net/netfilter/nf_conntrack_ftp.ko ~

#sudo insmod ~/nf_conntrack_ftp.ko
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ERkPs DL A EARIC, TURT Uiz .

#sudo kysec_set -n exectl -v original ~/nf_conntrack_ftp.ko

#sudo insmod ~/nf_conntrack_ftp.ko

8.2.1.3. MRy IhAE
SCHERAPIIREIT IR I, 2RI RSO RERE B, HEAn 44 . MBR. XA
RETR I AR G0 I 0 & S A BRI E B
25 BB SR A PRIC |
#sudo kysec_set -n protect -v readonly /tmp/testfile
25 SRS BRSO AP AL -
#sudo kysec_set -xn protect /tmp/testfile

25 S /tmp/testfile & & SCHRI IFRIC S , WIS IE & o, 5 4 24, I B
/tmp/testfile SCF. W ERAEN SRR I .

#echo “testl” >> /tmp/testfile
#mv /tmp/testfile /tmp/abc
#rm -f /tmp/testfile

8.2.2. HuiEFRE AR L

AT B v IR 55 A B E AR ST VL0 SEBUH P AL A RS AR B P B s A A 5
FHEET I OLG], W6 T SCPHRIAEEIRE, B0 ORI B9 SCPF ORI AR A
HFEES, RIMEEARYE A $Ae 8 31 SR Rt Je 2 gk BOHAt Y - RO AL AT B 5 1]
I s S A SO B B A 1) Sl 3 = AL

@ FAEkEE, M AAEHEIOS A C SR RGPl W, WA %
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R FH P S B Bt b 25 5
@ HEit=, AP BAIXT A C AR T IR, AR E T H
TR, SRR, S
8.2.2.1. [RESKIE
B B B AR AP LR 44 3% /box . P ] boxadm 4t — 4 itk
SRR, Hobry e . B sRESFEBUASBERO I P U5
test J B —A U R4 testbox, FFHTEE— 30

#boxadm -c testbox

#touch /box/test/testbox/testfile
test i P& & /box/test ) H 5% M -

#ls -1 /box/test
testbox
#ls -1 /box/test/testbox

testfile
{H root & & /box FTHIFH®, .
(1) Is -I /box/test fir 4% i th % /box/test/testbox, $E/x “EH
w07
(2) Is -Id /box/test/testbox 7442 7x "No such file or directory”;
(3) Is -l /box/test/testbox/testfile fiy & #£/x” No such file or

directory”

#ls -1 /box/test
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#l|s -l1d /box/test/testbox
#ls -l /box/test/testbox/testfile

8.2.2.2. Fit=
M PR boxadm i & SO RIPAE T B SR IE AR, dn 3L s AR
H SR, A O RE D ) i A H 5%
test A/ i% & root Xf/box/test/testbox H & HiszdtZABR)E, root
F P4 gl /box/test/testbox H 5% -

#boxadm -s -u root -p rx testbox

root FH P HATan R4, WA LA 3)/box/test H 3% T 77 testbox H

5. /box/test/testbox H 3 F1E4E testfile x4,

#ls -l /box/test/
#l|s -1 /box/test/testbox

8.2.2.3. boxadm mfdi 5k
test H /A & — > B EE SC 4 R P 58 testbox , & A4 B H %

/box/test/testbox:
#boxadm -c testbox

X B root Xt/box/test/testbox H 1) Hizdt=ZARj5, root ' A fE

Vilnl/box/test/testbox 5% :
#boxadm -s -u root -p rx testbox

% & root Xf/box/test/testbox HEMiLE LEMIR G, root FI P A fig
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%5 /box/test/testbox H 3

#boxadm -s -u root -p rwx testbox

v F /box/test/testbox H 1 Box {3 K. .

#boxadm -i testbox

Access:user:root:rwx

% root H P Xt /box/test/testbox H gL ZALR .

#boxadm -s -u root -X testbox

il /box/test/testbox H 3¢

#boxadm -r testbox

8.2.3. il Vil

AT RN 2 EIE — P R E R E LR Ui RG], B bne R G sk
EE VBN R B B AR TR R RE Sy o TSR, AR R R
s RE, XRARER M. Hk. TCP/UDP sl HEEpNA7EE . 1/0 #4554,

EWRFN G A BA —H L 2wl 55 RTINS RE, At RS

PAZ SR A T B ——AG A 22 TR I F o S 5 Al R T U5 1R o AR AT E AR HE:
i BRI ERA R AR ARG — A (RS ) AT, JeE B
b

ERFE A EARIE ARV (— RO — D), AR IR R A 5T
Ui MRAETTIRAOZRIUAIR], RIS IC B 5 T AR, W dir, file,

process %,
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LA ER S ARG e S BT R R, (4% SELinux HIF L 6
AL, AMEH MLS(ZR4L 4, DN SANH) R EIE L2,

FAUFI: RS TCL — A GIFPE ] DLYS A% 4, oot migkfe, 26
PUE I AR AR

It . HERR LGRS RS BLIS AT IO RE I AR AL e, 6 AL =Nk
fF: — R A B R R — A AT T SO R entrypoint D5TRIAER, 7
RERYHT (BCRIRT ) BB A L GO execute DiRIALER,, HERERY
HHTESEB B AR transition DiTIFLR

Ff: FI—LEROCHR , P MRLEImT LLREHT

LA BRI linux JHPXRE, SRS LLBEA
8.2.3.1.  SELinux ZAliskmE

AT B R IR 55 SRR E R G V10 IRAE R 2foK, &l T RE KB
SRITRERMS . =AU SLINRESRMG . AITHIRSS SR . PUATIEHRIZhRESRmE | 44 )
RESRMG . kvm/Ixc 25 RGENRERMS . REMHMEIT R 10 #7 H T AR . REH
st A SIPRCIA IR . ARIEA RN S &, &#l T ukmls. ukmcs #1 target
— % SE JLAlivRn
8.2.3.2. LASRmHHLAY)H

RGAEIEH RSN T A RV T AT IR S5 AR B
RIEFATTAY 22 SR B SR F IR BRI Al LASRA T, (BTt ok s sl
o H B XA RN B E A e AT 2 2 IR 55 5 R G A A T

o FH A A PR AR AR SRS, BRI DU ot P 5 e SR A T 1 e 1 e
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T A

(1) YR 4 R mg s A if)
WATHR AL T — 2 T H Ay A 0T DL A I Y AT i % A R g B,
Jusr/sbin/getenforce Fil/usr/sbin/sestatus., FrA H A H AT DL X sy 4
HEAT AR
getenforce iy 4 i 1 #7 & Permissive M E /R Y A4t T A4 # X, &N
Enforcing MIZR/R M aikb T fil =t

sestatus fr& M4 AT RESH LR N

#sestatus
SELinux status: enabled

SELinuxfs mount: /sys/fs/selinux

SELinux root directory:
Loaded policy name:
Current mode:

Mode from config file:

Policy MLS status:

Policy deny _unknown status:

Memory protection checking:

Max kernel policy version:

/etc/selinux
ukmcs
permissive

enforcing

enabled
allowed
actual (secure)

30

BN T 22 A Rmg AR, [l il LIS 2 A 22 e s O 15 8 «
TARMIT IR | Z RSO RGN R . BB S PR 24
SR RAS 122 2 3 H S 44 P

(2) gt
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N T BRIV RS — A sk ARG, (AR MR T a] DIEH
B THIR7Se o a8 BV D o

setenforce 1 ¥ & Jysmilii;

setenforce 0 W& M i,

ARG =AEHO T LA ZAEM B T LMEH] setenforce 1 #F AFFRHIH,
A7 PR v LI setenforce 0 i#E AZ fei/pbiat

(3) ZEFlZe 4 oems

TE 2250 IR Ry F AT Tt m] RSB AE I FRAT TG 22 A SR E A B4 Ut A7

B HEATTEMT
a) RGR T HEA grub SR,
b) fii A grub F B NZIE IS4k, K24k selinux=1 enforcing=1
&k selinux=1 enforcing=0 .
(4) B3RS,

ARG HEAE ARG, i root P RGBSR
8.2.3.3. EMECEAS

N T IR P A R AT IO, FAT TR AL 1 LU A X 2 i 42 4R
HEATHCE -
8.2.3.3.1. &FEmILML

R — L a2 10-Z SRR AL T A B SOG4 TR S TRE,
W: Is-Zid -Z fl ps -Z, XEEATIN T -Z S5 2 BomiZ sk b RE 1) 4 4

BRI, ls -Z —A3cf, i LUR A
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-rw-r--r--. root root sysadm_u:object_r:admin_home_t:s0O
Hrh sysadm_u it F R i% 0 E T sysadm_u 4K H ', object r
PR R TR {5, admin_home t F/R1ZSCERZER, AT
TR L AR A X LE AR TR il 8 WL A T D5 TRl )
8.2.3.3.2. BUUbriciS
LA BRG] LIGE i — S X RGE T SO 2 4 TR SCHEATHRAE, 2
chcon. setfiles #1 restorecon i,
/bin/ls 4>k bin_t 2874, 22445 81 5 v] LIS A chcon -t sbin_t /bin/ls
¥ bin_t &k sbin_t 2871,
chcon a4 #y-u 240 Mg oz s 24 b R ORI Z sk e, or<
ol Emfma, - SE0T LB SrE I Z g, HA BRG] DIA S ©
S B0
setfiles iy ] IR FATHY 2 4500 iR 10 SCIEXS R Ge b BT A7 St A T
pric. .
setfiles /etc/selinux/targeted/contexts/files/file_contexts /
restorecon g4 AT LMK & 1% SO B9 BRIA G 4 R 3C, 4. restorecon -r
filename,
FEXTSCAE I 24 B ORI T ERAE I 1 SRR A A i M iC i IR AR M | 2K

JRRFRIETEAE, BRI AT AR P Pt
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8.2.3.3.3. IF". MAEMEIILER

HORFRFA (login, sshd) st Linux P 222 20K H P, e85
I, R g T P AR EAE G Al — A Linux JH P ARiRAT o8 AR, DERCHY
AR P AREAT BRI shell #2204 FF SCH FARIRSAT . 22485
Wl Ff semanage w4 5E g}, 4. semanage login -a -s charlie_u
charlie, &~ Linux H/ charlie fE A% 2% P charlie_u S5k 255,

f#i[] semanage login -l 74 LIAE, WFE .

#semanage login -l

R4 SELinux i MLS/MCS 3Rl iz 55
__default__ user_u s0-s0:c0.c1023 &
auditadm auditadm_u s0-s0:c0.c1023 &
root root s0-s0:c0.c1023 ks
secadm secadm_u s0-s0:c0.c1023 i

— PRI R 24 0, (B AERl— B 20 Rt o —A e, aTLGE
RIS T H semanage fii A semanage user -a -R mgr_r -R charlie_r
-P user charlie_u A — T LIVE N Mt mgr_r Fil charlie_r 9% 45w

J* charlie_u,

A semanage user -l #HTEE, WTHE:

#semanage user -|

FricH MLS/ MLS/
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SELinux HF #ig  MCS 25 MCS il SELinux fifa

auditadm_u audadm sO s0-s0:c0.c1023 auditadm_r
guest_u user sO sO guest r

root sysadm sO s0-s0:c0.c1023 sysadm_r
secadm_u secadm sO s0-s0:c0.c1023 secadm_r

FEOAUOE— BRI S, TSP @R R, BARR DR AR 2
T AR A S RN B A Y S TR B 1 5 9 MU R A T4 o
8.2.3.3.4. mHAlE
F &8P AT i 1 [ RE R IC 1288, P n] LGdE i
semanage port -a -t vnc_port_t -p udp 222
FBIMN—AARiC 1B H
n[i@it semanage port -l #HfTEF, WFAE:

#semanage port -I

SELinux ¥ 1271 713 Vit 15
afs3 _callback port t tcp 7001
afs3_callback_port_t udp 7001
afs_bos_port_t udp 7007
afs_fs_port_t tcp 2040
afs_fs_port_t udp 7000, 7005
afs_ka port_t udp 7004

8.2.4. =K ML
AL R GAEE L e R G AR EELR G R, BN RGN Eh, K
KRS 7RG n] G M.
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FEBOGTEAR, g S HBZUEH51 root MRREEATRI 2>, 700
root(uid=0). secadm(uid=600)#1 auditadm(uid=700)4535I1E R EHH -~
R AAETE, AT selinux =AU b — D, WmfrfHMEsE
RGP B SN R G AR RIS, R =AU H

SRUPSLRGSER linux BUA FLP SO0 ERLHI B09 i , B Shfe 32 2
FE HRRAL GEV AL oL S =AU L P B 5 . =R Gefdi L e
linux FH 7 By BB O IAGIE B Ge 2 Sha] RLAR SR FRLA 536k 7 XA T By
B, XERGELTTENIT R, HAFE AL LR E RS IR
8.2.4.1. Ihe

ARG REALAR I ER I3 -

1 SEBIX I —A~ UID 4 O ByEZ A 1Az i =AM LG 9 B DIk
i, X AMAIE R G2 S 8 sk RGN H P SR DI A2 BT A vl Bl S B AL
RUMRITE DL, Rl A =AU ZR G At AR 2 5 P B Y o

2 SEIUAE AR D) E B OT By i, n) DL IR [R) 8 B 5L 4R TR AN [R] Y
SELinux Mtz HIF .

P IIRE SRR R , A ARG RERE R B R G 558 B %1 &
GEXHRE PO B TR B, B = ARG O = AV E R AR,
X AR AR P 2 B
8.2.4.2.

HARGEHNEAR o

X~

ERLINRE” o IBEME RGP R RGE LG A]

X RGBT KA, Y = ARG L AIRZS Y strict 5], RETEHL6
7
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ERFOIBRE
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AR T, SN AR -> T H->8 . RGN 0] US4 X

GfEdr. B I LG AT RS R B o DX AR AR I P bR S o

8.2.4.3. =fUHP A

£ 8-2 =NHFP@miE

P e #E
reboot REFERWL
init EH ARG BATHA,
ifconfig MR 2% LTS B
rpm BATEE T (EAREMBRIRN TR RIS 6L ) -
useradd WA, 4. useradd abc
passwd i3 P s, 4n. passwd abc
userdel MBRFE . 40 userdel -r abc
e insmod AR,
e rmmod T ERAR R
b iptables 7 A

system-config-date

Be & R Gt a) (ECE M 48 ] 1 2 ntpd

e 55 e BAE VAR R AT ) o

system-config-keyboard

HEALRCE

system-config-language

[EE]

system-config-network
system-config-network-

cmd

P26 LB A2
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system-config-network-

tui

system-config-printer

system-config-printer-a

TTENPLICE

pplet
RN E (P AT G IR S5 L D) 4 5]
setup
VR AT ) o
mount I3
baobab g T H
TFR A H] selinux (5 il
.  setenforce 1 JFJm szt
setenforce ( HABAE B AR AT HAT )
setenforce 0 JCH]s& fil =L
( AR EHRAREIIT) o
Ee A T 52 SR M 304 2 21 R 39 S
L FE L% SR A B A SC 1R S 0 A
Izl checkpolicy policy _src_t 2,
4n. checkpolicy -M policy.conf -0
policy.24
. load_policy -bq(/iik 55 i) E 4 %
load_policy ()% A g, ORIpf ] X HT Y Boolean

fHo
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chcon

A& RS A SR Je iy 26 4 R 3C.

chcon -t bin_t filename

chcat

BRI R B BUR S, 4. chcat

s0:¢c0.c255 filename

fixfiles

GBI 4 F R, . fixfiles -F

restore filename

setfiles

PR SCIFARIC, ARG IERME

. setfiles

/etc/selinux/targeted/contexts/files/f

ile_contexts /

restorecon

(UL NS E L el

. restorecon -r filename

Sseémanage

SELinux & H T HeAr4
. semanage user -|

semanage login -
semanage user -m -R secadm_r

secadm_u

semodule

B SELinuX SRIEARE L

. semodule -

semodule -i modulename

setsebool

& SELinux H11Y bool fERE MR

4n. setsebool xdm_sysadm _login=1

it

audit2allow

RV TR L5 RS e
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gy audit2allow -a

audit2allow -i /var/log/dmesg

hsii

WA R AR 28 0 B HE B B R4 )

audit2why

n : audit2why <

/var/log/audit/audit.log

MR HIHE B gEE xIE 0, avc,

pid, file, event, config %mZ(EE..

aureport
P 4. aureport -au

aureport -a

aureport -p

PR E TS E
ausearch
. ausearch -gi 0

Ja s d RS o
auditd
fn. auditd -s enable

BoRIRSIRES, wTFRLAR S
auditctl
. auditctl -s

GRaRIES
audispd
. audispd

8.2.4.4. JBEH5SXMH
KT 77 TIPS =AU L 22T e
1) AT PR TIF R =AU S Z ke .
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security-switch --set strict
2) ERAL, HHBEUUER
3) it security-switch --get iy &2 F Y REUNE iR 2 kA =
VAl S) =) T
security-switch --get

BTN LR e Sl I EISY

MATL g strict

AR | HHPIRES | ERAIRES
SELinux Ja H(Enforcing)  J& F(Enforcing)
B ava B H Ja
AT i Hl(Normal) JiHI(Normal)

R DI A 22 A ] DLOGH] =AU r 24 T RE -
security-switch --set default
8.2.5. BRI R E
8.2.5.1. /" UID mE—
EERG TP B P ARR CTFRUID ) S2AEERN R, — e L]
i i UID FIW A, Gl s SO0 UID 7e ] I 2 A 3l ie, i

A DAAEGEE P i T3l B AR F RS UID, % UID BT A 2 s A 4 A it
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(1o TADRESR AN P UID (e —PEfa A, B ORTERE MR E R G A an AT
FH A UID BeAA H R R —I

G ARGCAAAE kylin_1 1P, HiZH P Fry UIDCaidE g a4 :id - kylin_1
#F kylin_1 P E uid) i kylin_1-UID, #7740 M54

1.root MR P kylin_1
#userdel kylin_1
2.root A& kylin_2 F/ HAg & uid & kylin_1-UID
#adduser kylin_2 -u kylin_1-UID
A P UID ME—VERG A, SN kylin_2 FH P 48R al DIcYs ;s iZ390hE

G AR 2 PR K, $R: “adduser: JUSUAST ID” SRR R
8.2.5.2. H&aUMTH

security-switch J2 &4 TR —MHTL2RE N TH, #idix THAT
PHTUNT 3 Fheie A b4

@ default Bi:: JFHARSA kysec L2l ;

@ strict #:. A H kysec. selinux. =#4337, H. selinux S5 ukmcs
TR 5
@ custom Bz [ E SRR,
8.2.5.2.1. default izt
#E default &
1.kylin B3R R%, $Hhi7:
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$sudo security-switch --set default

2. =GRS

R
YL | MRS | BRRE
PATEE H(Normal) Ja H(Normal)

8.2.5.2.2. strict izt
ZE strict

Lkylin Bk 258, $47:
#sudo security-switch --set strict

(#7003 E root,secadm,auditadm =M B 51 (195485 )

2. HRARG

AR | MHPIRES | ERAIREE

SELinux JaH(Enforcing)  J5 H(Enforcing)
=HUIrar Ja H i

AT JiH(Normal) JE HI(Normal)

8.2.5.2.3. H&E X

WE HE R
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1.kylin B 2%, W A& L2, UG H selinux 224 HLiil :
#sudo security-switch --set custom -list selinux

2. HIA ARG ;

BEARES

SELinux 5 (Enforcing) f3 M (Enforcing)
8.2.5.3. WHIFRGEAUREM

ST AL T RGEIIRE , BUBHRAE RGO AU L 20K, SCAE
SARCHLE], AETT A VRE TS B A TR S5 A AR AN AL B AR
W R G L APUREOR , S IR 2 LE, STk sy, #iT R
SR SR, SRR IER 2T BER SU RIS B AR, PRI &

GUE ML B GE T SU fr AT auditctl SFHTHE BT R [, @5 TARE &K

pai

AT B AE SR FHECAS IR T = A0S I T P I 45 e

H T R G R T EAE L ARAN strict BERHHAHR DIREA SS9 /M B
ARG H IR SFAL TIHIRZ (systemct! statsu auditd ) .
8.2.5.3.1. &It

I PSRN, T S, WaeditH AP AEEE D . it HE

CARFECEER, wE L R SRS L B RIER RIS, .

Authentication Report
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2020 4 02 H 09 H 13:21:21 test localhost localdomain
/dev/ttyl /usr/libexec/gdm-session-worker yes 309
8.2.5.3.2. fruH# Il
A P TERS , PR T A SR g # T
A Clxs uid 2 600 A PSS T A d TR )
LR RGNS T, X uid=600 B H AT R T I
#auditctl -a exit,always -S all -F uid=600
2 LGP PATIRAE .
#cat /etc/uid_list
3HIHAFE R LA uid TG R AR
#ausearch -ui 600 | grep uid_list
W AP AEAE T T A A b A& E 2P IR 2 i E R .
8.2.5.3.3. K SE AT
FIEA P St hn . B (useradd. passwd. userdel) %17 ly#k2s
ARG
BN, e P R ilad $aureport -m- \] LIARE S P R R
THH&,

1.root B —"1H .
#useradd testuser
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2.root &k - %65 .
#passwd testuser

3.root MIERHF

#userdel testuser

8.2.5.3.4. M. HEMMAHTT

)1 N E a1/ R 1 D0 B L SN E S UE P (B S g

FE7E kylin H P88 R /emp/filel SCF K /tmp/test.dir H 5%

LHTHER RS RS, BSIE TR .
$auditctl -w /tmp/filel -k file
$auditctl -w /tmp/test.dir -k test_dir

2.kylin P cat &% /tmp/filel 4
3.kylin P rm BHBR/Emp/file SCF
4 .kylin F Pt /tmp/test.dir BT
5.kylin J %t /tmp/test.dir #4755 #:4E

6. FIHEHL Bk RS, MBRDER 1 i i .
$auditctl -W /tmp/filel -k file
$auditctl -W /tmp/test.dir -k test_dir

NBIANTE
AL AN, A2, 3. 4. 5 XTI B R ERES S TE#

THHGERREL IR 6 MBRMNG A FHC A A F T H A
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8.2.5.3.5. #pE
SRR AL J5 ] RLHERRHE € R AT HE R
8.2.5.3.6. Wit HiGfy
HAFHEHOA T AR HITH &
8.2.5.3.7. it HikHeh#
HH T HRBPIRE R BRKRER , S8 w5 IR R H e R 2k
LA LB X B SR /ete/audit/auditd.conf #E1T B4R
ZNYIE
1. # i & ®H R 4 % /etc/audit/auditd.conf 3¢ 4 , ff
max_log _file=1, num_logs = 3 Rl H & XA IMB, #43C
HECh 3
2. TS P 5L R IR 55
#systemctl restart auditd
3.H T B G B R
$auditctl -a exit,always -S all -Fsys
4. LA P A BEE AT AT, DM A R H R
$find /
5.8 HE BB A E W 1T H S SR/ H
$ls -lh /var/log/audit

2R 5 B E, RSHITHEA: audit.log. audit.log.1. audit.log.2,

Hrb audit.log.1. audit.log.2 X R/NER N 1M £45
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8.2.5.3.8. Wit H B EMR
TR AR RS () BB BRI, A A7 H AR . X T RE A3 1A
WRRME M BOE , T I - T-ghil# /etc/audit/auditd.conf,
il RS H B XK 50G, ¥ 30G B AEI4As R FEE, B
M A% H &S 20G LI ERSAH T &4
1. # i & B R 4 % /etc/audit/auditd.conf 3 4 , fii
space_left=30000 , B H & ff #& 25 [ B {H & 30G ;
space_left_action=SYSLOG, Rl HETEHA-FHEHE; (A
AT 2 (] R EAR A U3 3R e S P H Al 2825 Ta) i i )
2. A5 5L R R S

#systemctl restart auditd
HBR 2 J5, WRHESEFERAR/NT 30G, WHITH &P~ H

ey = |

IR = Wrialre)

8.2.5.4. SRR H &R
FATH IR 55 2R3 RGP AR 2 2 PLH DIES A RIZRB # 3 H &

ETin|

& ~¥e]

i kysec 2Ryt HGZAy
type=KYSEC_STATUS  msg=audit(1502938410.303:182384):
status=2 old_status=4 loginuid=0 session=4294967295
id=1502938410.303:182384

type=KYSEC_AVC msg=audit(1502886638.943:132300):

denied { execute } for pid=15325 comm='bash'

% 376 T/ #H274 T



e BT R e IR 55 AR E R GEVL0 RGUE PO T
name="'/secadm/|s' ssid=0x01 0sid=0x00 loginuid=0
session=4294967295 kysec status=4

id=1502886638.943:132300

8.3. B Z 2 EE T R-Z2H.L

LA R — 3L TR 2 S HE R KYSEC W HE T B At R G2 e hn A
R ORGP . R . NPT R AR IR SR IIRE , DRBE R G TR
(4 e e E

AR | WP MR R S D RE T Ik, 4
TRBE RGBT &4

LARNE: SRR LIRS . WESE. BeM% . REMmY . REHIT. &
BV WRTESER . SCOFACRR . XS IR | REAG A . BALSRED . K EE . R
Gidgdr | ROUEY . RS A 2 B AR S — S, B R BRI P R S

Y

W

C

W R A SR AL AR ST P A i A A A P BUE L], SEEER RS Y
G, RITRGER LEPIEEE T, AR g T
W2 ORdr . SRABLN B D RE, SN B RRIN R 45475, BB E3h

SN I E S 28T Sl 4R m Mg iR 2 et

ciic
=

PR - SR BEN R PATEERIDIRE, BRI . DR
17, R SRR, PRI R SUs T B L T i
REHIBTAR . SR BEHERRRT AR . NAZRER B ISR B SOIRE, TR RS

KHESCIFSE RN, B RGN IR IS 5 7 i
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NS S R Z 2 0P T .

8.4. BRIP4

TBUBESCOF PRI AR SR T AR B p AL A PR3P TR, S5 P Tl b
BRI RE, SRR, SR SO EROAR ], TR
b FH P e 2 4

HATI R A

ZEP . SR ) ECE B R DL S AR R R BR R, PR R R

TR S —M—% . — S EAE VLS, AT

TAEH, RSN BB R R P D B R TRR .

ad
[ayay
&
=

¥

FEAL: SRR MEE PR L E R A g Rk
P AN 7] 22 4 55 2 1A TN 8 o T 37 5t o

R ARAE . SCRFOR I AR RO SRA LS, 7 TH 90 Bl OO, PRI
PURHE A . KA RR

f o RN ESCHHE RS, g8, e, 5T 0
Fo

NS S IR SRR R T ) o

% 378 W/ #2747



£

s BRI R 55 AR R SEVL0 R GUE HE B T

FILE FAQ

9.1. [RAEMTT

FrLaumim A “nkvers” AR, (s SRR G R, T

VA

#nkvers
HHHBHBHBHBFHFHHKYlin Linux Version ##HHHHBHBHBHBRHHH
Release:

Kylin Linux Advanced Server release V10 (Halberd)

Kernel:

4.19.90-{ NWE/MiiAS}..aarch64

Build:
Kylin Linux Advanced Server

release V10 (SP3 2403) /(Halberd)-aarch64-Buildxx/YYYYMMDD

HHAHBHBHBA BB HBHBH B AR AR HBH B A B R BB HBHBHBHBRHRH

9.2. PRI T vk

TEZZE PR Z BT B el A MR G H E 2RI TR, ATLME fo-list fif

LREATAEN, WIRRG B % T B IR AL

yum install -y fontconfig mkfontscale

AT fe-list A e LR TR, IR A IA B AR SRS, mT LA
B ERN WA (ttf, otf &) jit A/usr/share/fonts/H % T, SRJE#H

IR A AL TR R G E B T AL

cd /usr/share/fonts/

mkfontscale
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Xt R R SRR S AR ERBVI0 REHHG T
mkfontdir

fc-cache

TILSE R Z R ] fe-list A R TIRE R, AR TIRER LRI,

9.3. ¥4IffE S &M

) rom -pai 4, ATLAAREIEEANE B

[root@localhost A 1] J#rpm -pqi
tigervnc-1.10.1-3.p02.ky10.x86_64.rpm

Name : tigervnc

Version : 1.10.1

Release : 3.p02.ky10

Architecture: x86_64
Install Date: (not installed)

Group : Unspecified
Size : 882530
License : GPLv2+

Signature : RSA/SHAL, 2020412 H 06 H A2M{H 07 if 23 /73

33 7, Key ID 41f8aebe7a486d9f
Source RPM : tigervnc-1.10.1-3.p02.ky10.src.rpm
Build Date :20204F11 H 13 H 2E#H 156 40 43 20 7>

Build Host : localhost.localdomain

Packager : Kylin Linux

Vendor : KylinSoft

URL : http://www.tigervnc.com

Summary : A TigerVNC remote display system
Description :

This package provides client for Virtual Network Computing
(VNC), with which
you can access any other desktops running a VNC server.
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9.4. WA ARBHEL

fEF rpm -Kv+u 2 7] ISt e ek, W nah “OK”

[root@localhost = 1] J#rpm -Kv

tigervnc-1.10.1-3.p02.ky10.x86_64.rpm
tigervnc-1.10.1-3.p02.ky10.x86_64.rpm:

3k V3 RSA/SHAL Signature, %41 ID 7a486d9f: OK
3k SHA256 digest: OK

3k SHA1 digest: OK
Payload SHA256 digest: OK

V3 RSA/SHA1 Signature, 4] ID 7a486d9f: OK

MD5 digest: OK
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