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45 RN N Btk S e A, RATS LR N2 EE, Mk ed

N
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FHBAER

KYLIN
ér%ma ST LB o R 25 S PR R GE VT RS B B T

PR R, JFDAHER AN A& S R m e AL AT AT R R
i UL B AT R SR RO i o FRATT K e R R A I A T sk, RS
MNAF B 22 A F AT 1A B D

=, i EEEMNMAGER

T SR AR DR P A T I B 4 R 0 i 3 O A Rt L T AR AN A
BV 55 5 B2 e 45 BUANE HT B NS B RIAH G T Re, ™ b 1E B BLVF T
RETHTHH . EW %,

LA AR T BB 4 /E R 2 AT S8 =07 b, W B KB FA IR

M. XTHE=T7 %M H B 3

A AL R TR BB A A R b e B B 5 = 7 BRI, B = R I B
TR REAE DI AT 28 = B AF B AT 3T

ST AL R T B A A R e b e B mAE Y 3 = O SRR I, O AT A ) 1 A
B A0 Y IR B RA PR B ERARAR: TR ABRFA TR

Fi. RTRBENEH™ R

RS B AE R R A7 ALBE S N, W RO RN, 7 A
R A N I A P A 77 i O ) B AH O IR 45 2k o SCRERI I 77 A AR IR SR B 24 (1)
G745 i O A A N, AR A L o A R AR B R A A

7N~ A 7 B e 3

FRATTOR B 38 I SE A FE W ACR], AR W AR AR SN, AT e i
B AR B A ] R ) B SRR AR S I R, AR R RS, A4 %
WS i IR . . AR I I NS R

L. WATEBR R RN

RS A FE B AETEARAT BE i), BUAEATAHSCI B VF . L, V5 56 R IBUBE 4R %
k2 400-089-1870 FF J7 M 3l (www.kylinos.cn) DA K BBt B 4 2 23k 47 5 10 1 Sz ke .
AT DL 3 % 3% M4 42 market@kylinos.cn 75 25 IRATEE & .

LRI G, BAT S Rt TG, — RSB, A FDRAE 15 A
THEHANGTER.

AFER AR ARG [ R AR b S0, B SO S =R
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BHBSAR 1 ERTEAR: BRI JUBE e R S5 AR AE R AV RGBT

DA AT A 4 3 SC, - DA STROA A
AT FEF H W 2025 4E 4 H 29 H JEECJBE A A AT B 2 )
Mk IR TV I v T DX U R T AE 2 AL )T 3 SR (300450)
Ab T X AL DY FR PG B 9 SR A KJE (100190)
KPP X = — K3l 156 5 T2 KJE (410073)
HL 6 R (022) 58955650  Jbxt (010) 51659955 K0 (0731) 88280170
fEE: R (022) 58955651  dbxt (010) 62800607 K ¥ (0731) 88280166
A Mk . www.kylinos.cn

BB F: support@kylinos.cn
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BB é{ AL ST LR 7 R 5 SRR RV RS B T
4% 342 7~ 152 BR

TR e SR 55 AR BRAE R L VI R SCRS (i ety JRas. e, BN
S HE CPU &« AT M 20 ) R G0 B LSS EOR N B, A T R e
IR 2 Ak, AT iy B SO M R A W BOR R S5 R T T

B s,
KT p A B AR e 2 L 5, iy A AT R 0 B 7 R [
CPU F & [ 48 1 2 45 0 200 0 (0 BB AS T+ 20 AT R AT bV 25 55 A T At L 3

Mo WA 22 5 Ak, 1S LUOHR AT LR e 0 I 55 B R A R 48 VL AE B4R CPU P & 1
DRUN S (R RS PR
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kVLINSOFT KYL'N
BB éfﬁmm ST LB o R 25 S PR R GE VT RS B B T
1. KT EEs

TBLIBE AR AT B 2 m) (R R < LB AR fF 7D v [ F 745 B P B A B )
(CEC) JE FAF A, 2020 4F 1 H Hy i BB A5 5 4 AR AT B2 =) A b obr -1
B 2 ) S e A T G, B0 T AT A S A R e T

LIS K AP LA 2 4 WA 3 A R G R R D A%, T 1) 38 T R T AR 4T i 22 4 )
WEAERG W, MO BRI RS RSB IRIERR . TW R BERAE R E
TNV ERAE RS R EARAE R G0 A AR N7 a2, A B I Y B I R
A OGRS, NS E 7 W CPU, fERAR LS. RENSE. WHAH
FHEARPE B85 Ty 1 B AT BUE A, ISR EL AT AE B A B 5K TR 4
Loz A n AR RGeS . MRS T ) e vk, U I  BRE R G IR
S 13 4R AP E Linux 173 1 R E— 4

BEEL A 1 3 EEAZ OO BRI BT, 2018 4E 2SR “ R B D — 5327, 2020 4
KA AR T LB 4R A RS V10 B SRV “2020 R R AT OREZ BT, A
BN E g B LR G 2020 FREE P RRHE BT T, 2021 4E BB £ 1E
RENERI (EWEE) D%, 2022 FENE TAGEE “2022 4 H 5 5 A 615
ANIEARNE 7, 2023 SE R AR CTFOBLEE 1.07 Bl E B ERVE N “2023 4R R Aok
2 B, BB AR A R AR B AR O Z MBI E N “EH KM E AT
DarHn”, NIEE B2 <Ol @t Ft— i B R R sy Ak 7, 2024 45 BB 1E R
Sk v I ] SR VRSO, T A R AT AR T BB R AR R S A ALPC RO, AR OCHT
L 2024 4F B [ B BHEE Tl ORBT I 7, ™ b b < HR AT U 7 NI o A
b it S AT B e AL T R o BB R AR SRR b I ) R s R B P - 4E
B ORI AR R AR [ R AR - IS AR “2024 R
KA R R AR DR 37 SE K Y A MEAITI LT 600 &4, JF@HRT
“TE KA SR R AL L R BRI AG R TS R R SOR AT
Ayl 7y B A AU BB AT Q)@ AT B AR AT AL SRS . i CMMI 5 2%
PRAL, LA A TR AN B AR 0 L B IR R AR TR 0 AR, e 5 HE B A 1170
W, Hh AL ] 563 B, Gl A EAER 667 T, TREMIZ S5k EEK ., AT,
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k YLINSOFT
FHBAER

KYLIN
ér%ma ST LS 725 R 25 S B R AV RS HE T

P AR /36 B B AR AR VR T 90 4RI, Bl 161 5 S0 U™ BUJR) e Dk g ok T 50 TR AL
AN 7,

BB EAEdE BT, K, B, Kyby ML B KL M. R, M
B FE BREL BT RS TRBHL JE TSR A SR, IR Y A 4
[ 31 ANE S 2 AR sm .

TUREE B v L A AE S AR W, HARZ IR R R R A A AR
PRFER R, B SE 2 B B AR A RE, O 1 5K A5 ek 22 4 BB e ik A ) S 4
A 2025 45 4 H 30 H, BUBE PO O 50 SOl (08 e R BB 79 5, B G A
W 567 T I, Bl EEE 646 J7 I ARAIE N E M R VM S o 9.8 7.

TLJBS AR AR BTN A 5 R A, DAL 20 R 0 S L]
Vi, BREBUT S T ra, WR P ER AR A AN B R, H T
TR A BB ERAE RS <5 fp” R R. #MAER . INMEE R, ITRAER, P
AR, HSTEBEAESHXT ORGSR “TE 7 84ERE R LT
gy, FRENREEEFEERBERREWAL.

TEFFUR AR B 7 1T, e or S T 45 A R S8 PR AL X openKylin, & 7ELRL “JL1” 24
sy BL TR D). JRAIRR” X EE, EIFE. AR, T I ERE
fitt b, IV RO T RS A S AR KR AR SRR, LR T I SR 1 A
RGP, #5) Linux TP R & LB AR BRI . BE 2025 4F 4
H 30 H, openKylin 4L X J " & 209 J5, #HX &R 1030 K, TR EHE
14 N, B8 131 A SIG 4. M 2022 SETFUA, openKylin 3% 4 P 4F 3K 1F v [H
fEIA e “ ek A5 FFIRAL X 7o bAb, MBI S 1E 2K B TR I 95 ik 4 45
H44504 N ; /E4 openEuler JF ¥ AL X & # , L Maintainer £ 43 2K 40 80 /4N Tit H ,
Bl A WA TTHRES — 7E OpenStack 4k X 5Tk A7 51 [ 4 55— . 4Bk =
openKylin #: X T4 58 f 1] FF 805 795 56 4 25 45 18, A2 0 48] ple 2y 51 300 A T 58 415 1
I H

2. EAXRGEHE

XER TG T IEAR R GE BAES, WA E . DA E .
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kVLINSOFT
BB éf%%% SO e T 5 SR RV RS AT
ZH BT E DA M A AL A .

2.1. ZGRXINBERIE

REMXEE R RAEMWS A - F M E SRR E . AR E 2T
A G B TE R P S B R A R R . X e B R DL B K
/etc/locale.conf At F SCAF B AT 1] localect] fir %o #uAh, %80T LLAE 7 188 5t i Rk
1TAE%, TR S % BT M.

2.1.1. EERSHEX

ARG X B SCE K Jete/locale.conf, 7 R 40 A BN 515 systemd S HEFE
XA B SO AT A B — AN R 25 BB F P gk, A IR 45 B F P Al mT 8 el B
SCAE . BnTE T O TETE, X A 4 [ ) /ete/locale ST BB AN AT E

LANG=de DE.UTF-8
LC_MESSAGES=C

LC MESSAGES £ ¢k & T 12 W7 i1 5 i b v i HH SCOA R 20 o L Athy 208 T 35 B A
CEIER 2.1 TEFT R

%% 2-1 fE/etc/locale.conf 34 F0 B fic B IR

[ R Hik
LANG SRt R G X B
LC_COLLATE 8 X% IS IR HE R b s R )
LC_CTYPE 5 A 85 oy RM - RF s A 2, 20 e A7 7 445 1R A 387

Ao WP, PR R TIEEZ TN, WA
ENS5. e B BN DI R

LC_NUMERIC LB ) 0 Wik 2

LC_TIME IS 1R R 8 A 2K

LC _MESSAGES |#/Rf5 RMiES

2.1.1.1. BrRYaES
Localectl iy & 7] ] TR & & S A MR R . BoaMaric s, o

AP
filr 2 :
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TR R0 0] L B v IR S5 S A RV RS T B T

#localectl status

2.1.1.2. BRAAMRXIR
2R ] M X B SR AT AR A0 i

#localectl list-locales | grep en

2.1.1.3. EEHEK
MCE ARG BAMLIX , T Z Lk root HI )7 5 33847
#localectl set-locale LANG=locale
7 AT BAE B3 A 1 M DX B s 75 LUARES locale, W38 3 localect] list-locales
o R AE A (X
2.1.2. EEEEHH

Bt B A R G R S ¥ SR S R T S A SR )
2.1.2.1. BRYHEE
Localectl i 2 n] H THCEE S AN AR . BoaMaicE, "AHmT

IS A
HIJ/?\:

#localectl status

2.1.2.2. RRHEEMBIIR
R T B A AT R A1 2 T A R A R 4

#localectl list-keymaps

2.1.2.3. EEES
NC B R G BN A A )=y, 5 2L LA root FH 7 431847 -
#localectl set-keymap {map}

FH P uT DLE 0 1 8 A =) b s A7 AR {map}, @1 “cz”, nJil it localectl
list-keymaps 1 & & & ) BER A 7 %A 238 v F TR0 & X1 % AR 88 48 A S ik
&, 154 --no—convert Z HU 1 AN ARG . [RIFEH AT BLF 4y & 5 Oid & X1
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TR R0 0] L B v IR S5 S A RV RS T B T
T A

#localectl set-x11-keymap cz
U R A B XL B R iy & AT 2% S P B A A R AN B, T RUARE T G T iy

#localectl --no-convert set-x11-keymap cz

2.1.3. HhEE

Hofh B 5 TCE AR G X RN B A SR N T LS % e 35 T, [ iE v &%
2.6 FRWUEF AT RN 5.1 T,

2.2. M&KFEEE

2.2.1. FH}EMKEE

FI P&, LA ethO A 51«

#nmcli conn add con-name ethO-dhcp type ether ifname ethO

ipv4.method auto

Horp “eth0-dhep” IERLM AT, w LIRS B 15 2y 44 7 i id iZ g4
4 7 “ifname eth0” JyPd & MM T, MR4E B A& D% .

2.2.2. BESMBEE

&, LA eth0 24 .

#nmcli conn add con-name ethO-static type ether ifname eth0
ipv4.method manual ipv4.address 192.168.1.10/24 ipv4.gateway
192.168.1.254 ipv4.dns 192.168.1.254

Mo “ethO-static” KHIERZ A F, 7RSS B & 0075 2y 4 7 (012 f 1k
11445 “ifname eth0” JHPCE MM L, M4 W &0 D0 3% w5 3, TP, 5~ W HE AL .
I K FR 4 S o ) 2% Fg i T '
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FHBAER

KYLIN
ér%mﬁ ST LB o R 25 S PR R GE VT RS B B T

2.2.3. HEE DNS

¥ - & i, %% /etc/resolv.conf, ¥ B nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1

2.3. HRAFR EEKE

BAE RS 53 LLUT A IR IXC
> SEIFI T (RTC), S /E B2l & ] USRS T R Y AR A& T,
15 FEHL R B BT ] oF 1 .
> ZRGEINIR], ST LT SIS IS R IR B AR AR G AR RS R AR I TR . 2R RS
SN AL PG AL R G ) 5, ZR GE I TRl Bt 37 SN TE) 5 AT VR
ZRGEIN (R b R A eI (UTC), T4 R G A [F I X,
A b ISF 1) gl A& P e A IS DX PR 0 52 I 1]
BAE RGP T =Py AT IR B T H, timedatectl. date FI1 hwclock. LA
TR A S A T H A

2.3.1. timedatectl TE{E %A

2.3.1.1. EYE7HEAFNEE

fir & timedatectl 7] LLIT 7~ 2T F G0 i ) FUPL &% 0090 BRI 1) A L e s & . W
oS AR S NTP B0 [E 25 1) R ST TR

#timedatectl

A2 8 chrony 2 ntpd Ik 55 RS A & L8 A timedatectl T 5, 40 FE AR 22 55
M55 M E AR S, EHRATEL T a4

#systemctl restart systemd-timedated.service

2.3.1.2. TEYFFE
PL root A iz 47 LA i & 0l DG 244 1 B 1]
#timedatectl set-time HH: MM: SS

Forp HH AR, MM AR08, SS AR EL, BIfmfi ks . XA
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BB é»’fa;mm ST LB o R 25 S PR R GE VT RS B B T

[F)F°F 1] DL 5B 28 G ) [a) A1) BRI 1), 2 RS8BT date --set F hwelock --systohe i
4.

RGBS TR C & L T UTC, o SRR L T A< b I [R] o 0 & AR Ze N 1], /5 222U
root Ji} J1iz AT BLF iy S B K

#timedatectl set-local-rtc boolean

R T AR HU I ], 75 20K boolean B E N yes (B y, true, t B 1). Ul
HTAFH UTC W), WZEOK: boolean Fl B 4 no (B3 n, false, fi# 0). RGER
i\ boolean 4 no.

2.3.1.3. TENEEH
PL root ] FH i 4T LR fir 4wl DAA& o 24\ H 39
#timedatectl set-time YYYY-MM-DD

Hh YYYY fORED, W 4 8RR, MMARE A, WAz 8&7r; DD
REEEW, HWALR R a0 R T ERCE W), "L 78 B 280, oxflan T -

#timedatectl set-time '2025-02-17 23:26:00'

2.3.1.4. UMK
AT LUR i & 1) BLSE 7R 2 /i I X
#timedatectl show
UL root il PUE AT UL ir 4 AT BUS BCH TN X, WAS O« 1 s
#timedatectl set-timezone Asia/Shanghai
BN A N DX AR

#timedatectl list-timezones

2.3.1.5. FEPARGSEERSRETE
LA root [ iz AT LA iy 2 W LA A /48 I 1) [) 260 I 55 -
#timedatectl set-ntp boolean

Ja H 525 H i 20L& boolean fH 4 yes B0 no. B W75 % A 3[R 2P — AN @ i
INf A R 25 4%, o LA AT BAT i 2
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KYLIN
éf%mm ST LB o R 25 S PR R GE VT RS B B T

#timedatectl set-ntp yes

2.3.2. date TE{EMRIA

2.3.2.1. R YE1HEAFNEE

4 date W] LR M HT RGN . I IX . HIZEE R . JEa] Ll i S $0--utc
R A HT I X TR o 3l i “format” by 7 A7 K B H AR e IR A . W ) format 15 BH 4
I

® 22 ZH A

SH ik

%H PL HH #% = 25w/ s

%M DL MM & 2% 25 i 2 e

%S PL SS & 2 4 i R 4

%d PL DD #% =X far 4 i H 5

%m A MM & =% =45 H A

%Y PLYYYY #% 2% H 24 5y oF 4y

%Z Wi A, #ldn C EST

%F L YYYY-MM-DD #% X5 th 4= H H, T2
$%Y-%m-%d

%T DL HH:MM:SS #% X th 4 qy st 6], 254 T2
$%H:%M:%S

AR
#date
Mon Feb 17 17:30:24 CEST 2025
#date --utc
Mon Feb 17 15:30:34 UTC 2025
#date+"%Y-%m-%d%H%M"
2025-02-17 17:30

2.3.2.2. TEHAETK g
LA root JH iz 47 BB iy 4 w] RUE S04 i I 1) -
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TR R0 0] L B v IR S5 S A RV RS T B T

#date --set HH: MM: SS

Horp HH ARR NI, MM R 8, SS REMDH, HFEMM R R, XANHmd
[F) B A LA B 38 28 G I () ) BRI TR), 2 2R LT hwelock —systohe iy 4 o

R0 BRI R P T A Hb Ny R), 4n SRARIE T UTC I (AR B & R G I 1], 75
ELUL root | FIBAT LA T i A 1B K

#date --set HH: MM: SS --utc

2.3.2.3. TEYHFEHHE
Pl root F P iz 47 LA R dn 2 nl B & | H -
#date --set YYYY-MM-DD

Hrp YYYY AREFEA, W 4 8RR MMAUR Ay, " P AZACR 7R DD
REEHW, FHWALR R a0 R T ERCE W), 7T LA 78 BN 280, oxflan T -

#date --set 2025-02-20 23:26:00

2.3.3. hwclock T E{Ei%AA

2.3.3.1. R80T HBAMEE

T4 hwelock AJ LB /R M A RGN . N IX . HIWSEEE . JFnr LB S5
--utc 8k --localtime ‘it 7~ 24 B UTC B X Bsf o) F A< Hs s [a) o 7450 40 F .

#hweclock
Mon 15 Feb 2025 04:23:46 PM CEST -0.329272 seconds

2.3.3.2. TESHIHAPFIE A
LA root 3z 47 BAT iy 4 n] DU 25024 i I 1) -
#hwclock --set --date "dd mmm yyyy HH:MM"

Hor dd AR H I HH ACER /N, MM AR 7081, SS AR E, WKW«
No Mmm ARGy, VLA o3 = A0 B S R, yyyy AGRSAr, DAY A7 %k
F RN o XA A Tl i 2 H--ute 8i—Ilocaltime [X 7 Ac & 247 UTC B X B (8] A1 A
Hb IS 1]

BT UTC IR ECE RGN R, 752 LA root F P igdT LR e 18 o, 7=
Wk
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KYLIN
ER7TIEAR BT BB = IR 55 AR AE RV R G4 B Tl

#hwclock --set --date "17 Feb 2025 21:17" --utc

2.3.3.3. EFRGES5TIERE B
PL root F 1 i& 4T BA K v & [A) 20 38 R4 15 ()

#hwclock --systohc

2.4. APEEE

P BCE W DO R i AT A 5, SRR -S> E >R P >0 T LB
A, IF Hoar BURC B S AR AR 7 28, B AN 2 L s, e B A
BT ) it R ) o

@ H5EER %

FP ' ]

FE P BT

@i Es

sl Jak i

O BER
EERRPAUENEAR RS

IRERRF
IERP R RREE

o
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kVLINSOFT KYLIN
BB ﬁ‘ea;mm ST LR 7 R 5 SRR RV RS B T
B 2-1 Bk

FI B e Bl i, vl UK K P o 6 DA B Sk B b AT OB S5 iy <A oa hg
PAR AR BT 55, sy MR B loRe T N R

@ ux & Q 8

Uil
I
O
X

e WA
S gpEs
it P =L
O BR% E2R R
) EE
OR::F
O &
@ %7
HipEP
2@ TEMH oy = R Bt R ;
& sane feag s
8 BiF
+ &

@ @

G i

& 2-2 i Pk

2.5. Kdump #§I

Kdump J& 551 kexec K] A% i1 e i ML, A R G0 Bt . SEBIERAEHLIN ok
e fik WATIEAT Z 80— A DRI S5, TR 3R A A% 3 5t 1) I A = 2 1) crash
dump . Kdump F& 324> 2 1k B nl e 1K) A% 5 A7 HLT . 5 K B0 D0 e A 3 i 35t e ik 230
AN A B AR R SO RGN AN B g i i A B R S

Kdump 5 ZEPNANFE H AR, A AR IR N . B N R NI
SIS MR ARG BB, AW NS AINETAE T, EIXA I gk th
Kdump /74— T3 A s 476 BN, 2 s 5N ramdisk CREAUL A A7
B K NAFBIUSAE R AR R MO, R A AE T T s A TR
ASHEAEAE B R dump core SCAFH, — HNAHE BBURE N, R HAE
JA -

Kdump AL FZAAFEN 4144 kdump F kexec.
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BB ﬁ”fa;mm ST LB o R 25 S PR R GE VT RS B B T

kdump 1 ] kexec JA SN 2R AL, LUR/INNAT IR 3 DL R e it B 45 iﬁ?\ﬂ‘ﬂ%
BT NAEI S eIk N AZ R s . BT kdump AT kexee JA SIlisk N A%, SEid
BIOS, JrLLZE— WL NA-AF LAOR B o 32 A STt 6 il ) A i

kexec & MRS F) kernel IALHI, BB TR IEAEIZATH kernel 11, JH3)—
B kernel iff AN HOBr 28 BIOS il USSR 3N . B4 BIOS #RSAE TR K
IR IR), IR AE R AL BRI IE RV 2 A e 25 1 Server PSR, BIOS 246%%
CEAHETP

kexec BLFH 2 M 4> — RN HH RL I kexec load, i 5i7E L™
P AZ JE B IS J 3 9 AZ I &% B 4 e kb . — R P 8] ) DB kexec-tools, K
AR N A (1) bk AR 8 45 2R 77 A%, NIT 7 28 0 73 ¥t 1) 1) i B 1 3 380 47l 3R P9 A% 1Y) 1
bk B AT

2.5.1. Kdump #<${TEE

2.5.1.1. =¥ Kdump EERKRGE

% 2-3 Kdump J7 i 14
L QLR A Ui B
kdump kdump# AF 49
kexec-tools kexec A, kdump H 21 1) 4% Fi T 5 B AE b A A
kernel-debuginfo | 2K 73 #frvmcore L
crash vmcore 73 A1 T H
i FHKdumpfiR 45, Ttz dix e T HAY, Z3EamAuT:

dnf install kdump kexec-tools kernel-debuginfo-common

kernel-debuginfo crash

2.5.1.2. it grub

Kdump 4 A 75 200 & kdump kernel [ P A7 X 38 . Kdump 2R #:E R4 1E
i TR I, ANBEAE ] kdump kernel fir v I B A A7, i B XA Ty EAE
/boot/grub/grub.conf 3L, & 2151 F#B 55, M crashkernel. Crashkernel
() Hs X

crashkernel=nn[KMG]@ss[KMG]

24 U1 J 294 T



kVLINSOFT
FHBAER

KYLIN
éﬁamm ST LB o R 25 S PR R GE VT RS B B T

i nn R IR A crashkernel 788 2 /D N A7, ss K754 crashkernel Tl B N 17
IR/ R DA

B sE R HEE )R JE, 7Ll cat /proc/ecmdline &% kernel Ji 8l it & 1% Wi ,
HPE&L MmN T crashkernel Ji .

2.5.1.3. JAshfIEE Kdump k55
A& Kdump Ik 55 fir & Wik -
#systemectl status kdump.service
R Kdump IR 45 A TF i, A5 H 1R dy 4 5K i 8 kdump %

#systemctl start kdump.service

2.6. FRENVFHR

/\%%%tﬁﬁﬁ)ﬂﬂ%ﬂﬁﬁﬁlﬂﬁ’]ﬁﬁﬁﬂ FELCRE OL T ] AT BB
JURURA BEAT B i 2, IR AT LU su B0 sudo fir & 3RAG 4 BE SRR R AL

2.6.1. su@SIH

M AEH su iy &0, 7% 22N root FH P #0550 UF il i 5 mT LASREL root 1
WARSE ., —Hil su BN, XN BT A BN root 7 #4E .
H T su 7] LR HL root A F AR, IF DALt 3k LAt B P AR, WT RBAEAE — 08 &
G 0] . DA ] DA o PR B 2 B wheel SRFEATBR . LL root I S AT AR dr 4

#usermod -G wheel username

% PN wheel 85, v LLRR i KA XA A HE ) P o] LS su i 2
Yillo BCE su [ PAM 1 DL %8 /etc/pam.d/su SCAF, 38 75 00 Ba: # 7 25 K Al A s
IEY LIS EA

#auth required pam_wheel.so use uid

IR N B R S FE O A B wheel RO 7 a] BLIE R su 1y i) HoAth o
2.6.2. sudowSIH

sudo fir & foVF &R G4 B 531k 8 ] ) AT — 2L B A BT Y root A% . B AT (S
H AT sudo fir & I, i EAREARAT B SR B S, AR5 B root BUR AT i

25 U 294 T



kVLINSOFT KYLIN
TR él R0 0] L B v IR S5 S A RV RS T B T
4.

FEARN) sudo iy 2 W F :

#sudo command

sudo fir & A7 KB, H A7 7r fete/sudoers SCAF A Fu Vi I I 7 A e AE AdAT]
H CLIF shell PR85H AT sudo v 4, 1A A& root [ shell JR5E,

e B sudo 4 200 1 9§ /ete/sudoers ST, i H O A E B 0L P A AT LS Bk
‘B, WA visudo % Zﬁﬁuﬁﬁﬁ visudo AN A — & B REE BT 1k A
M P FEE e s = 2 W EIT E LR A . B root B4 H visudo 4T FF L& ST,
BINLCLE A

juan ALL=(ALL)  ALL

X AT B E EOE juan A P 0] BLDAT A EALIE B IF 03T sudo PAT LA iy &
X 4 B UL B users 21 RY 03 AT DUAE AN HLAUAT /sbin/shutdown -h now

AP
filr &

%users localhost=/sbin/shutdown -h now
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3. EXFEINE

3.1. Qt5.15

Qt s —ANEEF S M1 AKX ) N7 TF R HESL . RE = 4 1% 1]
K AT 1R AR T B N 2N Rl BIR B e b AT AR BRI R D Re AR RE
Qt5 /& Qt TR A, JF R A B3 REGE LLE AL FH P St Lt 22 A B b I & B
J¥. B Qs H ik (1) JavaScript Al QML 2 RF, FF & N G ] LU fin i 2 R
Al N 4T3 SR C++ A1 Qt Widget. Qt5 55 Qtd = BEAe 7, I £ B AL B AL i) A4 A 28 A
Qt Platform Abstraction, 55 T A6 ) o] B AL 1k

SR R AROA 5,15, B2 W E S A 9 https://doc.qt.io/qt-5/.

3.2. GCC-123

GCC &t GNU JF AR g f21H & S 1 as , SR 2 Al 5 g v, fl i C, C++,
Objective-C, Java 55, [A] I A0 51X 2635 5 19 )% XM . GCC & — R IR i T & T K,
R MIRRREN, ST A .

T B RS

> FF GNU b

i P A Ak T GPL bR

LA AW AT I, PR A

TE A v B At 9% BEE A 9 https://gec.gnu.org/.

3.3. GDB-14.1

GDB & GNU Uik, AVFA G RPN AT IR, 208 1 v e kA4 5+
WA A . GDB HIThBE © AL
AT — LE GBS 52 W L S IS AT 45 1 B A
TEFR 58 I 5 AT T A7 IR s
R ILIEAT I, & R P SR R T A4
B, LUIGUEFE P bug X7 52w, [R] I 17 i 30 8% e b VF 22 oA 1)
WA, i Gn A U A
GDB SZHFLL N g fE s 5 -
Ada
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Assembly

C

C++

D

Fortran

Go

Objective-C

OpenCL

Modula-2

Pascal

Rust
APl G N i A gdb”, BT JT GDB iR T H .

bash-5.2# gdb

GC Warning: pthread getattr np or pthread attr getstack failed for main thread
GC Warning: Could not open /proc/stat

GNU gdb (GDB) Kylin0S 14.1-2.p@

Copyright (C) 2023 Free Software Foundatlon Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying® and "show warranty" for details.

This GDB was configured as "aarch64-kylin-linux-gnu®.

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/gdb/bugs/>.
Find the GDB manual and other documentation resources online at:
<http: .gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".
(gdb)

& 3-1 B W
ES NI K TS Q7 N V0 R = (S N A A (O A = T <l
http://gnu.org/software/gdb/.

3.4. Python3-3.11.6

Python & — F ¥ B 177 9 K (1 1] 7] X R 4w #2158 5, 75 Perl. Ruby. Scheme
ok Java A48
Python ] — 48 17 2& ¢ P
WA, BT S T .
PPz AT fa] 5, X AE1S Python Bk VF 2 9w FE AT 55 I AR G 5, [R I 3L A
5 e ] 4 4
Bl — AR BBRAEEE, SV 28 W AT 55, B s k55 4%« H
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IE I8 A R AR B HURME B S 55
Python [ AZ H 452 XA 45 I3k 1) 45 1 A A v Bt AR 43 1R 45 5, python JF R A 553
i IDLE .
T RL S I LA PEVE S (U0 C B CHH)SEIL RSB AR, AT DU AR s BT 9 i
AT DLk N 21 BT AR B o DA I m] g A 4 .
LEATA /71247, %5 Mac OS X, Windows, Linux 1 Unix, dEE /5 iRA
AT ¥ Android fl i0OS.
Python & — 3K % P 4k 44 . T 2 8 fd ] Python, B3 K5 e 4 & 76 & 1 W H #2
J7 AN TG EATAT 2 H . Python R m] BLRY 1 B8 S0 32087 A A o
Python [1)— & 45 f2 5 5 R Pk G 55
1 % B A K 28 74 v] ] :number(floating point, complex 1 unlimited-length
long integers). strings(t.#%& ASCII Al Unicode). lists 1 dictionaries.
Python 34§ 717 A7 28 1 22 F 4% 7K (1) [H] [ 6 5 9 1
ABE AT LA 73 OB R A,
WA S SCRF 1R N R 0, I S BB A ) R Ak B
Bl R A2 i R RN AR . RS AR RR W, B I — A
FFER A — D) s T BT R e, T B PR M R B R
Python & & 2 guFE R L, 41 generators 1 list comprehensions.
Python ] H 5l A 17 8 BT AN 06 T 3)) 43 B R R JBCAC RS vh () A A7
T EOFT R IRA 3.11.6, TEAH TR A Y https://www.python.org/.

3.5. Openjdk-1.8.0

Openjdk £ GPL VF Al ) Java 1> & JFUEALSEHL, o1 Sun A7 A, #4817 —
A java IEAT A58, SZFF Solaris, Linux, Mac OS X 8¢ Windows £ F#/E R4 .

BT RRUAS (R R 4 P 32 22 AT

Lambda ik s\ fl Stream API;

I 1) 5 H 1) APT;

Fyit s 51 H

ARy SRR R BT MU i A

D PR R A

5 HT B ARCA 1.8.0, TR0 ¥EELE A [ http://openjdk.java.net.
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4. EHERLIA
4.1. ZEEMH

4.1.1. VNC EEFH

TigerVNC Viewer & 3k J7 il I B 8 10 & F o, sl FFER->VNC £ |
B, AN VNC RS 45 oA dide i, R sk,

UNC EER. EiEaT - X
NCHESE: | ]
| mm. [ #n. ][ sen. |
| om || w7
K] 4-1 VNC & 2%
Ay I AL, WL EYE . A BN BE AR DL R AR IAE AT A S I
=
VNC 28 FEAm - X
EEE‘ E%| ﬁ)\| Display| %%EI|
O B X EERS:
vl 44 ¥F JPEG [E48:
| omE || mE
K 4-2 VNC & E 25 i B
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4.1.2. ZiEEEFERF SSH

ssh THALLiEH &k 8] — G ByLas b, IR Eila Lairar 2. &
XJ rlogin. rsh Ml telnet #2 /57 () — > 2 2% i . A telnet fir > AHABL, A Uﬂrﬁ“ﬁ
Tk B - am LA

i
A

$ssh ip_address
filtn, FEF 6 ip Hidik K 172.01.01.01 KR EHL, 7] LAFE shell fiy 4
ITHRRF TN LLT 4
$ssh 172.01.01.01

A S UV PR AR NLES I 2 208 5. W P AR TE e
ANFEPIH P4, EEH a4

$ssh username@ip_address

Bildn, L USER %% ip Hihl 4 172.01.01.01 iz F2 EHL, A LLF a4
$ssh USER@172.01.01.01

F P B8 — UL, B4 BRI R 9 2 AR AL A5 R -

The authenticity of host '172.01.01.01(172.01.01.01)" can't be
established.
ED25519 key fingerprint is
SHA256:1xy64icRY ¢/h7XSOvUVywS7t7ThtmOsPT1s07wDDS5PS.

Are you sure you want to continue connecting (yes/no/[fingerprint])?

A5 T 06 1 AE T AR i) B2 Wi, TP R IR AR B AR SR AT IR . T AT LU
IF) e 55 S 6 B O3 LB A S D1 IR A o X BL— P2 i . SFR A E BT
AT o A AR ml AR R 55 3 ) E L ], AT DL BT ssh-keygen iy 22K
(TSRS

#ssh-keygen -1 -f /etc/ssh/ssh_host_ecdsa key.pub
256 SHA256:b0gGbI+Xk/1+Ve76j3mqpY StyOn3gR9Qilsd+80V3GI no
comment (ED25519)

A yes %%”ATZ%EJH%MEE‘%O F PG 27 21— A R R 55 i © 28 5 n 2
CA EPLFR PRI, BN N 8 R I 3 -
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Warning: Permanently added '172.01.01.01' (ED25519) to the list of
known hosts.

USER@penguin.example.com's password:

HEYW]: a0 SSH R 45 i 1) E LB PHOUAR 7, %5 7 i g 25l A H P IE AN
RE A2k, B EWs Rk 45 it (1) 3 L% B0 M~/.ssh/known_hosts SCAFH I R R 15, et
AT MR AR 20T, TR SSH IR 55 i i AR AU BE O, B ik Ik 55 3m U A 3% B Bk
%L M~/ ssh/known_hosts SCAFH M BR— AN %80, o] LU R an iy 4 -

#ssh-keygen -R penguin.example.com #Host 172.01.01.01 found: line
15 type ED25519 /home/USER/.ssh/known_hosts updated. Original

contents retained as /home/USER/.ssh/known_hos ts.old

ERINZLZ G, AP Easdt N R EYLY shell fr 2T RFF o ssh 727
W] DL R AE A2 EHL B AT —4cm 2, 1A &5k 3 shell @y 2 ATHRAF T

ssh [username@]ip_address command

%1, Jetc/kylin-release AT HE LA KEHAE REM ARG E . EEH ip il
9 172.01.01.01 e EHL FZ SN E, i

$ssh USER@172.01.01.01 cat /etc/kylin-release
USER@172.01.01.01's password:
KYLIN Linux Advanced Server release V11 (Swan25)

BN ES R 2 )5, B Bonm B AL IRAE R GRAE B, KA
F P K 3R (5] ) A Hi () shell fiy AT 8RB R

4.2. Cockpit EIZEHE

4.2.1. Cockpit

Cockpit #&—> Web =il &, HA L T T Web 581, %0 LA
Mk 55 5 b PATE PEAE S5 .

Cockpit Web % i & &7 AP AT 2 Mg B S5, Bh . BHkS, &3
ks, EHABMAGERS, BEMNSEOM kE, BFRGHE, §HE
PIHL, G2 Wi, WEMNZEAECE, BCE SELinux, SRR, EHARSL
AN
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Cockpit Web 2 il & {1 ] 55 28 3 A [7] () R 40 APL, I HAE 2 3 b AT AR 55 &=
M BRAE Web I & . B4, BOE T LUEARAE Web £ & Hh sl iof 24 v i
HE .

4.2.2. BIFEF Cockpit BRF

A by 2 )3 Sh A& cockpit il 55 :

#systemctl enable --now cockpit.socket

[root@localhost Desktopl# systemctl enable --now cockpit.socket

[loormlocaLhJ=T Desktopl# :vsfpmrTl status cockpit.socket

Loaded: aded ( / 4 temd/s) /cockpit.socket; enabled; preset: disabled)
Actiy active ( e since Fri 2024-87-19 13:45:37 CST; 1lmin 155 ago
Triggers:
Docs:
Listen: 23
Process xecs sr/share/ Kpit/motd/: ate-mot 3 st | ted, status=8/SUCCESS)
3 t t=, ted, status=8/SUCCESS)
Tasks: B ZlUTTI
Memory: 8.0K ()
CGroup: /system.slice/cockpit.socket

45:37 localhost.localdomain systemd[1]: Starting Cockpit Web Service Socket...
45:37 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

IR EAE RS FIsAT firewalld, WF5 48 H W R a2 41 FBG KBS H 1 Cockpit i
1 9090,

#tirewall-cmd --add-service=cockpit --permanent

#firewall-cmd --reload

[root@localhost Desktopl# firewall-cmd --add-service=cockpit --permanent

SUcCcess

ocalhost Desktop]# firewall-cmd --reload

4.2.3. Cockpit Web ¥4I &

COCkplt 1 9090 i 1, 3 H b SSL N5 ], ik 3 00 2% 5 5%, 78 W 2% 3
YWasd, L BL N URL #] JF Cockpit W 45454 & -
Zlifé,: https://localhost:9090
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RORE: A 55 4% 1) =ML AL B TP Mk, il -
https://172.30.230.96:9090
TE SR B0 B A RN B AN A, R BN I A

@ A =L AEEEsEeRE x | + v - @ X
& C fh FZL  hitps://172.30.230.96:9090 oy 8@ & =
=4 mRBATENZEXE

Firefox #MEEEMN TR, BNEEHE5R 172.30.230.96. SEARIKMLE, KEEaES
SHFMEMNSE., BT, EEESER.

R LA A2

EMREASZESRMiEE X, TEHBET SRR ERR,

MREEEFEALTNEXFELEHFER T ERLRE, IZERRAER A LIRS, SHaLlRmME
EERSHER,

T8

e

K 4-3 3 R FRIT R
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KYLIN , o . po—
RABNARfF il ST LS 5 U 55 SR IE RAVIL RS IR T
@ | A TE EEgESReNR x | + v - @ X
- C G F&e  hiips://172.30.230.96:9000 g @ =

TV HARAH I PN TS 0 WP TS I8/ ST g

ER Lt a?
RMARASZ SRIEE X, TihiEd ERIFRR,

NREREEFLAMEAELENFSNIFIBIILERE, JZEHRATR (BAKLR) UIREH, ESthaulEin
BER SHITRE,

BaTE-

BB E—m (EF) B

AR ABEERZML, EFEZEER,

TSR BIEEE 285, Firefox F{5{E 172.30.230.96:9090, EEIEPMAZFRA. LHA
BEEN, HERSERLIZERNPEIS,

$i240F3: SEC_ERROR_UNKNOWN_ISSUER

EEIFH

B 4-4 &2 A Bl s
4.2.3.1. EF

£ Web #5HI 6 & Tt , MIARGEH P LRSS IAT &%, MK R, W
BH MK B sudo KA, W AT PLAAT B HAT S5, B UnE Web #2556 & 22 25K
fF, B E RS EACE SELinux %5,
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YLINSOFT

EABIER(E AN
x | + v = Sl
hird N =

@ @ localhost.localdomain
O G o hitps//172.30.230.96:9000/system

&= C

B2 28: localhost.localdomain

& 4-5 X5

% 36 U1 J 294 T



KVLINSOFT ﬁ, KYLIN . L . P

BHBSAR 1 ERTEAR: BRI JUBE e R S5 AR AE R AV RGBT
@ & g% - root@localhost x |+ v - 8 x
= & O & hitps://172.30.230.96:9090/system s ® 9 =

Lol @ = ~ O 2E -

localhost

Q &% localhost 3&f7H KYLIN Linux Advanced Server V11 (Swan24) ‘ 55|~

A authorized users only. All activities may be monitored and reported. = x

R R

0 1 T RSREHE cru acrU
¥ BIRMEENEHALUER iz — 17/33GiB
a %Fﬁi@ﬂ@ﬁ% ?H l9EI 1359

EEERMHLIER

jt{n nea EEE

B QEMU Standard PC (i440FX + PIIX, 1996) = localhost 4F4E
HE4HS  60fdf10764f14b7c92ebIcadTiaddcee ER (e 2024478198 1357 @
miThiiE 23 4% =1 DN

&l 4-6 3% J5 FH
4.2.3.2. EFREE
A LA S AT DR, W pTR
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@ & g% - root@localhost x |+ v - 8 x
= 6] O G o | /172.30.230.96:9090/system s w & =

o @ =8 ~ Q25 -

localhost

Q &% localhost 3&f7H KYLIN Linux Advanced Server V11 (Swan24) ™ }

A authorized users only. All activities may be monitored and re

. SSH &$
ie3E =2
; i
0 1 TRERSHE cpu i
¥ HIRESHE T LUER Wiz =_— 20/33Gi8
a %Fﬁi@ﬂ@ﬁ% ?H l9EI 13 57
EERMATIER

RAER icE
Bl QEMU Standard PC (i440FX + PIIX, 1996) = localhost {558
HEBES  60fdf10764f14b7c92ebcadFiaddcee EXle) 2024478190 14:35 @
iThTE  AEY 1 /EE =1 i

Bl 4-7 E=Y#:
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@ @ ik - root@localhost x | + 5 P
< & O & https://172.30.230.96:9090/system -~ o =

EFES

RN AEFERNES

cestina
Deutsch
English
espaiiol

suomi

francais

nmay

italiano

Bk

& 4-8 ik
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BB AR 1 ‘ %E?;ﬂﬁﬁ BRI RO o RS SR BRE RSV RGEE AT

@ | & overview-root@localhost x | + % - 9 X
« c T & hitpsy// % g o =
Help = I
localhost ® l Q
localhost  running KYLIN Linux Advanced Server V11 (Swan24) Reboot | «
A authorized users only. All activities may be monitored and reported. = x
Overview
Logs Health Usage
S © 1 service has failed CPU | 1% of 4 CPUs
¥ Bug fix updates available Memory — 17/33Gi8

Networking

& Last successful login: Jul 19, 01:59 PM

Accounts from :ffff:172.30
Wiew login history

30.96 on web console

Services View metrics and history

System information Configuration
Applications ) .
Model QEMU Standard PC (i440FX + PIIX, Hostname localhost edit
1996)
Diagnostic repc System time Jul 19, 2024, 1158 PM @
Machine
B0fdf10764f14b7c92ebIcad7fad4cee Domain Join domain

Kernel dump L)

K 4-9 EEE %k E

4.2.3.3. BHZE
Cockpit ¥ H & A5 B 42 I ) £ ™ 5 PE Rk BEAT AN R 1 0 25
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@ & Bz -root@localhost x|+ v - 9 x

& C

i ® =8 ~ O 2z -

localhost

gifz2ae ~ B popEmgy o« WR gm o -
——— & &
g Q, priority:err * - > ‘ Hi{E ‘
2024%7H19H

13:57 pam_listfile(cockpit:auth): Couldn't open fetc/cockpit/disallowed-users cockpit 1

13:5% |dapdb_canonuser_plug_init() failed in sasl_canenuser_add_plugin(): invalid parameter supplied FackagekKit

13:59 pam_listfile(cockpit:auth): Couldn't open fetc/cockpit/disallowed-users cockpit-session

13:48 Authorization warning: Authorization failed, Please re-authorize. kerne

13:45 Idapdb_canonuser_plug_init() failed in sasl_canonuser_add_plugin(): invalid parameter supplied

13:38 [pulseaudio] module.c: Failed to load medule "meodule-echo-cancel" (argument: "use_master_fo.. pulse

12:38 [pulseaudic] module-echo-cancel.c: Invalid echo canceller implementation ‘webrtc’

13:38 [pulseaudio] module.c: Failed to load medule "module-echo-cancel" (argument: "use_master_fo.. pulseaudio

13:38 [pulseaudio] module-echo-cancel.c: Invalid echo canceller implementation 'webrtc’ pulse
13:38 [pulseaudic] module.c: Failed to load module "module-echo-cancel” (argument: "use_master_fo.. pulseaudio
13:38 [pulseaudic] module-echo-cancel.c: Invalid echo canceller implementation ‘webrtc’ pu

1238 Failed to start Portal service (GTK/GMOME implementation]). systemd
= i P

B 4-10 HERE

4.2.3.4. W&

W4 2% L1t T DL B A m] AL e 08 R B W i 1 . 3B RT LU B a] R
I, AIPAXT M -RIEATERE WA, MrdE, DL E VLAN. 5 Wk mr BLk 4T
G SR ERAE .

=
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BHBSAR 1 ERTEAR: BRI JUBE e R S5 AR AE R AV RGBT
@ | @ M - root@localhost x|+ ~ - 9 x
& & O & o hitps://172.30.230.96:9090/network s ® 9 =

Lol @ = ~ O 2E -

localhost

jehits Kbps 1‘?5@] Kbps E‘&
q 10 10
5 5
14:33 14:34 14:35 14:36 14:37 14:33 14:34 14:35 14:36 14:37

pkiE @ o

1T ERANREX

| A || FmEH || Fmvia

FRINAIE (bond)

O ‘ I VPN ‘

B 1P Hrht Rix il
docker0 17217.0.1/16 EHE
R ens3 172.30.230.96/24 2.60 Kbps 3.78 Kbps
T EH

B 4-11 P 2%
4.2.3.5. BR%
MR T 5 AKH: Hir. RGNS EFET . PN 2 MEE.
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BRBAAR I G R JBUE U S B R RV R AT
@ & RS - root@localhost x |+ . o
< & O & hitps://172.30.230.96:9090/system/services e P

o @ =8 ~ Q25 -

localhost

Q % RSO BiF EET HHE  BE

Q BERE ~ XHRE -

kylin-activation-check O SEEkM

run kylin_activation_check at boot time

accounts-daemon ETH

Accounts Service

alsa-restore KIiBIT B

Save/Restore Sound Card State

PtFEfiE

alsa-state BT 5

WS Manage Sound Card State (restore and store)

Dt =2

B 4-12 fR4 E
4.2.3.6. ik

Cockpit F [ §2 1 SC I 28 3 AT AE 55, T LUAR S 75 5K A2 Web Fit [ A1 28 i 2 [1]
H o) e, W LUPRIERATAE S, B AEARR I (E.
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BRENER 1 ﬁ ERyIRARS AR LI o RS A A R AV RGBT
@ & RS - root@localhost x |+ . o
<« C O G https://172.30.230.96:9090 ices e @ 9 =
root@ ) . o i
localhost @ i) ﬂ SiE
Q #% ks @ Bif EEFT e BE
Q BHRE v XHERS v
kylin-activation-check O =aEN

run kylin_activation_check at boot time

accounts-daemon ETH

Accounts Service

alsa-restore KIiBIT B

Save/Restore Sound Card State

alsa-state BT b

Manage Sound Card State (restore and store)

B 4-13 &35 A E

4.2.3.7. FRE
A DU A R A AT 22 T, 5 o A 0 08 b0 7 22 W 45 1 AL
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21N ERTEAR: BRI JUBE e R S5 AR AE R AV RGBT
@ | @ B4 - root@localhost x|+ v - 9 x
& C O G o hitps//172.30.230.96:9000/system < H =
root@
@ SH &F -

localhost @ il ¢ ]
Q #% localhost &5 KYLIN Linux Advanced Server V11 (Swan24) .
E#l

A authorized users only. All activities may be monitored and reported. = x
root @
localhost

f2 R R

0 1 TRERSHE CPU 1 3% 4 CPU

¥ BIRMEENEHALUER iz = 19/33GiB

= SEERYHER. 7A19H 1357

3B web conscle ERY :ffff:172.30.230.96
EETRALIEFE
EEBRMHEIER
RAER &

s QEMU Standard PC (i440FX + PIIX, 1996) THE localhost {H55

MBES  60fdFLO764F14b7cO2ebIcad 7faddcee EXGEic| 2024478198 1442 ©

mITRNE  AE9 1/ =1 TN,

B 4-14 (U R/ F T

4.3. ZHHE

TS VI 38 4E Rt T AT BB R St i H S BE R - s
HEERS, W TRRE FRES T HSE T TENER. K. o
JEFI T
H&E AR HA LR A
Bt s KN FDBER R RGN H S E . e H SR AT N
RKEn. FN, HALEMEEIGE, o EEHEEBET &g Eor.
PRt e RUERGEHE RaHE. ExXHE. M HE L L% 4
H&. MW etk S Ar it g, 8 HbnsfrFae g, XML I,
HIFTEA AR
BREPACYEY Y JE . R . Wi i, BESE H AR 4LF e LA B
R e, XARESEG H SN ey, HARE S M nTYE R
PR N AES % CIRITEUEE H S &5 =07 T,
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5. REMEBRG

dnf J& 7 —ANH A B Es 1 2 I ILAE Fedora 18 IX AN KAT I - 1M 7E
Fedora 22 P, ‘&HUAR T yum, 1EZ AN T Fedora 22 6% FELAS .

dnf B8 B8 vk 1 yum QL BEAS K SO0, $RTF T RIEH AR . NAE
S W B A IS AT L AR 2 T N 2 . dof A ] rpm. libsolv Al hawkey
AT AL PR A, n LLIE yum [H] B

5.1. REMARGHEE

5.1.1. HRHESHAREE

B ARG HE A RN AT AL ] AT Zn] LT U R %, BL X86 F
NI

#dnf check-update

[rootflocalhost ~]# dnf check-update
naconda.x86 64 36.16.5-45.p03.kyll v1l-adv-o0s

anaconda-core.x86 64 36.16.5-45.p03.kyll v1l-adv-o0s
anaconda-tui.x86_64 36.16.5-45.p03.ky11 v1l-adv-0s

IR
> anaconda-core

A 44 R
x86 64— 1% AT A S HF ) CPU ZE#4;

>
>
>

Tﬂéﬁ [ ?”#F F)ﬁ?ﬁ%ﬁ‘ﬁ?

v1l-adv-os

5.1.2. AHHKHEE

dnf SCRF— IRTH PSRBT AL, I R I 22 288 /50 7 A1 . ) O 2,
1. JH g — B a2

#dnf update {package name}
TF2% kernel B A4, iy 2 4 491 -

%46 U1 dL 294 7T
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AR g BB

a) Package: "7 2L N T Z R A A0 R A A
b) Architecture: %3440 T & P 22 44 .

C) Version: HAFALTF4 )5 I JRAS .

d) Repository: 7] FF 22 2 AF 40 P J& & )% .

e) Size: BAFW A/,
f) dnf Bk R TH BOFELIOE AR KL, IR AT, P o] LA
FEAE I dnf fr & INVE IS By, HORSE R T L Is this ok [y/N]: I Hi A

yeso
g) edend R i R A R 3 U Rl FE 2k, AT U dnf history iy & 7
A VR IR .

WURFTET G — AR, v BALL root I F 04T i 2
#dnf groupupdate group name

2. L E TG A AR
AR LT RALT AR, WA LT 2

#dnf update

5.1.3. FIRARFAES dof BEARRG

dnf 7] 5 yum i FAH [A) (B0 & SCF, RIECE dnf Y6 m] 7 45t /ete/yum.repos.d/
H repo SCAFIEAT atl . MRS AT B BRA BE TCIE VT IR E 7 5B IR, AT e
A BB RGO RL A @ A I AT A . PR

1. Gl RGO H %, LL root I $4U47:

#mkdir {mount dir}
2. ¥ RGNS B L H &, UL root I THUT

#mount -o loop {iso name} {mount dir}

%}
N
~
=
H
N
O
~
=
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3. B RS OLHEL Y media.repo A M FE L H & #5 U1 2 /ete/yum.repos.d/ H %
T

#cp mount_dir/media.repo /etc/yum.repos.d/new.repo
4. %’ /etc/yum.repos.d/new.repo B B SCA LAY NG 4% 4%
#baseurl=file://mount_dir
5. BB dof JIFEEAT THL, Bl root HI 7 04T -
#dnf update
6. THTh)a, EIECR GG EHH %
#umount mount_dir 8{# rmdir mount_dir
WERA AL XA dof YEBEAT 22 R NI 4%, W] LLEL root I MR S A -

#rm /etc/yum.repos.d/new.repo

5.2. EEHRHE

dnf $2 0 T8 BRE R BAT R EHIGE, Ui R. BAEMGE. AN
5 o

5.2.1. KBEREa

AT dnf search iy % 7] LRT AL, 9 0 4G 2R A0 3 “mesh”™ - BLIK 4 1F 4,
LA X86 V- &7 pil i T

#dnf search mesh

W dnf K R 45 L%, A LUl shell 4 5 [ grep 50 1F W) 26 ik k4T

5.2.2. ZRFEATIE

A 71N L R ] 2 e B A ) S ] AT BA T i 4

#dnf list all

%}
N
[oe]
=
H
N
O
~
=
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BN AR L TR O 2 R AN ] 2 B B A A ) R ] AR AT BA R iy 2
#dnf list glob_expression...

7R abrt A A0 K A A a0
#dnf list abrt-addon\* abrt-plugin\*

BRI AT R AT AR T AT LR A4
#dnf list installed glob_expression...

R keb B PTAT B B ATF s B b
#dnf list installed "krb?-*"

A R A I B AT R W] 2 R A R AR T AT BL R i
#dnf list available glob expression...

WoR T Al ) gstreamer plug-ins #4413k

#dnf list available gstreamer\*plugin\*

"E BB
JRYEM R, Al dof SR B4
A AL A 2 ) DA ] B i %

#dnf repolist
R R 2 5 B Rl BUn b -v &3, 5i# H dnf repoinfo iy & % H 15 & o

#dnf repolist -v

#dnf repoinfo
W AR 2 WoR P A AT RS A ] B A 2, R BT BUR i 4

#dnf repolist all
5l2l3l E%;ﬂ#@{%l@\

BoR A EE AP LE ] LR A2

#dnf info package name...

%)
N
el
=
H
N
O
~
=
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R abrt VEAAE S Ay A
#dnf info abrt
BB yum FEANE B4

#dnf info yum

5.2.4. RERHG

FI Al BLEL root I A8 AT BAE iy & 22 1
#dnf install package name

B T 22 3 AR, e n] DLz 38 AR bW SO, n] DU N SOtk BL
root F /7 AT %22

#dnf install /usr/sbin/named
A AU
#dnf install httpd

U R B AR AR, W] PASRAT

#dnf localinstall {rpm path}

5.2.5. T #H¥IH4a

FESHAT AW, Bs LU IE TR

Total size: 1.2 M

Is this ok [y/N]:

W\ y, A BABAT R AL R 3
5.2.6. fgixga

TR A A W ARAT BL R i 4
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dnf remove {package name)}

M B totem AL £ 7~ 51 -

dnf remove totem

5.3. EHEKRHES

AP A ] DS R PR E IR AR, B AR 8RR 1 4
2B 2 T DL 2 R T AR

5.3.1. HHaLLAYIF

Summary 1% T R] DA G 7 3R m) ] 4 i E
dnf groups summary
DSNVSE TN E

#dnf groups summary
A 2

R A A AL A e AE ST DU BAR iy 2
#dnf groups info {glob expression)

LLR 24 build 2 it 75 441 -

#dnf groups info build

%)
W
—
=
H
N
O
=
=
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[root@localhost ~]# dnf group info build
Last metadata expiration check: 0:09:41 ago on 20245 07H19H EHIH 1787295 298 .
Group: build
Description: None
Mandatory Packages:

bash

bzip2

chrpath

coreutils

cpio

diffutils

fedpkg-minimal

findutils

gawk

gcce

gcc-c++

gdb

gettext

git

grep

gzip

info

kernel-rpm-macros

kylin-release

kylin-rpm-config

make

patch

rpm-build

sed

shadow-utils

tar

unzip

util-linux

util-linux-ng

which

XZ

5.3.2. ZRFEHKHaEH

AR OAKA B WL 1D, ZE/RWA id v DU LU 6y 4
#dnf group list ids
PRI R AT LA 51 R 1 s

#dnf groups list ids build\*

[root@localhost ~]# dnf groups list ids buil\*
Last metadata expiration check: ©:11:11 ago on 20245078 19H EHiF 1787295 29%) .

Available Groups:
build (build)

BAT A 2 e n] OB BAT A A AR, Walmidma id 2%,

#dnf group install {group name}
#dnf group install {group id}

R 3E L BAT b iy 2 e
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#dnf install @group
#dnf install @”"group

N2 4 P2 build BT 5> AL R -

#dnf group install "build"
#dnf group install build
#dnf install @"build"
#dnf install @build

5.3.3. MRS HEA

A DLTE o A 4 4 B B A i I BR R AL . LA root ALBRPAUAT -

#dnf group remove {group name)}

#dnf group remove {group id}
R AT A @br 2, WAl HIBLR a2 MR . Bl root & 4y $h47

#dnf remove @group

#dnf remove @ group
T B build 245> 4L -

#dnf group remove "build"
#dnf group remove build
#dnf remove @"build"
#dnf remove @build

5.4. BHEREICRER
dnf W] DL ] dnf history iy & 83E4T 5 FLH4F .
5.4.1. EERE

BRUE 20 4 dnf B0k, W BMEM BL R dr2 . LA root BURR AT

%}
W
¥
=
H
N
O
=
=


mailto:如果软件分组有@标签，也可用以下命令删除。以root

YLINSOFT LI N
mmw*‘éfamm ST BB 5 I 5 S R LV RACATEL 5 T

#dnf history list 1..20

calhost ~]# dnf history list 1..20
ommand line Date and time Action(s)

install vim -y 18: Install
remove -y vim 02 19 18: Removed
install vim 19 18: Install
remove -y vim 02 19 18: Removed
install vim 19 18: Install
remove -y vim 02 19 18: Removed
install vim 19 18: Install
remove -y vim B2 19 18: Removed
install vim 19 18: Install
remove -y vim 02 19 18: Removed
install vim 19 18:04 Install
remove vim B2 19 18:04 Removed
downgrade anaconda-36.16.5-34.p05.ky11.x86_64.rpm anacon 19 1 Downgrade
install wget 02 ke jhallolea Install
install fcoe-utils 19 10: Install
remove fcoe-utils 02 19 10: Removed
install vim ] i Install
remove vi 02 19 09: Removed
update e I, U
2024-07-03 10:3 Install

e e e e

IR AR R B0 dof Al sk, nTRUERI LR 4o B root BURRIAAT
#dnf history list start_id. . end_id
BoRid 2 5 4% dof {5 BBl T

#dnf history list 1..5

[root@localhost ~]# dnf history list 1..5
D | Command line Date and time Action(s)

remove fcoe-utils 2024-07-19 10: Removed
install vim 2024-07-19 2 Install
remove vi 2024-07-19 5 Removed
update 2024-07-19 ©9:43 | I, U

2024-07-03 10:1 Install

\

\

\

|
ot@localhost ~]J# []

PA I dnf history list 4t W7 N 28 e BT 4
ID FUMRE 22 10 3% IR s s 2

7 2 A IR e 1 P A
A 1 H RN ]

Command line

Date and time

Action(s) IR AR
Altered SRR 4% B A

K& Action 1A A Ut B -

2 5-1Action VA

Action %5 Hik
Downgrade D I 2 R B
Erase E T I3 A
Install I R
Obsoleting 0 AT FRE IR 3




kVLINSOFT

BARER(E é}’ AT SRR BLIBE 5 I 5 SRR RV RS T
Reinstall R AL
Update U T AT

5.4.2. WHEBRE

ity SRR A AR I SR B AR SR AR R, AT AT BLR i
#dnf history (id}

Horprid 2 #RAE id.
R BN EAERE I RIS B, TR B R4

#dnf history info {id}

U AR B R B E R TR E B, T DM BA T Ay 4

#dnf history info {start id}. . {end id}

ZN LI

#dnf history info 4 . . 5

[root@localhost ~]# dnf history info 4..5

Transaction ID : 4..5

Begin time 1 20245 07H19H EHiAH 09564 358

Begin rpmdb : 58bc206837abcl171d2e27392119a6b643d3344c9¢c4d75ae594d91189e3626ebl
End time 1 20245 07H19H EHIA 1087035 40F) (7 minutes)

End rpmdb ! 66T8f4a57bc2740a994d0P9521hcldbeeT14T2451edBaec6aeeada2387e40251
User ! Super User <root>

Return-Code I Success

Releasever =ik

Command Line : install vim

Command Line : remove fcoe-utils

Comment :

Comment -

Packages Altered:

Removed fcoe-utils-1.0.34-1.ky11.x86 64

Install gpm-1ibs-1.20.7-27.kyl11.x86 64

Removed libconfig-1.7.3-3.kyl1.x86 64

Removed lldpad-1.1.0-2.kyl1.x86 64

Install vim-common-2:9.0.2092-3.p02.kyl1.x86_64 vll-adv-0s
Install vim-enhanced-2:9.0.2092-3.p02.kyl11.x86_64 @vll-adv-o0s
Install vim-filesystem-2:9.0.2092-3.p02.kyll.noarch @vlil-adv-os

5.4.3. MESESHRE

R AR E

WA RS dof #4E, AT LLLL root ALBRHAAT LT #4%

#dnf history undo {id}

W R A HEE A dnf B4, ATRLLL root AUBRIAT LT # 4
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EABER S é{gﬁ'ﬁgg BB 5 2 TR S AR RV 1 R ST E T A
#dnf history redo {1d}

6. ERSE

ZEENAHAWEERAERS . )56 daemon PL A i F£ U5 1) Kylin Linux
Advanced Server V11 &%,

6.1. {FH systemd B RGRE

6.1.1. Systemd IT43

systemd ;& Linux N —/~5 SysV Fl LSB #J] 4 1t Il A 3 25 1) & 48 AR 45 & 21
#% o systemd i il socket Ml D-Bus Ko k55, $&HEIE T 5§k 72 1) 425 )0 3 3R
%, R T Linux cgroups M BEREIEER DI g, SCRPIRINI R GOIRES RS, 444
AUE RN, SEIL T & IS5 TR EE T & O &R I S RS 4l @ AR il A
P FHATTERE . systemd JG 75 28 ik AR A& 0wl BLAF AR sysvinits

systemd JFJ3 A1 B 3 R 4502 2T unit B o unit A& H— AN S5 ECE SCHX
N PR 44 - A2 Y 21 % i) (391 4 - avahi.service unit £ — N F A A [A] 42 7 1) g B S,
S SFAPHERE Avahi (1) AN BE R IT). unit 5 BLR LAY

2% 6-1unit 2584

Unit K& XHES Hik

Service unit .service SERERE R A B A5 ik E S A AR I
eyt

Target unit target B2 unit 2 HA unit 3H 712 55 9 41

Automount unit | .automount 2K unit B RERGE LT E R T4 H

Device unit .device 62K unit 35 3¢ — N FAE T Linux 5%
) 1

Mount unit .mount BB unit B ARG L2 IR AN

Path unit .path K unit O SCAF RGP A SO
Hx

Scope unit .scope I unit 4 A0 G1 2 AT

%056 UL 3L 294 7T



K| o omn BRI A S5 SR A R ALV L RS T A
Slice unit slice K unit A —HEHRF RN 7 2
unit
Snapshot unit .snapshot 5 target unit AHALL, PR G AMAT 4,
ME— %) H 52 5 FH Al unit
Socket unit .socket B unit d5 2 2R 48R0 B IE Y H) — A
socket
Swap unit .swap IR unit 324 swap W & ELE swap LA
Timer unit .timer 162K unit 35 25¢ 58 480 [A]

Systemd unit ) 3CAF H Ul B an 1

% 6-2 Systemd unit /-4

HXx ik

/usr/lib/systemd/system/ | RPM 43 2z %% I} & 41i (] Systemd units

/run/systemd/system/ 2T B 2 1) Systemd units, 1% HXAL S S8 &
LA H A ) Systemd units

/etc/systemd/system/ AY 05 B Systemd units, % H XTS5 2S
78 151217 I} Systemd units

6.1.1.1. =44

systemd $& {1t DL RE 2

> JET socket M IFATVERE: A T I AN R G S MIFAT A 30 B 2 1 ERE,
systemd £F SZ B J5 3 57 HEFE 2 7T B 2 socket, R 5 AL socket 45 P HERE . E R
GV, BN ITE i R ) 2 socket, ARG F RSN ITA M AR . W
RIS 25— AN RSS B SRR A 2 8, XA ERE T g AR
PR S5 K BAZ A HEBL, I A XA 75 7 g ik R A S OV SR Ak T PR ZE RS . ANt
HEFRX AR P iRy ZE, 1w AR —RaE K B2 o IR 55 18] (1)
MO0 2t AN F A 2 R S I SR I IR AT B B (R — Ik TF R T T )
socket, WIR—MRSE T EHADFIRS, & AR AT DLE 8 2 AH Y (1 socket)

> D-Bus WG S W& 0 30 Ik S5 T AT S G B0s i ng, kS5 n] LAAE B NI 5
RS A, E O SRS AT 1S AR g mT LU TS 1T FE S D-Bus IR 45 14 4t
B HHRENR DI E KR (FBFFE 2 AR5, R A B Ze B0 S ng b
A R 55 PR A D-Bus HHFRAILIE K, B 2 AL E B C B SRS E B A 1),

> PRAEST P RERE R 32 55 0 Bl S

> {R# TAEH Linux cgroups #EFE BRI e & — DHAT T HHER RS E

%057 U 3L 294 W1
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H L —A cgroup, FCHE sysytemd i H n] LAAF IAE cgroup HH O & & L 4 HAC &
[ M 45 Al 3 T B CUn s A libegroups utilities )

> RPN R GRS P IR DU R DR A7 /W52 3 G40 46 AL IS P 5 1)
i 25 A unit FRZES . AWM EEAMAHEN: RFHPENEAN MR
"Emergency Shell"[FIRF IR A, £k S AT Ik 555 F2 6t AN ] 21 2% g bR 1) &
Jrvk, A B SE AR I 2R IR S .

> YE O AN systemd WAL PT A B HE A A HE RS OL, tAT BUH
K B B B . Jete/fstab B AT DUAE X BB 3 R0 — AN IR B YR . i
i I comment=fstab & 1 & H: 42 7] LR i /ete/fstab 4% H i H 8 4 B systemd il
IUNEE: -

> LT A RS TR IR T O G R ) — AN RS 40 1) 12 4B 45 1) . systemd SCHF Ik 55 (81
unit) [0 [ 2 MO G &R o 7E unit FLE S AT After/Before. Requires Fil Wants
15 A] LS 52 unit 3005 I . Requires A1 Wants 3 78 — AN 11 [1] (55 ) 5 7] 128 ) 1)
it KK A8 OC 38, Conflicts 27—/ 4 ) 11 7 SR RO OC 28 o oAt 328 70145 /> T 34
W A unit 75 23 3551, systemd B0 S R e 4K M5 5C 2 s 0 211 I AT
I, RGN EATHIAE B8 R 2 A5 — BU(EUIT A unit B 56 5 I 2 5 & 16 36).
WRE F RN, systemd #2201 &, MBR AT LU BRAIGEA 19 6 FH TAE

6.1.1.2. FZHM

> 5 SysV Wb A e . Wk v RE, ‘&< R LSB Al chkeonfig [ k{5
SAZ, AN, Al AR ] S B, W Jete/re.do X EEHIAG A0 AAANAE R —
A B E U, PAd D> sysytemd i 45 [ A S A2 20H -

> Jetc/fstab ML B SO X HZE S —AMRCE . B comment=fstab i I
brid/etc/fstab & H, fdf systemd 0] DL#E il H 2305,

> SCHRTR] R RS/ S BIL R - 0 a0 A — AME A R B getty@.service STA,
MAN & A S getty HRUE & — ANECE SO B o0 FE ] DUge ELRe gk 2k, ol
seut, A LLfE) HL ) I F avahi-autoipd@ethO.service ]x 45 il & dheped@ethO.service,
345 i ethO 1) AT DL B 3 10 0 18 f5C 745 UL B 45 21

> fF —E FEE b2 /dev/initetl o X AN e A ME SEBE B 2N T AT
FIFO-activated 5% . (JL & fii] B8 M40 S5 S () 3 SR B i il 4 D-Bus 35 3K)$ 58 |, X

B E IH K Upstart F1 sysvinit H ) shutdown. poweroff A1 H A A7 LAy 2 7] LLAE
systemd "4k S .
> 5 utmp Al wtmp 2.
> BRI DA A A R R AR

%058 UL 3L 294 TT
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> RKHUC B SO ] S desktop SCAFARIIT IO EE AR 2 BPH S0 h A XA
] B HEE B 20 M g o e BT U T A 1 B B dl i ik 55 ik TR, TEVE 2 A

LT, B b ZEFE 2 2 I TR

6.1.2.

systemetl /& FEI) T H. EHl4 service fil chkconfig B ThRE T — 4k, #w]
y g

ERARGIRS

PR AR e s A =i 1 P R /28 IR 55

& 6-3service 5 systemctl [ [X ]

service systemctl ik
service name start systemctl start name.service | H K3 8 — k4 (OF
AN HE A )
service name stop systemctl stop name.service | K45 1k —AN k% (G
AN HE A )
service name restart | systemctl restart Mk B3 —A
name.service Ik 5%
service name systemctl try-restart BN IEEEATI
condrestart name.service Ik 5%
service name reload | systemctl reload S FRIN, FOR AN
name.service B ST AN W S A
=z
service name status | systemctl status U e 55 R A
name.service
systemctl is-enabled
name.service
service --status-all systemctl list-units WoR A RS R
--type=service --all

%% 6-4 chkconfig 5 systemctl [1J[X 5]

5N IR A Bl I B L
FCAb i A 2% 11 N 8
& 55 2 A

chkconfig name on

systemctl enable

name.service

>

53
W
o
=
=
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ﬁ# KYLIN
ERyOEARE

BRI AR LI v RS B RAE R AV BRGS0 T
E N A 8 e /2 | chkconfig name off | systemctl disable

JL At firk 5 2% 1R I name.service

ik 55 0 25 1]

HIRAS B — AN IR 55 A
ENITEZ A ALV )

o I 5

chkconfig --list

name

systemctl status name.service
systemctl is-enabled

name.service

B thAE 25 N2 1T 90
R 55 1 A A AE
T L

chkconfig --list

systemctl list-unit-files --type

service

27 unit §E S 2 ik
5%

chkconfig --list

systemctl list-dependencies

--after

chkconfig --list

systemctl list-dependencies

--before

R unit 5455 30 R
%
6.1.2.1. ETFERE
i TS TR H G
#systemctl

#systemctl list-units

o8 B RO IR S5 IR T, AT BL R A

#systemctl list-units --type service

B N AR 55 (R F T, AT B A

#systemctl list-units --type service --all

Bt T AT IR 55 (R BT, AT B A

#systemctl list-unit-files --type service

LA 2 Sl 7 =4 1 B A s T 55 10 i 42

#systemctl list-units --type service

LR P B R R 55 s a2 b

%Fd>~
(o))
(e
=
=

=
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#systemctl list-unit-files --type service

6.1.2.2. BREBRFIRE
A 7 R 55 IR A i 4

#systemctl status name.service

® 6-5 IRg5 HoLfE B AR

XA s
Loaded M 55 2 17 2
Active e 5% & 5 WO
Main PID AR G55 ) PID
Status I F G0 S5 B M nAE B
Process AH O HERE B A5 2
CGroup A% CGroup M s B

7R firewalld.service Il &5 R & 71 -

#systemctl status firewalld.service

(running)

7R firewalld.service IR 55 )3 31 Al B 4K 86 Ik 45 7~ 49«

#systemctl list-dependencies --after firewalld.service

%}
[
—
=
H
N
O
=
=
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[root@localhost ~]# systemct]l Tlist-dependencies --after firewalld.service
firewalld.service
dbus.service
dbus.socket
polkit.service
system.slice
basic.target
—.mount
systemd-ask-password-plymouth.path
tmp . mount
paths.target
t:systemdfaskfpasswordfconso1e.path
systemd-ask-password-wall.path
slices.target
-.slice
machine.slice
system.slice
user.slice
sockets.target
avahi-daemon.socket
cockpit-wsinstance-http.socket
cockpit-wsinstance-https-factory.socket
cockpit.socket

Tibvirtd-ro.socket
Tibvirtd.socket
pcscd.socket
syslog.socket

0O000000000000000000000000000O0

R firewalld.service IR %5 A 8 J5 5 iR 55 7 1)

#systemctl list-dependencies --before firewalld.service

[root@localhost ~]# systemct]l Tist-dependencies --before firewalld.service
firewalld.service
docker.service
multi-user.target
systemd-update-utmp-runlevel.service
graphical.target
t:systemd—update—utmp—run1eve1.service
shutdown.target
t:systemd—soft—reboot.service
final.target
Lsystemd-soft-reboot.service
shutdown.target
systemd-soft-reboot.service
final.target
L systemd-soft-reboot.service
network-pre.target
NetworkManager.service
network.target
gssproxy.service
kdump.service
Tlibvirtd.service
nmb.service
rsyslog.service
smb.service
sshd.service
systemd-user-sessions.service
tuned.service
network-online.target
cockpit-motd.service
dnf-makecache.service
docker.service
iscsi.service
iscsid.service

6.1.2.3. BIRE
JA Bl IR 55 i 4
#systemctl start name.service
J& 21 httpd iz 55 7 1 «

#systemctl start httpd.service

6.1.2.4. EILRSE
15 1 IR 25 i 4
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R/ AR BT RS = IR S5 SR AE RSV R B Tl

#systemctl stop name.service
% 1F httpd AR 45 7~ 91«

#systemctl stop httpd.service

6.1.2.5. ERRF

A MR 55 i

#systemctl restart name.service
)5 httpd 457~ :

#systemctl restart httpd.service
H R IEAEIZAT 1R 55 iy 2

#systemctl try-restart name.service
L S5 A

#systemctl reload name.service
H 3 httpd it 55 7~ B -

#systemctl reload httpd.service

6.1.2.6. BARE
Ji HI R 55 i 4 -
#systemctl enable name.service
HOBT A R 55 i 4 -
#systemctl reenable name.service
JA H httpd R 55 7= 1 -

#systemctl enable httpd.service
Created symlink
/etc/systemd/system/multi-user.target.wants/httpd.service —

/usr/lib/systemd/system/httpd.service.
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6.1.2.7. EARE
SR 55 i 2
#systemctl disable name.service
2% bluetooth Al 55 7~ 7l -

#systemctl disable bluetooth.service
Removed /etc/systemd/system/dbus-org.bluez.service.
Removed /etc/systemd/system/bluetooth.target.wants/bluetooth.

service.

6.1.3. BB

JAZ 2 Crunlevel) /& /\IHEI’J*E}EDO BAE, systemd 51N T —NHE 3 4%
o0l Ty E AH AL, SCAS [] Mt 2 o AMEECTFRIN RGN, FAH
PRl AT 44 AR ) D g, OF HLBETRIIN 3 ] 24> o — 48 1 bR gk R Al H AR B IRk 55
IR H RS o systemd $& it 7 L8HLA)s sysvinit J3 21400 A9 H AR, 5 n] ELAE AT IH
f#) telinit J& 2h 2% ) i % V) 4

JEEE A 0. 1. 3. 5. 6 A TR E Fadk, JF HLASG Y. — > systemd [ H
bro B  A o XA S gThRe, AT LALLERAT IR S g0 O H i, Bl — A
oM H  FR Jete/systemd/system/< Hr H tx > ( w b Z H
/usr/lib/systemd/system/graphical.target), & /etc/systemd/system/<Hr H ¥5>.wants
H¢, WA ANBIAMR S K84 (819 /usr/lib/systemd/system/ 1 [/ 8. 76 SCAF ) .

#* 6-6 SysV R34 systemd HA5XS EE

BATE A Hir# T Hik

0 runlevel0.target, T RS Chalt)
poweroff.target

1 runlevell.target, B PR
rescue.target

2 runlevel2.target M P BEX B, RN

5 3

3 runlevel3.target, %ﬁHF‘ JoEE S . F A BLiE
multi-user.target ik £ iy B D 44 36 SR

4 runlevel4.target, P EE SR o, 3l 10 A
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multi-user.target &0 3

5 runlevel5.target, ZHFP, BB . k&0 3 1
graphical.target %5, I )8 3 EE 5t ik 55

6 runlevel6.target, A
reboot.target

emergency | emergency.target 2R A, (Emergency shell)

#* 6-7 SysV Vit 21 systemetl Xf Lt
IH fir & B iy 2 Eii3%)
runlevel systemctl list-units --type target T = RiIRER N
telinit runlevel systemctl isolate name.target AR T HT H b

6.1.3.1. EFERIABIR
A BN H brfir 2
#systemctl get-default
LUR O B BRAA H 5 BT 7R 41 -
#systemctl get-default
graphical.target
6.1.3.2. EFYHFEF
A T H AR A4
#systemctl list-units --type target
S N2 H AR R C, AT BLR fir
#systemctl list-units --type target --all
LA Oy b7 4 B A s A 0 s 41 -

#systemctl list-units --type target

6.1.3.3. TEEUABIR
AR BRI H i 4 -
#systemctl set-default name.target

LURAZ B2 7 H b s -

%}
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#systemctl set-default multi-user.target
Remove /etc/systemd/system/default.target
Created symlink
/etc/systemd/system/default.target — /usr/lib/systemd/system/multi-us

er.target.

6.1.3.4. TEHE IR
G NNER T
#systemctl isolate name.target
LR AR S 22 F P H A os i

#systemctl isolate multi-user.target

6.1.3.5. iJIKUEER

systemd.unit=rescue.target ;& — W B A R G A KL shell )45 7k target unit
(5174 1 MRL):
HEN BRI A 4

#systemctl rescue

W R AR A B, Wbl T a2
#systemctl --no-wall rescue

D) e R A s 91 -

#systemctlrescue

6.1.3.6. {JIESER

systemd.unit=emergency.target 5 1% 1% (& B Z £ 1] init=/bin/sh 45 R G R 4 M
RS B S AH AL
WNZE DB A A2

#systemctl emergency

IR EAE N B SR B AR H&, Wl a2
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#systemctl --no-wall emergency

6.1.4. 7EiEiEN=F L{EM systemd

EEZFENLZS A ] systemd #2401 F -
#systemctl --host user name@host name command
S ERE SR

#systemctl -H root@server-01.example.com status httpd.service

6.1.5. fIEFER systemd B ITICH
6.1.5.1. BETXHNE

BTG SR LS = AN

[Unit): 3 HMED, HH5Z% unit FEEARE R

[ Unit type]: Unit 2884, AN[EZEH g L0 LS 2% systemd [/ N %F »
[install }: F0 46 5 B4 e e, Ja FANZE A I IR 45 Y 2%

% 6-8 [Unit] 7B & I 5 1

fic B 3%
Description — LB, Bongy 7 A W, 0] DUR AT AT H
M R T IR S BB
Documentation | $§i& 2% 5K, LI 70 FFI URL JE, W
http://, https://, file:, info:, man, X & MF K,
I O 72 SRR XA IS5 I H IR 2 AT A, AR5 72 S
TG E ), MR e Cff, XA AT L 2 Ik fR
E, SE¥BZATHAI, WREE T AT, Kas
HEMI, 2R EE AR
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After/Before Pic B A 45 1a) 1 3 B, LE il — A foo.service B & T
—4T Before=bar.service, M52 AAT] R N J5 B,
bar.service 2 %5 F foo.service Ji 81 5E G A A 8. &
RIXAN T CE A Requires=5& A1 B AL 1P, [A) B A0 &
After=H1 Requires=tl 7 % WL 11 o Bk 10 mf DLFE & — K
DL b, XIS R 42 W 4 38 8 3

Requires i 7 IR 55 MO FL e IR 55, an SR A IR 55 w0, IR
2 Requires Jo IR S8 30E, k2, g
Requires Ji& [H] 19 A 45 B 457 108 TC V5 G 3, WA i 45
oAb XAETA LR E 2 Ik, A s Z KT fa
JE TR IR 55 HA BIOTG o 5 BT TR R A XA 3 AN S W)
B EAF LR, )8 B A SR 1 After=A1
Before=KAL & . #lan, 4R foo.service H i
bar.serivce, 1H/& HACE T Requires=1M %K After=i§
Before=, #4 foo.service Ji &) i 23 [A] B 3%
foo.service fll bar.service. 1l 7 1§ H Wants={X %%
Requires=7& B 4 L8, A R 4825 T4 1 4k 2R R 55
ORI A5 O

Wants X 5546 1) Requires=, X B A H RS S8 )58, H
W R TV R B BRI 2 55 AL B, AN A il
FAR — A FEART A Bl o 3K 2 HEE 1 P9 A I 55 OS BR 1)
J7 3o XM AT DG SO A, il wants/ H 5%
whn, HARELUE b g i .

Conflicts Bo & — AN b oS, W RECE TR, BA, M
RSB, B I e A IR S, RSk, G
RX IR B3, ARGtk RG
B AR . dTE, B EMN After=H1 Before=
&AM . RS A I B #h 5, HAE B JHE)
(RIS fige (B ISF J3 8, I8 A AT eSS A Bl AR B (P 5 4 2
WFEFD) BB MBS (P2 — B 3 # A 2
D, Ja MO, AT B IR B, g
1B,
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% 6-9 [Service] FBtHic & I

o B I R

Type WEERKENRA, B TIMEHLZ —:

simple, forking, oneshot, dbus, notify, idle
> IR A "simple" (% & T ExecStart={H K 1% &
BusName=H} [¥]ERIAME), 4 K/~ ExecStart=F7 1% &
1) 32 R Al A 12 i 55 1) = R R
> T O RE R O A R R A A IR 55, B4 i
TEAZ IR 5 3l 2 1 56 S 0 30 A5 0 18 (0 a0 254 5
PLIR PR 5 4k 5 oG 1) )3 30 4R
> "dbus"(¥% B J ExecStart="5 BusName=I ] 5k A
)5 "simple"ZE L, AN[A| 2 AbFE T 3 FE 75 A
D-Bus 3k 3 — > 1 BusName=45 & %) % & . systemd
W AE R B G 9k BT 20, H RO Z R O & L
DIRI3REL T 48 € 1] D-Bus ZFK. W& NI TAH Y
T B A& T dbus.socket H T,
> "oneshot"(K ¥ & ExecStart=I[ {2k A1) 5
"simple" AL, A[FZ AbTE TR FE L IAE systemd
JA BG4k IT 2 AR o R R A T R R
RemainA fterExit=1%t i
> R Ky "forking", JB4 KR ExecStart=F7 % &
(1) R 2 A0 J3 Bk R TP AT fork () R G H o X 2
fE 458 UNIX PPt R & il . w2 M 1)
MAFREACEL . B CEIZ G, KRR
S3IBH, T R AE IR S5 ) R AR LI AT
xR EERE, iR N B E PIDFile=iE 3T, AT
Wy systemd #HE i € A7 1% ik 55 16 F= 0k 1, 38 if on PR S 4k
FICH A B .
> "notify" 5 "simple" KL, A [FZ AL AE T E R R
SAE A BN TE M A I sd_notify(3):2 24 FUR 1%
/NN R . systemd B2 TE A B0 4k HLOT 2T,
AR IZHERE LRI R TREMHEE . R
BE AN IEER, T84 NotifyAccess=Ff H BE B H N
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"all"B¢ # "main"(ERN). VEE, HHT Type=notify [
ANBEAE PrivateNetwork=yes I 15t T IE % TAF .

> "idle"5H"simple" KL, AR AATE T XK &
B JE IR B A7 R AR 58 2 JE AT o IXFE RS A
R PE G ERRSE B S shell A1) 4 VR 24 78
_Aifé@o

ExecStart 15 )3 3% R 55 I /5 AT 1w 24T (A 2+ 250
INAEW B T Type=oneshot [FI15 4L, 4 1] Lk BALEA
AT (BFEEAS), A H H g E — 217,
Z At A AT BE ] LAAE [A]— ™ ExecStart="1 ¥ &, tn] L
T8 L ¥CE 2 > ExecStart=2K ik 2 A [ 1 &R
WIRB A — AN/, A e ir & 1A 247 1
PR . WHAR A& E AT ExecStart=154, W4 240
iR % & T RemainAfterExit=yes §§ % -

i AT W A LA AN 406 B4R R O B W AT SO R A, OF
H 5 B8 L8 2 HOR AR A Dy "argv[1] argv[2] ..." (5 3%
EWAAT I ERE

W R AR A% BE AR H I ETE R @ A g, A S B
B 2O A b "argv[0] argv[ 1] argv[2] ..." 1% %6 45
PAT IR

T SRR A0 B A HT N BT - g, R A RIS i R
DA IR WK 2 (1] 4n 1F 22 f) 3k [0 B0 0 B 5 1) iRt A
AR D IR . mT BAR A A - S @ a2,
FAEE -

MPEE T 2N a217, WA XA 478 LA
SCA At PR I AR IR AT

W R IEAS TG "1 SR A AT AT R I, I A T A ) A
ITASHEIAT, A I 1% 50K 22 K W (failed )R A& .
AR BE Type=forking I, X B ¥ & ¥ fir 247 B 5 8
b L REAY | T S R i

ExecStop X — A EM RS, T W E %5 o R AT
FPAT () A 24T o VLU S ExecStart=58 4 AH 7] .
PAT FE WAL B WA AT 2 55, S IRSS P A 3 4 1) 3k R

dl
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F R KillMode=1) ¥ & 4% 45 4(Z WL systemd.kill(5)
FM).

MR AR EIIETN, B4 Y R 25 45 1, R4S 1
JIT A R R ¥ 2 M4 KillMode=F ¥ & 4 37 Bl 42 6 5%
..

5 ExecReload="#f, WA MK AL &
$SMAINPID "] LU - 37 FBEFE ) PID.

— R, AU E AN IR S B A, T A SR
SERL, A

PRk 4 e Ak 1 I i S AT S8 0, TR AR R HERE 4 4
SIGKILL 15 5 3 Bl R FE, X fgss 3 808l % k.
DAL, X BB I i A 20U Rl B 3R, T ANRE R P
AR

ExecReload K AR RS, T RCE IR S5 R R
AN HCE BT AT Ry 24T . BN 5 ExecStart=5¢ 42
FHTA o

Tihbh, A AR R I PR AR B SMAINPID v] DL T3¢
/N EREFE) PID, 51 G ml DO A A A -

/bin/kill -HUP SMAINPID

ER, B EGUIREE, ldm sy i AR B AAE S, i
) FG B N G SR, IR AN AN i 2T

UM E A b AR, BT LU IE ] 2 42 Ry 2
J ST 0 A8 SO A AR 55

B A1 ZL ¥ ExecReload="1 B b — AN BE 8 i f& 8
TN C SO (3 AR )25 58 B fiy 2 AT

Restart MRS IR IEHIE . IR M R AE L IR I i,
FE T E A A sz RS

" 45 BEFE "2 §8 ExecStart=, ExecStartPre=,
ExecStartPost=, ExecStop=, ExecStopPost=, ExecReload=
T B A HERE .

MR AL T systemd (9 1E £ AE (] 0
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systemctlstop|restart) ifif #7 15 150, % 55 A & 4% F 08 5
)8

"E IR DS 114 ) "keep-alive ping"i#@ I, WA DLJE
systemctl start|reload|stop $ /F i i) .

ZIE A LI R AI{E 2 —: no, on-success, on-failure,
on-abnormal, on-watchdog, on-abort, always
"no"(BRIMME) R AR A S P )T - "always" K72 T4
R

"on-success" K 7 A I 55 REFE IE F R N, T
IR IR H AR

B 0", B # R ) SIGHUP, SIGINT,
SIGTERM, SIGPIPE {5 % Jf HiR i 77 &
SuccessExitStatus=/] % & .
"on-failure" R /RN AE RS HFE  H BN E S, Frig”
IR R

B H A AN R m0", Bl 1 R i R SE (B 5 " core dump”
DL W3] SIGHUP, SIGINT, SIGTERM, SIGPIPE Z #F

o HARAE ),
BE AR T T B systemd (Y #R A1 IR 1 4 %
4t

RemainAfterExit | 7] #% 4 "yes"8%"no" (B IAMH), Fon 4% 5 T A B2
IR G, 2 KRR G I 25 A0 R 3 B (active) R

% 6-10 [install) B fc & 1
=] ik
Alias FE 22 A8 Nz AE &8s 2 (RRA4 ). 2 b

AR SS ARG HFFERER (EIEAEREAD, XA
WA UFE € 2 I P B4 AR, AT
systemctl enable fiv & I, 2 37 AH B 1 BE 4% .
RequiredBy 7£ .wants/5 .requires/ ¥ H & W hy il 45 % 57 AH W 1) ik
WantedBy o XA RO A2 A R RS IR B, ARG

wAal.
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Also 2 14 I 2% 2 2 IS ] I S 2 2 R B I IR 4% ot SR

TR AR RS L E T T, W systemetl enable
i 2 AT I 25 F Bl 22 2R TP 4R € 1 IR 5
DefaultInstance | 3 75 unit J& F B R A 1 5241 .

il /& postfix.service BT A IR -

[Unit]

Description=Postfix Mail Transport Agent
After=syslog.target network.target
Conflicts=sendmail.service exim.service
[Service]

Type=forking
PIDFile=/var/spool/postfix/pid/master.pid
EnvironmentFile=/etc/sysconfig/network
ExecStartPre=/usr/libexec/postfix/aliasesdb
ExecStartPre=/usr/libexec/postfix/chroot-update
ExecStart=/usr/sbin/postfix start
ExecReload=/usr/sbin/postfix reload
ExecStop=/usr/sbin/postfix stop

[Install]

WantedBy=multi-user.target

XA R, [Unit] 5B IRk 55 2 78 5 41008 b R 15 B . [Service] 453t
AR 4515 & o EnvironmentFile i 7l i X 1% Rk 45 1 340 5% 48 &, PIDFile % 7~
& A5  PID. &, [lnstall) B B 0001 I % 11 N 25 o

6.1.5.2. fIEBENETXHE

O gt [ o ST SO B P IR
1) & B E SRS AT S0
AT SO T DU A, nT Do et AR, AR E, hAE X
IR 45 () - BERR 4 — A PID SCHE, —f#AF PID fRFEAAS . 59 4hE ] e 5 2L 0 I &
I AR B (A, B OR T A BALAS A W] AT JB M OF B ARG AL B
2) 1t /etc/systemd/system/ H 5% 81 4 #.0 SCAF, }?HT%W»IE/\HE%EZ root I /7 % 4 -

#touch /etc/systemd/system/ {name}.service

#chmod 664 /etc/systemd/system/ {name/}.service
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SCAFAN 5 BEPRAT BB .
3) 17t {namej.service CAF, USRS ELE, £ Fh A% & Qe fic A I AS N )
MR 55 BT 58, T T AN I 2% i 45 1) TG B 91

[Unit]
Description=service_description
After=network.target

[Service]

ExecStart=path _to_executable
Type=forking
PIDFile=path to pidfile
[Install]
WantedBy=default.target

4) JB AN systemd 43 B0 IR 555 -

#systemctl daemon-reload

#systemctl start name.service

B4 emacs.service 4] ¥
1) g SCfE, IR AR IE AR AR -

#touch /etc/systemd/system/emacs.service

#chmod 664 /etc/systemd/system/emacs.service

[Unit]

Description=Emacs:theextensible, self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH_AUTH_SOCK=%t/keyring/ssh

Restart=always
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[Install]

WantedBy=default.target

3) 50 systemd I I i3 A%

#systemctl daemon-reload

#systemctl start emas.service

B sshd-second fI 45 1) 91 ¥ -
1) # Ul sshd config L& sshd-second.config

#cp /etc/ssh/sshd{, -second} config
2) %% sshd-second_config SCF, S0 22220 [ 1, F1 PID A

Port 22220
PidFile /var/run/sshd-second.pid

W RE T BB AL S 5, A P B
3) % ULH LI

#cp /usr/lib/systemd/system/sshd{, -second}.service

4) %% %0 04 /ust/lib/systemd/system/sshd-second.service
16 O F 3 - B

Description=OpenSSH server daemon
5N sshd.service I 45 7E After KT 2 Jq:

After=syslog.target network.target auditd.service sshd.service
% % sshdkey Al ZE .

ExecStartPre=/usr/sbin/sshd-keygen

FEPRAT A B, 4528 A sshd ik 55 ¥ T & S AT

ExecStart=/usr/sbin/sshd -D  -f /etc/ssh/sshd-second config
$OPTIONS

& 24 )5 B sshd-second.service LA N U0 R .
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ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config
$OPTIONS

5) WA A SELinux, #NH0 tep %, 157 sshd-second AR 45 1 % H w2 #% 45
Y40 5

#semanage port -a -t ssh_port_t -p tcp 22220
6) WEITHLA 3 I k-

#systemctl enable sshd-second.service

#ssh -p 22220 user@server
iy PR B 2K st i 11 0 T8
6.1.5.3. EUEBLHFEMBATH

systemd G AT B SCAF BRA PR A7 A /ust/lib/systemd/system/ H 3%, R 405 PG AS
AW HE BB UOXANH F RS0, B SR SO /ete/systemd/system/ H 3% T, 4l
REV REAFK, aJLUAEHL 7%

B — /™ H =% /etc/systemd/system/unit.d/, XA EHEHELEN—F A, TS
0GB FR e SO, 3 BT R SO R T RE BB E L, 6 BROA R T SR R T
P AN TR AP H

M fust/lib/systemd/system/+% D1 — 43 it 46 FC 5 S A ] /ete/systemd/system/, SR )5
B, BHIMRASEGRAECE, X7 ARG I Ef, A
SR 0 T e i 3 5%

n 7T 2L BB I L E SO, R AT ELN BR /ete/systemd/system/ | 1) L B SC
PEREPT LT, AN EEE LA, A a0 d 2 N H SR ey B

#systemctl restart name.service

P e BRI oo e B S
AT Y RN R G SCAFRL S, 75 258 175 /ete/systemd/system/ T Al i — /> H
5%, H root AT AL T 1HI ) Ay %

#mkdir /etc/systemd/system/name.service.d

FEWI A QI I H sk 2 QU IE & S0 fF, AL conf SCAESS R
Bl — A B SRR, AR aE

[Unit]
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Requires=new_dependency

After=new_dependency

FA A, WTRARCE R IR, fE BB )G 30 MEER, KA
Blan

[Unit]
Requires=new_dependency

After=new_dependency

HERERE R 7 e AN, A SCE HURFESEE NI RE,  IXFE I B S
R 2 Ty 5 % ok e 2 1) At Bl 55 1O TC T s
AT N HNIEA BHE S A8 root $hAT BA T #4E

#systemctl daemon-reload

#systemctl restart name.service

%5 : 9"k httpd.service JIik 55 ic &
i TAE httpd k55 53 8 I s AT FH P E LA, 75 245 2 httpd 11 50T
FCE SO, BATUL N LB AR, B aIE A A SOOI H s M B 8 X

#mkdir /etc/systemd/system/httpd.service.d

#touch /etc/systemd/system/httpd.service.d/custom_script.conf

W B & X XM 41 & {E /ust/local/bin/custom.sh , ¥ X 4> 15 & ¥ 0 2
custom_script.conf [ & XA .

[Service]

ExecStartPost=/usr/local/bin/custom.sh
VB

#systemctl daemon-reload

#systemctl restart httpd.service

6.2. OpenSSH

SSH (Secure Shell) & — Ml Al % ) i - Ik 55 i 28 4, A 49 IS R 58 2 1) 1) 22
IRAE AR L M, BRI P I B G S B R S EAL R G e
W FTP 834 Telnet (@ 215 Pp AN ], SSH N T & x4 ik, BUE AR & XL
T ok 3 R A I ) A
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ssh P2 P 4% B 1T FH T2 450 15 0 telnet B35 rsh, XLELULECIHY . A SR,
F R I B N AR G i s Y FH R P o 5 oA S () — AN i sep R P, HT
B4 a0 rep IXAE R AE E L2 8] S0 ST I 2R e o DRI 3K 48 32 TH 1 N H R
AN TNV A 5 7 i Al 55 i 2 1) A% s TR B, T DA 2R AT i e A 1 R AT
2 D7 iR G SR R R G, BRI [R) I PR A% 7 o 2R 48 Az 7 2 AL 3R 40 1 KU .

R TeT LM v e R 55 A A RGeS T FH ) OpenSSH %2 2440
PL J OpenSSH Ml 45 it % %% £, ——openssh-server fl OpenSSH & /7 hij 2 %% £
openssh-clients. ¥+ = , OpenSSH % %% £, 4k ##i T- OpenSSL [ % %% £i, openssl-libs,
KA 22 ke T LA Z IS, 13 OpenSSH HE M S {2 1 15 .

openssh,

6.2.1. SSH ¥

6.2.1.1. AftAfER SSH?

IBEMANREAVFZ T LI R, RERE LEAATT v BBy o 22 80K =0T % o
ZeytE, Ak B SR — AN R U5 BB o — BRI L8 Bl L2y A
LK

1) EEMNA ARG 8 A

ks 2 n] RE AL T3 A5 X5 P AE W 2% rh K B8 AL, 52 I A AT 22 1) A s ) AR ) A
Bo bal e A0 R A S, BE B S B R R AR 4 v Rl b B

SR AT o 3 o A A P A R R AR R B AT, A A R AR R
WL g% TR, AT DL R A BRI 2 U A, IR i A

2) B ek E AL

i 2 1) AR G e B OR B AR L I WU R WO o n R 3 IR SR 2 1
PR GER A & R IVE SR AR R I EHLREAT AR .

X Bk vy DL A H 44 2 “DNS G2 A7 5058 I AR, B0 38 i P 1 1) <IP
WKL I AR FoRBIR, AR E A B BRI DNS ik 55 & KOk 2% )
ARGH - GBERG TN LR R, AR Ry 3 1 R 2 K 4,
R Bl A OR A B N — & rIE AR R R

X LE AR AR GE N £ ] BEAT AE MU RURAE B, iy FLA RIS PO TR AT
IR, A 25 R SOHENE [ o R AR ] SSH SR BEAT 128 R 6 3% A1 SCAF 2 41
T il RE i B R b 9 2D 3K 8 22 4 gy o XS IR D SSHL % 7 g A Al 55 i 1 P 407 4%
YORIGAUE S A7 o BEAh, B i AR 55 S R Ge 18] () P A TR AR AR I . AN R
WA TE A PR R 5 AT B 4 S O #S A2 AT AN 1K, R B AN R AR A A
AT AR G R R 28 G0 A4 IIE (13 RN 1
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6.2.1.2. FE4F4

SSH Pl i HR £ 7 LA N OR 4P 4tk it -

1) Jovk O 2 ) e 55 v

TEWIGRIERE 2 5, %%/ i 68 8 56 11 e >4 iy oI 32 4 10 Ik 45 i 1R A 2 ‘e 2 i P 3
P 1 [A] — A i 55 i o

2) TE AR B

25 7 i A o 128 A7 I SRR B IR IR AT B AT 38 5 I 55 i

3) L EGEE

TE A>3 Ul BT A R 3k RO 254 A8 A2 A R 128 A7 s Sk s iy, 43
2 0 B PR AT i P 2 A ) A A N HE )

Ak, SSH B SCGEFEfE T LA K e T .

1) $R4E 7 7 W2 AT R S A Y FH R P 1) 22 4 T B

kA4S 44 O X1 BRI HOR, %7 I g 8 IR 45 i ke X11 (X & H &R
gt M.

2) feflt T MR How A il 7 =0

SSH. Pl 130K & 38 FH B 1) — VD REAT I 8% o 38 e A FH 44 Ok <“dim 11 3% IR,
SSH JIk 55 i v LA R — MR H B A2 2 Wil (i an POP) 1) S8, My 3 n %
(N & TR ol

3) AT LU ke fin) e 4 3 i

OpenSSH iz 55 iy F1 %5 2 sy v LA B PiC "ok A I 45 i FH 25 7 g ML s 2 T) ) 1Y) &%
Wi, BN AN ST R AL R 4% ) iR A

4) 7 ¥F Kerberos A iF

OpenSSH it 2% i A1 25 7 g n] LA A% IC & 0 4 H Kerberos P % 1A E Hp 13 1)

GSSAPI (Il FH 22 4 e 25 N FHRR e g R 422 1) SRR EAT IAUIE

6.2.1.3. thidMRA

B VT AL W v 2 R 55 2 R AE R 48P ) OpenSSH E 444 1] SSH fRA 2, %[ A
HABEG RS EE, N 2B A 1 d 2w Bd, A EBRA 1,
6.2.2. SSH E#ERELHFFY

LR 289 T L A L2 D 0 SSHA FO 55 b
1) AT INEE R T, LI % S 3 05 50 G O 7 B W0 25 B0 AT S A
2) SRR R 000k S 2 2 L2 D 04 1 S0 T
3) % 3 1 T 25 AT B B

%079 U 3L 294 7T



kVLINSOFT ‘ KYLIN
EABERYE ﬁ‘mm BB 5 2 TR S AR RV 1 R ST E T A

A) 7 A T R A R E LA T A
6.2.2.1. £WME

ety )2 1) 2 A R i R A ENLZ ) 3 A5 2 2 T SR 1, AR AE DR 1Y)
IS i LA e 6 Bt ey (38 45 03 18] o A% i 22 G 3 0F i R A7 om 5 A figp 85 A B, LA R i
& PO Bt 40 AR A BN (K g AR LRI, SR SEIUX — H b o A = B4R A IR 4
T A S A% oy (4 Zh fE

SSH % /™ i Ik A Mk 55 B I, Re EAT S P10, A D R G TR EWS IE i b
Ty AL = o ] A I 1 20 R AN T

1)

2) € AP Sk

3) i 8 R BRI S

4) B SRSk

5) i € W Ay Hik

FE S PIAZ Y], R 55 i Y AN ME— (1 EHLS B 1R % 7 i R W B S 5 .
U R S LA MRS MK AR 2 B0 IR 55 i i A 0 e 55 o 1) T ML TR 2 g
KU ARSI, B iR A 2 e . OpenSSH Al Job 45 52 il 45 ity 1) 2 W12 11 5k JL ik
XA F g, JF BB i ENLVE Y] @ gUR 2 MR 5, R R SRR
FEZJa B, %0 7 i o F O ORAF I RRCAS SR e 0 1 55 i 1) TE ML B0, LA DR %5
7 S i SE o AR T ) 5% i A o A R AR R ENLE PR T AR, T s
AE T 15 22 W0 M B 2 ) i 48 DR AT IR A

LY -

ki 5 AT BE 2 A2 S W0 IR B BO 2BE i SSH IR 553, DAl A s 3 G 0 AN i
TS 0 e 55 s A AT ok 2 L RO 55 o 2 TR0 AT A A D o D T B LKA IR SR
L TEAESE R B B PIAN UL RSN, R AR IR 55 A PR O3 LA AIE SSH R 5%
i P L5 SE I

SSH A BEVH B L F- w] LURIAT Ar] SR B (1) 22 B 0005 o i B A S aRAE  AE B0 1Y
WP T N T AR e A IS AR, WA RGOSR A
VRSB B PR, DLORIP G AR 82 B AR i AU AN K

FEAL 45 5 B % PIM EE AL i — 2 & CHERR RO B T SSH s2 3D 1) Bl 2
e R R ORI, RS B A A AN I . R
i B B B IS A (E AL, X AR S AR AR A IR — B 1) A7 |
6.2.2.2. iAiE

— HAR R JE R A R B IEAE A R G AL AR R, R 55 i T R
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KYLIN
ﬁ‘fa;mm ST ML B o R 25 BB AE R AV A GEA B 5 T

i FE T SCRF RIS R R A i, e ] — DRI g i (25 44, sE o —
o AR5 % 7 i A I SCHRE R G rp b 58k 1A R 55 S BE AT AL

SSH Il 55 % A1 % ) S W] LAPC B A H AN TR SR B (A E 5 5K, k& D5 R AT etk
I R o M 55 i vl DL g 2k - FL 22 i Y, e m] DASCHF IR N s ik ) g
A LAY PR 328 300 v 328 8 22 il A AIE ¥k (K

6.2.2.3. &
E%H%%F%&~ﬁ&w%%m2F Bl g A2 R AR (£
SHEEBZ M S48k, X fE5Ed AL B R KGR X

%H%% K@%LL%T*IAH%ﬁéLE*k%)m PR ARFT T 2 HEil
— 4% 30 T8 97 BT AL HOR [ ) s 4 5 R R XL 2
VA 25 P i i 2 I 45 i B T DA B (0 0 o A2 R A 3 B 1R N g
WM%*ﬁﬁ?oéEF%xﬁﬂﬁ AN TE N, v AU I SR OHE I g
—HRRIEH E . X EE B IR S i IR AR R, TR AR T 1 N R R G TE .
—k, AFBRPSIEASHIEW, FHFAY—MEEMRESERZ G, RHE
(1) 30 308 A~ 45 R T = 221K SSH & 2.
b BERTENEI D52 Sk kel B TuttLuﬁﬁﬁﬁﬁﬁﬁﬁE%ﬂ%Wﬁ%
PLIX 7 20, A 9% F it B2 I B E 22 3T R R, B0 4 2 Bk E 1E g% .
o 7 i IR 45 o 19 B0 P R R AR W (RRRAE , H R T 7 i O SR ) iR 45 2 2 A
F P BB B4 1 75 2o IXRE AT DR A 06 e B S0 JE R i I DL R, Ak
AN [7) 28 20 (1 s R 3 0 R AR K 1) R 1k

6.2.3. HCE OpenSSH

6.2.3.1. EEXH#

Be B SCAFE A ANE I RS, — RV 1% 7 I ke (0 sshy sep A sftp),
FAN— R T RS i (sshd s HEFED .

RYUH K SSH At B A5 AR AF A Jete/ssh/ H T, PEULER 6-11 R G0 H 9 e
B R EH ) SSH AL B AR B RAF A~/ ssh/ BT GZHFAREMH X
HaH), IR 6-12 FFx H 7 IECE S

R 6-11 ARG e B S

P ik
ete/ssh/moduli 147 T Diffie-Hellman % 455 4 7 32
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K| o omn BRI A S5 SR A R ALV L RS T A
A8 #ik
1 F i¥) Diffie-Hellman 41,
Diffie-Hellman % $ 48 4§ T4 1 %
AR A ORI . A A
SSH 23 1% 1) 55 4] B BEAE AT 45t (1) IF e
— AN LR AR A, %A e
H AT ART SR — 7 B o8 XA B
B 5 4 HH R 32 A = AL UIE
FRINH) SSH %/ i L B SCHF - R
/etc/ssh/ssh_config i ~/.ssh/config 17 7L TE, 1% 30
) B &K 4 ~/ ssh/config 78 15 .
/etc/ssh/sshd_config sshd <y 47 2F F2 1) I B S
/etc/ssh/ssh_host ecdsa key sshd 57§ 4t #2 B 48 ] 1) ECDSA A4
/etc/ssh/ssh_host ecdsa key.pub sshd 57 37 4t #2 By 48 A 1) ECDSA A 4H .
/etc/ssh/ssh_host_ed25519 key sshd ~F 4 R 1Y) EA25519 FAEH LA
/etc/ssh/ssh_host_ed25519 key.pub sshd sF P HEFE ) EA25519 280 3014
/etc/ssh/ssh_host rsa_key sshd ~F 7 B2 D 4dE H 1) RSA FAEH .
/etc/ssh/ssh_host rsa_key.pub sshd 57 471 HEFE A HH 1) RSA A8 .
/etc/pam.d/sshd sshd ~7 4 2EFE 1) PAM BC & S
/etc/sysconfig/sshd sshd Ik 55 A c & S04

R 6-12 55 M I IC B ST

s ik

AR 55 S AR B AR A PIFI R . 2%
~/.ssh/authorized_keys | ¥4 B I 55 Jni I e 55 v 38 o A 25 DR AT 1% 3C
(GRE A AR A R/AE P ST Rl

~/.ssh/id_ecdsa 5 H P i) ECDSA FA4H .
~/.ssh/id_ecdsa.pub P i) ECDSA A4
~/.ssh/id_rsa ssh B4 FH 1) RSA FA4HH .
~/.ssh/id_rsa.pub ssh P 1 1) RSA A 4.

B P U IR SSH MR 55 3 1) =ML B 1%
X+ 1 Ok SSH %% ) i 1 #8145 1E 47 (1) SSH. i

~/.ssh/known_hosts
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s #id

25 it e 18 FE )
SREA ¢ SSH AL & A A I & Fh4s 2 1015 B, 162 7% ssh_config(5)H
sshd_config(5) T /i 7T T .

6.2.3.2. /33h OpenSSH PR 55 i

1R 2 %% openssh-server 132 5 4 fiEia 1T OpenSSH IR 4% ki o
BAEMAT 2 W A 8 sshd sFPERE, 15 DA root H| S AE shell iy 2 ATHRRFF R
BWALLN 4

#systemctl start sshd.service

RN LA iy

‘;{

#systemctl stop sshd.service

WER G AAE R GL R SN B30 A sh sy 2B RE, 3 B root JH )7 AE shell iy A7 42
X SR AN S N o

#systemctl enable sshd.service

6.2.3.3. {EF SSH #{TiRIZ e

Tk SSH RCIERIFEAE T, NAZEE (b A8 AN 224 i ER e A0, iy
WA R AE — AT SSH N B R 9 AR 4, B ANAE 2 J5 A ] Telnet %5 5%
IR T o TFEE IS5 4 telnets rsh. rlogin F1 vsftpd.

6.2.3.4. ERETEHAMIAL

h THME RS RG LA, AT LU SSH BN, ARG s AR T
HIWAE, JF2EFHE AR . B, 15 AR vi B0 nano & SCAC S 45 Th 4T I
/etc/ssh/sshd_config It & A4, 4% PasswordAuthentication 3% T4 £ 4y i1 K N %%

PasswordAuthentication no

WHRAEA AL —AF BN 210 RGP AT 8 AE, TH A A B SO IR %
4 ¥ & PubkeyAuthentication no 3 . 1 F & FE I B0, T AN 2 A0 1 4 okl
BB W AT ), AR A A D 22 00 R T8 B ) 5 sk B 2 S AT
Jii fFIC % PubkeyAuthentication 4 no.

H T B AL sshy sep B sftp M%) I B 4% 3% 42 B IR 55 o, 1 42 I

%Fd>~
&
=
H

L 294 11
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6.2.3.5 A UM RN B AR B N RBUE N o TR, IR LB W 2R A
73 A
HEYH
R LA root () S 3 5E il T AP IR, B4 A root ] T e A8 ] IX 485 1] .
AT
IR A R gy, )RR B A AR R s IS, 18 & i~/ ssh/ H 3.
fEERE G, BHEHRENEHx, X R GEIERSGE LW P, @
$% root I /s
6.2.3.5. £REHA
LR SSH PRI RSA B, iF 4% LLUN 20 BR A -
1) 7€ shell fir& 47385 FHIABLF 742 B RSA 5014
$ssh-keygen -t rsa
2) IR B A g ) = I BN 42, B~/ ssh/id_rsa.
3) fA—ANHA, IF HAESRRFA IR A x4 b T =i,
VB AN BEAY R R A8 S 5 10 U P A T 1 25 0
4) BATEO T, K~ .ssh/H FFIBBR 5 E A rwx------ s BL\HE Sl bR vE R
K] 7000 3224 T #f b R AT R 1T 7 USER fEfs & FL 7 W 2R AT 14
B, R BAR & KRB AT A -
$1s -1d ~/.ssh
drwx------ . 2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/
5) LI R4, Kol EHE - 5iefeyla b
ssh-copy-id user@hostname
R AP R 2RI, 1% 2 B R IT — B U~/ .ssh/id* .pub 22 ]
AR, AT PR E AP SO 44
ssh-copy-id -1 ~/.ssh/id_rsa.pub user@hostname
% fir & 2 K ~/ssh/id_rsa.pub [N 7 2O B K OAEUE B0 OBL & 10
~/.ssh/authorized keys SCfFH . W1 authorized keys XAFC&EAFAE T, HHK S
BN R % SR R .

TR SSH Hh LK) ECDSA & Y1%S, 4% LA K 2D B AE -

%}
o
~
=
pes
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1) 7& shell iy 24T FER T N H A LLT 4y 2 42 il ECDSA % 814 -
$ssh-keygen -t ecdsa

2) BB B 2 ) I BN % 45, Bll~/.ssh/id_ecdsa.
3) A4, I HAERRFOAR R RN ZO L. T2,
T AN A R A8 36 3 S 1R K P A T) (1 % R
4) BRIANEOL T, ¥~/ .ssh/H R 13 E K rwx------ o DL\ BE bR i o
ff) 7000 JX N T ARV XT K 7 USER Be A LN 7. WA 1
T, A DA BAR iy & R BEAT A
$1s -1d ~/.ssh
drwx------ . 2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) LIRS, KaglEds— 5yl b
ssh-copy-id user@hostname

RN PIHR 2 I h, %r 2 2 RAl L — I AE UK~/ ssh/id*.pub 2 8.

AR, AT PR E AP SO A4
ssh-copy-id -1 ~/.ssh/id_ecdsa.pub user@hostname

% i 2 & ¥ ~/ssh/id_ecdsa.pub [ & B B & A E B P AN
~/.ssh/authorized keys SCfFH . W1 authorized keys X &4 T, HHES
BN B % SR R .

Y

YA N, AT E SN, X — IR EER.
6.2.3.6. OpenSSH & i

& 20 4% openssh-clients {0 )5, A HE M P i AL 4% 1% £ 2 — 4> OpenSSH Jik
55um (W2 W 5.2.4 G o 7 i 2 ] £ SR AT JBICIgE v 2 I 55 4% R AE R G 2
BEHTALD .

6.2.3.7. {F@sshTH

ssh T H AT DLiEE G % 2] — GBS B, IR BT a7 4 - B2 X rlogin.
rsh Al telnet F2 /5 11—~ 425 #e
Al telnet iy 2 AHAL, AH LN iy 25k 28— G L4 I

ssh hostname
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B, FEERF|-— G 44 penguin.example.com [KZEFE ML, 7 LLEE shell fiy
BATHRFT N A LU R fir %
#ssh penguin.example.com
2t R o DU IEAE AR T AL a8 i 7 4 8 . i R RHR E — DA
I 44, WA R BLR fir 4
ssh username@hostname

%41, DL USER % 3% %) penguin.example.com, 5% ALL v 4 :
$ssh USER@penguin.example.com
R — IR, R F/ BN N EAAE B
The authenticity of host 'penguin.example.com' can't be
established.
ECDSA key fingerprint is
SHA256:1xy64icRY c/h7XSOvUVywS7t7ThtmOsPT1s07wDDSPS.
Are you sure you want to continue connecting
(yes/no/[fingerprint])?
A 1] 6 1 A iR 0] 2w, T VAR IR R AR SUE T R . P AT B
I5) i 55 s (1) 5 B 0% AR A B B0 A2 IE A ) o X NAZ L —Fh 2 1) HE A e 7
CHREAT A R AT DA IR 55 3m ) WL D], AT RAE AT BAE ssh-keygen iy &K
(TR EEAE
#ssh-keygen -1 -f /etc/ssh/ssh_host_ecdsa key.pub
256 SHA256:b0gGbI+Xk/1+Ve76j3mqpY StyOn3gR9Qilsd+80V3GI no
comment (ECDSA)
N yes L HEYDIFMINEZ . BRHSFHD DA KIS m S 240 ins e
A EAP R P R A, DL AN N D R R
Warning: Permanently added 'penguin.example.com' (ECDSA) to

the list of known hosts.

USER@ penguin.example.com's password:
HE P
Wk SSH Ik 55 o B EALE PIAL T, % )7 o e 2 0 0 7 IE R AN RERSE, bR
A Ks IR 45 it 14 5 1% 4 M~/.ssh/known_hosts SCAFH M B o SR, £EHEAT ILERAE 2

%}
0
[N
=
H
N
O
=
=
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B, VHICR SSH 55 dm i R 4848 B b, 36 UE IR 55 3im ¥ A 52 21 il o

L M ~/.ssh/known_hosts SCAEH M BR—AN 880, o] LA R an iy 4 -
#ssh-keygen -R penguin.example.com
AN B2 )5, Bk 23t N B2 LI shell iy AT 4R T o
Al e, ssh B AT U SRAE G B B 0L AT — S a4, AN & ok 3 shell
i AT PR AT T
ssh [username@ ]hostname command
@l n, Jetc/kylin-release L fFHR A X BAERGEMAKHFE L. HEF
penguin.example.com [ iZ XA A2, #i:

$ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

KYLIN Linux Advanced Server release V11 (Swan25)

M NIEMNEL )G, BEEREREENNEERERAGLR, REE
W3R [ B A H ) shell 67 4TI RT T -

6.2.3.8. {Ffscp TR

scp I DLHIKRAE ENLZ [BE I A s RE ALy S0 fF . it B, &
A rep AR AREL
LA — DA R R R gerh, U T N IE A a4

scp localfile username@hostname:remotefile

i 4n, a0 ALK taglist.vim 4% % 21 4 4 penguin.example.com )15 % F AL H
PR HEF L, ATLAE shell fiy S ATHRFF NI LL R iy 2 -

#scp taglist.vim USER@penguin.example.com:~

— WA LUFR & 2 A S0E . EAR i .vim/plugin/ H 3% F [ 3CPERT H 5% 25 2 32 6L
penguin.example.com FIAHF H 3T, "LV A LU v 4 -

$scp -r .vim/plugin/* USER@penguin.example.com:.vim/plugin/

TR — AR SO AR i B A R g b, ) DU T B ik

%)
[
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scp username@hostname:remotefile localfile
B, R FEHL R vimee BOE SO, TN

$scp USER@penguin.example.com:.vimrc .vimrc

6.2.3.9. {Efsfip TH
sftp THATBLARAT I — A2 4. AL FTP il fEwil B, EHRE
T ftp, A ZALAET sftp 7 T — A2 A p e iE 5% .
COER PRI ARG, AT DA R B X A4
sftp username@hostname

#il4n, 2§ H USER H 7 & 5% 2 4 4 penguin.example.com I FE EHL F, Af
LA -
$sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.
sftp>

1

ST

BB sftp My AT AT sftp L A
(Z W% 6-13),

VPN E PP
A RUAE ] — R AU ftp AL i

0,

% 6-13 N sftp x4

W ik
HUH — A FE H N7 WERBAT SR AT A
H A BK, BRAEH Zari CTAEH .

Is [directory]

cd directory DI i TAEH < BHE €M H X T,
mkdir directory Bl — N H %
rmdir path b B — N A H %

put localfile [remotefile] | A< Hb 3C 4% Hiy )z #2 4L F o
get remotefile [localfile] | ¥z Fe ML L SCH 83 A EHL L
BRI fr 2 1 5e 88 3K, EZ 2% sftp(HH P T W 0L i .

6.2.4. FHAR—IMELH Shell

— AN A R AT S R AN S SSH A2 AE M SN T i . 45 T A 0 A

%}
0
&)
=
H
N
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%, AT LU SSH Ml IEREAT X11 il ¥ k. 83, Wi TCP/IP ¥k, HRENH
AT PR AN 22 4 s 134 42 T DL AR 30 5 5 1Y) SSH JliE I
6.2.4.1. X11¥%
LW SSH MERATIF X111 2x1h, v MER LN B AW dr 4
ssh -Y username@hostname

#il4n, A H USER H 7 & 5% 2 4 4 penguin.example.com I FE LML F, 7]
DRTPNE

$ssh -Y USER@penguin.example.com

USER@penguin.example.com's password:

N4 shell i AT MIBAT A X REFPIN,  SSH %)™ i Al 55 i 4%
QU ANBr i 2 ATl aE , X R e e A O X A 0 W Ak B P s LA

R, ERAE X B, BT R 23 X @0 ARG . U root
HIP A AN LR i & ml B2 e X1 Bkt o) 4

#dnf group install "X Window System"

%4 shell fr AT HRRAFT Fis4T —A X I, SSH %% )7 i A1 I 45 S 2%
QU — N BT e Anl s, X R 3 2508 3 ik X AN 10 1 37 W b Ok 3% B K P am LA L

HE, ERAE XN HRZET, DOEERERGE T LM X G HR%. X111 #
RAEFEA M i, X118k UUHKRA TITERE] TREIE N2 el b
il BIXFEM, oM ssh GBI 450, RIGHA

$system-config-printer &

CITENREE Y THA < Bonthik, b B 7l BLAE i fE 0L E 2 4 e B
TE.

6.2.4.2. ixO%¥%

SSH A LA ik sty 171 %% 22 4= n Bl FoAd A 22 4 (7 TCP/IP pill o AEA# X —
A, SSH 453 i T SSH 2 7 3t i) — /NI 9

sy e DA AT S B o 2 i F) A A i ) IR 3 I 45 i ) — A
i 1 b o SSHRT LU IR 55 S R AT 35 S 10 W S5 3 80 0 S (A R0 ) b I HUORTE
AN vy F 5 B AH UL o

HE L] .

B I R R T 1024 LU R H, 5 5 root 2 I Vs I BLIR

%Fd>~
©
o
=
=
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PG g — N WA WF localhost b R385 (1 TCP/IP ¥ I 3 d i, W LR UL R
ff/iiEl’J i]§] 7

ssh -L local-port:remote-hostname:remote-port

username@hostname

B 40, EAE A POP3 18 ik — AN I % 3% $: K5 75 44 O mail.example.com [1) Iz 55 %%
R, DU LR 4

$ssh -L 1100:mail.example.com:110 USER@mail.example.com

— HL2 7 By AL s R0 R A Al 45 2 2 Ta) 14 g 11 3 D T 308 ¥ 6 it 4 i, st ] DUAE
—> POP3 W% /= i £E localhost b A 1100 i H R AS 2B HEAF T o AR i 75 %5 /-
Uiy R4 ORAE 1100 B ) iE K, R B 42 4 Hh 3 ) mail.example.com JIiz 55 #% -

a1 mail.example.com ¥ I21T SSH i 45 %, {HIE R — M & 1 5 — S HLA
1Z4T T SSH k45 dm, B4 SSH SR AT LU R iE B g AT = it o 4%, A
) i 2 23 W A7 AN [F] -

$ssh -L 1100:mail.example.com:110 other.example.com

FEIX — o B, AN 7 S AL A% 1100 3 1 Y ) POP3 353K, H i 22 S
) SSH 3% $24% # & 3] SSH Ik 45 Uit other.example.com. & )5 , other.example.com
JE#: 3 mail.example.com 1) 110 ¥ F R A 28 BEAF . v =, e X — 8K,
A% )7 3 Al other.example.com Il 55 %im 22 8] f1) 1% % 0 22 42 1

gy [ R A AT DA O o 1 245 97 oKk 4k 22 4 RIS S . i BT KRR ECE R A
VFISCAT A0 F b v 11 CRI 22 3 1) 1) SSH &4 it » THX%EE%TXHL/E\E% 1

], AL AW & ML (A AE Ak BH 28 o O g S B AR S T e, H Bk Y
12 8] fr) Al A T ik — 4% 8 37 U 1Y) SSH JE #2347 558 ) B Al
R

PLIX A 7 2o Ad FH g 11 3% R H R AT 3% I, o VP i &R 48 E AT
o] 7 40 fi 2 B SRR N IR IR 45 b W SR %5 7 i R e AN A, B A B (R AE RE 8 U
7] 5 R IR R 55

FH O g e R R 4 8 3 By, W RUAE JIR 95 S K Jete/ssh/sshd_config ST A A (1)
AllowTcpForwarding 1 10 % B & No, FFH )3 sshd k55, K25 um 1 & Dy ke

6.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & — M EAL R = R 4,
AJ DALk e FE s i e T L
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TigerVNC K H M 55 g - 25 )7 i 28 04 = IR 2% o 4L =22 i i (vneserver), %6
uiy (vneviewer) &3z B 7 i
HEYH.:

AH Bl DA AT 4R 0] JBC I8 1= 2 Ik 45 ds B AE R e, BTN BB S IR S5 a R AE R 48 VLT
) TigerVNC fif H systemd R & & # s R AEAT R E . B E A

/etc/sysconfig/vncserver # &5 #t il T /etc/systemd/system/vncserver@.service.

6.3.1. VNC BR%i%

vneserver L. H KA 34—/~ VNC (Virtual Network Computing) [ . &¥
& M IWIETTZAT Xvne, 74 VNC EIHiH 38— A% & BL4s . vneserver U
VEH P AE— G les LI AT ST 2 AN ML B S1h, 2 E XSS 1E ] LT S8
8% 7 g MAT BV B 7 ) o
6.3.1.1. R VNC R in

3522 % TigerVNC IR 453, i/ LA root F J* 4047 BA R iy 4

#dnf install tigervnc-server

6.3.1.2. MfitE VNC BR%K iR

VNC Ik 55 s /] AL B T o8 — a2 AN O XL [ P K P AR T RS
D JRB AN EoR, AT RARCE 0 BN A L g hk A 1, DL KR A v AR
CIBvik % @8
(1) K45 € H P & Hl vneserver@.service 3] /etc/systemd/system H 5% (Ll smbuser
J 20 )

#cp /usr/lib/systemd/system/vncserver@.service

/etc/systemd/system/vncserver-smbuser(@.service

(2) 1524 service SCAFHE <USER>FE 4 i SE s 1) F /-
#vim /etc/systemd/system/vncserver-smbuser(@.service

#The vncserver service unit file
#
#Quick HowTo:

#1. Copy this file to /etc/systemd/system/vncserver@.service

%)
O
—
=
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#2. Replace <USER> with the actual user name and edit vncserver

#  parameters appropriately

#3. Run “systemctl daemon-reload’

#4. Run “systemctl enable vncserver@:<display>.service’

#

#DO NOT RUN THIS SERVICE if your local area network is

#untrusted! For a secure way of using VNC, you should

#limit connections to the local host and then tunnel from

#the machine you want to view VNC on (host A) to the machine

#whose VNC output you want to view (host B)

#

#[user@hostA ~]#ssh -v -C -L 590N:localhost:590M hostB

#

#this will open a connection on port 590N of your hostA to hostB's port 590M
#(in fact, it ssh-connects to hostB and then connects to localhost (on hostB).
#See the ssh man page for details on port forwarding)

#

#You can then point a VNC client on hostA at vncdisplay N of localhost and with
#the help of ssh, you end up seeing what hostB makes available on port 590M
#

#Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.

#

#Use "-localhost" to prevent remote VNC clients connecting except when
#doing so through a secure tunnel. See the "-via" option in the

# man vncviewer' manual page.

[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]
Type=forking

WorkingDirectory=/home/smbuser

%}
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User=smbuser

Group=smbuser
PIDFile=/home/smbuser/.vnc/%H%i.pid

ExecStartPre=/bin/sh -c¢ '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || '
ExecStart=/usr/bin/vncserver -autokill %i

ExecStop=/usr/bin/vncserver -kill %i

Restart=on-success

RestartSec=15

[Install]
WantedBy=multi-user.target
(3) #4T systemctl daemon-reload

6.3.1.3. B3 VNC kK in

BRshs#E FHLE A3 VNC k%, eI ReEBrngs. 1 6.3.1.2
Be & VNC R4 Bl <R p—H P EE VNC 8o Ad ] 1) i & SCAEEAT
AR A0, SO %1 B4 systemd I R g 5 8 o A — AN 200 BoR
O 5 K AT LA iy 4

#systemctl start vncserver-USER 1@:display number.service

WA LIRS ERFE RN BB E 8. 25, M &R, vneserver L4
HahJd 30T . Ll root H P $AT LA R fir 4

#systemctl enable vncserver-USER 1@:display number.service

Xz, HAB R Al BUAE S VNC & F/ R, LLACE SCUF I 7 g 5 Al
AR R VNC RS, e a2l 7 NERIBAER, FalRizi
T — AN 24 o XA SEGIRT H AR LA L 1 AR %o (1) SE) o ASFR R 1)

KPS R P AS AN R 1 2 7R BB VNG IR 55 i

T AAC &M E TR VNC It % i vneserver-USER_1@.service Fll
vneserver-USER 2@.service, A LLJA AR Endwm 5. B, LFmdHs
fff USER 1 ) VNC IR 5534 Bondw 5 3 ER3h, 1 USER 2 ) VNC AR 45 b 5 £
WoRdw5 5 ER3):

%}
Nel
w
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#systemctl start vncserver-USER _1(@:3.service

#systemctl start vncserver-USER 2@:5.service

6.3.1.4. %1k VNC &1%
KALTFJA H voeserver HFHL H A8, & a] DLZE R Z R & 10 AL E JE 80 -

#systemctl disable vncserver-USER 1@:display number.service

B, ARG IEAEIZATI, A LEL root HI 7 $0AT BT i & oK 45 1k VNC

R %5 -

#systemctl stop vncserver-USER 1@:display number.service

6-3-2- 1\; TE%%E

BTSN, —ANCERMH WA Nl X RS mbE . 8RS 0
s . A ] LU A Tiger VNC i 45 3 1) xOvneserver >k 4L Z2 A0 AT 1) 51 .

EH. HEZE—NXEE

P A xOvneserver JL g — NG PRI, 3% LT P REEAE:

1) U root HH AT LA N ir %

#dnf install tigervnc-server
2) ) BE VNC # i

#vncpasswd
Password:

Verify:
3) LAE M 5 AT B R w2
#x0vncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

M2 kB D AHE T RV IERE 5900 i 10, T FE A F 2SI LE 5t ) DL 8 3
Borgws 0 L, HEFCEXHPWEI T . 1530 6.3.3.2 4 VNC B & Pj k.

6.3.3. VNC &E#%

vneviewer J& —ANF K B B R - S 93 B2 45 ) vneserver [ RE T o
K T HAE voeviewer, A — MR EVF 24 H WM SR, WX L4 H nT LU

%}
O
~
=
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O
~
=



kVLINSOFT
BRENER

KYLIN
ﬁ’fa;mm S50 LR 7 I 5 SR RV RS ATE A T

TR O e L BRI A SRS M RAE. ATk, i) DLl
2 KA AE vneviewer o 7678 24T i vneviewer -h 1] LA H vaeviewer B2 4.

6.3.3.1. REVNCEEHE
91724 TigerVNC 8% /7 3t vieviewer, i LA root JH /7 04T BL T iy 4
#dnf install tigervnc
HERE ] VNC R 55 it
— HECE L T VNC 55 i, 0t vl LAAMEAT VNC 75 4% 3 £ 3% IRk 553 T
6.3.3.2. 4 VNC ECEF5 A%

BAE AR I E R, firewalld 7] e BHIEE$E . T ik firewalld f8¥F VNC
s miE e, &nr LT BGR € ) TCP B it H o 2460 -via eI, Hods i i
i SSH i 7 EE 1), 1 SSH 3 1 7E firewalld BRI & FFIRC
i

VNC ik 55 i (47 BRI 3t 1A 59000 2245 51 370 742 552 104 4 U7 il 1) 3 1145, m] B
BRA S -0 P 2 B B s g o 0, R A AN WOR B 2+ 5900 = 5902,

6.3.3.3. {¥H SSH %#EE VNC BR% i

VNC & MR B 5 0 SCAS 9 288 B i3, 03845 Hh A A . ) 222 A B R B 6 7f
REf et o b TA0IEMF 24y, fn] DU ik A F -via 36 Z50 R I 468 1) I 25 - 250 7 i
. XM A VNC RS i A2 g 2 ] 61 g — A SSH & IE .

I VNC Ik 55 S -5 ) S 34 1 1) i 4% U0 8

#vncviewer -via user@host:display_number

%Fd>~
b
=
b

L 294 11



KYLIN
mmw*‘éfaum ST BB 5 I 5 S R LV RACATEL 5 T

7. BR%E

7.1. Web [R5

Web IR 55 2% BEWS K T F 4R At — Rl I T web ORI R4S, 5 LI T 2 2 B0
ST HE RIS R SETHAENLE, AT M E 2 &M T . KA
web I 25 2 A% FH 1) 2 4B SC AL B il (HTTP), Jr LR web RS 2% 4 HTTP i
%28

7.1.1. Apache HTTP PR %8

B VAT L v 2 Ik 55 A R AE R b SR L A T ] web IR 55 45 & Apache HTTP i
%-#% (httpd), httpd F A K 2.4, ‘& & 1 Apache 3 AF 3L 4 & T & 10— Fi T web
i 55 45 o

7.1.1.1. EETH

httpd k95 3% 1

BE 5 T I ¢ 7 SysV #1640 A, HR 4 & BE 03 N 1% fiff ] apachectl Al
systemetl 7 2 K E H RS, AL service 4 T T4 7 & F httpd /i
4 B 481 - -

A
iy &

service httpd graceful
=% 9

apachectl graceful
Bt X httpd 1) systemd #. 70 SCAF AT RIAS, A7 1 P (K AS 7] 45 4 -
> CYHEHT IR, B R 152 graceful H 5 J7 3
> MF RS, BT FH )72 graceful 5 1k 77 5K

A A
fir 2

service httpd configtest

B K T

apachectl configtest

%096 UL 3L 294 7T
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FAH /tmp
N T HRE RS LA, systemd HG SCAFIEAT hitpd SF A RERE RS, B ASH 1) /tmp
SR, MRS R /tmp 42 5 T 1
EEMR
MEr RS, T AN 1 E S # AT JIAE T /ete/httpd/conf.modules.d/
H3 N 24 httpd $&HE ) — 807 0 23 hn 452 e () i & ST A7 8T, 4n: php.
/etc/httpd/conf/httpd.conf 3L £ H ) = £ L E W Include 3t 2 A =k #i &
/etc/httpd/conf.modules.d/ H 3 F B include SCHF ). X 5t & Wk 35 7E httpd.conf )
R W, 2B conf.modules.d T 14 FHCL E SC . fE/ete/httpd/conf.d H & T
(1) 3 AT, 5 %4 IncludeOptional 45751, 7 httpd.conf SCAF I 55 5 i LAk, 14
e, XU SCAEASTE httpd.conf EARZ JGHE AP
1 httpd BG4 A ) — S8 0 I S
> /etc/httpd/conf.d/autoindex.conf --- Fi & mod_autoindex H k% 5l
> /etc/httpd/conf.d/userdir.conf --- P & ®] U5 | M P H x ., # W .
http://example.com/~username/ ; & T 243 W, NAZZEH XA BN .
> /etc/httpd/conf.d/welcome.conf --- 7EAH F K- HH R A I, 24 http://localhost/
BA WA O, ek FL 3 B R T Xl mL i .
BTG T, FEAEH httpd.conf XA B H/DECE . 25 WIWECE D, -
PLaT ERAFC B 7 Timeout 8¢ KeepAlive #8AN FF 4% W0 % & T 5 T 2 00 8 & B ok
AR T o B BT A B 2 4 s TO0 1) Bl G 4 i E T R A R 4 U
ARBHITEERE
I R F 2L A httpd 2.2 B B L% 2 httpd 2.4, WA LA K E TG A SR
) httpd FC B 15 Ik BAE . 2 A ORI HE 0 ) Apache XM, H S FH
http://httpd.apache.org/docs/2.4/upgrading.html .
b B ALY
AR T UM vy R 55 S 0 AE R R T, ANE 2 AL B (MPMD
et T AN ) httpd — BE W ST o e KR T 7 kR AR AL W] DL A “prefork” AR K
/usr/sbin/httpd; & T 28 FE A A 0] DA “worker” 4 3& /usr/sbin/httpd.worker
0 H T IS = B R 55 2 A R g, RAEHA T 8% httpd. 3 > MPM 14
AJ N 2 A e as zzﬁ;dl[?l’] worker, profork (default) F1 event, 477 Z ik —14
MPM AL i), n] LI i 9 4 /ete/httpd/conf.modules.d/00-mpm.conf Ft & 344,
FHOG MPM BEHC | () E B AT #2545, o) DASE I MPM BCER () N4 1 .
GRS
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FH N7 1) 43 S mod 1dap ST AL EL (1) LDAP 5 43 5 ik F1 52 8L . FH 8 11 43 L
mod_session ¢ mod session Al helper. H #1143 € mod_proxy html $i& fiE 45
Pt mod_proxy html F1 mod xml2enc. X £& 514G ER v DL ] 3 A T Hh 3R A

TAXHRGER R

AN fA¢ A /var/cache/mod_proxy/H 5%, AR 2 ) /& /var/cache/httpd/ H 3¢ T
] proxy Fl ssl 7 H % .

httpd AR P $2 4L 94T 0 N 5 2 & ) /var/www 1T 2| T /usr/share/httpd/

> /usr/share/httpd/icons/ --- W& T —HAH T HRXRZ I W EFr. FIMRALE
/var/'www/icons/ FH 3¢, IL{EIEH 3| T /usr/share/httpd/icons H & . TEERINIE I
', http://localhost/icons/+& 3 34" . {E/etc/httpd/conf.d/autoindex.conf L AFH, wJ
L PC B A o B R A

> /ust/share/httpd/manual/ --- /var/www/manual/ H % © & i& #% 3| 7T
/usr/share/httpd/manual/ H 5% . XN H KA 5 72k B T httpd-manual 544511 4 25
45 T httpd 1Y) HTML ARFF o 2R e 73X AN AR 48, W http://localhost/manual
/7= RN . 1F Jetc/httpd/conf.d/manual.conf SCAFEHY, w] DLAC & T M )47 & F0a]
P

> /usr/share/httpd/error/ --- /var/www/error/ H % B & i #% 3| 7T
fust/share/httpd/error/ H 5% . {EERINBLE T, MR T B & X H 2 EET HTTP 45
i BB S . 7F/usr/share/doc/httpd/httpd-multilang-errordoc.conf 344+, #2
Pt T BB SO R

S IAE, AR ) 4 ]

T #8530 . BBV =R BRSO R E TIHE M . £
B0 E S ) Orders Deny Al Allow f5 4 NiE H T #7111 Require 11k . H
K Apache X M W B 2 i 4 F & WA F
http://httpd.apache.org/docs/2.4/howto/auth.html -

suexec

HTHREAEN 24, A% suexee —8EH T, BUMACZ 102 0
ARG R ML, RPFEMEINIREE. 46K %%, suexec M A FALH
/var/log/httpd/suexec.log HE T« Mk, HEMGEAILER T syslogs BRIAE M
~, ¥ HBLALE /var/log/secure H & SO

B O

H T httpd 2028 T BLHR B e X, PG, JE T httpd 2.2 M @128 3 5 Bt
httpd 2.4 JE AR . XA, Bl ZAR IS httpd 2.4 B DE SC, ORISR EAR
s E e, fh, HEM. AKX httpd2.4 AP A E R E E 4R, S

%Fd>~
\O
o]
=
=
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H

http://httpd.apache.org/docs/2.4/developer/new_api 2 4.html .

F T AR ) g 455 B 1) apxs AT AT SCAF © 48 M Jusr/sbin/apxs i B 2] T
/ustr/bin/apxs.

M B A R

FE AR LI v I 55 s B AE R Gurh, C U ER 1) httpd BEH AL W F

mod _auth _mysql, mod auth pgsql

£ mod_authn_dbd ', httpd 2.4 #& 4k T N HH SQL H s A Uk HL i

mod_perl

7F httpd 2.4 F1, AP IEXSCFF mod perl T

mod_authz_ldap

7 httpd 2.4 143 mod_ldap "', ] mod_authz ldap $#2 /it T % LDAP )32

£
7.1.1.2. EHEE

4 T 58 %1 Apache HTTP Server version 2.2 Bt & A, FFESER LT DK
1. TS RE TR T, Bk, 75250 A A B A FR 2 15 B .
ERx @A T AR B, 55 24 R MR U 2 LoadModule 7

NI
2. AE T BN =y BT, R B g e AT X R E S
65 UE A1 AR B

3. W R EAE ] mod userdir Bk, NWIFE UserDir f5nirh, 5 EHAEH X4
Fr (il 4 public_html);
4. R ZATH] Apache HTTP %4 Ik 55 45 16, WA X E HZ2E#H Y2
(SSL) Wi 2 HEAFE L, WS F 7.1.1.8 Ji A mod_ssl fidk.
AL B w4, o £ 0B SR T BE B R

#apachectl configtest

A7 K ¥ Apache HTTP iR 55 & OB & A 2.2 fRATH K 2.4 [RA, WS &
http://httpd.apache.org/docs/2.4/upgrading.html .

7.1.1.3. i&E{Thttpd BRS

K ERGR AT 5, 5 - F1E JS Apache HTTP, LA Ui 45 #% Apache HTTP
R AR ES o O T RefE A httpd JIR55, M SEH BL R Ar &l 2 © 4 %% T httpd.

#rpm -qa | grep httpd

%}
Nel
O
=
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W, AR AR TR S R 5 AR R AE RS, A OG8N ] A B R
GMEHELEL, ESH 6.1 ffH systemd & H RAE M5
Je B Ik 5%
H root | P #AT L T a4, 3 3 httpd Jik 55

#systemctl start httpd.service
PATUL R4, nTUUERAE RSG5 S, H3lE 3 httpd k55 -

#systemctl enable httpd.service

HE
R TE DL 2 4 IR 4% 7% )7 U5 B Apache HTTP RS 3%, WHEE RS E G, &
PR T AN SSL FAEH N 25 1) 235 4

15 1 i 45
i root Jl P AT BL R w4, 1211 httpd R %5:

#systemctl stop httpd.service
AT L F 4, AT LA 4 httpd AR 45 B4 4E R 48 F A 30

#systemctl disable httpd.service

A e 55
ALUR 305k, ATLLE T httpd ik 55
H1 root A7 $hAT LA T fir &, 58 A A iR 5%

#systemctl restart httpd.service

X, EOLEEIEIXANEITERN httpd IRS, REHERE. B, 44
B BR — s mBE s (. PHP) I, SHX A4

i1 root J )7 AT LA K fir %, ] BLH B I 4 & -

A
P

#systemctl reload httpd.service

XA 2 P ECESATA I httpd [ 55 25 FOFTINBCE B BCE SCIF . =T IE AR AR P Y
AT 4 SR AR K > Wb W, 2 ) s D) D A% bt o B0 A B R AR R AR s BT AN 58

%H)
_
o
S
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B,
O T EEH N G 1y AN S R = AT A B SR, ) L root M AAT BA R

P
filr 2 :

#apachectl graceful

XK 25 T HES AT 1 httpd A 55 25 BB 0 80CE M BCE SO, AT IE AR R PR
FEART 38 SR AR 25 v F TH 0 B 4k S Ab B

T AT LB = BR S5 2R RAE R G, ARUMTERRFEIRS K EZELE, F
%% 6.1 ffi ] systemd & F RGNS .

56 A0E IR 45 R A&
7E shell #27-FF 1, $ATLL R4, 0 LUK &2 17 1 httpd IR 55 RS

#systemctl is-active httpd.service

7.1.1.4. wEESXH

BRANTEOL T, 29 )3 3) httpd B, 2 BEHCE 7-1 httpd AR 25 Bc & SC44F %1 H 79 httpd
AR 25 B A

% 7-1 httpd JIr 55 M & SCF

B £ # B
/etc/httpd/conf/httpd.conf T EECE SO
/etc/httpd/conf.d/ A B AE T CCE SR e B
1) P 76 H 5%

B, BOARERES T RZEE I, Ry, A% Ly E R ER
Pl BRI R R L E . ERE: N T BB e E R, 58 g s 6 20
Jii web Ik 55 & o AT AT ELS httpd IRSFIEZEE, IS H 7.1.1.3 EHHNH.
DA BUR i 4, R e SO R R B I R

#apachectl configtest

iR AR 15 10 ] B0 vk A R I SR TR R BB AT RS
7.1.1.5. {ERER

VB D9 BB AL 25/ 1 N T httpd iR 55 4 5 Al IR A7 ORI Bl s 3L R &
(DSOs), R ifs 2 A Al LAAE I AT H 40 20 28 T e sl sl 8o o B 9] L e 1 204 I 55
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WEAER G, X LEBIH Y A7 JLE /ust/lib64/httpd/modules/ H % .
TN A B
T INEHRE ) DSO i, F5 EEH] 2] LoadModule f5 /R0 . LABLAZ 4K
PR B R B, 8%, 7E/etc/httpd/conf.d/ H 5% F 84T & H O & SCAF .
SEB: AnEELBR
LoadModule ssl_module modules/mod_ssl.so
SERJE, W HE web IS5 An R AR . A7 WA HS httpd ik 95 1) B 2
B, WHWSFHF 7113 FHHHNE.
AR B
U R ELE B K DSO BB, U Fy EE 2 % httpd-devel BT . AT R K A4
#dnf install httpd-devel
XA A AL LS A I B BT 55 1Y include SCAF, header SCFFN 4 1F A2 i T A
Apache eXtenSion(apxs) . F 72 ¥ .
— HE RS, i nT BT Ay A R A AR T
#apxs -1 -a -c module name.c

B A 5, kAT LU N2k Apache HTTP Il 4% % e # B iy 5 v ok 2 e .
7.1.1.6. EBEEMEMN

Al LA A Apache HTTP R 25 %% (10 N B B LB HLEF M, SEILJE A H TP, 3
B4 A g 115 S 3k 1 AN [ 9 2 45 5 IR 55

doT oW B O O OE N oA B R W oFE N, " B BN
/ustr/share/doc/httpd/httpd-vhosts.conf At & 3 {4 3] /etc/httpd/conf.d/ H & T, FH5 #t
“@@Port@@” M “@@ServerRoot@@” H AH N R %5 bt 1 A1 web AR H 5% . R #%
7 e B I, T B SR s
S B3l ENLE B LA

<VirtualHost *:80>

ServerAdmin webmaster@penguin.example.com
DocumentRoot "/www/docs/penguin.example.com"
ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/penguin.example.com-error log"

CustomLog "/var/log/httpd/penguin.example.com-access log"

%)
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common
</VirtualHost>

¥ & ServerName W i 4 5 2L 1] DNS 44 . <VirtualHost>%% 2% 1 7] H & X PEIR
U, WA 45 s th K 2 He /n T L& . A28 TP AL 5 1) User # Group 71 It
AZFET . BOMAZ 1 /& SuexecUserGroupo
A

T B R AU AL T s AN 2 BN, R B R AR 2K, Bk
T /etc/httpd/conf/httpd.conf H ] 4> J5j F5 7 Il Listen

KT BEE L E L =L, R E S web kS5 A% o A ORI EJH httpd k55
MEZELE, 26 7113 BEHHHNE.

7.1.1.7. €I SSL PR %

CRERT )R (SSL) & Fh el Ik 55 %5 % 7 s 1E AT 22 4 2505 30 TR n &
ille M E 24 (TLS) Whistmh & SSL (3 i Al ok 3k i A, RE 4% 1 1 [ L A0 5
P 0y e A VEFI SE 41 . Apache HTTP IR 45 #% Al mod_ssl BEER 25 G, A T
OpenSSL T H AU iy fi ke, Aefg 424t xt SSL/TLS i) 3, MHFR'eh SSL k%5 2% .
R ] LA v % R 55 A R AE R G SR LT TLS I Mozilla NSS. mod nss
P T X6 Mozilla NSS [ 32 £F o

MG HTTP ¥E#:, AT Rea 28 2 & i AT LLE iz e . frid HTTPS
L AE HTTP B39 T X SSL/TLS 34, & Be ORI 4% Hi 4 255 A 4 5 Wr R A& 25
AR FEAHAE Apache HTTP IR %5 a5 B & b, 40l it I SE SR B () — 2 JL K 7
e, F5 S AR B BTRT B ZSE R R AR

R HIE 45 1 22 4=

WHEEMH T 22N LGB TR & B, 055 1P i iz H A A 1
WK M I ALy . AR, B A JLEEEX OIS B AR, 2 NI
TN RBERENRN AR R, AL A PR 1 Hs R
BE FH G I TR FA B SR AR A 5 D A 400 4 05 1 5 40 2L P 0S8 1 2 0 R A 4

T T SSL S A TE IR, SSL IR 45 2% 0 20 B4 ] el uF B &AL (CAD
BRSBTS E RS SN EMIENSE (Bl RS2SR ENL; AF
45 WEALT B AR, BT LRI E CA MR X A4 n] LU RS 2 i 15
MURALRE D24 TR, JF AR AT 7 & e

AR LT web ZEEELBIY SSLOEHENT, SKI A web RS A AL HIUE TS
WRAE BE AR S CA MM L, B UE B I A4 FIE RIS P14 AL

%0103 T 3L 294 7T
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B, web 55 a R4 @ LR, T WA 2 OB AE B A A R A R

BRI 0L T, K 2 B %ﬁ%ﬁ@ﬂ%ﬁ*%ﬂ%ﬁiﬁ{zﬁﬁﬁﬁﬁ BT . BRI
Ak, BEZAMRSAEN, B LUERE - ADEEN CAUE, XA, &REM
BT DU S AEE SR T, A, LI&?'J*HF”E’J%H&{Q,%, RN, wENAERZ
AUET . BT AT LA UE A R, H e, WA B T DL A R,
U, A HERE R AT REAE I A A CA. MIRIEEZ AR, I§SHR 7-2 BE N WA
o eI L CA

*7-2 EE W A s AT 1 CA

web J T 3% ®" OB
Mozilla Firefox Mozilla root CA 41| 3
Opera Opera 7] H B4R iE 45
Internet Explorer Microsoft Windows AJ F (1) H i+
Chromium Chromium project 7] ] I UE

FEEST SSL MR 55 &I, s AR MEFB ISR — AN, 5, KIZUES
TSR, A5 R AN SOAT BEBMUE LA . H CA B AIE T 1 AE S 3 SR A
SO, el KL AU RS & B & BIE B . Soh, WL
Al —NAZLMAED, SRS CAMETFEE4, Bk, X AUEM T eL
WA HKS 5

7.1.1.8. B mod ssl #&ik

I R AREE T mod ssl Bidk, #ES7—/> SSL 5k HTTPS K45 28 16, WIASH ﬁ%
Ah— A SR (n: mod _nss) A§ AR R ) 3 1o 35 11 443 J&BRIN HTTPS 3
1,

H T A mod_ssl ALEHFT OpenSSL T H AL, #r—A SSL k44, W%
4% mod_ssl Al openssl KA. root A 7 AT BLT i & 3t v DL 5¢ Al % 2%
#dnf install mod_ssl openssl
BEE, 4104 mod ssl HIAC & 14 /ete/httpd/conf.d/ssl.conf, ERINTEIL T, A5
7t Apache HTTP JIg 4545 ) LWL E SCAF . O TmgkBith, FF2EE S httpd 5,
W2 7.1.1.3 1847 http RS ) “ H)J RS 7S
HE

IF 41 POODLE: SSLv3 vulnerability (CVE-2014-3566) f ik (), Kylin A
HEFE S ssl, G A TLSv1.1 8¢ TLSv1.2. A H TLSvI.1 ] LS I 1) J5 325
HARVFZ 77 2 CSCRFE ] SSLv2 & SSLv3 Bl 1, JHBRINE T T &A1, HE,
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AR I 2 AN TE 5 aim  HEAFE AT EAT

7t mod_ssl ' J5 I F14%5 A SSL A1 TLS

AT A F R EE 45 € A7) SSLOFT TLS Bpald, BEml AAERC & SC kb, Wil 7F
“ ##SSL Global Context™ 43 ¥4s in/ M B SSLProtocol f§ 7~ 1 >k 4> J5j Ji FH /4%
SSL, 7] PAFEEEAN“VirtualHost” f “#SSL Protocol support™ 1 F. At 2 45 BR A 1 oK 52
o W AR KA RN EVE TR E T, WESGkRE RS NRE. N T4
FE— A W WORR A, A BB BE AT DL AX AE © SSL Global Context™ #8735k $i7 &
SSLProtocol, tHA] LLYEREAN W B FEHLEB 70 F8 € &, FREW LS all.

7.1.1.9. FHREFEENEHAER

A AH] A S PIAHE 5ok BB SSL IR S5 a8, G €A B . Ea, Hfh 2
Tl 1 A ] AR »
1. EAEE L IP B4

E A 2 B0 R ) IP IR A A s o BRIk, R 2 kAT AR, E

ot 2 TR
2. IEAESE 0 VeriSign MiUA T UE A5 0 I 55 & B AF

VeriSign & — N HUE MU ALY, 2 BERRF 2 BB« TP M Ik A0 38 42 7

RAUE o — H ST BAT 7, UE B Eia LRk

T ERWRRNE SR A, WA EER AR RGE . AREZMHRER, WEE
7.1.1.10 7E o8 # BIAE 1S

i BB ] O B PRE A, W2 43 50 3 A2 AH 5% SCA Bl /ete/pki/tls/private/
A1 Jete/pki/tis/certs/ H 3 F o AT LAFHAT LA F iy 2 SE I -
#mv key file.key /etc/pki/tls/private/hostname.key

#mv certificate.crt /etc/pki/tls/certs/hostname.crt

SR )i, fE/etc/httpd/conf.d/ssl.conf Fit & XA H, W INR H14T -
SSLCertificateFile /etc/pki/tls/certs/hostname.crt

SSLCertificateKeyFile /etc/pki/tls/private/hostname.key

M TR E S B, ESFE 7.1.1.3 1847 http WSS 0 E RS .
Bt AR B Kylin %4> web JI]x 55 25 B0 PIRHES, W1 R FTs.

#mv /etc/httpd/conf/httpsd.key

/ete/pki/tls/private/kylinos.example.com.key
#mv /etc/httpd/conf/httpsd.crt

/ete/pki/tls/certs/kylinos.example.com.crt
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7.1.1.10. £ R AFES

H T ARG B RE T, 78 RS 20 % %é OpenSSL B AF AL . 1 root I 7 3
17 LR iy 4 W BL e R 2l 2

#dnf install openssl
XA A AL T 41 A2 R B SSLUE P AN B 1) T H & genkey N FH 2
Fe, e e Bh BATT AR s
CIR SR

W AR AR — B E B e b O B BGIE T, IR L W TR E — DA B 5
T XAE, WTLURAOR 25 7 i 0 U0 A AIDEUE BT T, S U i) U A . b TH
H € SO FI5 BT UE 1, 7% 2Ll root FH LA R iy 4 24 hostname.key 8T 4= i
E4

#openssl req -x509 -new -set serial number -key hostname.key -out

hostname.crt

SHRACE
TERGE, WA B e 48 LA % SO AR A 1 3, 22 root FH 7 $AT

PAR e, B ok 85 9 S A

#rm /etc/pki/tls/private/hostname.key

7.1.1.11. 5 HTTP 1 HTTPS H. B BF A I

PR B0 T, AR T RERE e 2% I 55 4% R AE R 42 A3 H HTTP M HTTPS (1. 48
RABE W web R4 %05, A firewalld R4, LBy k5%, mtal LLE
HTTP A1 HTTPS T .

H root F P #ATLL T an 4, #I L3 HTTP:

#firewall-cmd --add-service http

SUCCESS
i root H P AT L R4, W LLA A HTTPS:

#firewall-cmd --add-service https

SUCCeESS
AEASENG, XEBSUR KU T A THZSEE SR A LR, HFEEE
AT Lk Ay A0, B F--permanent 3£ 3,

Ky 7% HTTP A1 HTTPS M £% P 1) ¥ 7]
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H root FH AT LR fir %, W] BURS A i 2o 7 85 o VRV ) R I8 S8 I
#firewall-cmd --list-all
RN 00T, BB KR T, H2&, HTTP A1 HTTPS & A fe il id B K
e A VT 7))
— H AR VFE LB K% T LAYs ) HTTP FT HTTPS 7, MA#AT Lk 4, whs
& ) services 1T Lo T 115 B
services: dhcpvo-client http https ssh

7.2. BRI

7.2.1. OpenLDAP

LDAP (i HE Vi) &AM i, ks /e M4 & 17
i A5 B . BT X500 H 3L mhnifk, FOE DI e R R R, Lk,
LDAP # #RA1E X.500 it LAl = 25 (1) — AN A A

% X.500 —#f, LDAP K H H KA L 5 )2 77 o XL H 0] DUl &5 FiE
WA HuhE A S A, P ] DUGCR LT W 4% 15 B IR 25 (NIS) KA, s DR AT
il NAEAEATHL A FIE L LDAP 52V Y W0 45 415 0T L 1) A AT Fl K

LDAP % H PRSP 4, AP GnRiFsRAiE. SHaeEN
—AN RIS H s, RVFR S 5 UG A A P AR S kA, e R BLg I
JUE|H A LDAP IR 45 # . A S 4t — ARl (0 A Bk E B ARt . R, e
W AR 502 N T AN, Bl oK BURESTTFIRA N A 7 .

7.2.1.1. LDAP "4

ffi ] client-server & R 4549, LDAP @l &t — 18 ik # 2% m] 15 1) 1) 05 B H
Ko P I S E XA H s AR BN, RS s Uk FH P 2 A B
FIRLRR, RIGWRA T RSB BN A T RN 6 & %4, Transport
Layer Security (TLS)% 5 ¥ i8C8 FH >k By b a8 Ik 48030 A% ok Bots

LDAP IR %545 > Fe 2 MBI I R gt , E A MR AR R, FE 2 Mk
. B A E L gmiE s 1, Gef%S A LDAP ik 55 a5 b 47 015 1 b F B e
RZ, FF HACECE R b AR B

7.2.1.2. LDAP AKiE

A AR A B ] LDAP-specific R i -
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entry

LDAP HgM e —41F. & — entry B 50 5395 4 Kk 2 L (DND

attribute

5 HAEA entry KRB . @1, R —MAHLLKIRA —4 LDAP 1 entry,
FZ A R HR ) attributes 015 M bk FIAL AL 5 5555 . KUK, DPAERRA A
entry, GLHEAS N T 505 B R AR Hh hk .

— /) attribute ﬂu%*/\ﬁﬂﬂ'ﬂﬁ WE R AL EYI L. BRI R
PERE AL IR, (H Al 2 0 75 11 o 1 attributes 420§ H] objectClass K& X, Jf
HE/etc/openldap/slapd.d/cnzconflg/cnzschema/ H 3 T /) schema SC#H 4 31

1% attribute 1) 7= B R 116 8 FKX 4 Relative Distinguished Name (RDN), A [A]
T DN, RDN XfF—4> entry K ¥ &M — T 1,

LDIF

LDAP #4522 #:#% 20 (LDIF), J& LDAP entry f) 2l SCA LI 720, 0 F .

[id] dn: distinguished name
attribute type: attribute value...

attribute type: attribute value...

id B TE — AN E OB, TR 24 entry. & —> entry 7] DL & 24>
attribute_type fl attribute_value 241, HA EATAEAHN B8 E LT . 7E entry
&, BE AT,

7.2.1.3. OpenLDAP #¥

OpenLDAP $& fit 7 1R 2 2 )5 1k -

> SFF LDAPv3——£ LDAP WA 2 24, iZ 0l b ¥ 248 o oh 2 ok Ok
iE LDAP a4 o e ook, B0 45 52 7 Simple Authentication and Security
Layer (SASL), Transport Layer Security (TLS)#1 Secure Sockets Layer (SSL)
P

> LDAP fff il IPC——1{# J] inter-process communication (IPC), hnut T % 4P

oV I 30 T R 4% 3k AT 0 4 R 3K

> IPv6 {3 #f——OpenLDAP 3L £f IPv6 W 45 ¥ il ;
LDIFv1 } 3 #——OpenLDAP % £f LDIF i A 1;
SO R C 0 ——24 [T B C #% H 3G 9 7 FE e SIS A T LDAP H 5%

]
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AR 55 2 1) T v
> JN5R T A1) LDAP AR #8—ALFE 7 5 T Ui i H &4, Zfih,
R T B AR

7.2.1.4. OpenlLDAP FREBL%E
£ Kylin R40 %% LDAP JIRS5 2% 0 Bl R -
1) “¢%% OpenLDAP 4iff, Z: 0. 7.2.2 %% OpenLDAP 4114 ;
) ECEZ L 7.2.3 Bl OpenLDAP JIl 55 %% 5
) JA3h slapd RS, 2 W, 7.2.5 34T OpenLDAP IR %5 ;
4) ¥ H 1dapadd T REVN BN entries 27 LDAP H 3%
) 1 H LDAPsearch I Be#f £r slapd 45 O 28 IE W 3R 4915 & o

7.2.2. &% OpenLDAP A

OpenLDAP [ & £ F1 T 5 i DL F AL 2 it

% 7-3 OpenLDAP %1%

) ik
12 A9 51247 OpenLDAP Il 55 #5 A1 & F i N FH BT 46
openldap 4
SR oR B
A T A BAY; iR ME 20 LDAP Ik 55 4 1) fir 247 F4

openldap-clients

J¥o

ZE AL T 1247 LDAP IR 55 4 19 Ik 55 LA KOG & R 1
£ T ) LDAP Daemon, slapd.

openldap-devel KA.

18 i migrationtools SZ i OpenLDAP ] F* & H F 40 1)
wm, SARZEKF .

openldap-servers

migrationtools

A, DL AL H T LDAP R4S 28 4 H

K 7-4 AN LDAP 1%

& R
nss-pam-ldapd A nsled, —PNAHT) LDAP Z RIS, ARVFH P
PAT A Hh A )
mod_ldap % 1 & mod authnz ldap F1 mod LDAP #i bk, H

%H)
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mod authnz ldap & & Apache HTTP Server ) LDAP
AR, B BEEE X LDAP H 98 560E H 7 e 15,
Jf HReMS A T H - 44 s il U5 [l #2258 42 1) DN 410 & .
—MEE attribute, BLF L R IE AT A XA
mod_LDAP #He$e it — A n i & L= N A7 cache, A T
ik % A ) HTTP 353K, SCFF SSL/TLS.

fFH dnf 232 LA

dnf install package...
flhn, 43¢ LDAP k55 4%
#dnf install openldap openldap-clients openldap-servers
VR A TN BB BB, AP root I/ HEAT 65 SR B AT fr 4. 1 SRA
FNIE S 2 2 O AF MG B, 1§ 2 %524 A0,
7.2.2.1. OpenLDAP R BikIZFF
N T PATE BAE S, 1X L openldap-servers 1% 3% T UL 4144 A1 slapd it %5

% 7-5 OpenLDAP JI 5% i T 2513

e #ik

slapacl FOVFRS S A U7 1) JE 1k ) A 3R

slapadd SOV N entries M LDIF SC £ %) LDAP H 3% .
slapauth SOV & UE FIACRR 1D 513K .

slapcat VB N LDAP H s+ B LDIF #% A% 47 entries.
slapdn VPR DN 413K .
FOVF AR 00 N A T Fr g slapd H %o G2

slapindex NN

OpenLDAP Hxx®5l, #mEMMAE.

oV R — AN A [T P RS, o Idapmodify 416,
slappasswd

o & FAE slapd it & SR
slapschema | Jo VR #5380 i AH Y () 458 0 2 00 e 0 A5 A7 & o
slaptest FVFEF A LDAP IR 45 28 lic & .

7.2.2.2. OpenLDAP 1% FikiEF

openldap-clients &3t & LN 4 4F, Diget4s7E LDAP H M, B

%H)
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FIHH B entries:
#* 7-6 OpenLDAP %% )7 i 1 2513

me ik
VR4 LADP H % ¥ Il entries, 1] DLl o — AN SC {4 Bk

ldapadd NN . ‘ \
Foebn i N, %2 & ldapmodify —a ) — M EEHEL
TV EE— N5 € 11 attribute Il LDAP H 3% entry #E 41Tt
ldapcompare .

B

ldapdelete | RVFEMER— LDAP H 3 entry.

ldapexop VAT LDAP ¥ B H4E .
ldapmodify | oV &% LDAP H 3 entry, i SO sibRHERI N o
ldapmodrdn | fuVF#1E B M LDAP entry ) RDN {H .
ldappasswd | FLVFR1E 2t LDAP H 7 % 05 .

ldapsearch | RVFEE A 4K LDAP entry.

ldapurl FOVFRS A 843 fif LADP URLS.

Ildapwhoami | LV #E7E LDAP JIR 45 %% b0 AT B A& B4

k% T ldapsearch iy & 4b, Hogar & @i H oy At fr e, mAZRHE
A a2 HEAT B M. AR man iy @ &R SO A% 2
7.2.2.3. LDAP EPFimkiANT4A

BAREVFZ LDAP & F g n] LLB i A& o0k 25 7 i H 5%, (E & A3 ] It = 2
RES 8 EAE RE WA W EAT L —Fr. 5 WA e 0% DL S i =X 07 ) IR 45 %8 H
KN A, 5 Mozilla, Thunderbird , Evolution, {3 Ekiga.

7.2.3. ELE OpenLDAP PRE58%

ERINF, OpenLDAP i & A4 R A7 {E/etc/openldap Hx F. FHHFIERMUE T
B B -SSR H SR

# 7-7 OpenLDAP Jit & H A L5113

e Hid
{f ] OpenLDAP % p& #5125 7 st N H 1) i &
/etc/openldap/Idap.conf | 34, fLF%E Idapadd, Idapsearch, Evolution %

farey
~F
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/etc/openldap/slapd.d/ | Slapd Ffic & S+
OpenLDAP A FAii il /etc/openldap/slapd.conf it & SCA4F, " f#i H */\Eﬂﬁiﬁﬁ
J& 1 /etc/openldap/slapd.d/ H 5% « R W& 2 {1 %3 044 T slapd.conf SCAF,

AL LS BLE iy & R AT 3 4t

#slaptest -f /etc/openldap/slapd.conf -F /etc/openldap/slap.d/

slapd FiC & 945 LDIF entries, fE—Nor 20 H AR h, v LdE47 A M
1 2 48

7.2.3.1. EREREEE

LDAP Il 45 2% I 4> Jaj e & S A PR A7 1 /etc/openldap/slapd.d/cn=config.1dif 3L F
e WAL RS
olcAllows

olcAllows iy 21247 18 $ig 7 W L8455 k& ] A A R, A BL 4% 2K
olcAllows: feature

R, K 7-8 0T HH olcAllows £ T . BRI L& bind v2.

*& 7-8 A HIY) olcAllows &I

IR #id
Bind_v2 LDAP #] #3 [f] bind 15 5K
Bind_anon_cred | X4 DN & 7% [ IN i 42 52 [ 44 () bind
Bind_anon_dn 4 DN 2 E 25 (1) I i 4% %2 e 44 bind
Update anon Fe 2 B 44 T Ak
Proxy authz anon | %321 44 AC L #76

. ff£ 1 olcAllows $5 4
olcAllows: bind_v2 update anon

olcConnMaxPending
olcConnMaxPending iy & S0 V718 5 € I 44 o il e K SRS 8, @A h:

olcConnMaxPending: 100

olcConnMaxPendingAuth
olcConnMaxPendingAuth iy & 1 8 72 56 UF 1 192 08 B Kl SRS A4, iy &
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T

olcConnMaxPendingAuth : number

BRIANME & 1000,

% . Ad H olcConnMaxPendingAuth iy &

olcConnMaxPendingAuth : 1000

olcDisallows

olcDisallows iy & L VF & 45 @ WP L s AT . 2 R -

olcDisallows:feature...

WAEZ R SR S % K 7-8 I olcAllows BT ¥ A7 BRIAAS A8 H (1)

R

% 7-9 v [ olcDisallows i1l

% R ik

bind_anon | AN ARVFEIWE 4 bind 153K

bind_simple | A SV il 511 bind %6 UE AL

tls_ 2 _anon | AN LV HG 9 S 44 251 4 I 2] STARTTLS i 2

tls_authc YA I E i A LV STARTTLS v %

. f#H olcDisallows iy &

olcDisallows:bind anon

olcIdleTimeout

olcldleTimeout 1y & ft VF 45 8 € 7E R M — A idle B4 A Ik, A] DLEEAF 1 I

fir
olcldleTimeout:number

IR WA E R AN (EEZBEN 0)

%Fd>~
—
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lan. f# 4 olcldleTimeout iy &
olcldleTimeout:180

olcLogFile
olcLogFile fx 245 & — Mk HERFE, wdWT:

olcLogFile:file name

& A5 L BR A P A 5 b 7 g A A% 5K

i n: f#H olcLogFile iy %

olcLogFile:/var/log/slapd.log

olcReferral
olcReferral LT R VFIEFRE — /MRS 43 1) URL SRACFRIE SR, &0 |-

olcReferral:URL

BRIAAAE H
il . f# H olcReferral iy &

olcReferral:1dap://root.openldap.org

olcWriteTimeout
olcWriteTimeout & Il 7o VF 45 45 %€ 75 I< M — N R 5€ W) B SR E B i i, )
PLEERF TR o 45 Can F .

olcWriteTimeout

BINATF R CEREEME N 0

%l . Al H olcWriteTimeout iy %

olcWriteTimeout: 180

7.2.3.2. ERHEREEES

BRINIY, OpenLDAP it 45 #%1# i} mdb (Lightning Memory-Mapped Database)
YE Ry )5 i 088 P o % BUHE PR I B A7 il 7E /etc/openldap/slapd.d/cn=config/olcDatabas
e={2}mdb.1dif L. LR Ok LB A 7y 4
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olcReadOnly
olcReadOnly iy o v f A FH JL seA XAt 1) ol e, A6 4n T

olcReadOnly:boolean

Bl 24 TRUE (i) 8 FALSE (A& gk, ERIAA FALSE

#in: f#H olcReadOnly iy %
olcReadOnly: TRUE

olcRootDN
olcRootDN 72 0 LA LDAP HgigEBHE . W

olcRootDN:distinguished name

20 DN. BRIA{H M cn= Manager, dn=my-domain, dc=com.

B 4n: {4 olcRootDN iy &
olcRootDN:cn=root, dn=example, dn=com

olcRootPW
olcRootPW iy & AL VR A H Pk B &0, fEH T

olcRootPW:password

A DA B AT I8 K SCAC A A7 H B S WS A, AE shell & 3m, 31 40 F A
A B A E
#slappasswd
New password:

Re-enter new password:

{SSHA} WczWsyPEnMchFflGRTweq2q7XJcvmSxD

;{4 F olcRootPW iy
olcRootPW:{SSHA} WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix
olcSuffix fiy & L VFE g e 2 (5 Bk, A M.

5°d>
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olcSuffix:domain_name

20 FQDN, ERA & dc=my-domain, dc=com.

Bl dn: 1] oleSuffix fir 4

olcSuffix:dc=example, dc=com

7.2.3.3. IR

H M OpenLDAP2.3 Ll K, /etc/openldap/slapd.d/ H 3% B & T Z A 47 I &
/etc/openldap/schema/ H 3% T i — 4% LDAP & X . OpenLDAP {# X den] DAy & 7
%, SCEFRBUAME attribute 28 2N 5 AT HT Gk 45 B84 SCAF . 8 TIX AN 5 1N BE 22 (1)
f& B, 7] LLZ % http://www.openldap.org/doc/admin/schema.html.

7.2.3.4. BIULLEE

OpenLDAP % J= viig £ il 55 2% %ifi 48 . Transport Layer Security (TLS)AHE 42 >k {f 1iE
%4, TLS JEfefit M 45l (5 2 e vhil o Fri$e 2000, 76 48R ] Uk = 4% Ik 55
PHAE R G OpenLDAP {# /7] Mozilla NSS 1E & TLS H %35 528 o

il TLS # 37 % 42 3% #, B 4 @ i Mozilla NSS fff /] TLS/SSL, #f #%
http://www.openldap.org/faq/data/cache/1514 . html. K, 75 EA4E % 5 i AR 45 2%
I AT A ORHL & . /b, RSS #7520 B CA UE 15 F1 & A 5 1 Ik 45 45 1k 5 AL
o %P iy ECE A S A E R CA R 3T

LAY, R S5dsun 75 2R € — A CA R, &P umAHEE R — N2 2 n )k
25 dv v, DR e AR LB SO LI 4R 8 AT AR AR ) CA

MR 2R BLE -

ZET A T /£ OpenLDAP Jik 55 &5 HH Al ] TLS, 75 24 slapd fiv & 24T 22 R
il &, 7E/etc/openldap/slapd.d/cn=config.1dif it & L& .

& WA T TC B S P B 0 1) I 6 S A, 38 /2 /ust/local/ete/openldap/slapd.conf,
Al slapd Ji5 i 208 PR IR AF L &, PR AF H 5% /usr/local/etc/openldap/slapd.d/.

7t slapd JIk 4% Iic ‘& 3C 14 /usr/lib/systemd/system/slapd.service /' & fic & T
Idaps:///, BRINTF A 636 i [

0lcTLSCACertificateFile

olcTLSCACertificateFile iy % #5 % T Privacy-Enhanced Mail (PEM) % i ) 3C
fF, BEAAERN CAIER. FHWTN
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olcTLSCACertificateFile: path

path N7 CA IR CAE, 80 a1 Al H Mozilla NSS ()3, A L2 k4

olcTLSCACertificatePath

olcTLSCACertificatePath fiy 4 $i5 & 75 AN [F] SCAF H A9 3 5l CA Ik A7 i H
Ko 1% H WU OpenSSL ¢_rehash #EAT 4 H#, Az gl ) 52 Br Uk 45 XA 1 8542
— MM, H A olcTLSCACertificateFile 1E %L

{5 11 Mozilla NSS #1# i, olcTLSCACertificatePath ¥ %2 Mozilla NSS ¥} /%
AL ORB TG EXFEDL T, ¢ rehash &2 A5 M.

GO RN

olcTLSCACertificatePath: path

#Wlhn: 1 olcTLSCACertificatePath Mozilla NSS.
it Mozilla NSS, olcTLSCACertificatePath #55& H 5% 4%, % H % & NSS
UE 5 0 H 4 22 S A

olcTLSCACertificatePath: sql:/home/nssdb/sharednssdb

certutil 1y 2 F K45 NSS 4 ZE SCAFA In CA k15

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t

CT,, -a-icertificate.pem

PLERI 2% T —A CAIET, L PEM-formatted #& X 15, & F N4
certificate.pem. -d &5 & Hdm 2 H %, 1% H A5 NSS Uk B EHE 234, -n
I RCEUE B AR, -t CT,, U & EER, & TLS 2 5 i Mk 45 45 b
i o -A WS IN CAFAE R Uk B 2, -a SRVFAEH ASCIL #% XAE 0 i A\ i
H, -i ¥ certificate.pem fiy AME LS4 .

olcTLSCertificateFile
olcTLSCertificateFile iy & 5 & fL & slapd i 55 #5 UF 5 1) SCAF:

%Fd>~
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—
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olcTLSCertificateFile: path

path €5 slapd Ik 45 & ik 5 19 SCAF, i A8 H Mozilla NSS, 208 UE 45 44 FK

#il . 3 IL Mozilla NSS 1§ /] olcTLSCertificateFile

248 1] Mozilla NSS AMHIE 45 5% H# 2 4fs 4 51 A1 0olc TLSCACertificatePath i 2,
olcTLSCACertificatePath F K45 iE B A FR. 158, I NSS ol )4 SOk ap
FE S

certutil -d sql:/home/nssdb/sharednssdb -L

WM, Bem & RIEH 4 olcTLSCertificateFile

olcTLSCertificateFile slapd cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile iy 2 $i5 & 3L, &% XA FASH, A8 R A7 T
olcTLSCertificateFile [ UF 5 & ULHC M) o« 41T A SCHE N2 B FAGH , PRI & S0 AR 4 i
A R IRA

olcTLSCertificateKeyFile: path

2 dH PEM UE I, path 35 46 0 FA B SO 645 . 2448 Mozilla NSS I, path
Bl — SRR, 1% oleTLSCertificateFile iy 2 5 5 UE 15 1 % 15
(2% N HIE ] olcTLSCertificateKeyFile A1 Mozilla NSS).

40 . 1§ 1] olcTLSCertificateKeyFile 1 Mozilla NSS
2 ff A Mozilla NSS I, &y 245 & AN XA, &/ E
olcTLSCertificateFile 5 & [ UE 15 1) key % 15 .

olcTLSCertificateKeyFile: slapd cert key

modutil fir 4 fE 45 HI oK 4% 28 5 11 OR 47 B A8 NSS Hicdfe JoE SO 5 A

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

%Fd>~
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EPWMEE

AL & 3 A+ /etc/openldap/Idap.conf 76 &R 4 W& 4> w1, WA MW H S 1E
~/ 1dapre P& b AT 78 S E .

FH AP 45 4 0T LA — /> SSL 3% 2. 7E OpenLDAP iy 421, k40 1dapsearch
(¥-H i 19T 48 & 1) LDAP URL ##H “ldaps:/” AR “Idap://”. XLy 4 4l H
i 25 4 S BRI B9 SSL 3 1 636

TLS_CACERT

TLS_CACERT fip 245 5E — 30, A8 % 7 v Pl B9 B A BIE 5 . % D) e 4%
Al T A 45 %% ) olcTLSCACertificateFile ﬁ“ﬁ 4 . TLS CACERT NI % fE 3 #
/etc/openldap/Idap.conf " TLS CACERTDIR #%& Ml /i #% 5 72 -

TLS_ CACERT path

path: CA ilF 5 U i 1%

TLS CACERTDIR

TLS_CACERTDIR it 24 € 754 [F] SCAF A 7 il CA IE-BAF I H 3% B
olcTLSCAC ertificatePath iy %21l % H 3% 21l OpenSSL ¢_rehash JE 174 2,
% Mozilla NSS il 5 SCPF 42, AEXMAE UL 1, c_rehash 22 AN 2K

TLS CACERTDIR directory

directory: 7% CA iE 1 H & EE42. A Mozilla NSS I, 4 Uk 15 8 ¢ 8 %L
it PESCAF B AT

TLS_CERT

TLS_CERT f& & X fF, W& uniE . &%y 4 A 1M '~/ 1dapre ST+
BedEE o /E Mozilla NSS ', xan 28 &E WM& B4, i TLS_CACERTDIR
2 e

TLS CERT path

path: % )7 o iE 4 SCAFRE 42, BUE A& NSS s G 5 1 44 BR

TLS KEY

TLS KEY f5 & & R S0, FAH 2 L A7 fE TLS_CERT 458 5 HUE 15,
Z I BE A AR %5 %% olc TLSCertificateFile 284LL, 0% (1) SCAF A2 AN SCHEIR, BT LLZ SO
7 L AN DR, IR U e AR P R~/ 1dapre ST AR E .
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i H Mozilla NSS I, TLS KEY #8724 3CfF, S&RHAMEM, HEMR
P TLS_CERT 15 & [iFE 5. Thfg Fl olcTLSCertificateKeyFile 281, #4587 LL 4 [
modutil iy &4 B .

TLS KEY {1~

TLS KEY path

path: 7SR5 SRR AR, B I NSS Bl 12 Hh 1) 8 ST A 44 7K

7.2.3.5. &EHH

g — NN EGMEERE, MN—1 LDAP k%4 (provider) £ — k£
AN B B IR SS 28 B 7 i (consumer ). — > provider £ 47 H 5% 58T £ consumers,
FLWCR ) BB BE 8 4 consumer A% HE 2 G Ik S5 A%, Bl — > consumers A LA
B4 A — A~ provider. — ™ consumers 1] LA & — A~ LDAP IR 45 %8 i, & 7] LAY
A% . /E OpenLDAP, H Z A&, & WA mirror F sync.

M7 Mk F T & B, T 2L AE provider A1 consumers [
/etc/openldap/slapd.d/ik £ LA R H A — s 24 .

olcMirrorMode

olcMirrorMode {# F mirror £ {7 155 =0

olcMirrorMode on

olcSyncrepl
olcSyncrepl i ] sync £ 1=

olcSyncrepl on

7.2.3.6. mMERRFFIH

& 0] DUAE FH 2 A& hn 2808 B ] ke 34 58 slapd /55 . (ERCE slapd B IS, & DAfE
FH --enable-modules 1% I K Bt B A LLn] DLSC RE R BE B . BB CR A7 7E 1a &5 R 11 ST
o

module name.la
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i S A7 At AN A G R N 6 LDAP 353K o i i 7 A5 1) 4 7 & slapd B R
SRR, BN RE B SN . X5, LU a5

back backend name.la

AT IR H AN J5 5, fF /etc/openldap/slapd.d/i%k £ :
olcModuleLoad
olcModuleLoad 5 i& 3l 25 N 25 (1) 152

olcModuleLoad: module

module: > ICAF AL E B Bl B, RO

7.2.4. {#F LDAP By SELinux S

SELinux J& — /M {E linux W #% o SEEL — A 9 0 U5 1m) #2 F AL El . BN,
SELinux 43 20 23 H 1/ 1] OpenLDAP Jii 45 %% . A T oV N H @ik LDAP % 1iE,
SELinux [ allow_ypbind % Z0 # W K& v H 1 . 3 £ N H t 7 %
authlogin_nsswitch _use ldap s&#% R V). LR 23S 4

#setsebool -P allow_ypbind=1

#setsebool -P authlogin_nsswitch use ldap=1

-P L IX IR B BAE RS HARFFA A

7.2.5. i&fT OpenLDAP BR%

ZENMA T BB FiL. EE AR A YA LDAP REFIRE.
7.2.5.1. BHER%
] root BLRE, FF)A slapd k%, ke

#systemctl start slapd.service

i root AP, BB IFFHLG 3l slapd k%%, 2T
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#systemctl enable slapd.service

7.2.5.2. EILERE
R4, AW

#systemctl stop slapd.service

BEEIPHLA R B RS5, k.

#systemctl disable slapd.service

7.2.5.3. EERR%
RS, AW

#systemctl restart slapd.service

#systemctl is-active slapd.service

active

7.2.6. BECEHARSER OpenLDAP {EALIE

T L E R S48 H OpenLDAP 15 W 86 3F, #1545 (1 2 355 A0 75 LDAP R %% 52
R P ublas OS2 BALdEiES =17 7.2.2 %% OpenLDAP 4 #4511 7.2.3
lil & OpenLDAP k4548 7E% 7 um b, A2 W

#dnf install openldap openldap-clients nss-pam-ldapd
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7.2.6.1. THIAREIEESE LDAP &\

T T HBERM T2 shell M perl A, v LLA BT IH 0560 5 B
LDAP # 3. 23X [, o

#dnf install migrationtools

v 58 Ja, M OA fF it H X :  /usr/share/migrationtools/ . 4w 4
/usr/share/migrationtools/migrate_common.ph S, &2 LN AT A28 H R WS 24 1
15

#Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com";
#Default base

$DEFAULT BASE = "dc=example, dc=com";

B, WHmAITHR e E L E. i, Z17 migrate all online.sh A, i
BN SEUE, 5 E dec=example, dc=com

#export DEFAULT BASE="dc=example, dc=com" \

/ustr/share/migrationtools/migrate all online.sh

FEYRGE AL WA A R s AT IE A2 ) B 7, 2% 3R 7-10 % 1 (1) LDAP iE %
A

% 7-10 ¥ ) LDAP 38 A

BEFERMRSE | LDAP R BiBIT i B A

/etc flat files yes migrate all online.sh

/etc flat files no migrate all offline.sh
Netlnfo yes migrate all netinfo_online.sh
Netlnfo no migrate all netinfo_offline.sh
NIS (YP) yes migrate all nis online.sh
NIS (YP) no migrate all nis_offline.sh

Bl HIXEE A, 2% README Al migration-tools.txt 3, 77 K £E
/usr/share/doc/migrationtools-47/H & T .
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7.3. XHFFTENARSS =5

XA T FEEAN 4 Samba [ P E, — > Server Message Block (SMB)
F1 common Internet file system (CIFS) P B3P FF P SEIL, vsttpd, A ] MR =y 9 ik 55
WEAE RGN FTP RS54 WAk, A A T B2 HITEI RS 2% T H R E 4T E
Bl

7.3.1. Samba

Samba &Rt linux T windows B H . ‘& LHL T SMB 1 CIFS #3138,
B RVFAF KRS A Microsoft Windows®, Linux, UNIX 4§, 5 1) 3 T windows
[ S AT ERHLIE 52, Samba [¥9 SMB i JT 2681 windows JIf 4% %% 55 windows % /"
g —Ff

samba ‘¢3¢

#dnf install samba

7.3.1.1. Samba 48

Samba 5% — MR EZ KA, E N T EESE K Linux Ik 55 & M1 10 £ Active
Directory(AD) 45 o & A BLAE g — N Ids i ds B a2 R AR 4 0
Samba e 4
M2 H s M F1 Linux, Unix fil windows 2% 77 ¥iig F T ENHL 5
P By 19X 24 30 R
Windows 38 3E AT 5 43 56 iF 5 5%
&t Windows Internet Name Service (WINS)#4 #5 iz 55 fift vl 7 & 5
Windows NT®-style Primary Domain Controller (PDC);
Backup Domain Controller (BDC) for a Samba-based PDC;
I 42 i 55 s 1B
I Windows NT/2000/2003/2008 PDC/Windows Server 2012
Samba A GEAAT 4
> A{E4 BDC 4R windows PDC;
> AR AL IR 55 A A 4

7.3.1.2. Samba A KHHERFE

Yy VvV vV Y Y Y VY Y

Samba & H =P3R4 K (smbd, nmbd 1 winbindd). =/MIk%% (smb,

%)
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nmb Al winbind) #HIF SR 5 3, A7 BB A OGRS DhfE . X LR 55
YERARY init A, DUR VR A AR — Dyl i .

smbd

MK 2% 2% i smbd ~F 97 8 B 47 windows 75 ﬁﬁ”ﬂ%ﬁti#%?ﬂ FTENIR S5 - T15h,

ST P S iuE, WSS, Rt SMB . BT, RS A R
r SMB {% 43t 125 TCP i [1 139 Fl 445, smbd 5473 F2 2 4 smb JIg 25 4516l .

nmbd

nmbd 57§73 FE X T NetBIOS 44 #) ik 45 1% sk (SMB/CIFS in Windows-based
systems) HEAT BEAR A0 N o 3X L8 R 4 F5 Windows 95/98/ME, Windows NT,
Windows 2000, Windows XP, F1 LanManager % /" 4fi o BRIA IR 55 2% W5 %5 NMB f%
v vt 11 )& UDP 3 [1 137

winbindd

winbind g 55 fi# ¥ 7 P TR BB AT 0 Ik 45 A B R 8. X AT A
windows H J* Fl 41 {5 B BE % #% UNIX “F & 5] . X /& #% Microsoft RPC calls,
Pluggable Authentication Modules (PAM)A/ the Name Service Switch (NSS)F s£ I .
X o VF Windows NT 3l Active Directory F] J* 9% 4 it UNIX I 7 it AT #4E . HAR
F1 Samba 4T T LS, 1HJE winbind k55 & A1 smb 43 FF 3E 47 #2517

#% £ Samba ILE

f&mT LAY Nautilus 55y 4 47 3% 4 7] 11 ) Samba 352,

HEILE
I, 5 24 Samba ILZIEAT A, 5 ZALH] root HI 7 &, &0
E

#mount -t cifs //servername/sharename /mnt/point/ -o

username=uscername, passwordeassword

Zfir % ¥4 sharename 4 2 A /mnt/point/ H 5% .

7.3.1.3. MB.E Samba PR F

RN I BC & S A /ete/samba/smb.conf 2 VF A 7 U7 W) ‘& AT ) home H FAE N
samba Jt 7. ‘A PLit %%ﬁ@ﬂﬁﬁ?ﬂﬁﬂ@ﬂﬁfﬁ samba L FTEIHL. 0] LLEE
KM —ANFT EIHLIF Hl o windows ML 4T EN &R 7 .
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AWy
it ' Samba fiff & JEH: 11, W LLZ % http://www.samba.org/samba/GUI/,
AT AL E

Samba fifi H /etc/samba/smb.conf 1F 4 it & 1. B IXAECE )5,
H )3 Samba A REME A %K

#systemctl restart smb.service

5 & windows T./E41 M Samba JIx 55 &5 fi] % (K Fii 38, 9 45 /etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

7F linux 245 64 Samba It = H 5%, 1F/etc/samba/smb.conf XA H AR INLL R

DESY
4. Samba ik 55 2% A &

[sharename]

comment = Insert a comment here
path = /home/share/

valid users = tfox carole

writable = yes

create mask = 0765

ZB 7 FL U tfox Al carole i ik Samba % F ¥ %} Samba Ik 45 %% /home/share/
H SR AT 1305 #4E

T

T o 0 o AT DA AR T R, DT A s ) A A s B e Ao B A AT 8
MR, Wk

smbpasswd -a username
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7.3.1.4. BEzh#13%H Samba
JA B A WR

#systemctl start smb.service

KA AW

#systemctl stop smb.service

H )

#systemctl restart smb.service

condrestart (Ff €4 F FEJF) FE4H IEAEBITIE N A4 2358 smb. XA
BET A AE WA I, 45 RS A s AT EE, BAS)E3E).

#systemctl try-restart smb.service

B3 N\ /etc/samba/smb.conf it & A, AT EIITRESHWESE, W F:

#systemctl reload smb.service

AR INED RPN S T

#systemctl enable smb.service

7.3.1.5. Samba R£EN

Samba W Fl % 483\, share-level Fl user-level. share-level & #i 5 H T,
User-level A] AT =Rl AN RS2 BT 20, IR 8607 AR PR AR 22

User-Level #Z4

User-level security & Samba BRI\ 17 K AC & . BI AL security = user W 1 7E
/etc/samba/smb.conf WC & LA A, BIFE ST A . RS AT B
(R FH 44 R85, 28 P S A 4 333 = () IS fige st B 4% AN 5 2245 72 %% . Samba 1 fig
g PR B JE 1 R 7 A4 TS R 5K o 2 7 sl I A S BRI UID 4E £F C 56 IE
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/etc/samba/smb.conf L LFH, security = user 1% & user-level security.

[GLOBAL]

security = user

Samba Guest FL=

b & 25, share-level security Bl O & HE 5T . B AN E Samba guest
L, ANl security = share ST . 2% UL R 25 %

SEf: P E Samba Guest L=
1) G 7 B S, 5 /ete/samba/smbusers, WS 0 EL R AT

nobody = guest

2) 1B Mi/etc/samba/smb.conf, ASZEA# A valid users

[GLOBAL]
security = user

map to guest = Bad User

username map = /etc/samba/smbusers

3) & Mi/etc/samba/smb.conf, AZEA# H valid users

[SHARE]

guest ok = yes

K A L user-level security SEIE T .

Domain Security Mode (User-Level Security)
{EIX R 77 20T, Samba Iz 55 2% 3 — AL 48 K 5 (domain security 15 T 1K 5O,
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JIT A 56 I (1) 35 K #7545 . Samba i 5% #s BEAE R BN O, R E

/etc/samba/smb.confs

[GLOBAL]

security = domain

workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

B4 — > Active Directory M85, HIABAE A — AN AHE Bl 532 P BERY . RN
il 22 4 S B ) A€ ] NT-compatible % 1E P} i, Samba v 55 &% A LUJE i £ 1
Kerberos I A ADS. Samba 7F Active Directory member #5{,  1] DA $% % Kerberos
tickets.

1& Mt /etc/samba/smb.conf

[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level &4

TEEBE T, MR S5 a8 N2 7 o B W — AN A W 2 A s s . IR 45 s
W8 A e g A 3=, AR P 4. W2 HE TR, Microsoft
Windows %% J' Ui 4 7% share-level security Il 45 &% . iZ# O 4 4 Samba 5. A
' Il security = share @b 70 #f & 2% j% user-level security » 41 RAE A, E S %
User-Level “Z4 P K]+ : FL'E Samba Guest JL=E.

7.3.1.6. Samba L&

W o2 i Yo filf 45 Windows A1 Samba R 55 #% H I £ Windows Network
Neighborhood H', 7E Network Neighborhood H 1fj, Hk%5#sH H KK br, 47K
Fr, 554 nT H R 3L =T ER LT LAY & 2
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¥4 2% ) U5 7 NetBIOS il if TCP/IP. NetBIOS-based M 4% {ii il UDP % 1% i
S5SNI B A A . W NetBIOS Fl WINS 1524 TCP/IP = L4 FRfift e 7 %8 5k
K7L, B # A SO (Jete/hosts) BX DN'S & Db 25 B2 4 1)

AN S S D R 25 A BT A R R A b 3 ) B il 55 s WOER RO T I
IR B SN rac = S L e N E TR S (A

SR ()

BN, — Windows Ik 55 #% PDC 1E A —/ak, 2 i 38 ) 3= 3 W ik 55 2% -
Samba Il 55 &% A W AZ A AE b — A 3 30 0 IR 55 4%

EVFZ M, A Windows k45 4% PDC, [Kt, Samba Ik %545 7] LIAE N
— AN R ) Y R 4% . C B Jete/samba/smb.conf SCAEAE K — AN A HL T ) A IR 4% 28

(CEAERD, BlE SRR ERP (S0 7.3.1.3 fLE Samba ]r%545 )

WINS (Windows Internet Name Server)

Samba HI Windows NT Iz 55 2% 7] ELBE A — 4> WINS k55 8% . 4 WINS JIk 45
#5 F NetBIOS — &2 HIIf, UDP 4% £ BE 4% Bl e 11 W9 28 vh e VP A ) 44 FR e i o 3%
A WINS k552517, UDP AL 3% HBEAE 40 AL A RE e k2 E T M, 4
Mg fictn w5 2 WINS &3 ife, AZAU ] Samba /4 %1 WINS k545, K8
Samba A S FF WINS &1,

7E—~ NT/2000/2003/2008 fIt %5 %% A1 Samba B & FAEEh, #E# 8 H Microsoft
WINS. 7E—~ KA Samba ¥ Birh, H#EFEd 1] Samba 1f 5 WINS.

A —AMME A Samba 1E 8 WINS ik 55 2% (1) 41 1

Wlhn. WHl'E WINS R4 5%

[global]

wins support = yes

7.3.1.7. Samba Distribution Programs
net iy 4

net <protocol> <function> <misc_options> <target options>

net @y 2 1) 4l H FIZE Windows 1 MS-DOS R4 H K Bl. FH—-MSHIsemL
5 i . protocol #E I 7] DL J& ads, rap X rpc. Active Directory {#f A} ads,
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Win9x/NT3 1 | rap, Windows NT4/2000/2003/2008 1§ ] rpc. 41 protocol % I
IR €, net 23 H BN E & .
N s T EALAA A wakko AT H ) 3L

#net -1 share -S wakko

Password:

N WoR T wakko FEHLAT ) Samba [T 781 %K

#net -1 user -S wakko

root password:

nmblookup iy % :

nmblookup <options> <netbios name>

nmblookup ] LLfi# ¥ NetBIOS 4 Fr¥% 4 oh 1P Huhik o X0 H AE 7 rh & k&
W 24 H A EALEAN
N BT 5B 7R NetBIOS 4 FK trek [ TP Hhudik

#nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit 7y %

pdbedit <options>

pdbedit 3 H & # SAM 55 = A7 i K P o BT A 10 )5 S L 45 2 RF smbpasswd,
LDAP F1 tdb %4 /% .
N RS, W BRSO

#pdbedit -a kristin
new password:

retype new password:

%Fd>~
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#pdbedit -x joe
#pdbedit -L
andriusb:505: lisa:504: kristin:506:

rpcclient 7y 2 :

rpcclient <server> <options>

rpcclient I H i) @ % # iy 2 1 | Microsoft RPCs, X ™ j& %5 4118 Microsoft
RPCs & 78 % FH AL FH )

smbcacls iy 2 :

smbcacls <//server/share> <filename> <options>

smbeacls i H 1& 4 Windows ACLs 3C#FF1 Samba 3£ =11 H 3£ 8434 /& Windows
i

smbclient iy 2 :

smbclient <//server/share> <password> <options>

smbclient & UNIX Z Zeid F & F i, DHaeER ftp 28481,
smbcontrol iy % :

smbcontrol -i <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol Il H & i ¥ H7H K K12 4T smbd, nmbd 8% winbindd 7 ¥ 3 £ .
smbcontrol —i AF H X iz4T, HBH I SATEE ‘@ B .

smbpasswd iy 2 :

smbpasswd <options> <username> <password>

smbpasswd T H & BN %A . %0 H RE 08 8 2O P SO A B R R
A B B H S ) Samba A .

smbspool iy 2 :
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smbspool <job> <user> <title> <copies> <options> <filename>

smbspool 5l H /& Samba — /> CUPS 3 &M EI# O . B ARM & & Iy CUPS 47
EIHL, smbspool A LLAIHE CUPS T ERHL— & H .

smbstatus iy 2> :

smbstatus <options>

smbstatus T H W78 2 Hj Samba 3 H#OR A&

smbtar @y 2 :

smbtar <options>

smbtar F£ 7 AT T Windows JL = AR H s i & AR &2 . B ARAN tar iy
AL, A AL .

testparm iy 2 :

testparm <options> <filename> <hostname I[P _address>

testparm £ /3 f& ¥ /etc/samba/smb.conf A4 H 15 VL, R W1 & 1) smb.conf 17 fifi
£ BN B (Jete/samba/smb.conf), WA FE 25w . 8@ E VL4 1P Hubk 25
testparm F£ /3£ 7% hosts.allow A host.deny A4 /& AL & IE#f o testparm F2£ )7 1 LA
27k smb.conf SCAF IR 55 2% FUU A0 5 o 6 TRk B0 ISP AT A4S 5 ' 2 50 1) B
DA HBAE S . .

#testparm

Load smb config files from /etc/samba/smb.conf
Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE STANDALONE

Press enter to see a dump of your service definitions

<enter>
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#Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_ NODELAY SO _RCVBUF=8192
SO _SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories

read only = no

browseable = no

[printers]

comment = All Printers

path = /var/spool/samba

printable = yes

browseable = no

[tmp]

comment = Wakko tmp

path = /tmp

guest only = yes

[html]

comment = Wakko www

path = /var/www/html

force user = andriusb

force group = users

read only = no

guest only = yes

wbinfo iy 2 :
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wbinfo <options>
wbinfo #2775 winbindd 57 # R {5 B . winbindd R 202 IS AT Y .

7.3.1.8. Hib%EIRE

2 e A
/usr/share/doc/samba-<version-number>/
" LI man Tl

> smb.conf(5)

> samba(7)

> smbd(8)

> nmbd(8)

>  winbindd(8)

A3 TR A 3

> http://www.samba.org/

> https://wiki.samba.org/index.php/User Documentation

> http://samba.org/samba/archives.html

7.3.2. FTP

AT SN FTP $h i PL & vsftpd (Linux R4 FTP k%545 )

FTP A 11 %5 7 i - e 55 g 28 A6 52 2R AT B SC A, A6 TCP M 2% Blp Lo X O FTP
N, AR SR e R S i AT B A . T IXANE R, FTP &
BN A WAL R UL, BRAERR RIS 0L T AN . R FTP AE R 2% 12 3k
WIATI, EEW AR =M. Bk, R AEHER, & EMIE Y Nk
Rk

XA IR T B A NE vsftpd K@ L 2 AR T TLS M E 4 i o
SELinux K IN5% FTP %4k . FTP 1) 4 HAR M 22 sftp, 2% HH OpenSSH
LF T HARAE . BASRELE £ OpenSSH Bl & DL K SSH Mhill, &S % 6.2 E 1N
Fa

AFEF eV, FTP W EZ Nl A e IEH T4E. 4 FTP % /7wy g v — A
B FTP M55 28 un M IE R, & &+ Frum 1 21 78 IR 45 48 ol —— 45 6l v 11 o 3% > 3ty 1
Bl R Rk iy 2 RS54 o BT MR 55 4 i 21 2% 7 i 1R B0 3 SKA2 B & T I EE
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Uiy AR o O g 1, DL R S B ) ) dn A MO T 5 P a1 SR s O 5X
active B passive 3,

active mode

Active mode s FTP ¥ i3 A% %y £ 4fs B 0AE H 20 1) el o g B X e 2 — A
active-mode H ¥ AL Hp FTP 2 ;' wig W) Ui 4k, R 55 4 i 23 1 — A 20 I 1145 1P #h
b, A—ANBEPLICR A R 5 1 CRT 102400 X FFE 1Y 22 HE B R A & 7 S AL 4 26 20
e FOVFREZ AR 1024 1o HEE . BEAE A WS R, AT By Rk
DR 25 7 Sy B LA A 5l 1 o AT DAy 3 8 P g 917 2K 08 A E A T BB AR N
[F)3%E+8e, Ll passive mode #¢ ¥ it Hi K .

passive mode

% active mode —#¥, Passive mode /& #{ FTP % ' i M 4540 1) o 24 MR 55 2% 1
SKEHE, FTP % ) ik B ' #87E Passive mode F 5 &, WMEHBAEMRS S Lo
AL TP U HERT—ANEEHL . TR B S 1 KT 1024) . SR )5 %) i 4 42 2112 i
AR R 55 4 b BUF KIS & .

AR Passive mode fiff SIZif Pk 25 7 i 97 K 8 T 0 B8O T B 0] 8, R m) DA
PR 55 2 i 97 K Bk o JRT DAAE — AN R 55 s b i R ] £ 9 [ G AR5 BIR g 1 /E FTP
ke 55 s 9D IR s B . XA TR AL TR 55 o B0 B BT K 0 R e R

7.3.2.1.  vsftpd fR5-3%

vsftpd Wik AP B&E M 22 4. vsftpd A& 80T I e 2 Mk 55 4% B VE R Ge b Y
FTP k55 5 o 72 I oh L g % b 38K 6 19 2 BE O 22 A 1k

vsftpd Al FH 1) 22 A A A5 = A 87 1 -

> R KR AR AR R AL 7 2 ek B —— b ST 1 i R A BN [R) AT 55, B — Nk
RIS AT AT 55 o S s DAL

> g B TR I AT 55 W LAASE H d5 /A RR 3E 47 4 38 ——F1) F libeap J2 3 75
[RIREIE 55 2 root Hip AU R R AF: 55 wT LA I AR /> e AN 1) 33 40 A T

> RKZHHFEBATAE chroot F——H B n]fig, PFFE AT DL AR R e AT I 2 2%
P H A A L= H & XA H Ak /& chroot H 3. 4,
R an/va/ftp/ H sk 2 == H 3%, vsftpd 5 € /va/ftp/ A #1117 root H 3%, 1E M/,
X s b R I B

A P 3 6 22 4 48 it 23 6 vsftpd i) Ak BRIE SR P AR RS e, G

> ALERRIE AT AT $5 2D 1) R A —— A2 R R 8 B 2 1 v B /N R AL SR
W RS /b o 1 E R A BE B R % 7 i A2 HORURS AT BE AT FH JE AR 3 AT

JIT A 1 75 B B B AE B — A NI A EFE AL B —— 5 15 Apache HTTP Server
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—Ff, vsftpd 53 K TCRFA I ¥ ERE R AL BAE N & H: . IX RVFRIAL, SCHEFE R

Al (/N b FRAT: 55

> A N AERE B 1R R ) 1 3K K 25 Bl A 1 R M e ——— R 1 R R AT 0 1
seil il socket, AEAoK H 7 HERE AR BB S ks 7

> R H FTP % 5 i A8 B 2\ A 72 75 chroot PREE T ——[A o8 1 3k #4029k
FERL), EATRAAELZEH T AEARIR, R Aavrdh# et vy i) =
H %o

Ja B A5 1k vsftpd

PL root FH 7 & 3%

JA B i 2 -

#systemctl start vsftpd.service

=
F_
e}
>

#systemctl stop vsftpd.service

EY =R Tigs

&

#systemctl restart vsftpd.service

AEMER, ME AT ME, 4 R%IAT:

#systemctl try-restart vsftpd.service

BEEITHLA 8-

#systemctl enable vsftpd.service

)8 vsftpd £ i##5 U1

A E, —SiFENLS B RAE D 2 8 FTP 3. X R AL 2 HE . vsftpd
(1) 2 )8 1 VL s AT 2 AR #5 DL, & Db R B S AL i I S

TS, 4T I 41 & o LA TP

FRIK, FTP 3] DNS ik 55 % 0 2006 N 1E 1 1) HLAS o

Y vsftpd Wi NV AN [A] 1P (38 K I, HERE I 2 B8 8 DL A2 il . A T 90K
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vsftpd HEFE ) 2 8% 524, — DNFFR I Ik 25 systemd service unit (vsftpd@.service) &
# vsftpd BLEE LT .

K TAE RS, — AN 5 vsftpd AL S %54 FTP IR 55 4% 55 02 7 22
(1), PR A7 7E Jete/vsftpd/ H 5% o 3X S8 0 B SCAF 0 S0 A S0 1 & BRI
/etc/vsftpd/vsftpd-site-2.conf), Jf HIHA root [ HHFR .

B ABCE SO, EAA W S8R N IR TPy %

listen _address=N.N.N.N

N.N.N.N & FTP 3l 53 () 1P Hbuhik o A5 w4 A (%) & IPv6, WIAE ] listen_address6.
B an e B S A & A7 AT Jete/vsftpd/ H 3%, BB vsftpd #EFE, ATELH LT

[iSSIEEIE

#systemctl start vsftpd@configuration-file-name.service

LA B a2, B2 configuration-file-name 24 77 2L 1) FC & SC 44 FR . 4
vsftpd-site-2, ¥ = .conf J5 4% & AT ZLis It >k i1 .
WA XM B 2 A vsftpd HEFE, @A F:

#systemctl start vsftpd.target
#systemctl enable vsftpd.target

] TLS I vsftpd i £z

TR PUFTP [ A A 24 PE Cff W SCAL %) o vsftpd 2F 72w DUASE ] TLS
KR I B AL iy AT N . FTP 25 )7 g 06 20 3 ¥ TLS,

LEC & SCHh vsftpd.conf 1% 'H ssl_enable &y YES #] JF TLS 132 ¥

fltn: FCE vsftpd FH TLS

& 25 vsftpd.conf fic & SCA1F;

ssl_enable=YES
ssl_tlsvlI=YES
ssl_sslv2=NO
ssl_sslv3=NO

)4 vsftpd service 4 XY
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#systemctl restart vsftpd.service

Al DL vsftpd.conf(5) Y man U T % 5 2 AH 0 ME .
vsftpd 1) SELinux 7 M

SELinux 5 W& 5 # vsftpd 57§ BEFE (L A HoAth fipd Wi FE), & X T — Ao il v
P, ST ARV FTP SEH bR UG i) 4 € SCAFECH 3%, 77 40 le 40 A AT 138 24 1 b

Vs

Blan, h T ek 4 LSS0, public content t AR 2% W Z0 43 BT 45 5 5 1 SCAF
FHZ. AL cheon fiy 4.

#chcon -R -t public_content t /path/to/directory

/path/to/directory & AL 43 FL AR 25 (1) H sk g A%, W R ISR 7 — A B AL SO
H o, #0720 5 B — A %5 A8 19 A% 25 public_content rw_t . Bk It 2 4,
allow_ftpd_anon_write eI 20 B E N 1, i setsebool fiy & W .

#setsebool -P allow_ftpd anon_ write=1

e an AR A ] P @ ik FTP U5 0] home H 3%, 76 83 n] B RgE = 20 IR 45 s £ 4F
RGP XA A RE, ftp home dir XML E N 1. U1 vsttpd VLA
ML EAT, AWRMEE SRR S HBEREDP XN ZERE N KE,
ftpd is_daemon W ZK & A 1,

7.3.3. #IERE

FTEN R E T HHRATEIHLI B E, 4E47 4T EDHLIEC & S0, FTERHRA H s BA &
FTER L JE AT EDHLAE B2

1% L H 2T H Unix BV R (CUPS) . 4 AR TE 2 1 2 4t 42 56 1 ) A 3]
TR v Ik 25 A R AE R AR, AR & CUPS, & F it ¥ S AR AF 3T BN
S

JA BT ENALEC TR

AT 2AT A BT EDHLEC & L H, %y A system-config-printer, ] EIHLECE T H
JE. B &I ->EH AR ->ITEIL, TENHLEC B TR R s K.
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{TENSE -- localhost - O ﬂ
AE%E2E(s) FTEDHL(P) ZEH(V) #HEI(H)

+ Fm ~ | ©

BB EETE.
w0

2% localhost

&l 7-1 fTEIRE
7.4. {Ef chrony E4EE NTP

6 IT ATME, RFEERS 0 0 I [A) 2 E S, XAMRZ AW . Flan, fEm% L,
00 R A H 7R W EERS R I TR B o AE linux R, NTP Bl thsp 4 gk fiis
ATAE R P s 1) SE

F 7 2 18] sy b B B B as AT 7 W AZ S R R G Bl . RGN Bl R i H 2
ol o % 5 OR B I TR) RE AR o 30 R 1 A Time Stamp Counter (TSC). TSC j& —4>
CPU 77 fr#s HR U I E . AR wth, ma#e, Bl

HWASFY IR L £, ntpd AT chrony, K H ntpd F1 chrony {4 . A5 f#ik
M1 chrony £ 44 i A8 T SEFHRE 2 SR BB RGN B R S8, ANFF O A% GE R 7K A W 2%
1t o

7.4.1. chrony EHN4E

Chrony 32 17 78 Jil F* 28 18] ff) ~p 3 0 P2 00 e AT FL Y, R 46 40 SR 40 IF 6L,
AR Z I 83l ik ntpd A4 RGEHT ] .
7.4.1.1. ntpd A chronyd HZER

f S St TR LA I B ) S o chronyd BES LE ntpd A B
af
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> AR L ME N TR) BB 8] B 1 U ) I chronyd BEW T AE (AR U o ntpd FF B AJ
FF S A I [A) S5V A RE 08 T AR 4F

> chronyd 8% 75 W 25 4 3% 14 I T A 1 4F 5

> chronyd i % 0 L[] 35 i Bl 58 R R0 B L 1 B 8] R 2

> chronyd fig % 75 I A (1) 9 5 2 SR AR A I TR B, B, | AR 3 S R
FERIAZ AL, T ntpd W] BE 75 ZLAR K INF H) A4 B8 75 0 Y. R K

> RSB ET, Baar e, e chronyd k45 {0 4ERF A
[FPARAS A F BN WE RGN R, DLgE oot AR IZ AT R e = A 4. A A
ntpd  fil 55 S AN [F] 20 IS 18] A g 5K, U0 >R e ok Oy = 8 I, R I e P
J7 SAFAE 5 SR BR 1

> 1F linux #E RS I, chronyd B TE—ANR KB B I BE ) () 2 . 3X fu iy
BAE AR B E LA BT ERAE . B, AR S8R E, chronyd
BEME A5 — 2% ntpd A AEMG 1

> chronyd SCRFANAL WY 2% I5f (A4 1 (R ME — D7 ¥k 2 Fahm A o i, i & 2 0
£, chronyd 8% 75 A [A] 16 537 POk & B R A5 B, VRN THENLIE 2 80 2k
HORIRREIBY P2

> chronyd FJSZHFSEISIN B (RTC) L5 A A4 IS b o 2 %, 76 v SEL R HIL I 4
FENF B ECHE o H ARG S BN, B R X SR S i B e, 30 S I e
I TR K 3 B RGN 0], X DhREAIE AT Linux R4

> ntpd H#& 28 chronyd A SCRFIRF PR DR (] 40 55 53 2% i) Inf o 8 4500 L Ry
E W 25 PR EE T AR e LA 55D, LS IMLEI Y chronyd f71E % 7.

> ntpd 32 NTP iitA 4 (RFC5905), fufh) #k, Z 4k, manycast & F' iy Fl R 5%
av, LB . B8 SCREAIAM R 5 0 30 0iE J7 2258 T A B N %5 (RFC5906) .
chronyd 1 ] NTP Jit A& 3 (RFC1305), FfE#hA 4;

> ntpd WL S H NP IKE) M chronyd 4K 8 T H AR I H , #1140 gpsd, 5 7l
G TN E K

7.4.1.2. NTP FPiEiZmiEsF

> Chrony nJ DL [EAEIX L R GEh A 1], IR 48 5 48 o 40 7 15 B n) o b Iy T 3% 4%
AEFER M 4%, H1 i sh MR UPL R 48

> NTP ~F 't fE (ntpd) WiZH AL RIFALM ARG L. REFEEH
JUHE R TP, BIAT B 0 B UE S £ (10 Autokey PN, 1% REAE ] ntpd.
chrony XA SCKF X AR % 91 5 4y B ik, ] MD5 35 5 5 4 6 UEAC S (MAC),
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SHA1 B & 5 s [ M 75 54k o 17 ntpd & % FF Autokey TAUEWR I, iZ B AT LA
M PKI R4, Autokey £F RFC5906 4 #liik .

7.4.2. IEff CHRONY RHEE

7.4.2.1. & chronyd

chronyd 1§24 chrony LEfFR~FERe, 47 T )20, o0 N+
MRS Bl g NTP Ppill 54NN (a1 R 25, 24N B el A ol H I, 2
U o Je v S0 A7 Al A8 SCAE A IR IS o) B 4 RF R 20 o b4, ) @ ad chronye
TR T8 SO B e

7.4.2.2. IEf# chronyc

chronyd #& chrony [F~FH HEFE, W] LA 4y 24T 44 chronye ##l. XA T H
AT — DN SRR — ey & 0] LA chronyd 34T . ZEBGAERCE T,
chronyd XA HL chronye fiv4; #5775 il chronyd #:W A8, vl ok
chronyc HHATHELE ﬁfj\lzﬁik_ﬁ chronyc f, FF5EHLE chronyd UL R iFiEfsiE
e, HWmmssd gl E4 %2 chronyd (1) 1P ik,

FRf# chrony I & iy &
chronyd BRA (T & S #/etc/chrony.conf, -f 33 0] LG & — AN G & S04 1 2%

FEREHT A LL#. %k ! ko

allow

BRI, FRE D FENL, TR ECE M IER: & AT LUE A NTP IR 55 2 AL
o BUNEA RVFERL.

B 4n «

#allow serverl.example.com

HEHA, fEE AT, B1TEE

#allow 192.0.2.0/24

it 8 — AW 4% foriE
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#allow 2001:db8::/32

5 € — > TPv6 ik

cmdallow
%A A allow fy 2 AHAL, B T8 AR W a BN RN QA
& NTP & P N D)o (FHFE N, =& chronye et iz 778 e EHL L IF HAE

i 30 Ik AN VF 5L IE £ B chronyd ) A 1915 V2 —FE 1Y . cmddeny all iy & Al

cmdallow all #iy 225181,

dumpdir

{RAF chronyd JIk 55 & J5 B9 & 17 58 H K A%

dumponexit

B W% Ay & IS8 AT 1, &R W chronyd 24 250 4 JT A 1 B TR) 50 0% A7 00 & (1) g 52
local

local JCH#E /& AV chronyd 18 i 25 7 i #fE 18 4 AN BEAT I 0] [/) 25, RO e ey
[F DU o 1%L T4 5 9 F R AE master ML BT, 76— MO m g, 21t
HHLTH LD, master T HLFF L8 ok T 30 i A OR 45 40 1 1] [] o

i 1

#local stratum 10

log

log fiiT & & W R 2645 BUR ZEgd s Had o BRI BL R B It
measurements

HIE T 3 T AR DL A R AE B, AR B measurements.log SCA: o
statistics

AT 5 T R A BEAR AR B, A2 Bk statistics.log 3T
tracking

ZAE I 3 T & G0 B Ak B R B AL T, AR R tracking. log SCA
rtc

AL T 5 T 2R 48 1) S I I B A UL o

refclocks

EA LIS T IR At 3§ S I Bl &, AR refelocks.log.
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tempcomp

T AN 34 T e SR UL BE I R R G AN R, AR Rl tempecomp.log A .
log H &0 s A A7 TAE logdir $55€ 19 H 3%

#log measurements statistics tracking

logdir
i e H A& SO U H ¢

#logdir /var/log/chrony

makestep

W OUY, chronyd 41 ik 32 A0 s B0 BRI Bl ) SXOP T A IE R 4 T
2o R, 9 R GEIN AR I Py, Rt X AT R R AR K N TR A e 5
B [F 20 . makestep F§4 VT chronyd 7ERFESM T HE D HINE RGN £ (R
A7 BIME 1 I T8 i 25 ) o 1% VR AN AE chronyd Ji &) I ()68 o 45 e PR, H& A 3 £ 0
Ph ST I AR R A R e BRI (e, W DD R AE T

#makestep 1000 10

maxchange
ZIRORKIEER N IEWMB R, ZHMWMBE N TRENBIME, chronyd ¥4l
FIF HIR H, ¥ E KIEL syslog,

#maxchange 1000 1 2

B AN BPEE R S, chronyd Kok AR — AN I B O A% B SE T, R 2 2
R T A 1 2 18 0 .

maxupdateskew

chronyd [{J4T: 5% 22— 5t 7 SEAH XS T FOU T 5 b AL A IR a7 1 PR 0 ) 7
J¥ . maxupdateskew 2 #U2 Wi E M TF 2 AR BME, SRATE LT, BI(E 2
1000ppm, %A% 41T

#maxupdateskew skew-in-ppm
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R | o B B R SR R AV ARG T
noclientlog
ENMABASE, KmAidx log Hi.
reselectdist

1 chronyd 1 £ [F) 20 95 AT 1SR 98, B0k 58 s B /N RSP BE RS . AR, Ok
T 3B G 00 1) T T R A R R AL B I, N e (R B RS . BRI
T, BRI 100 AL,

i F

#reselectdist dist-in-seconds

stratumweight

stratumweight 5§ % B 24 chronyd M 7] Y Pk 5 R D U I, B4 Z N % T
mz D ERFEDHEE. BRAEON T, CentOS F ¥ E M 0, il chronyd 7F % £J4
I 2 1 5t ) J2 2%

[ E I

#stratumweight dist-in-seconds

ERANIE T, dist-in-seconds A 1 7

rtcfile

rtefile $5 208 X T — AU FR, %30, chronyd 7] LA OR A7 BR IS 58 46 1) 5K
I B I VE R P (RTC) S 5. TRV 1 U2

#rtcfile /var/lib/chrony/rtc

rtcsync

rtesyne 5K H — DN W, Rz, RGN EEE 11 5 Bl #
PSR B (RTC )

chronyc )4 4 P

F1 Network Time Protocol (NTP)AH L, PTP # &= B HI40 w5 & AR 1 S Fr, U
F5F £ 1Y) network interface controllers (NIC)FI network switches. 2 K E T I
[) [ 22 1 4 12k
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7.4.3. {¥H chrony

7.4.3.1. %% chrony
i FH root M )1 & 5%

#dnf install chrony

BRINIY) chrony BEFE {7 & /usr/sbin/chronyd. fiy 21T 41 {4 % 2% #F /usr/bin/chronyc.

7.4.3.2. &% chronyd K7

#systemctl status chronyd

7.4.3.3. J33h chronyd
Ja B4

#systemctl start chronyd

BEEIPHL A A i %

#systemctl enable chronyd

7.4.3.4. 38 chronyd
KP4

#systemctl stop chronyd

S SEPAR/INEDERZINTisc e

#systemctl disable chronyd

7.4.3.5. 1% chrony =EEE

43 T K2 chrony /& 15 [W] 20, i F tracking, sources Fl sourcestats iy % o
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¥ & chrony Tracking
A

#chronyc tracking

TR R

Reference ID

L2 AT FE I ntp IRE2MS % ID (— 5 16 HEHIH ) MAR (5 ip b
Ao Rana 127.127.1.1, Ron iz b HNLE B A RAMNB BT F P, SOEAE A T
local #5145 1F

Stratum

A 0= RAL

Ref time

iR o IR 2D e D& ) UTC I ]

System time

RG] .

Last offset

B T A A%

RMS offset

i 7 1 1 A IS 24

Frequency

i chronyd %A AT A8, RSN A A IE R, Fla: 1ppm S E RS
I E) 1 FR, W] BESEBRIN (]2 1.000001 F5

Residual freq

A2 73S 2 I3 T YR R A

Skew

B R AL TE R 2

Root delay

X A W 45 2% 48 JE IR B g 24 [R) 20 TH LI 1 stratum-1 T 8L SR o 75 5 284
g BRI 0K, AR AT B K A

Root dispersion

W Al frt S, 2 e & R D stratum-1 T EHL R B BLREL T
I 2 2 T T SEALIN o BE B 20 A (BB stratum-1 TF ST A IR ) 2 1 i

1): clock error <= |system time offset| + root dispersion + (0.5 * root_delay).
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Update interval
15 i W9 IR b ST 8 i) 1) g
Leap status

A E{E N Normal. Insert second. Delete second. Not synchronized.

Fr A chrony K

i

#chronyc sources

M

R ERARRE . AR RS A, =R > peer, #RINAMEL N ZF
INEE

S

RoRPERPRA . *ROR IR, +Rpn0sR, - ROk, ? RopRIERE
O AR, “X*RA AW chronyd W\ A & falseticker(15 K 22 £ At > Yt 1 i 1] 2
AN—E), <~ o — AR ALK 2 AR

Name/IP address

PE I 1P Mkl 5544 FK

Stratum

BRI, B 1R EIN A S E e, 52 1 RD R ENAEE 2,
HZE2FEP M ENAER 3, DLk RHE.

Poll
BIORVEHY polled FER, HUnfd A 6 I, R /RNEE 64s BEAT— & .
Reach

WoR g RV I TR . RO AR L B2 ) . FREmhd By WoR
SEr, NI, JURELAE . MEoR 10y B, 38 B M A 322 I8 380 3% I 0] 305 174 i 1

LastRx

BRI AN ] . R R LR B . F R mhd By B
Oyl NI, JLRELAE. M8 on 10y I, 2 B MR 422 0 30 12 I ) Y5 AR Y

Last sample

WA S 7S S il I e g R D0 K e U TR PR e A

2% chrony Ui 45 it

sourcestats iy 2 {2 7N 24 1Y B K A (0 Y VR T AV B I AS R . v 4R
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g peag e, RIERILKMW. XM, BT ER N DR,

#chronyc sourcestats

Name/IP address

NTP filt 55 & B Mo bk

NP

FEI ] [A) 25 R GEH, NP 3R e 55 & 24 i Or B A IR [ [R) 20 AR A i i 1X 48
FEAS 55 3 38 3 e P 1] ) 580925 Al S50 IsF e ) 8 % 3 4 R =24 i i 8

NR

X2 IEAT 1 residuals H A 91V 575 1 £ &

Span

X i v S R MR HT AR A 2 T B IS R TR) R o AR s BT R, R
TN EAE LA B

Frequency

i R, RO, EHUAI I B ASTEE 1/107 AR T R 55 4%
KAt o

Freq Skew

il v AR 22 AR

Offset

(CRANOEITEES

Std Dev

ALV REA bR UE 2

7.4.3.6. FaiABREH
iy U R
#chronyc

chrony> password commandkey-password

200 OK
chrony> makestep
200 OK
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7.4.4. AFFERIIFEEIEE chrony

7.4.4.1. A—PMBRVEEMAFZRE chrony

XA T T 2 Y H dial-on-demand JE 4% . 1E 5 G &N 3 A2 5% 2 F1

v IE LW W 2L L. 155G, " A A A Jete/chrony. BR\ B B BCE R LA R L
R

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

1E L FE R AR ) iy 2 % 5] ID (command key ID), 4200 5 it & SCAFE
commandkey 5 {H— 3, HHFEYAAMEALE Jetc/chrony.keys LA .
N NTP Iz 45 23

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline

server 3.pool.ntp.org offline

7.4.4.2. AH—MRIIME RS E chrony

TE A RAS SN E ) 28 04T R I AL iy P g, mT DLk % — & o S ALAE
TR ERL, FE EHAE R LR b .
& master 4L I, ZifH/etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 52 7] DL A 1 3% 42 1K 1 99 b ik
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&P ALEs L, 4n % /etc/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123

192.0.2.123 & master FHLIKH AL

7.4.5. {£H chronyc

7.4.5.1. {EH chronyc $£# chronyd
BN chronyce 122 0.5t 1

#chronyc -a

chronyc 4 P root 1 AT o -a B W& A A HE keys H 8l & 5.
chronyc iy 247 FH 1M :

chronyc>

& LAAE ) help BRI 4o
W ay PAAE ] AR A B S 1 HEAT SN -

chronyc command

7.4.5.2. {¥H chronyc #{TIRZEHE
i & chrony 3% #: 2@ #£ chronyd, #% Ul F:
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#chronyc -h hostname

|

8 5 i 1 -

#chronyc -h hostname -p port

port J& H R 2 il F0 s ¥ E #5 chronyd.
S5 gk i A b U N R
chronyc> password password
200 OK

B SO VEH A H
B Qs B AN 2 MIDS WS Ay, W Ay % B 5 254 authhash iy 2 7E 1T
chronyc> authhash SHA1
chronyc> password

HEX:A6CFC50C9C93AB6E5A19754C246242FC5471BCDF
200 OK

7.5. B.E NTP £ NTPD

7.5.1. NTP 748

NTP & M 2% It} 8] 10 i (Network Time Protocol), ‘& & F 5K [\ 25 W &% v &% > 1 5
AL IS 18] ) B 38

7.5.2. NTP 4 E

NTP 73 240 1 -

Stratum O:

J BRI S T HE H B AT GPS
> GPS (Global Positioning System)
> Mobile Phone Systems
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> Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and
JJY-60 (Japan), DCF77 (Germany), and MSF (United Kingdom)
XA 5 W] DL B T I e & W, IR H i RS-232 R RGitE A — DA E
B 0 YRR IR TR I 25 4

Stratum 1:

LI B I T JE R I B GPS I Al i
Stratum 2:

M Stratum 1 32HC, A 32 (1) Ik 55 4%
Stratum 3:

M Stratum 2 B2, A SR JE IR 55 4%
Stratum n+1:

M Stratum n BEHC, A TR JE IR 55 4%
Stratum 15:

M Stratum 14 $HL, 7 A 50 % J2 10 IR 45 2%
7.5.3. IR NTP

LT LIS 7 4 % 3 B A R S50 19 NTP KA, 6 RFC 1305 Network Time
Protocol (Version 3) Specification, Implementation and Analysis Al RFC 5905

Network Time Protocol Version 4: Protocol Al Algorithms Specification £ i 4fl f

7.5.4. TRAR drift X4

drift SCFIE S R A7 R GUIN R 5 UTC I b A0 1) O 7% o

7.5.5. UTC, TIMEZONES #A DST

NTP 5€ 4> 7F UTC(Universal Time, Coordinated)™', Timezones A1 DST(Daylight
Saving Time)#{ A< R 45 W ] . /etc/localtime J2& /usr/share/zoneinfo [ % D1 8 5% % o
RTC A REZE A MBS 0] 5 3% UTC ", #E/etc/adjtime 5 —AT7F8 52 o XA T AT LL4N
18 RTC Bt . M o] LUR 7 118 System Clock Uses UTC 7E Date and
Time K JEHAC & S HEAT A & 18 2
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7.5.6. NTP B3R

EMET 2%, XA el DLl IS & 0% NTP BT Mok o 2B FH A 3L NTP Y
I, R 1 kb KU, fr/ete/ntp.conf STAFHY, A 3 AN ALY o A AN,
ntpd 23 ZWEAZ YR o AR N B0 AR T B, W DL R I S BN TF S B 4 B IE

BRI AL R A ) 6 2 7 2RI R 1 o AR B P Ok T B oy B ik, mT LA A
disable auth 7F ntp.conf {4,

7.5.7. TEEHHPETRATE

RE BAALAS BEAH FH B 52 1Y) hardware clock F H RE AL (8] A8 Fa o2 o 76 4 T Jlit
Wk = IR SS we A ARG, kvm BRIAE ] kvm-clock.

7.5.8. HE@REH

FEIRD, 4 O DR BF i O T 5 I 0 1 S I 2, B R R g e AE
FIREEE T (B R REAETARD X B i T F I 18 T el /> 1 FR AR . b ER A
Fe AN S PE A I A8 v (2 22 il 9 BE S SRS D, S I CIRAT I
At I 22 Ta) A 22 8 $100.9 P, iGN gk 1 & (R, &m0
BP0y SOM) s ek 1R CIEEER, BJa 208 ol &) A — e L
FERIAPINH A

7.5.9. IEf# ntpd BLECH

PP HERE ntpd E AR S8R B B S N1 BORC B SC 1 ete/ntp.conf, BRI LLIE IS R
T iy 2 B Ml B ST

#less /etc/ntp.conf

TS 2 BRI 0
The driftfile entry
drift 31 %1% -

driftfile /var/lib/ntp/drift

The access control entries
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LA A7 v BR A U7 i) 7 i) PR A

restrict default nomodify notrap nopeer noquery

nomodify ZE I :  PH 152 o5 ie B S0

notrap I : By 1E ntpde ¥4 H W5 S B8 8L B

nopeer £ : [ 11 peer B& T K

noquery &I : i1k ntpq A ntpde &, (H A W] £ .

A I A% 25 b gk R A0 N FH 75 2 127.0.0.0/8 Mk B . BRIA restrict 17 FHLIE BTG HE Ao
[ARINEE- NS

#the administrative functions.
restrict 127.0.0.1

restrict ::1

G JEE T A S — AN R, A BUE R TS s hk
FHAEARH N LA FTVFI, BOYERIAI restrict. A T HEAT B M, #ln, R
YF 192.0.2.0/24 P 2% HE4T I 8] 1) 2 41

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

WwR R E R —5 EN, il 192.0.2.250/32

restrict 192.0.2.250

B 48 ¢ mask, 255.255.255.255 ¥ HidR .
The public servers entr

BINH, ntp.conf ML E TR PUAS A& FE IR 25 4% -

server 0.rhel.pool.ntp.org iburst
server l.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst

server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry
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£ ntp.conf FCECIEH, BOAE S KEMERK S PIZH, XERplke 2
& H R

7.5.10. & ntpd BY sysconfig 3L

XA SCAE R = A ntpd 3 3R 55 B 40 AL RIS PR IR B2 . BRI A 0T

#Command line options for ntpd

OPTIONS="-g"

-g EIAT LLAE ntpd ZBE 1000s F % 12 R i, 223 [7) 25 i) 1a) BV Al % = KT
1000s, {HIEAANAE R G 80 I o 253 R IX AN IE T I %, ntpd ZE WS = KT
1000s [P H 3738 H o

7.5.11. %1t chrony

2

AR

#systemctl stop chronyd

¥ chrony FFHL ) 812k 1 .

#systemctl disable chronyd

FERRINOY

#systemctl status chronyd

7.5.12. {7 NTP sFfPitiE R B R

fir

#dnf install ntp
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7.5.13. ntpd B=%E

#dnf install ntp

WH ntpd FFHLIA 8 -

#systemctl enable ntpd

7.5.14. T ntp RIS

K ntpd & IE1T

#systemctl status ntpd

X ntpd AR AS A

#ntpstat

7.5.15. ECEBAAIERIF ntp EHEAN

ntp f# F] UDP 4, ¥ 1 123, 25250 B REHE fo 1403 ik By K 3%
o A 97 K 3G I {5 fVF ntp A& %, A H 18] JE A1 Firewall Configuration T. H .
Ji 3] firewall-config, s i Super BEdt N, %A firewall Jf H ¥ [FI 448, Bk
LR B AT . WA P A .
A AT HEN
#firewall-config
FHEEEAEL T X K firewall-config 1. H % 2 21 /] 7 &5 [8) s 3 ik

e, firewalld.
7.5.15.1. &4 firewall B2 &

AT REM AL & AE R, #AR T $738 #. Configuration 2 1% B 4 Runtime. (¥
& OB B SCAHEE N — a8 A%, 78T $7 3¢ F b % ¢ Permanent.
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7.5.15.2. $TFHB5 A IEiw O

FTJF firewall-config 1. H., ZEFEM L, BEFFuG DAREs, i BN %4l . Port
and Protocol & I # 4T FF, f Aum I 123, R L £ udp.

7.5.16. ECE ntpdate AR 5538
ntpdate /I 55 & T B¢ B N W) 78 R G2 5 B0 I %
i 2 ntpdate ]x 55 & 81T :
#systemctl status ntpdate
BEITHLA B -
#systemctl enable ntpdate

70 B T L = e Ik 45 A R AE R R R B, BRI Jete/ntp/step-tickers ST AL
0.rhel.pool.ntp.org. ¥ HNANZM ) ntpdate R 55 4%, 44 /etc/ntp/step-tickers. R 55 4%
(1) 3 S AT, R ntpdate H 2 Al X AN HRIC— N TR A R o B s — A
A0 IR ] IR 45 5, AE 28 AT SN XRS5 A% (R bk o 75 50 AT B N A 1 IR 45 4

7.5.17. BECE ntp

&R IA T ntp Ik 5528 B E, 9 /ete/ntp.conf SCAF o 1% 3CAF & F ntpd — 2 4%
7.5.17.1. B.E NTP BR &5 i a4l

%48 ntp.conf, {¥#H] restrict fiy &

#Hosts on local network are less restricted.

#restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict fi#

restrict option

option: W LLZE— R Z A
> ignore—— T A I A4 00K 4 2 0%, L3S ntpq A ntpde £
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> kod
limited

DS AR

—~“Kiss-o'-death” fi, & 3% DL 2> AN 05 1) 25 11
W R B sk T A R, AN Y ik 5515 3K o ntpq A1 ntpde £ i)

v

> lowpriotrap—— Xt 56 2 VL BC 3= HL 1 1 B B

> nomodify——FH 1-1& Uc &

> noquery FH 1l ntpq A1 ntpde A i), A3 N H] 2 )
> nopeer——FH 11 peer BEA B Al s

> noserve k% T ntpq ! ntpde &y, FELFTA M E;

> notrap——FPjj 1F ntpdc # Hil 71 B W6 13 FE B 5

> notrust (ER D& SRR TR Al & TR

> ntpport—— K H %L, HIULAL NTP UDP portl23;

>

version——FF 41 AN P 2 { NTP FAS 1) 2504 £

h T AN N BT A B A, BRI AR PR, restrict W] ELE ] limited 370 . {0
ntpd DA 450 Y. KoD ¥k 40, restrict 201 A limited F1 kod 1% I
ntpq 1 ntpde BT TR S, A EFEER noquery & T

7.5.17.2. BB % NTP BRE{HRERE
45 restrict I I limited 3E I, 0 BB A AAE H BRI FE I S 50, v DL

discard iy % »

i A4 A

discard [average value] [minimum value] [monitor value]

> average——1H & SLVF M /NP B Wikl bR, e 1S4 log2 B
ERNAE S 3 (2 =kT7, T 8);

> minimum——ii5 7€ FEVF I RACE R, 7 log2 ME#% — NS 8. BUAE
e 1R I J5, T 28,

REHROKEFME, B RN RO RS . B
A 3000 Ao 3K AN I THUE JHF i 55 s BEAD SRAG 1000 BB 205 3K

discard iy & ¥ 1

> monitor

discard average 4
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discard average 4 minimum 2

7.5.17.3. #h0 peer Hit
7t ntp.conf AL B AR N peer fiT 42
peer address

address x> ip Mk 5 DNS A JUnl £ 44 #X o address W 20 A& A5 [7] — R I R 4t o
Peers W J4H A 22 /b — AN AN [R] Y IS T]

7.5.17.4. FhnBR S5 25 bt

IS — A R4S s bk, %R 4% 28 28 1T NTP Ik 45 H AL 7E S & 2 . 7E ntp.conf
A, A server fiy 4 :

server address
address #& 1] PR 1P kb5 DNS U451 /) 44 FK o
7.5.17.5. FM—A T 185 % 18 AR 55 2F b ik

WIM—AT e 2 A ax i, a2 Ui, T RFE 2 8 NTP 2]k (1) Hudik
7E ntp.conf X fFH, fif ff] broadcast.
i -

broadcast address

7.5.17.6. iFin—4 Manycast & P ik

YN manycast 2 S ik, 7E ntp.conf SCAEH, SN manycastclient iy 4 o
1% R

manycastclient address

i AT R G0 A NTP % 3. 545 0 LU % 7 35 R 28 0

7.5.17.7. %0 Broadcast % F i tth ik

VN N broadcast 2 P i i dilk, £F ntp.conf XA, ¥S I broadcastclient iy 4 .
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(= /(1
broadcastclient

T S E RG> NTP &) . RS A] LAIR] I O 25 7 S A0 55 45 it o

7.5.17.8. iKIN— Manycast IR % 2% ik

YN manycast IR s Huhlk, 7E ntp.conf XAFH, ¥S 0 manycastserver iy 4 .
1% R

manycastserver address

G T E RGN N A NTP JRS528 . RGE T LR I b %0 1 3 R 5 285

7.5.17.9. i&HIN— Multicast iR 5 251tk

N 00 multicast k45 28 dk, 7E ntp.conf LA, ¥S I multicastclient iy 2 o
% X

multicastclient address

Zan OB E RGN A NTP IR55 4% . FR gl LAIR I 25 ) s A0 I 55 4% 9 o

7.5.17.10. ECE Burst itI

ANEFN A FE NTP iRk 55 & A ] 138 10, i 10E ] 148 B 4LV 1 W ]
FEFF o
7 IR 55 4% iy 2 4 RS I 8 T -

burst

7.5.17.11. EE iburst £
1E [ 55 a i 2 45 RS 0238 7L

iburst
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7.5.17.12. {#H key BLE Symmetric Authentication
15 IR 55 25 B4 peer fr % )5, S I 1% A% 1 :

key number

number J& — ™ 1 F| 65534 1 8. 1%k 1A DLAE £ 4 B b fd H message
authentication code (MAC). %% i Fll peer, server, broadcast, A manycastclient
i

/etc/ntp.conf, %A WF:

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

7.5.17.13. BE.E Poll Interval
& BUER A ) poll interval, 1E il 55 %5 5 peer fir 2 7, WS IZ LI :

minpoll value and maxpoll value

7.5.17.14. EERFJ[MER
FEE DR I RS54, 1 server 5l peer fiy & J5 S N 1% 16 T«

prefer

7.5.17.15. 73 NTP ¥#E & EE Time-to-Live
7t server B peer 7y & J& s JI1 1% 1% 1t -

ttl value

7.5.17.16. & NTP {EAMRA
7t server B, peer fiy & J& N JI1 1% 16 1 -

version value
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7.5.18. ELERHERTEEHH

Jic B 2R 48 I [R) B HT A A4 isf 4 (RTC), fE/ete/sysconfig/ntpdate ¥5 i LA 26 i ;

SYNC HWCLOCK=yes

i A Wk

#hwclock --systohc

7.5.19. BiER#hIE

FEZRGEH H R AR I b

#cd /sys/devices/system/clocksource/clocksource0/
#cat available clocksource

#cat current_clocksource

78 i BN B YR, £E N AZ ) GRUB BLS N clocksource, 441 01 :

#grubby --args=clocksource=tsc --update-kernel=DEFAULT

7.6. f¥H ptp4l BLE PTP

7.6.1. PTP 4R

Precision Time Protocol (PTP) & H 1 W 2% v it 8 [7] 20 1 W6 130 o A FH IF &5 5 il 42
SCRE, BLLEEAE ) NTP Sk PTP [ SCREBE KI5 2 P AZ R 2 s ) o Tl JEEE gt v
KR5S we i AE RS0 linux WAZSCHF PTP B 4. linuxptp J& 1% Wh 30H 2

XA linuxptp AL ptpdl Al phe2sys B8 [A] 210 H o ptpdl F£ 7SI T PTP
320 S B R A . SRR IS AR, BT PTP AEACRIN S R E 2, Bk
PRI, &M T RGNS E i [E 2 . phe2sys B Jp s 5 iR I AR, 4 &
28 B 7] 20 21 PTP A4 iy B0 W 45 82 11K (NIC).
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7.6.1.1. PTP WyHL S

F1 Network Time Protocol (NTP)AH [t, PTP i = ZE AL A& il A1 10 S FF, A
5 VF £ 1) network interface controllers (NIC)FI network switches. % KK #m T B

[f [R] 25 1) HE B 7

7.6.2. {Ef PTP

o TR PTP, Py A% 19 465 58 ) o 200 S 495 sl

7.6.2.1. WMERFIEHIS
i F ethtool iy & £ 1A :
#ethtool -T eth3

eth3 S S AR 7 1) 2 1
IR SCFE A TR, b2 LR B4
> SOF_TIMESTAMPING_SOFTWARE
> SOF_TIMESTAMPING _TX_SOFTWARE
> SOF_TIMESTAMPING_RX_SOFTWARE
U R SRR TR, A2 LU 25
> SOF_TIMESTAMPING_RAW_HARDWARE
> SOF_TIMESTAMPING_TX_HARDWARE
> SOF_TIMESTAMPING_RX HARDWARE

7.6.2.2. =% PTP

#dnf install linuxptp

XK 25 42 %% ptp4l AT phe2sys.

7.6.2.3. Bzl ptpdl

ptp4l 7] LUl o dgy AT 8 E MRS H 3. 24 ptpdl /E 5 — DRSS I, AT RLLE
lete/sysconfig/ptp4l 5 € & T o A EAE N RS 82 a2 AT B 3, e
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/etc/ptp4l.conf $5 E L Tl . /etc/sysconfig/ptpdl T4 75 -f Jete/ptp4l.conf 1T, X2
ik ptp4l B2 /ete/ptp4l.conf 3L,
1E M k55 )5 3l ptp4l:

#systemctl start ptp4l
18 1 iy 24T I8 1T ptp4l:
#ptp4l -1 eth3 -m
i S 2 R

ptp41[81921.804]: selected /dev/ptp0 as PTP clock
81921.805]: driver changed our HWTSTAMP options

ptp41[81921.806]: tx_type I not 1

ptp41[81921.806]: rx_filter 1 not 12

ptp41[81921.806]: port 1: INITIALIZING to LISTENING on
INIT COMPLETE

ptp41[81921.806]: port 0: INITIALIZING to LISTENING on
INIT COMPLETE

ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE_RECEIPT TIMEOUT_ EXPIRES

[
ptp4l[
[
[

it % ptpdl H ik

BRI, H & S0 2 K ik 3 /var/log/messages. -m 3% ] IF H & 10 b5 U
i, BEWS M debugging FEALME S .

FT I B 1)k, -s 2B T, A8 H W h -

#ptp4l -1 eth3 -m -S

7.6.2.3.1. EHFE—ANEENENF

A2 MAS TR R ZE AR B AL, A O AN [ R TR AT IR 4

-P

-P ¢ peer-to-peer(P2P) & iR Wl & ML 1 5

P2P WL A%, DRI B0 W9 2% 4 40 () AR A0 BE R, AT R b HL At AT ) B o it U
HILR .

-E
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-E %% end-to-end(E2E) LR M| m AL o 1% 52 BR O K 3 T

E2E 4%\ 4 /& request-response 4EIE AL

-A

-A T IR LK B 1k £

BRING DLAT IF L ptpdl (9 E2E #83. f 5 2, ml DL P2P 5K

7.6.3. M ANEOER PTP

TEAS R W 28 1) 2 4 1 rp A ] PTP, A 4 22 2% X ) % A% e R A XA A iR 2

sysctl AL4F RN WAZ BEAT 25 o AP IE/RIZAT M R 48, v LU d A AT 53
18 M /ete/sysctl.conf LA .

B loose ik, M2 UWF:

#sysctl -w net.ipv4.conf.default.rp_filter=2
#sysctl -w net.ipv4.conf.all.rp_filter=2

H T ORAE AN EHE O ) B AR B e B, 8 net.ipv4.interface.rp_filter iy
AT, B, eml M4

#sysctl -w net.ipv4.conf.eml.rp_filter=2

T AEE B E K A R, & B/ete/sysctl.conf XA, BTN A TIESUTE
(KR (KA 2, 18 B /ete/sysctl.conf, TR fF 7

net.ipv4.conf.all.rp_filter=2
AR AE O — B A R R, R

net.ipv4.conf.interface.rp_filter=2

7.6.4. BE—IEEXH

BAT BN & SCAF, P DAy SEAE IS AT I i i e, A R -F B 00t
#ptp4l -f /etc/ptp4l.conf
— A EE SN, MM eth3 -m —S EW, W1 F iR

#cat /etc/ptp4l.conf
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7.6.5. {£F PTP EREFIH

PTP W45 ¥ P i, pme 7] LU SRIREUA AL ptpal 15 E o

#pmc -u -b 0 'GET CURRENT DATA_SET'

#pmc -u -b 0 'GET TIME_STATUS_NP'

A F pme 434

#pmc --help

7.6.6. [EFAteh

phe2sys T2 3 FH k¥ & 4 i 8] [7] 20 2] PTP f¥) hardware clock (PHC). phc2sys

Ak 25 BC & A Jete/sysconfig/phe2sys. FRIAHACE 41 °F -
OPTIONS="-a -r"

-a I AH 75 phe2sys BEWS [F] 25 ok B ptp4l N (I 4h . & ¥ BRBE PTP i IR
AWML, AP R R AT 2 A [E] D I B, RGN B A SR, BRAE
-t ETYE R E o W RS AAE RGN B — AN, 88 - BT IR,

1& M /etc/sysconfig/phe2sys Jii, EJH phe2sys IR %5

#systemctl restart phc2sys

EHEO T, ] systemctl fiy &K 8 3h, 45 1L JH phe2sys 4 .
b A AN AR B IR SS i3 8) phe2sys, fsa] DUl I iy 247Kk )8 80 -
#phc2sys -a -r
-a JE 15 phe2sys BEWS [ 20 oK B ptp4l N I 8o dn SRS AR LR 2 40 I8 sl
K=Y, FRE-r EIT IR .
i -s 5T [F] 20 Z 48 ) Bl 22 05 g (1) PTP AR ) 4, 5]

#phc2sys -s eth3 -w

%}
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-w IR TUAE AR IS AT 1Y ptp4l N H [ 2 PTP I8, & TAI & UTC Wt =
EH LR, PTP #:1F £ nternational Atomic Time(TAI), Z 4t I [0 £r £ 7E
Coordinated Universal Time(UTC). 47J TAI Al UTC w5 & 35s. M EF A
B BR (R s, Aw A% B2 AT oA, XA LRSS R A IR G-w TR
R, AT DU -O e 3 ke E AT i 7% & 1K T
#phc2sys -s eth3 -O -35

*4 phe2sys servo &b THUIRA IS, BP0k AL, FRIE-S Iige i H . X
B UK phe2sys #2 /7 Wb 2 AL ptpdl F2 )7 LL KA PTP 4RI B[R 20 J5 B 8l . A8 H -w
WET, phe2sys AHTE ptpdl 5 A8, BIEA'E S5, HE ptpdl &L
phe2sys 7] LLAE 4 ik 55 )3 8 -

#systemctl start phc2sys

M PR S3EAT IR B, AT LK I TAE /ete/sysconfig/phe2sys SCAF 45 i€ o

7.6.7. IEERTEIRES

2 PTP I ] [\ A5 AT IE & I I g, 3B 100 490 26 4 % & DA A T 380 R <5 41 B
ptp4l F1 phe2sys. X645 B 7] LL{E /var/log/messages LA &

ptp41[352.359]: selected /dev/ptp0 as PTP clock

ptp41[352.361]: port 1: INITIALIZING to LISTENING on
INITIALIZE

ptp41[352.361]: port 0: INITIALIZING to LISTENING on
INITIALIZE

phc2sys i t ¥ 41 1

phc2sys[526.527]: Waiting for ptp4l...

phc2sys[527.528]: Waiting for ptp4l...

phc2sys[528.528]: phc offset 55341 s0 freq +0 delay
2729

phc2sys[529.528]: phc offset 54658 sl freq -37690 delay
2725
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ptp4l 17—~ fir % summary_interval, W PLsk/ADEth, ERAE T, & Ba
FTER— 245 o AT LME S B 1024s T EI-— K, {E/ete/ptp4l.conf ST I EL F AT -

summary_interval 10
— > ptp4l H ¥, {4 summary interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on
INITIALIZE

1% /> M\ phe2sys B %, AT LAASH -u 1% 75
#phc2sys -u summary-updates
summary-updates s& I 80 BEHT 4, B 7 a0

#phc2sys -s eth3 -w -m -u 60

7.6.8. {EF NTP PR PTP Rt |g

ntpd ~F 7 HERE ] LUBC & N ZR G 0] 20 K I 1), R SR 6] & 1 ptp4l A1 phe2sys
fff /] LOCALI i (8] 3R 2 it AT W 22 o 4 7 B 1k ntpd W4 R S0 41, ntp.conf 3CAF %0
ANBERG 4R EATAT NTP JIR55#% . BL R 2 — A1
#cat /etc/ntp.conf
server 127.127.1.0
fudge 127.127.1.0 stratum 0

7.6.9. (¥ PTP BR$ NTP At g]

NTP % PTP [A Pt 2 AT . 24 ntpd & HIKR A2 RGEI[A], ptp4l 7] DAL A
priorityl AL E & grandmaster N2, 1L PTP Z 48 I ff >k 4 & I [A]

#cat /etc/ptp4l.conf
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[global]

priorityl 127

[eth3]

#ptp4l -f /etc/ptp4l.conf

i R AR I [R) 8, 5 2448 phe2sys SR [F] 25 PTP A I 4 2 Rge iy o, R an
phc2sys j&— MRS, %’ /ete/sysconfig/phe2sys CAF, ERIARIEC & W R

OPTIONS="-a -r"

811 root JH 7, %

#vi /etc/sysconfig/phc2sys
OPTIONS="-a -r -r"

FEIXHL, -r BRI IR E 2 K, SRV PTP WA 15 I A N R 48 I A gk 47 [ 25
T )i phe2sys:

#systemctl restart phc2sys
B 1 PTP I 4 A5 26 e 3 1) A8 4k, nl DL ik % & %6 /N 1) P (proportional) il T
(integral):

#phc2sys -a -r -r -P 0.01 -1 0.0001

7.6.10. {£F timemaster [E]3 PTP B¢ NTP K} |g]

Al LU timemaster £ /7 ik 58 48 I8 [a) R AT H I R 3EAT [R) 28 . PTP I [A] )2
i phe2sys Al ptp4l $#¢ i, 18 i ] shared memory driver. NTP 5f 4 JEFE fE 1% L
BT B, A R HEAT IR A

JA BN, timemaster 23 B H— NGB SO, 1AL E SO FE € NTP H PTP I
(Y5, Ao AR e W 25 2 O A H S AE =1 PTP A1 8, 2 Bl ptp4l F1 chronyd
ol ntpd Bl & A4, 5385 ptp4l, phe2sys Al phe2sys 5% ntpd.

7.6.10.1. /5 —1 BR%5 /3 &) timemaster
i F root F P HAT W R v 4 -
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#systemctl start timemaster

JA B, 22 H fetc/timemaster.conf Bt B .

7.6.10.2. I timemaster EL = 3 4
RN BB & SO R s

#less /etc/timemaster.conf

#Configuration file for timemaster

#[ntp_server ntp-server.local]
#minpoll 4
#maxpoll 4

#[ptp_domain 0]
#interfaces eth0

[timemaster]

ntp_program chronyd

[chrony.conf]

include /etc/chrony.conf

[ntp.conf]

includefile /etc/ntp.conf

[ptp4l.conf]

[chronyd]
path /usr/sbin/chronyd

options -u chrony

[ntpd]
path /usr/sbin/ntpd

5°d>
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options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp4l]
path /usr/sbin/ptp4l

a2 I
[ntp_server address]

XA NTP R 45 28 X 38 1) 45] ¥, ntp-server.local & —/M A ML LAN ) NTP
i 55 45 o
EERE a4 T

[ptp_domain number]

PTP domain /& —41 PTP W #f, ‘EA1REW AH H[F 2D . &A1) LLEE A ] LLAT L
AT RIZE . A A RSO B A — AN . XA HE— > PTP ¥ grandmaster
N

T RBErfr 4T

[timemaster]

BRIN ) timemaster it B A & T ntpd A1 chrony L& (/etc/ntp.conf B¢ 3
fete/chronyd.conf), & T REME AL 2 U7 [a] B 1) BB AR 80 o X R AR R
JE ) NTP filk 55 4% e 1% A1 timemaster — & B 44 H .

7.6.10.3. Bt B timemaster 1IN

SEB: %% timemaster BC B AR
1) #JJF/etc/timemaster.conf it & S,
2) XfFRE—A NTP 45 2%, EAEEEHMEH timemaster, f1# [ntp_server address]
FE
3) MBS AR MR, 4idH#ptp_domain 01 F B IO MM 4, #lFa1F
[ptp_domain 0]

interfaces ethO

%}
—_
=
)
=i
pis
)
O
AN
=i



kVLINSOFT
BRENER

KYLIN
ﬁ’fa;mm S50 LR 7 I 5 SR RV RS ATE A T

[ptp_domain 1]

interfaces ethl

4) a5 EAF H ntpd 4E 4 NTP ~F 43t R, 7E [timemaster] 7 Bt A& MCERIA 1 entry,
chronyd £ 4 ntpd;

5) funffi ] chronyd /4 NTP x5 %%, 7E[chrony.conf] B s InA 7 i LT, £E
RN include /etc/chrony.confentry | ;

6) fEUnfEH ntpd 10 NTP k55 4%, fE[chrony.conf] 5 Beils INALAM 3% I, 7 2R
A include /etc/ntp.confentry | ;

7) 1E[ptpAl.conf] ¥ B, WS IAT Al K5 B8 DUR ptpdl A= il i) e B SCAF A 3 10 s

8) fEt[chronyd]¥Bt, WML 24T, ¥ timemaster U in) B 1% fiy & 77 B A%
% chronyd;

9) 7t [ntpd]F-Bt, WMAEMdr 21T, M8 timemaster U5 In) I 1% fiy & 75 AL 18 2
ntpd;

10)  7E[phc2sys] T Bt, WML A 24T, ¥ timemaster U 1) I 1% iy & 75 2L4%

1 2 phe2sys;
11)  fFEptpdl] 7B, WIMEA 24T, 8¢ timemaster Uy 0] B 1% iy & 75 BAL 38
2 ptp4l;

12) LRAEHC & SCAF, TS timemasters

#systemctl restart timemaster

7.6.11. REEMHMYE

ptp4l F1 phc2sys W H B8 4% BC & 4 1 B 1Y adaptive servo. X} T PI servo K it ,
BRI ASE T AT EEE PLYLALHEL E X 7 ptpdl HHAE A, 75 2215 /ete/ptp4l.conf
He B SRS I LA AT

clock servo linreg
H )7 ptp4l k55

#systemctl restart ptp4l

7£ phe2sys FAFH, 5 B4 /ete/sysconfig/phe2sys AL B KA INLL R AT -

%Fd>~
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-E linreg

A phc2sys k55 :

#systemctl restart phc2sys
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8. IEfEZNK

8.1. AZMIETH

FERE RGN, FRWEERRNRGE B EBREZE. B, BNix
JRHTE Q0] 1 H 2 N S A7 RO B . ) I 2 I, A ) X %6, AR AR s AT
FE A S A8 5 o AT 4 U Y A A A5 T LA 15 B R P ok AN JE 80 R Tl RS M I 55 25 35 A
RGP RIX R L.

8.1.1. EERLGHIE

8.1.1.1. FHpsH%

Ps fir & Won RGBT HRMFEE . BN DESsIER, IR ETEREL
HIEPAT A N R G AT M HERE ) — PRI o R AR 82 OB S I ERE A K
s ZALH] top fiv & M ARSIV H

WRAE S i RGP P BERE, W LAAE shell AR 40 1 Ay 4

ps ax

AP EERE, ps ax dr @2 BoxHEREN) PID, BEREMKE (12850, 2
IR, BRI CPU W), w0 AT SCPF 44 5 Bt

[root@localhost /]# ps ax
PID TTY STAT TIME COMMAND
Ss 0:00 /usr/lib/systemd/systemd --switched-root
:00 [kthreadd]
:00 [rcu_gp]
:00 [rcu par gp]
:00 [kworker/0:0H-kblockd]
:00 [mm percpu wq]
:00 [ksoftirgd/0]
:00 [rcu sched]
:00 [rcu:bh]
:00 [migration/o0]
:00 [cpuhp/0]
:00 [kdevtmpfs]
:00 [netns]

IR AR RBERE BT A, AR A

V)

I<

?
?
Ui
?
?
?
?
?
?
?
?
7

OCCO0O0O0CO0O0CO0OO00O0O0O0O

ps aux

Br T ps ax ar AR MEMME B AN, ps aux & R ERBRIA E A4, BRG]
CPU RN AF 0 20 Lo, L0 Oy 57 S s AU N A DK/ AR A8 4 ) B 9 A7 19 K
AN, ERETTURIZAT A I 1A

%W
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AT LAEH] ps fiv & A1 grep i @ AL & R A F/ KR 2 S EET. B, %
FIE Bmacs £ HAEIETT, MR HEIXA 2

#ps ax | grep emacs

H R TR 5885 3K, & man 1 ps T
8.1.1.2. {FHtop %<

Top #r % W/n RAEIBAT P AR LN FIK . Eiba B MnE RaiERg s
BrfIE], Y ET CPU MW AR A 2, @47 M HEFE B . R mT DL 3 2 Ak 5 3t
— IR, Bl eT DLS b R HE R B R I — AN bR

1247 top fir %, 1F shell HLE AUl v 4 -

top

XA SRR, top ir 2 WonBEREN PID, @EREPTH #H 4T, R
g%, HEFE NICE fH, HEFEATH BN A7, SEREAE R R A e (R W BE N A7, 2R
i 3L = A, ERRE RS, MEREH A A7 AT CPU [ | 20 b, #EFE 47 A CPU
R ISF ) A0 AT AT SCA 1 44 7

NERAT LA top — A AH ) B 8 fiy &

#* 8-1 & H. top T %

W iR
[Space] | SZRIIHT ko
[h] AT TS 2
RACHERE « WL i NERE ID DL KRR 45 e 1)

[k] .
o

[n] SR WOR AR R Bt R AL R .
[u] A

[M] N AT TP .

[P] 22 CPU i I 47

[q] B topo

8.1.1.3. [FHARAZUETA

P AT BLE &R G i T R R EDE i LB A ek i, SR g R R o 2
CLRORIEIERE . TFIERBA>R AWM mi i 4TIT, W H K.
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0 sasns Q fig = - 0 X
wwr e [P
Y B5 ) . . .
HEEH Bra BRigT e v #iES (2t wiE RS
o B swuns root 0 KB/s 8.0% 12600 0KB/s 19.4MB 3]
Xorg root 0KB/s 3.3% 7343 0KBYs 40.0MB il
o ukui-kwin_x11  root 0 KB/s 2.3% 11518 0KB/s 64.4MB =5,
aEER 10.1
- dockerd root 0KB/s 0.3% 5198 0KB/s 17.3MB =5
UKUI @B root OKB/fs 0.3% 11523 DKB/s 5.6MB =4
S xdg-docume:+  root 0KB/s 0.3% 11457 O0KBY/s 0.6MB 3]
wE 890.2MB/1 4GB kworker/0:2-+  root 0KB/s 0.3% 21182 0KBYfs 0.0 MB 4]
i i B eemsicE root O0KB/s 0.0% 11738 0KB/s 28.5MB =i
s applet.py root 0KB/s 0.0% 11850 0KB/s 21.8MB =i
|
firewalld root 0KB/s 0.0% 1019 0KB/s 20.1IMB B
python3 root 0KB/s 0.0% 10481 0KB/s 20.8MB &
REHE & Feite root OKB/fs 0.0% 12325 0KB/s 16.1MB £8
(B0 KB/ B tuned root 0KB/s 0.0% 1147 0KB/s 13.5MB =8
B33 KB/B
B EaveNiBE - root 0 KB/s 0.0% 11748 0KB/s 13.4MB 5]
B uvaemTR root 0KB/s 0.0% 11734 DKBYfs 12.9MB =il
M z==zeH root 0KB/s 0.0% 12174 D KBYs 12.6MB 5]

K 8-1 HEfE
BT HS BRI 4 5 JEFEAEH A A7 CPU 1)

|

]

XA R, Rai
Bt d3ERET PID &5 & .
RARGNE THSE R YA MR, @idEsAREn, &
A LM R
> B N R
> R TA R
> BRSSP kAR
A, AR AR AR, T Dl R S
GE N R
> i 45 R
> BRI e G
> AR E .

8.1.2. EFNTFEMIER

8.1.2.1. (FH free %%
1 free i AT LU H RE S WA L0 KN AE, £F shell &AW iy

L
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free

Free fir & 1l DL (9 BE A A7 AN AZ #2210 (05 6L . BT LA oR WA i, i
KIAAE KN, AW AE RN, JEEAAE KN, buff K/ AT cache (19K LK 2
A . Bk

#free

BRIN free DL o Ko, RARBLIE O S0 m] DUJH-m 2B 70, 40k -

#free -m

8.1.2.2. [FHA%ZLKIETAH
ARG THTULEF R G0 WA FIAZ 325 18] 158 A A% 0 o

B zauns Q g% = - 0O x
© BS g i &
HBER ERE HERE g~ HEE Fags mE R
8 H\eE
0O =asas root 0KB/fs 6.4% 12600 0KB/s 17.4MB B
kswapd0 root 0KB/s 0.7% 53 0KB/s 0.0 MB 28
Xorg root 0KB/s 0.3% 7343 0KB/s 42.6MB B
p 3.2
- applet.py root QKB/s 0.3% 11850 0KB/s 21.8MB 28
kworker/ud:+  root 0KB/s 0.3% 13 0KB/s 0.OMB Bl
kcompactd0 root 0KB/fs 0.3% 39 0KB/s 0.0MB =8
nE kworker/0:6-++  root 0KB/s 0.3% T64 0KB/s 0.0MB =il
. iy
e s i ukui-kwin_x11 root 2KB/s 0.0% 11518 0KB/s 63.9MB oE
firewalld root 0KBfs 0.0% 1019 0KB/s 24.2MB =il
= - — python3 root 0KB/s 0.0% 10481 0KB/s 20.8MB BiE
dockerd root 0KB/s 0.0% 5198 0KB/s 18.5MB =28
REHE B GMRSeE - oot 0KB/s 0.0% 11739 OKB/s 17.8M8 #iE
Ol 0.0KB/# & Feix root 0KB/s 0.0% 12325 0KB/s 16.1MB =i
L b3 KB/
tuned root 0KB/s 0.0% 1147 0KB/s 15.3MB il
containerd root 0KB/s 0.0% 5270 0KB/s 14.2MB ZE
! BEREEVPNIRE--  root 0KB/s 0.0% 11748 0KB/s 13.3MB 28

K] 8-2 RGN 2%
8.1.3. EFE CPUFEFMHIER

8.1.3.1. [FHAZLKIETAH
RGN T AWl LLEF CPU [ IS, WK 8-2 s,
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8.1.4. EEFHMBERHER

8.1.4.1. (M Isblk &%

Isblk iy & 7l LLIE 75 F g8 ] DU i B i 46 . B LE blkid iy 2 42 458 2 11945 6
A R XA . 2 A udev BEEUAE B, BIAR root F 7 A8 LAAE ] o s Bzt
B3R T BAE shell SN WIF A4

Isblk

B —Pedm P %, Isblk AR BRI &4, BT, B L A BUMER,
WA SO RN, Bk e KB, WA RA, wRddigit. #l 7T
#1sblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
st0 11:0 1 1024M 0 rom
vda 252:0 0 20G 0 rom
|-vdal 252:1 0 500M 0 part /boot
*-vda2 252:2 0 19.5G 0 part
|-vg_kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /
“-vg_kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
BRI Isblk fiv & DLW JE &5 1) fan i e 46, RABGSRICEE 22 10 ¥ 4 4 B s -1
24, Bl
#1sblk -1
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
st0 11:0 1 1024M 0 rom
vda 252:0 0 20G 0 rom
vdal 252:1 0 500M 0 part /boot
vda2 252:2 0 19.5G 0 part
vg kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /
vg kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
AR AT 5E 85K, & A 1sblk(8) man T .

8.1.4.2. {EH blkid %

blkid iy 2 A] LL B on o] % R 2 B o B 2 root SR, Bk IE root H
P Refd ] 1sblk £y 2, Ll root & 43 £E shell #i A0 F iy 4

%}
—_
=
©
=i
pis
)
O
AN
=i



kVLINSOFT KYLIN
EABETRE é}’fa;mm ST BB 5 I 5 S R LV RACATEL 5 T
blkid

B H P %, blkid 2 Wos g A g, #lan UUID, ST &4k
S R T
#blkid
/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84"
TYPE="ext4"
/dev/vda2: UUID="7IvY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2 member"

/dev/mapper/vg_kvm-lv_root:
UUID="a07b967¢c-71a0-4925-ab02-aebcad2ae824"
TYPE="ext4"
/dev/mapper/vg_kvm-lv_swap:
UUID="d7ef54ca-9c41-4de4-ac1b-4193b0c1ddb6"
TYPE="swap"
BRIA blkid T4 2 Los FrAT al B 4 o WERARE R0t — B4, 7 24
iy 4 Je TN e 4% 44

blkid device name

B, AR W IR A /dev/ivdal 45 E, LA root HI P ABLBR fay A\ iy 2
#blkid /dev/vdal
/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84"
TYPE="ext4"
5 B ) i I -p Al-o BT AT LARECE 2 41 5 B, i 2 AR 5 2 root
BURR o

blkid -po udev /dev/vdal

(R
#blkid -po udev /dev/vdal
ID _FS UUID=7fa9c421-0054-4555-b0ca-b470a97a3d84
ID FS UUID_ENC=7fa9c¢421-0054-4555-b0ca-b470a97a3d84
ID FS VERSION=1.0
ID FS TYPE=ext4
ID FS USAGE=filesystem
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BT BB i PR S AR ERAE RV R GE R T

R Hay 2ATIEI ) 5885 %, & F blkid(8) man T/,
8.1.4.3. {£H findmnt v

findmnt iy 2

VR RGN HBN ST RS, AR shell BLE AW iy 4

findmnt

B NI SO RS, findmnt 6y 2 BonHEEA, RS, SOFERSGERAM

A 1) 4 B I
i 41

~-]% findmnt

TARGET SOURCE FSTYPE
OPTIONS
! fdev/mapper/rhel-root

xTs
rwW,relatime, seclabel,attr2, inode64, noquota
=/proc proc proc
rw,nosuid, nodev, noexec, relatime
| /proc/sys/fs/binfmt_misc systemd-1 autofs
rw,relatime, fd=32, pgrp=1, timeout=308, minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpc nfsd
rw,relatime
b=/sys sysfs sysfs
rw,nosuid, nodev, noexec, relatime, seclabel
| |-/sys/kernel/security securityfs securityfs
rw,nosuid, nodev, noexec, relatime
| /sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

2R\ findmnt
Z8, .

LU T G5 88 g Y SO AR 48, i SRARSRICEE 2 1 % A B s n -1

#findmnt -1

TARGET
/sys
/proc
/dev

/dev/shm
/dev/pts

/sys/kernel/security securityfs securit rw,nosuid,nodev,noexec,relatime

SOURCE FSTYPE OPTIONS

sysfs sysfs rw,nosuid, nodev, noexec,relatime
proc proc rw,nosuid,nodev,noexec,relatime
devtmpfs devtmpf rw,nosuid,size=997904k,nr_inodes=4

tmpfs tmpfs rw,nosuid, nodev
devpts devpts rw,nosuid,noexec,relatime,gid=5,md

bl e R

1 4

B OERRSR AL SO R g, A -t AR I, R S SO R R,

findmnt -t {¢ype}

B, BosETA M xfs KRS

[root@localhost /]# findmnt -t xfs

TARGET SOURCE

/ /dev/mapper/klas-root xfs rw,relatime,attr2, inode64,noquota

—/boot /dev/sdal

FSTYPE OPTIONS

xfs rw,relatime,attr2, inode64,noquota
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AR i AT 2 A K, A findmnt(8) man Tl .

8.1.4.4. FHUHHS
df i 2%y 2R Go b AL 25 1A A B A 45, 7E shell LA 40 K iy 4

df

B AIIH RSO RS, df s Bon X REA T, KA (BLK 5
A ), T A 2 (A P A RIS O, T A5 2 T R A KN RS 3 .
ik

#df

Filesystem 1K-blocks Used Available Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /
tmpfs 380376 288 380088 1% /dev/shm

/dev/vdal 495844 77029 393215 17% /boot

BRIN df & s 20 DR/ (B K 0O A7), s Tl A8 5 &, A )
RN E (LK P HAD . ELM PG 7 8o i S48 -h 1,
230l I RND 7 Py WL (TS Rl L] AN N

RUE

#df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /
tmpfs 372M 288K 372M 1% /dev/shm

/dev/vdal 485M 76M 384M 17% /boot

H RO AATIEDU 588 53K, & F df(1) man T,
8.1.4.5. {EFH du#m%

du iy 2 W LB XA RN du a2 A M2 40n] UL s 84+ H b SO
PR AN o A5l

#du

14972 ./Downloads

4 ./.mozilla/extensions

4 ./.mozilla/plugins

12 ./.mozilla
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BRBASR(F ER7TIEARR R VAT R e R S5 B ERAE R VI RS H AT
15004 .

BRAEOL N, du iy & LT 70 O A7 Sl o A A P A Ol o i SR AR DL 5 52 7
A (MB A GB) Wow Ko, m LA IS H-h. i,

#du -h

15M ./Downloads

4.0K ./.mozilla/extensions

4.0K ./.mozilla/plugins

12K ./.mozilla

15M .

TED KR du fir &2 8o A i0 H s ey SRR, i o H s

TSR RN AT RS N2 H-s, il -

#du -sh

15M .

AR i AT LI e A K, A du(l) man T

8.1.4.6. {FHARZMIETH
Zgp i T H AT DAL 3R 5 7 208 75 R 4% 2 TR) A A7 0

B z=auas Q g% = - 0 x
b
n Jdev/mapper/klas-root
© S 6.97GB EH (19.37 GB 2] F3/19.37 GB WjH)) S B 26.32 GB «fs @&/
JE—
N
- Jdev/sdal
S 6T5MBER (592.6 MB 5] f§/592.6 MB 2if])) FE R 598.81 MB vfat B&:/boot/efi
2 .58 - -
- Jdev/sda2
— ) 53MBER (717.49 MB ]/ 717.49 MB %) S22 960 MB «fs B4#%:/boot
s B
HNE 914.4MB/L4GB
Tesia 55, 1MB/2.4GB . eliark
== KB ER (229.9 KB S]f§/234.9 KB ©H) S5 & 25592 KB efivarfs B812:/sys/firmware/efifefivars
MEHE
Ol 0.0KB/#
L+ B35 0.0KB,/#

K 8-3 R AL =5 )

#0183 TU JL 294 T
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8.1.5. EFEWHER

8.1.5.1. {EM Ispci %

Ispei #r 2 7] LU 7R PCI B4k Ew & fE S, SR 1) PCl X & 7F shell B
BN R A4

#lspci

s mT LAAE Y -v 38 200t A TR AR S, AT vy 20 T Ay e A% PR AR 1 R

#lspci -v

AR Har 2ATIET ) 5 8EY K, & Ispei(8) man T«

8.1.5.2. f{¥H Isusb &<

Isusb iy 2 ] LLE 78 usb W 4515 B o R TE ) usb W #4515 E7E shell B i A
N 4

#lsusb

Isusb iy & 7 B4 %% usbutils, WA ZH:, WHEE YW SER, PATW T My

LT %

#yum install usbutils

BT LA I -v 2808 /s WA R4S S

#lsusb -v

AR Ha2ATIET) 8GR, & Isusb(8) man F /.

8.1.5.3. (M Iscpu %

Iscpu i 2 BN HUHT RGN cpu (5 B, 15 BEHE cpu B H, 288y, 85, Kk,
Bk, cpu M A7F 455, 7E shell Fy Ay 2

#lscpu

AR Ha2ATIEBIH) EHEH K, & A Iscpu(l) man FH}.

%}
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8.1.6. HEBHIEIRX

B 0] BRI S5 AR AR R GION TR AT SRS HLR . XA LIS A
DIMMs W 5 A A7 1 158 FH AL 158 1 2 P02 8 AL 04 25 R 4 58, JF HLAE S 13 m) FH P 25 )
it o FH P A [H] (1) 57 97 3 B rasdaemon £ 47fi K R Ak BE X 26 Hy P AZ AL )R 25 1) BT A
AUEEPE . W . AT AR E AR DR AT, JF il s BAIT. XA DI RE LA B edac-utils
FEft, Bt sF 3 EFE rasdaemon $2 4t

24 rasdaemon 75 2 root AR .

#dnf install rasdaemon

JR Bk 55 i & h

#systemctl start rasdaemon

B NI TR i > A i 4 Y % R it

#rasdaemon --help

v 2 7E rasdaemon(8) man T} LG ik .
ras-mc-ctl T H A2t 7 —Fpn] DU EDAC a1 5k, %AWy 4 LA
A E i LT .

#ras-mc-ctl --help

v A 7E ras-mc-ctl(8) man T HL th A5 ffiik .

8.1.7. {¥FH Net-SNMP Usiz ik

R VT LR v 2 R 55 AR 4R AE R S HT Net-SNMP BT, Hh i — R
(AT 7 e B T o P 2% 4 B P A CSNMPD AR o i A R L 5 1Bk ) 592 I RE 1 T A
BT IRKER RGP RMAMERAIES — R 5 TH, X8 T A SR SNMP 3.

AR T KT B E Net-SNMP AQ U 1 W 2% 22 42 4 52 L se Hodls , AT
SNMP Bl BUAS 28 £ 45 Ay e SNMP AR #E LASR (i 15 s S0Pk REFR Ak o

8.1.7.1. =% Net-SNMP

Net-SNMP A& 4 0T V5 Sy 48 3] B 5 2 IR 55 s B E R 48 VI KATRRIK — 41
RPM A48, 3 8-2 1] Al Net-SNMP & At R T /DB ENT N A .

%185 W1 3L 294 TT
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K | o omy R OS2 28 R A R AEV L L RS 6T
% 8-2 W[ ] Net-SNMP #-41,
/g E3 AR
SNMP A BE<F 47k B A0 SRS o A R 2 o 1k g B s G 2L
net-snmp .
XA
_ netsnmp JE M (1) BE B (MIBs) . fa 1 6e £l
net-snmp-libs .
7 2 XA
mib2c £ )7 F1 NetSNMP Perl Hd, b6 & i n 22k 1 8 32
net-snmp-perl
)
python3-net-snmp | Python [#) SNMP & /7 it [ o b4 02 b A 326 38 8 $e 4L 10 o

LFATAT A AR 5 SAE ) dnf 6y %

dnf install package...

1, 22 2 7E A ) L 4% 35 43 TR A FH 1 SNMP AR B 57 37 3t #E R0 SNMP % 7 di
PL root & /3 7€ shell #E A1 Ky 2 -

#dnf install net-snmp net-snmp-libs

8.1.7.2. iZfT Net-SNMP 5Fipi#iz

net-snmp HAFE AL F SNMP AR 37 FE snmpd o AT FEAEAT S Wi 5 3,
15 1 FVE BT A 3 snmpd IR S5 A5 B o A G 7R SR AT LIRS i IR 55 3 R AE R V1L &R
eI BRSSP BE S 10 6.1 ] systemd & B R A RS -

J& B ik 55

1217 snmpd ]x %5 LA root & 1 7E shell B A1 T Ay 4 -

#systemctl start snmpd.service

P B ik 55 A L AE R 48R sl a B s T e e AT A A b iy %

#systemctl enable snmpd.service

{5 b M %%
{5 1F snmpd R 55 LA root £ 4 75 shell 8 AT fp %

#systemctl stop snmpd.service

5?
—
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Mic B MR 55 A FEAE R B8R sl R IF AT anda AT, AR b iy 2

#systemctl disable snmpd.service

A g5
# )i snmpd IR 55 LA root & 43 7E shell BEA LN T i 4

#systemctl restart snmpd.service

i 4 TR 5 MO T IR S o S MR L T kg, 3B

#systemctl reload snmpd.service

K2 IaAT snmp i 55 2K FOH AL E -
8.1.7.3. MECE Net-SNMP

B 2 Net-SNMP A 5 37 2R (1) BC 2, 9 4 /ete/snmp/snmpd.conf At & A .
R MR e S 55 A BRAE R A VL WA KERIAK snmpd.conf SCAFRRSRIERE, IF
A DUAE D — AR G ) AR BRSO AR S R

KA EZENHNFE LML WERGE B I E AU, A 5] A&
B2 MEANE S, 1524 snmpd.conf(5) T M vl . MLAh, 7E net-snmp KA H H A —
%44 snmpd.conf [ SE R R, AT BLA] R BLAS B 7 ACAE AR BB .

B RS2 net-snmp B R 06 20 B 22 B8 4 B AE AR BT IR ) snmpwalk 5K
MR .

#systemctl reload snmpd.service

RERERFR

Net-SNMP il i R M fe fit 7 — LI A RaEfHE B #lw, £
/etc/snmp/snmpd.conf 3 H T3 il A —4T rocommunity public 127.0.0.1, B XAC
B R, BEHTMANCE S, wIAEH R R snmpwalk () fiy 4 5o HAT ERA QR
Bl B R G

#systemctl reload snmpd.service

#snmpwalk -v2c -c public localhost system
AT O R, sysName X 8% % B 4 EHL4 . sysLocation il sysContact ¥f %
AJ LL{E /etc/snmp/snmpd.conf 3410 it 24 4F syslocation Fl syscontact ¥ 1H #f AL & o
i 4n -

%Fd>~
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syslocation Datacenter, Row 4, Rack 3
syscontact UNIX Admin <admin@ example.com>
SN B SRS, BRI E,  JF I # GE AT snmpwalk iy 4 A BL T
M B e AR

#systemctl reload snmpd.service

#snmpwalk -v2c -c public localhost system

o B AR

Net-SNMP A8 B <7 41 72 7 32 F i G = N RAS ) SNMP il . JI B AN RAS (1
A 20) 30 A A B R A 1R 1 B O B0 AE o AT R AR FIAT A 5 g SK
TR Z AL Z R . %P/ B AE Mg SR, RN RAR LK.
SNMP Pp iS58 3 bz S F5 48 2 Fh 0 i T 7 DA E AL BN . Net-SNMP 1R 2] 6
XCFE SSHIE, A X.509 UE 5% TLS IAUEF! Kerberos tAIIE

it & SNMP fRZ 2¢

PR E SNMP A 2¢ 41X, 1£E/etc/snmp/snmpd.conf it & L4 F 1 1] RO
FEX  RW £ IX 54 R M2 T

directive community [source [OID]]

HHp, community B4 4L X 57 5, source 52 [P Hulikak+ %, OID X} SNMP
PESEAE DT Al @ Pk o i, TR R FE o e P e i B I R G UT IR, %%
Al A b TH ST B R AL DX AF B “kylin”.

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

R E SO A, FOR AL &, A snmpwalk @y & IS v Al-c 4L
AR E

#systemctl reload snmpd.service

#snmpwalk -v2c -c kylin localhost system
BCE SNMP it 3
PIWCE SNMP A 3, i ] net-snmp-create-v3-user #ir % . Ly 24 H 2|
/var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf A4, 1% P> SCA4F ] LL A1 22 H
FU IR ALV 9] o VE &, net-snmp-create-v3-user iy & A ACH R H BT A G217 .
T s Al T “admin” A 7, # i “kylinsnmp”:

#systemctl stop snmpd.service

#net-snmp-create-v3-user

%Fd>~
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net-snmp-create-v3-user iy 2 ¥ Il rwuser 84 (B FE AL 1) -ro Ay 247 1% DA
H rouser) %l /etc/snmp/snmpd.conf 1 FIZS I rwcommunity F1 rocommunity ) 4% =
FHIA] :

directive user [no auth|auth|priv] [OID]

Hrh, user £ /4, OID & SNMP M3 D7 o BRI 0 T, Net-SNMP
ARFEAY oV O3 3 $Z B3 3K Cauth 3% 70 o noauth 36 30 AT DL fE VF A 48 % BLIK G 3K
priv 16 5 A FH N %5, authpriv 26 IS 52 115 =K 0 25038 o 452 ACF [B] 52 45 0 2%

B, FIH-—AT RN R T H T “admin” 5 5 U ) #EA

rwuser admin authpriv .1

Ja 3l snmpd k%5, - H snmpwalk iy 2 Ml i B % E .

#systemctl start snmpd.service

#snmpbulkwalk -v3 -c¢ public -u admin -1 authPriv -a MD5 -A
kylinsnmp -x DES -X kylinsnmp localhost system

SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain
6.6.0-29.0.v2504.ky11.x86_64 #2 SMP PREEMPT DYNAMIC Fri May 23
16:42:51 CST 2025 x86_64

8.1.7.4. HEHIELAE

R L v R IR 5% B A R 40 Net-SNMP /X FE 4 SNMP Wi 4243t T £ Fb
PEREMS S . BbAh, wTLOEACHE AW RGP B RPM B HISIER, R LHTET
(1) 1 2 27 2R R0 3R S 1 Y 24 L

AATHEAE T LT OIDs 7E SNMP Lt BEMEIA . B2 R4 L % 3% net-snmp
b a, JF B W% U7 18 SNMP B, i 8.1.7.3 it B AR b R 1 .

B P

11 §5 Net-SNMP [f) Host Resources MIB $& it T = 1% 7 i £2 77 1R A8 A4 R0 A
Bl E . & 8-3 n A OIDs &4t 748 MIB | 7] ASKEX A AN R 1Y OID.

% 8-3 n] HI1J OIDs

OID iR

BE—RARGER, wmigirnimE, A

HOST-RESOURCES-MIB::hrSystem o N .
JURECH, MisAT R EH .
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HOST-RESOURCES-MIB::hrStorage | {5 P A7 1 SC A & 4o A4 ] 47 0 50k

WA P A AL B g, W 45 i a A1 SCAF
E NPT

HOST-RESOURCES-MIB::hrDevices

HOST-RESOURCES-MIB::hrSWRun | & 5 IEZE I8 4T ) 3EFE I 21 36 .

WA BERE R PN A CPU ge it fR

HOST-RESOURCES-MIB::hrSWRunPerf | &, o X ko B T
HOST-RESOURCES-MIB::hrSWRun.
HOST-RESOURCES-MIB::hrSWinstalled £, & RPM #0411 51 4 .

7f Host Resources MIB W, &4 —2n] H T/ R 1] {5 S8 SNMP (. A
fER an R iy 2 41 H

# snmptable -v2c -c public -Cb localhost HOST-RESOURCES-MIB::hrFSTable

X T HOST-RESOURCES-MIB ® ®# % fF &K , # U & &
/ust/share/snmp/mibs/HOST-RESOURCES-MIB.txt 3 £}

CPU AN f71E &

UCD-SNMP-MIB [ K 2 % R Ge Pk fe 2088 & vl FH 1% . systemStats OID #2 4t T
— 4G Kb R 1A O A

#snmpwalk localhost UCD-SNMP -MIB::systemStats

$EJ j&, ssCpuRawUser, ssCpuRawSystem, ssCpuRawWait Al ssCpuRawldle
OIDs $& ft 1) v £ & 76 1 0 R G0 & 15 A6 B 1 R 5 (1) Ak BE 2% IS [R] A8 4 4% 2% 1] B ]
P e ek 1/0 B 4B A H . ssRawSwapln Fll ssRawSwapOut 1] #ff i & 4t W A7 & 15
FERI AR A .

UCD-SNMP-MIB::memory OID 1K £ 7] H i) W A7 A5 LA free g 2 R4

#snmpwalk -v2c -c public localhost UCD-SNMP-MIB::memory

UCD-SNMP-MIB ] 17 2 ¥4 #fi )& v] 1 ). SNMP i) UCD-SNMP-MIB::1aTable
DU 438, 5 RN 1S e AR T E . AT NS AR

# snmptable -v2c -c public -Cb localhost UCD-SNMP-MIB::1aTable

S R GG AE R
Host Resources MIB $& it X F R4 1 K /ANFIE A B . ARG (LUK
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#WAEI) 4 HOST-RESOURCES-MIB::hrStorageTable & 14— AL

¢ -Cb -c public localhost HOST-RESOURCES-MIB::hrStorageTable
torageTable

Allocati ts Size AllocationFailures

ES-TYPES: :hrSt
R

R YPES: :hrStor

HOST-RESOURCES-MIB::hrStorageSize fl
HOST-RESOURCESMIB::hrStorageUsed ' ) ODI #% F >k vF 5 4 8 SOk & 45 1) %)
R

/0 ¥4 ¢ UCD-SNMP-MIB::systemStats 1 UCD-DISKIO-MIB::diskIOTable
KA H B JEERME T EEH A, 51 OID A diskIONReadX #
diskIONWrittenX 32t o4 &%, H 778 R 40 )3 3l I8 d 5% 52 RN S N Heise 2% 16 515
5.

diskI0Index c JDey diskIONRead dis NWritten c DReads es diskIOLAl diskIOLAS diskIOLA15 diskIONReadX diskIONWrittenX diskIOBusyTime
) ] ] ] ] ]

8

Iroot@localhost snmpl#

¥ 258 1 5

Interfaces MIB &1t [ 2% 15 4415 . . IF-MIB::ifTable $2{it T —/> SNMP %, %
g8 ARSI S A E A A PR A BB E XN R B A AN H . IR
7R ifTabel 34351, "B B/R T ARG LAY BN 45 32 1

#snmptable -v2c¢ -c public localhost IF-MIB::ifTable

W 2% 3 e R YR IF-MIB::ifOutOctets 1 IF-MIB::ifInOctets $2ft. i SNMP
BHBERRLEARSE L DO NK R E.

#snmpwalk -v2c -c public localhost IF-MIB::ifDescr

¥R F) Net-SNMP

Net-SNMP AR AT DL~ e 21 32 BR J5 2k 2 40 55 10 3 JEE o X Al 759 2% 2
KA E e 1) 0 W R HERR o g, AR R E WA R AR 1S e S b
FE SRBISHRAS A W, AH S A IR 2 0 S 3R g A B AP b BE 8000 ANV
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SN 15 e B AT L 2 /b o 2 N R e A3 ) B R T o A (R O R AR A
RO R, XA R VFEA ] 438052 W 1R 47 00 B 6 R e Pk Re vl A4k (gl
B4 10, 000 % fe B2 9 -7 34 11 484k 52 100, 000

AL FE B ] B R S IR S AR B AE R A VI 12 B FE 1l ik SNMP B
Net-SNMP A2 DA I I B2 & o A7 LA 7 R AR E Y AR e o AT A
238 iF shell A R A] € (1) Perl fdifF k¥ AR EL . B i RZ T net-snmp-utils Al
net-snmp-perl &8 %%, AN B AT 0] SNMP B,

M shell JAIAY i€ Net-SNMP

7E Net-SNMP AQBE S fft T — /N9 £ MIB (NET-SNMP-EXTEND-MIB), ¥ LA
Mok & ) AR 2 1 shell A o 2358 € 19 shell Il A K iz 47, # DL 7E
/etc/snmp/snmpd.conf L/ ] extend $§4 . — H.& X, ACHOE LB H 6D Ff 7
SNMP | fip & AR H o BRG] 73 s 1 XA AL, 12 A 1 o e E R R
httpd HEFE 2= .

ER:

Net-SNMP ACH I T — AN N AL HIE o proc i &t AR HZE
ST L& snmpd.conf(5)F M 7T .

N IfT shell JAS IR IR H A5 02 5 25 58 N TR) RO R 48 BIs AT 1Y httpd FFE 2.

#!/bin/sh

NUMPIDS="pgrep httpd | wc -1’

exit SNUMPIDS

HTAEIEA AL SNMP ERTH, H A S BB RE w4 LA E, &
B HATAL, FEIS N extend 54 Fl/etc/snmp/snmpd.conf LA . U8 extend 54
[ 2 an b -

extend name prog args

name /& 51 extend 747, prog 2 HIATHREFF, args MG AFRFFHIZ
o #n, i b A shell A & ] 21 /usr/local/bin/check apache.sh, i i) f5
L N IAIAS 2] SNMP 4

extend httpd pids /bin/sh /usr/local/bin/check apache.sh

Jfl A< 7] LLAE NET-SNMP-EXTEND-MIB::nsExtendObjects 1 7% ] 1]

%192 W oJt 294 T
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RREAER 1 ERTIEAR LT NN e R R S5 PR R AE R GV RGBT

t snmp |# ‘-ﬂlTIp\nf‘lLk -v2c - ublic 1 Lhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
)-MIB: :ns NumEntries.@ NTE 1
J-MIB:: ( ( ; : d p » TRING: /bin/sh
NE I-HI"JI'IF' E HF ND-MIB: :nsExtend ||TT[1ri pi AUNG: fusr/local/bin/check & e, sh
NET -SNMP-EXTEND-MIB: :nsExtendInput. "httpd pids" = STRING:
-5 E) C - III'Ide |:'ll'i=." =
- EXTEND - M || )
NET - SNMP - EXTEND -M 5 1T 1 ' NTE 1-on-read(1)
NET -SNMP-EXTEND -M sExtendS i F NTEG anent(4)
NET -SNMP - EXTEND - M =X ; ' hTtpd plds
[ - SNMP - )-MI sE pllflLlHl-‘, Il‘ripd

NET-SNMP-EXTEND-M sEx i[\i-'ﬁll1.T Mhttpd pi INTEGER:
NET -SNMP-EXTEND -MIB sExtendOutLine. "httpd pids".1 = STRING:

THER, B E A ORGP IR S 8), HEART i 4 777 3 2R

N T R BRI Z EE R, extend IR M T ARMSE. Hildn, i
A AT DL T 52 VL B AR 2 7 4 eh g ERE B, JF R s — D SOR P47 ok
AN REREAL:

#!/bin/sh

PATTERN=$1

NUMPIDS="pgrep $PATTERN | wc -I

echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS

2 b ) B AR %% #% UL # Jusr/local/bin/check proc.sh R, AT RO
fete/snmp/snmpd.conf 3CAFH 354 25 W H httpd F1 snmpd 1 3EFE 2L
extend httpd pids /bin/sh /ust/local/bin/check proc.sh httpd

extend snmpd_pids /bin/sh /usr/local/bin/check proc.sh snmpd
N ¥ s snmpwalk iy 4 % nsExtendObjects OID [¥) i H -




ILH é}, YLIN o o
RREAER 1 ERTIEAR LT NN e R R S5 PR R AE R GV RGBT

[lnofal L1lthf ~]# snmpwalk -v2c -c pub11L lDL11hDﬁf NLI SNMP-EXTEND-MIB: :nsExtendObjects
EX E Jumkn1:1u

dArgs."httpd pic
sExtendArgs.' snmpd plds
%txikndlnpu1 o

NET -SNMP - [ flE ND-MIB: :nsEx e snmpd_pids" = INTEGER
NET-SNMP-EXTEND-MIB: :nsExte cec Type. "httpd_pids" = INTEG
NET-SNMP-EXTEND-MIB: :nsExtendExecType. "snmpd_pids" = INT i: e
SNMP - EXTEND -MIB: :nsExtendRunT ttp 5" INTEGER: run-on-r
-EXTEND-MIB SEx WnTyp : INTEGER: run-on-r
NET - wNHP EXTEND-MIB sExtendS httpd pids" INTEGER: perman
NET - JNHP EXTEND-M sExtendS snmpd_pids" l: pp!m1npnt|4|

y F)TFNI’1 MIB 5 ) ] ids" AING: 2 are 8 httpd pro
NET-SNMP-EXTEND ; sEx tputllLine. s " 5 tH e are 1 snmpd p
NET - SNMP - Lfitnu-- 3 sExtendOutputFull. hffpd pid: : ere are @ httpd proc
) ) snmpd_pids" : There are 1 snmpd pln-hssks

5 INTFnFF
htTpd pic INTEGER: @
"snmpd_pids"

'.”httpd“pids“.
e."snmpd pids”.

HEHOR B BRI AR 0-255 MY o o6 T 256 fRE,  BE AT RUAE T AR
bt CBOA N2 AT D BT AR AN R ik

8.2. EEMEWHZH

HEX RO ERGE BRSO, Wi NAZ, kS &I EE TN R .
AR HEXFEEARBER, B, G -MEARGEHECH, —FEH
TeFEENHE, G TE MG HE .

21k B AR R 2R 46 T i IR IS e, ik B 3N N R SR B R e B R R AL B
REnt, HEXHZIEFTAEHK .. REWSLEWE R o] DL R H &S, Wil & A
HESCHE, L HE P EEFEA 4
— G H B SRR — AN rsyslogd BISFHERESEH . 1% rsyslogd SR EERE 2
X sysklogd E‘J*%ﬂjigﬁﬂiﬁﬁi, et Ty R RS, R MR, &
Bic 228 J0, i N\ AT, Jl 3 TCP 8% UDP B iXHEAT 4% Hi o 75 B34 2 1 /& rsyslogd
5 sysklogd A& .

H & SCAFIE P L journald sy 47 b R EAT 45 B, X573 2EFE J2 systemd (41

fFo journald ~F ¥ HEREA AR R G H A E, W HEHE, P14 RAM #E A A5 Y]



kVLINSOFT KYLIN
EABETRE é}’fa;mm ST BB 5 I 5 S R LV RACATEL 5 T

Je B RS B AR AR A T R, BL AT IR ST I BRI e Rk
ITES, JFRMES P o A BRSO G, e M g A R g g kR S
ek TR, R AR B PO R AR, T H e B A R N TR ECH P ID I e e (R
Kot journald 2E B H & SCAFEEVIATE 00T A — BHAFAER, HE R AR
7E W A7 B /run/log/journal/ H 5 N B JE 22 pP X o ad s 1 #dls 5 5ok - v N A7
HRR PR RPN, B LRSI BR o H, BE AT DA SR -T2 8.5.5
i Redr 2 st ARTFAIE R, WS 8.5 I H &,

BN BN, XA s THIFAA I RS . journald 5797 1 FE A2 i o 1)
AR FEE T H . Bt 70 2T a0 d g5 4 H 20 B B £ o it
journald 3R B 1 B4 8 %% & 21| /run/systemd/journal/syslog 47, 0] LLH rsyslogd
DA PRE s . SR, rsyslogd BRINIE I imjournal %y AR ER, T8 G T Lk
(M5 8T LU A omjournal A A rsyslogd #| journald £F 41 % 77 i) b A% %
. W 8.2.7 Syslogd IR 55 A H & HAS B o B2 oAl 3 T 3CA ) H A& SCAA H —
i ag X070 F R 4E4, DUR OR W] BE Y BV F R > e B AT rsyslogd 11 e .
FAb, sl DU S50 — A i k% X 4E Y rsyslogd H & . (2 L 8.3Syslogd H & 45 #))

8.2.1. HEXHMNE

YF 2 i rsyslogd 447 (1) H & SC 1 1E /ete/rsyslog.conf FL & SCAF HId % . K24
(1) H & SCAFAE fvar/log/ H s 8 o — S8 8% J #5349 41 httpd M1 samba 7F/var/log/ H 5%
A H&E .

A Re v 2 B4 /ivar/log Hsx T 24 HE XA F 5 A AR ()
U1, cron-20100906) . X LA AL AN AL B H & SO LK I k. H A& SCPF
BE, T H KN AS K K. Logrotate 5 T — N 6114, ‘& v LLIR 45
/etc/logrotate.conf Mt & >k [ 8 #& % H & SCAF, %80 & SO 1 Jete/logrotate.d/ H 5%
o

8.2.2. Rsyslog HIEAKRE

Rsyslog ) 3= B & S 42 /Jete/rsyslog.conf. fEXH, &nf iR 4 mR4,
S HR RN o 958 25 100 R0 D) RN B 356 4 o b AN, RIET] LA PASCA B VPR s In g B (LA
#5I1K0.
8.2.2.1. djE=E

RN o JEAS 10— 85y, BEHRGEHEHEN D148, AT —&

%0195 WU 3L 294 7T



kVLINSOFT KYLIN
Reimn | P omn BT T R R AV RGBT T

gy, BRI B B AT A o BEAE R Jete/rsyslog.conf FIC & SO E SCRLI,
FE AT RN SCREPE A AN A, A B2 A 28 B R A5 20 B

MR PrikJm vt rsyslog BUAESRAL T AR M7 Al ig R g HAEWE . nf H L
VT, WY A BUE LTSN, ST R, R T I WA S L A

wE/ZETRERNTIES

doc B A AR J g ) 7 2Ok 9k & g H AR B AT T AR T B /AR Tk
P L pE S, HILIE syslog W B AEF A MF: BT o EMMLH. el
AR, EEH BN R

FACILITY.PRIORITY

> FACILITY #55& —MRE M T REGRAEMHEWE . B, Wit Rackt
BT S5 MPEAH G R G H AW B . FACILITY v LA DL RG22 — (Bl
FARMY) kK 7R: kern(0), user(1), mail(2), daemon(3), auth(4), syslog(5), lpr(6),
news(7), uucp(8), cron(9), authpriv(10), ftp(11), F1 localO through local7 (16-23).

> PRIORITY $i77E A48 H G B L SE S . PRIORITY Al BLHT LA R Rt 72
— (WAL kEKI/R: debug(7), info(6), notice(5), warning(4), err(3),
crit(2), alert(1), Al emerg(0).

LR TE VAR E X ECE m e ik R G HEWE . WSS (=) W
AR, g e eI R g HEW B gk, Pra At g g 2
W o AH B, PLAEREETFZ A —A CO, EHER T EMNAELRNTAREHEH L.

bR BaRdRE B GBEY, e M A S O ke A wE st e % (X
Wk TRAWMEBEA S, E952aik2m). WA S RIeHE&MILeqin
E OG- none. WEMALESKM AKX KNG,

g 2 NREAREH, HiES G) BellsIt. BE - IfrheLeHh
WHe, W9 G) plReil. dE, (Bl eI 7 B re g 4 o mi i 58 4)
B A DU BR R B AR — 2800 58 I

EH: wE/AETRARFTIES

PLF A& A] 7E /etc/rsyslog.conf HH 5 5 1 B /& T 0 6 9% 100 1 JE 25 11 JL A T 5451
o BLERTARERRI A NAZ RS HEW R, W0 i 30 2R S

kern.*

EFEITAT M R G H AW R, AN erit sl m, MM M

mail.crit

%196 U1 3L 294 7T



k YLINSOFT
BRENER

KYLIN
ﬁ‘fa;mm ST LIS 25 2 TR 5 SR A RV RS A Tt

R A cron HAEH BB THLEY N info F1 debug 1. A a0 F k% =

cron.!info, !debug

ETRERTIESE

T E Rk g ekl AT E M e R A H AW S, W timegenerated
8y syslogtag. %W LUK BT € JB PEAME L, XL A3 2 WK 8-4 2L T )8
PR L A o JE 1 24 A0 LU R R A 2 X 4 KNS 1)

ETREEMSIESRUE S ) JFah, w % iEds, AW EE:

:PROPERTY, [!]JCOMPARE OPERATION, "STRING"

> PROPERTY J& X it7 B i 38 1) Jg M ;

> ALE RIS (D Seimdan h BE R R o R T B MR R vE s H AT A SRR
b A IR i A

> COMPARE_OPERATION J& 4w X T hiR#EAE, %K 8-4 T mMEn
BRI T 8 PRI LU AR A

> PP E R TR L RUE, LR S A R R AU 515 4
k. A TR LERFHERFEY (w505 ¢, HRAMTFERF (O,

R 8-4 KT R I L HR AT

Compare-oper o
. description
ation

o A B AL AR 7 AT BRI A A A ) S 0 R BT B I R SCA e
Contains TR UL . B AT KNS UK R, Al
contains_io

EU A SR A 1) 7 455 A R SO L (10 i P 7 45 3 o X P A i

isequal
ZVE L
startswith o 2 B A A5 HR ORI SO 1 g MR - 448 o O Sk B UL BC o 22 0T
AX I KANE R, Al startswith_i.
FLFE AL 1) POSIX BRE  (JE A E M ZR R XD AT SCA fr 42
| e
b A 42 A (1) POSIX ERE (F J 1 W3k ) R SCAS i 42
S e
. B2 1% m MR 15O AE A H— A i B s 1
1sempty

R Bl pe g e, XA ERAE R AT

%0197 W 3L 294 7T



kVLINSOFT KYLIN
BABYAR é}’fa;mm BB 5 2 TR S AR RV 1 R ST E T A

EZH: BT REERIEIES
PLF A& A 75 /ete/rsyslog.conf $if i 55 T J@ V1 10 3k 98 45 M LA+ o 727 530K
HELERA S error PRI HE, WHR:

:msg, contains, "error"

N g A A =ML A A hostl S EiE £ H AW A .

:hostname, isequal, "hostl"

N H & BEA RS fatal fl error &4 H 2 8] ) SCA

:msg, !regex, "fatal .*error"

ETREAK T 58S

BT RIE A JE AR e 2 AR, M /KRB R R IE IR RS HAEW R .
BT RIE AL JERR AT rsyslog H O IIATE 5 V4 H RainerScript JAIAS, wJ DL 4
R PUE R

FEAC ) TRk A L g A A h -

if EXPRESSION then ACTION else ACTION

> EXPRESSION J& M & n Bt H Rk xCe @t k1 i 3 ik

$msg startswith 'DEVNAME' or $syslogfacility-text == "' local0'f& 1] A & X £ A
Fix, M and 80 or EEST

> ACTIONE@K%@W%%%JEL@%E PAT W A . X LA — AN —
WBAE, BB R R HE 5 AT 2 I A

> fE—NFATH TG, T RR A E A o i R . CHEF then 7
JF EXPRESSION Hl ACTION. =¥, Hn] DU GHE T else K45 & M 4 5)) 1 A2 4
FREATATAS B30 2 K AT .

ST RAA Ak JEas, w DU ORHE Sk s Al H At ol . AR Rk 5C
()3 DE A% o 1 A AT BL AR R A8 08 A Al B e 2k TR R i pk s o 5 — 7 i,
TR g s, AEI/EX B . RainerScript X #7745 %€ B #L re_match () Al
re_extract () M 1ENKIAZL.

EZH. BTREAW LIS

TP REXEEWADRESM . progl F2 7608 1 H & SCH 82 e T8
SR “test” - RF R ) AN SCAE .
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Bise | o Sy BB L S A R VL R S 5 T
if Sprogramname == 'progl' then {

action(type="omfile" file="/var/log/progl.log")
if $msg contains 'test' then

action(type="omfile" file="/var/log/progitest.log")
else

action(type="omfile" file="/var/log/proglnotest.log")

}

B2 RTETRIEXM IS IEDS S HE L TR . RainerScript I 4 22 rsyslog
Hrie E A AR, 152 8.2.3 4l BT 1 ic E A% 2.

8.2.2.2. 1THA

1T 3R E X gk JE I B AT 4 o TS SR DUAE B ) e S
((EF

A& syslog ¥ B B H &

T AT N F5 W syslog ¥ BB AR AE AN H &8 SCHF 31X 2 88 48 e ST 56 428 52 ik

FILTER PATH

FILTER ACRAG H] /7 856 00 H bR SCAF R A2 . B0, 1 1 A 00 ) < 8 9% P
[t corn syslog ¥ & 3R Ji5 ¥ FHL A7 i 2 /var/log/cron LA .

cron.* /var/log/cron

BN LN, HAE SO R A A FR g8 H A B I ] 2D 8 T 5
bR (- AR SOPF AR 1 T 28 45 E 44 g ) 8

FILTER -PATH

HiEE, B kEZER, MARELIEREEBTZA . HiE, ZfixE
LB PR RE Al R e AT IO RE P 2 AR AR TR 1 H S AR

A ISR R AR T DO R S BBl A& K. i as SO i — /\I%Iﬁﬁﬁ%ﬁ:,
W L RS BB 5 R e B A SO AR AR BT B B AN R Bl A SO
AR AN RS (2 ) TSR RN

FILTER ?DynamicFile

DynamicFile 5& AN %Wk o A0 T 9 SO FH 18 ok H i A . #8m] B
i A AT ST 28 (- SREERIIRI S, vl R — AN B 5 20 Ba I 2 it ¢

AT ) 2 X Window F 81 I fize, o SR 45 5 1 SO A A2 AF AR I 28 i B
/dev/console 7%, F G IH &Y B A IR B AR MR Al FH AR ok 100 2% g Ak 3D i 428 1)
& (i 4L 1 /dev/console f]-Ab 2D,

%H)
—_
©
O
=i
pis
)
O
AN
=i



kVLINSOFT
BRENER

KYLIN
ﬁ‘fa;mm S50 LR 7 I 5 SR RV RS ATE A T

biibul Wl%ﬁisyslogﬂﬁ B
Rsyslog oV m Ll it &8 RIEMBEIR ARG HEE B LD nir B8 E—8
MlasE LN ENMARAHEME . B K syslog 14 BB vHE L, 1544 H P
N

@[(zNUMBER)]JHOST:[PORT]

> “@ 1T 5 Ko syslog W BB B k248 F UDP B i) ML

> ‘@@ T 5 KR syslog W W K 2L TCP 1S E L

> W[IEIT ZNUMBER # &% 5248 H &M B 1 zlib K 4%i. i% NUMBER J& 145
E R4 900 O - KB 9-5 KD IR4AH 25 1 3t rsyslogd A #x, W A4
i Jls 4 39 26V S S R 4, W BN T 60 1 WA 25 9 s 4 5

> HOST J& M & A AL £ syslog 1 &

> PORT J& & X EMNL o

> M EHLE X IPVe Hulik, SRl ([D.

SR . I 4 K syslog H B

DU 2zt Mg GETER, %ﬁﬁ1@%ﬁﬁﬁﬁ%ﬁ~/\ﬁa‘x%ﬁ, Foke FEAT A
ARSI TAENE ¥R RS HERG B EEN e 1. 2@ UDP hill, #
R K F 192.168.0.1.

** @192.168.0.1

i F 6514 i AT TCP P 3 ) 4% & #1] example.com:

** @@example.com:6514

4R S L zlib (9 4D, FR R 45 [2001:db8:: 1], A A UDP
e

** @(z9)[2001:db8::1]
B W OB
i 1 T 2 ] TR E H R SO R BLRE G B i d KRN o TR0 H S SO R
WA (HRFEHAFELS, WS NH 8224 HERY). MHEEEAR EXT

i R AE 0045 BRI o Ban 0 1 HH Soutchannel $8 4 X o g X /ete/rsyslog.conf
By A, A BL R L

$outchannel NAME, FILE NAME, MAX SIZE, ACTION

> NAME J& PE$5 ¢ T %t 1l 38 i 2 5K



kVLINSOFT
BRENER

KYLIN
éfﬁmﬁ ST ML B o R 25 BB AE R AV A GEA B 5 T

> FILE_NAME J& PESRE T % SCfh 44 . thilid e s A 85cfb, ey
B, i, s AR SR

> MAX SIZE J&PE45 %€ T 3CAF n] UHE I B KR/, B B

> ACTION Jg 5 2 30 B B K RK/ANIIAT A 5

> BEAY] E SO TE A O L) — AT, nh

FILTER:omfile:$NAME

. WlEEH SRS
Al E s T AR R H AR R . i E 2

$outchannel ¥5 4 € X :

$outchannel log_rotation, /var/log/test log.log, 104857600,

/home/joe/log_rotation script
8 FF RO 32 48 BT A A S8 ) BT syslog 95 L, SREUH S 5 $AT 56 2 LI i

** :omfile:$log rotation

— HRH CEAHF 100MB) #i1k %, /home/joe/log rotation_script 2 #% 4
AT ZMIASTT DUAL B AT AT A STAE# 20 21 oAl S e N2, g AR I N2, sl
T I R

RIE syslog 16 B 4% %€ I A 7

rsyslog M I 5 & H ' 444 syslog W BRI BF5 € M H 7 CInAR = 5249 . $5 €
ZAT A . B2 AMP, HiES ) RSN % BIH B RIELS YHE
KA, fHAES (4.

PAT NP

rsyslog 7] LA IE & ) R 4 H & W B PATEF, JHAATH system OO A LE shell
HHATHIRE o EHRE DM RPAT, H () FRWEZa 4. Bk, fiE—
AR B v R R X, IR AL 3 B4R € 1 W AT TR R MT S 4

FILTER "EXECUTABLE; TEMPLATE

X B g 2SR A H 8 i i EXECUTABLE 15 € (O FE P -4 A0 3 . X AN
J7 AT A AT o] A 25 1 P AT SCF o A% AR 1K) 44 Bk % 3 TEMPLATE.

Ll PATER

12N, SRR PR LR TR RE HEHE, Higslads

% 201 WU Jt 294 T
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BRENER

KYLIN
ﬁ’fa;mm S50 LR 7 I 5 SR RV RS ATE A T

template 5 T FC - 4F o 2 5 fL 8 45 test-program F2 7

* ¥ Mest-program;template

B

MATAT AL WO S DAL AE ] shell $AT AR, AT R %2 By 2 AN o Bk
AR DL Ay v E N BT E AT N EPAT IR P . T AT R RE ) 2 A
B, 785 25 AT R shell $RATAT A

FEfE syslog 9 B B 803 FE

WA B E B, PR ARG HENEE T UL EES AN 28R
Bt B N R R

:PLUGIN:DB_HOST, DB NAME, DB USER,
DB PASSWORD;[TEMPLATE]
> PLUGIN ¥ 5 € W4 A, X Lo 45 1 v LA 38008 2 5 # (f9l dans
ommysql i)

> DB_HOST J& & & Zf i i WL 44
DB_NAME J& ' 45 & £ e 44
DB_USER J& 14 48 & $s 72 H 7 s
DB_PASSWORD Ja& 1" 45 & %4k 5 1 ) 1) 2 1
TEMPLATE J& P£ 45 & — M 2 syslog 15 B AR .

BHE,

H A7, rsyslog H 372 FF MySQL F1 PostgreSQL % ¥% FE . & T {# ] MySQL I
PostgreSQL 4t 5 N IhHE, % %% rsyslog-mysql 1 rsyslog-pgsql 4. Sbabh, 1
PRAGAE & 1) /ete/rsyslog.conf T B SCAH4 N 28 AH Y 1 A B .
$ModLoad ommysql #0utput module for MySQL support

v Y VvV YV

$ModLoad ompgsql #0utput module for PostgreSQL support
B2 KT rsyslog M5 2% 8.2.6 1 ] Rsyslog ik,
gy, s R LUAE T i omlibdb A Bk 3R 4R 8 A B dl 7 0 (S
Firebird/Interbase, MS SQL, Sybase, SQLLite, Ingres, Oracle, mSQL).
E3 syslog {H &

MEFF LA B BER (») .

FILTER ~

LFAT N T EGEHPRAEREATAEATRE 2P AR B2 i, DAGRE 9 8 . ik
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kVLINSOFT KYLIN
BB ﬁ‘fa;mm ST ML B o R 25 BB AE R AV A GEA B 5 T
AN SR R, XEARE AN, SN ELWNKEEH St £

FrHRAE () 25 BB T P AR G B SO R e B A, D 19 3 e i 1 45 R AT
X LT A TR EAT A SR B AT . W R, — B A S A E SO
T PERR R .

B, R AR S T AT A cron (1) syslog W &

cron.* ~

X EATH
X TG AR, MV 2 AT . R I S A, 15
AT EAE AT, RS (&) TR
FILTER ACTION
& ACTION
& ACTION

FE 2 N ERAE SR T DT A B A R A AR TR e, DRk % A% i B R P AN .

8.2.2.3. 2F#ES

xR HR 4 i T rsyslogd <y 4 BERE R BC B IE I . ARATTIE 2> 35 8 i E THUE
ARG MWE, ZAH M rsyslogd S 37 ERE 147 D SRR (RN . B3 4 R 4R 4
DAL TS ($). R MRS EEATE. M2 DaREL T,
Fog e ARG H S B S B KK

$MainMsgQueueSize 50000

EAFE A BN KN 50000 MV, AT DS ol 35 E o

& 0] LLAE Jete/rsyslog.conf FiC B U H & X2 N2 . — N2 52 W 1 B A i
BIEIUMAT R, HRE N0 50— H A 2. 4 R4e 4] DU R EAT
M AR . P A T H R E SR 2 B e RS R W LS H e & . BHr, —
BRI BC B A X C & I &t 3L AT USRS EE Al 757 (8.2.3 44 A I Aic 4% =0 .
SR, A M4 R4 2 3R 4 IR A% AR S K.

8.2.2.4. AE®nE

T T — AN 1R] HL [ Jete/logrotate.conf L B S 1
#rotate log files weekly

weekly

#keep 4 weeks worth of backlogs

%0203 T 3L 294 W1



kVLINSOFT KYLIN
EABETRE é}’fa;mm ST BB 5 I 5 S R LV RACATEL 5 T
rotate 4

#uncomment this if you want your log files compressed

compress
N SO T BT A AT B XA Rk, HodE H TR AN H A SO R
MM+, HEXHEA AR, R8N HEXHREUANEY, ramesHE
SO gzip IR4a M) gz A% K. DS PSR AR AT 2R, A wiab .

fmr DL RS 1 H 3 S0 RGBT, FER LR E A A R IE T R . AR
1M, % 4 & 1F /etc/logrotate.d/directory H & T 445 g 1 H & TG gt s i) ic B 3
5, JF A8 B0 B SO B Bk T
N & — AN Jete/logrotate.d/ H 5% N G & SO 1

/var/log/messages {

rotate 5

weekly

postrotate

/usr/bin/killall -HUP syslogd

endscript

}
12 SO R Bk I g /var/log/messages H & SCAFRCE - AEWTREMITE LT,
ERFEENREREG S RRE. B, #8821 /var/log/messages H & S8 R
B, A 4 R IR TUE SCH DY J
TR 4 S, T DL A 0 A AL R A
> weekly-T8 & Fl 565 00 00 4 L, AL E0) 436 60 56 001 F

daily

monthly
yearly
> compress-{if BE4CH ST s 4 DO RE, RN A &L A5 R
nocompress
compressemd —4i5 & F T~ Hs 4 1 i 2
uncompresscmd
compressext —f5 & H T AT & .
compressopttions —45 & F T~ 4% 45 72 7 1) = 4 106 101 .
delaycompress —i& H Hs 45 B 21~ — /M58 A .
> rotate INTEGER -$i5 7€ T — AN H G XA B i KECH, B H M H
R SO O o S B B AR i L EE . W R FR A 0, TH W H A& SO B B
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EABETRE éfamm ST BB 5 I 5 S R LV RACATEL 5 T

MAZ R
> mail ADDRESS -JIET, T4 2 K H & SO Bl £k ikl o S8 AL s 4
(EELE
nomail
maifirst-$57 & JU2 5B 1 H G SCIF s a7, S H S8 SO A B s 25
Maillast-$i & £ 3 (1) H &5 SOl B2y, 588 00 H S SCPEAN IR o 24 18 25 1)
HEAT FF IS, O 308 T BR O 3k 10
I IC B L I 58 BRI 4R 2 K 2 7 logrotata(5) Tl 0L .

8.2.3. (ERHRIBERN

B LR v I 25 B B AE R G e 1Y) rsyslog CLERIAIE B0 T 228 8 iR, /4R L
B M E R . MBI BCEAS N AR 2 ok, SHEM, il A vt
ZACTRY 5 A6 7 o WL R AR 5% o T G 9 ) A BB A2 18 1 RainerScript AN G B AL BE 2%
SE . 15 A ARG B SCRF, B BRI AE Jete/rsyslog.conf AL B LA 448 F

RainerScript ;& —FHIATE T, B 7EH T 4021 W 28 F 4 FiC & F R A 238, 1
U1 rsyslog. RainerScript iz 5. 1 oK & A T RE ML pEds, W 8.2.2.1 i yk#s
A LT RIA A ESS 1T Y . RainerScript 7E rsyslog7 P ARASH SZHL T input

() il ruleset (), H RVFFTId /ete/rsyslog.conf Bt & SCAF#E 5 NGB 5. BT 015

AR Z AL FEAE T, B EE ARS8 A S E s stk f), A, 170,
RERR, BEH 2 . 6 I Ve e B PR o X am e s, I BRI T 8 R R D
BRI IRNEE. &7 MU ERERIS. ALy adniEEEsaT U, A
(1) R A B LT LU
5 TH RS 1 2 H0 & L

$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state
$InputRunFileMonitor
[ A F4D T A6 P OB 11 P 3 )
input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")
X F R E  TE RSB, e Tt JF Hie R4t T s
PIEATIEE . A % RainerScript & A) IS I FEAIME B, 5SS WAEL T .
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8.2.3.1. ML

BRIF AR 2 241, rsyslog Ab R S FH RN 5 SCo 00 Hh ok 98 2% 1R an R 4%
R B PAT I EEAVE AL . 7E/etc/rsyslog.conf SCAE A B TH R, By A R R0 0 DL &F
AN S S R R VPG . B BT TR RN, JRAkE:, BT A I
DS 8 2 g Ak PR Bl ) 9 R G rh B R 5

SR, I AT 73 AN ] U FR O R A o 7 R D4R o, s mT DL B ) 2 4
DU FR) 552 W) 5 L3 5 N B e S — A0 B E I8 BN B AT A 32 TT rsyslog H T
BEo #ATh U, RSB IRR fIH B AN T R G AR AL AR Y, SRR A O A
Al AR Bkt o 7 Jete/rsyslog.conf A IH B4R 5@ 40 R Fror

$RuleSet rulesetname

rule

rule2

25 MBE S BRI EEE R T, B BOA MR gOR A, Wk

$RuleSet RSYSLOG DefaultRuleset

rsyslog 8 [P M B A% X, input (O H ruleset () BAJPATH R - Fras X
1 HE 4L 7E /ete/rsyslog.conf HH g S, W1 F s

ruleset(name="rulesetname") {

rule
rule2

call rulesetname?2

}
FH A8 0 0 2 1) A AR T 5 3 rulesetname. 1% B 4E 44 FRAS fig L RSYSLOG_JF
G, BRI ANBIRAEZERE R, f rsyslog ff ] . RSYSLOG DefaultRuleset &
SCARAR VR RN AR, dn SRV R B 4 TG At R U B R e AT o A B B B 1) rule
M rule2 ', BRI LLE SCIEIE-#AF A9 RS SUREN . 1 2 8, fmT BLG £ R0 0
AR H1 A B R D0 A Hed AT .
(RS WIUES S EIPIN AH = pr =l S L R 78 TPANE

—n: —n

input(type="input_type" port="port num" ruleset="rulesetname");

ﬁ%ﬂ uﬁﬁ lnput_type i/l:\l%ljiﬁj\?ﬁ 1%\ ’ ﬁ%%q&%%/f%z%\ ’ ﬁ%ﬁﬁ
port_ num - ¥it 5. HALSH, 0 file 58 tag 7] LU T 5 5€ input (). F A U4 11
HFRE e rulesetname. J7 - FEAN T NE BRI L AL R 408, BRI 4R &
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s filt %

8.2.3.2. Sysklogd EREHIFEM

rsyslog &% 5 il L -c BT R € e B, HAES 8 Wi AN SO, [AFE, Sysklogd
AR I i 4 AT 090 L I, 973 S S0 150 2 iy 4 AT TR rsyslog. fH . 1]
LA 1 2 AR R 4 L B rsyslogd AT 13 sysklogd A IKITT

B % S TR rsyslogd I B 5% rsyslogd (8) T L.

8.2.4. {¥H Rsyslog A7

BABUH] T 1E rsyslog (WALPF 2 ()AL 36 A 7, AR36 I B2 A AR RS H SH .
FEBNBUHLEN T rsyslog e [A] I AL B 22 AN R, JF AT RU 2 A A7 ok AN 5L A7
ZI [V o rsyslog [ E 8 it e W F

Action FF

Frocessor output

. Parser
L raocesgor & Actl“ ' -
S Main Filter Processor ot
Message Engine P

E—J c

output

8-4 Rsyslog 'yl Bt

TR rsyslog f1 A I 2 B, BARIE X AN B4 TAR B, AR ) 4 FLUE 2
TR BN o T SRR B B I A% s 21 A P s

R A B2 — DA AL JE 51 8. Rk, fE/ete/rsyslog.conf & S 4k
BV o BE T IRX ORI, % R Ak P S DF AL S Lo AR R AT . MT A ESE E A C
I AT B o ¥ JE 38 ok A #7104 36 2047 0 Ab B A8 B 24 7 AR AN IR i . TR, B
—ri b JUAMT R AT BLRNS S — AN R EAT. o TRANEB, — AN R 6 I
A 33 3 2 AT AL FLES

HAFMT A ABBIE TR . ARYEACE AR, 12098 50T L IE i &k 2
AT AR EE AT AT S X H ARSI (W N30 AT A . R R AR R
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EABETRE ﬁ‘mm ST BB 5 I 5 S R LV RACATEL 5 T

WO BT AT R AL BEER B AN AT BA S, — BN IR )RR Je AT b AL B s M2 X
AL R, AR

g LTk, rsyslog BAZUAT IS B . Jo il & x) b R A B 2R AE 2 — A 10 B
[SA 271 FR) T B A 5 A 2 2R 1 i LR AT R VR D S AR BA S R HT T . BA S AT A 32 22 R
Ok R 2 4/ e v JE Ak B

> UMb 4y, 1E rsyslog [ &5 8 A 43 55 A8 7= 38 AV 9
> BN AVFIATHATIHE .

BRut 2 At , BAAU AT AT JLRRAS [R] O Fis & dl e B R ) R G i R Ph g . X
SO E B R TAE LR &

B

W R A A OV AR L AW R B R AE i A T R A o an SR AR A B
W, ANBHZE, TR0 PR o SR BH LT R R E N B ZE ) BB . A
BA AR PAT BB G B0 R ﬁ%ﬁiﬂzﬁﬁﬁ}:% i B 1 SSH H #& i %
X e ad ok B AE SSH Yyl o Rl a8 IS 3 g 90 28 % S 1) B0 40 26 ) ek A
L BIAT A I BA A
8.2.4.1. EXRAF

AR A v B AR A, 20 JLR R AL BA %)) . direct, in-memory, disk I
disk-assisted, i) V2 A A 512 in-memory. A DLIEFEX LR A H 2 —
PEN 2 B BAA, AT DA AT BA A o 8 1 138 £ 78 0 2l /ete/rsyslog.conf
A

$objectQueueType queue_type

63 L, 4T B 9 S BA S ) MainMsg 25 #t object) 884047 BA 51 (JT] action
fRFF object) HIiE¥ & . H direct, linkedlist 5% fixedarray (in-memory BA%1)), K
disk ¥ # queue type.

BN CE T BB /& FixedArray BA%1, f KAFfi# 10000 N9 B . $AT BA A
BRI\ ¥ N Direct A .

Direct A %1

XV 2 A, fln, S N BRSO, FEPAT AT S — AN BA S
e LW . R T RN, AT AT

$objectQueueType Direct

fif H] MainMsg 8% Action X object, XA~k i w] LA HI A 3271 J2 BA 1) 2l 2 44
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AT AN o XF T direct A, 4 B HALIL, & o IR PR AR 7 38 41358 313 2
Disk FA %1
disk BAZ A7 A 3 JE BN GE AL IK B 4%, XA/ AT E BEnT SE 1, HAB 2 Pr 3 vl g
[ HEBAAR b de 12 16 o eSS F T B b s B B H AR R i 2 k. HZ, K
Z B B b A disk BAFI . 2L B disk BAF1], {E/etc/rsyslog.conf H B A LA
NLESE

$objectQueueType Disk

i ] MainMsg 5% Action 518 object, 1X AN T n] DA FH7E 3= v Bl B\ 51 83 $h
ITH BB disk BAZIE N7y, BRIAK/N A TOMB. I ERIA K/ AT BL3E o F 1
[ C & 45 A AT 0

$objectQueueMaxFileSize size

Horp, size o disk BRI K/ o € SCHY RN BRAIAS 2 5 I R ), rsyslog A&
RGN A& H, B B R/ BRI disk BA S R BEAS #2047 LA
(RIS AR UL BE o X8 SO fiy 44 45 2 00 R o -

$objectQueueFilename name

XN ER BRSO E TR 4L 7 NI e, R —
AN SO E AR
In-memory A%
7t in-memory FAZH, HE BN W BB ORAEAE N A7, IXATAR XA L R R P
LA i EE BT 0 B OC BL WA BA R A R R k. H, R RLAE A
$ActionQueueSaveOnShutdown W & K AL AT PR A7 20 . A P FI SR in-memory PA
1
> FixedArray queue—BR A I 3 230 S BN A1, # K 10, 000 Pocz. XFh
AL BA B (A [ 5E 1000 B A DR A7 BA B DT R I 4R EF . i T X SR,
R AT BAZ1) Ay 25t ox WH #E — € B I AEAf a8 o R 1M, FixedArray e fit 1 fx £ 112
T PERE, I H A s B B R e e, B BA B e AR
> LinkedList queue—iX H., —MEER BT H 4 HAZ S HBT, Hi,
A7l 25 A AE 75 ZE I 43 i . LinkedList (1 5A 371 &b 2245 R (¥ 58 J 8 B AR & 4F
E— AT, A LinkedList BA %1 4H L T FixedArray PA %1, ‘&34 #& 5 /D>
RINAF, JFBEAS T AL BEIT4Y
Bt ® in-memory BAZUAE H T )15 75
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$objectQueueType LinkedList
$objectQueueType FixedArray
i Fl MainMsg 54 Action 54X object, X AN 101 1] LA 75 32 78 5L BA 41 B3
AT R B T .
disk-assisted in-memory BA %1
disk #! in-memory B\ % # % H KL &0, rsyslog ik & nf LUK H & 8
disk-assisted in-memory BAF1 . AL, FCE —A1E 1 in-memory BA %1 3% J5 & fi
$bjectQueucFileName 5 4 W & X & 4 &t 4% B ) SCAF 44 o X A BA 21 gl A2 ik
disk-assisted, XZIWRFE in-memory A5 disk PAZ13# Jj P A o
WA in-memory BA #1035 8 E 75 EOCHL )G H BN 1Y disk BA A8 I0E . AE
disk-assisted BA %1 H, 0] DL[E] B % & disk-specific B¢ in-memory specific Ht & 2 %
XM 2R Y () BN Z1 AT Rt e F IR, e 6 A A K IR TR] 3B AT 1R RAS W] S 1) R A R il A
H .
{8 5 disk-assisted in-memory PA %1 4# FH so-called 7K E[1:
$objectQueueHighWatermark number

$objectQueueLowWatermark number

i ] MainMsg 8¢ # Action X object, 1X A1 T mT LA AE 35 4 & BA #1835 4,
AT S BAA o A eV N BN B oK T B 0 A numbers 24 in-memory PAFIIA F] T
KA E CECY, BT RS ANWEL, I B ZE S in-memory BAF1 K /)
TR S ACKED E U R o TE A BB K DS S8 D AN 0 B A S A, RIS
WA TWERNAEA ], PSR SO 2 S8 1. B, mKAL R0t
HEAS BN H1) 7 B i SobjectQueueSize K. iy K A7 A1 AR B 51 K/ 22 1] #2722 L it
B RN M A a2 ph X o A2 57— 7 I, W€ iy KL AR AN b B2 3 2
UEAPIR T E=E 7 IS

8.2.4.2. &M

FIr A 2R AL R BA B AT DAt — 20 P B DA A A 5K o A mT DU L AR A [ F 4
L RBEHAT SN W B AL HAT, A 20 2RSS EATH], WAEZSOH .
Horp Loy R WK, Ffbis i CAR LR B, SRS A SIAT O 2 i
R P A . e m g E T, T LR rsyslog RITERE, T EEHEBL, BR
B R GRS AT 4

R 18 BA 371 K /s

S nr DLBR 1 BA S m] AR 559 SO, A 0k B
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$objectQueueHighWatermark number

i ] MainMsg 8¢ # Action Z4X object, 1X A1 T AT LA AE 35 14 & BA F1) 35 4,
AT R BAF . FBAA AT DAL 5 17 2 2 H AR number. AT BLBCE BABI ) K/, 1
AN FEAE A AT S B AE Al A 0 R /I o 32 B R DA A R ) AR BA A1) R B B K N Ay
10000, AT BAFIER A K/ K 1000

Disk assisted PAFI7EBRINTE L T 2 EBREI, ASRE 45 4kl K/, HnT
DAL 4 B R B A AT I ) BE G B 2 1), AR DU R

$objectQueueMaxDiscSpace number

{f i} MainMsg 2 # Action 54X object. ZBASIHL I, BHriH W EFHF, H
B BABRE I T 2 1) 25 1]

EZFHER

HEAF SIE B —E R, TR A, AT DUE A A AN R
(R4 BN 5 PR B 2% TA) 45 D0 5 05 v R0 U5 o i 80 25 3 Ak BELER) 801 T 152 € discard mark:

$objectQueueDiscardMark number

i F] MainMsg 5% Action 218 object, XA~ Wi n] LA FH AE 3= v BB\ 51 83 Hh
AT EBF . X, number X782 530 Z 5 H BRI EEH . 2 WFLLyH &
PR, WMHWT:

$objectQueueDiscardSeverity priority

R S8 2 — (8—28) AR priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) Fl emerg (0, ffHILKE,
HIK B EFHH 5, EoE SCU0 56 AR BT K 1 M1 2 A1k BT B A BA A B

1% FH I R

A LABCE rsyslog 78— MREE WIS [A] BE AL BERA #1) o A7 T X AN LT, B80T LU
By TAE BRI Be o B X—ANIFRpE A, 1A BLR ik

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

ol AR E R E N TR O HEZE, DA/ D Bhr o AT 24 /NI, A SCRFBEE

5

B E TR
TAF 2R AT BN BN R € BdE . Bildn, A3 BBAA, — A TARLRE R
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55 F D8 WA 2 BN BIREAN S AN B, IR LR LRI SCIAT A A . 243 5 2
B, AN TR A A8 2E SRR IA S e BE T, A TR
FERA Bl B4R E SLEG AR

$objectQueueWorkerThreadMinimumMessages number

FHH JE ) 255 5 AR number #4 fill & #h 78 TAESAE . 140, number & 4 100,
100 Z AN B BNARS, — AN TAELIEIT G . 4@t 200 N B BIAR, 2
SANTAELAR B R, HATIBIT K2 M TAEL R R, B DU nr DR
AT R K, W R TR

$objectQueueWorkerThreads number

number AU T IFATI2 17T B9 AR LR i B KB H o X1 70 ELBA A1, R B A
N IR H o AEBRTAECEIHh, g HiefrashEnhil. ZxE
I IS, R Bros

$objectQueueWorkerTimeoutThreadShutdown time

JHFESERT ] (LA #0247 B it time, W1 H & & time, R &4V
My e R A HE BT LB, TARZG R B2 ko dn R85 I 1] -1, 3%
AT LR PO T o

#LE A S

TR EPERE, AT ARCE rsyslog [R] I 22 BA S WS S 8. BEGE H BA A S 2
HO BB, s s iy 4

$objectQueueDequeueBatchSize number

JH R AR (R IR A 270 £ 9 6L ) i K380 H 3 4 numbers TR R, H BRSNS 2 H
B BB R 2 (0 ARG R A N I8 47 25 3 BUBCK I N A7 T FE &

=N

R AR A S R AR A S AT R, SR DA a0l i A o I 1] ) B A AR £ AR
K5 RS AR B, DAY D HidlE 2K

$objectQueueTimeoutShutdown time

FRE i time DL AL FAAL o IR — BeIf 8] a5 98— SR BAAOVE &, AR 2
FETE B H A Bt AL B, AR JE 2k BAA . BRI, RAEE MM EHER Z K.
1) ) o ) AL T A0 2 8 5 ok e S 100 A3k Ak B -
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$objectQueueTimeoutActionCompletion time

FE B E ) time JE N (G D0 T 5 AT AT AR LR #8485 G 1 o A8 SCHLING 22 0R A7 K
AL -

$objectQueueTimeoutSaveOnShutdown time

W R L AR, BT A AU E rsyslogd Z¢ 10T ES 4 B A7 6k B RERE
8.2.4.3. {EH rsyslog PAFIETE %

M rsyslog 7 FF4f rsyslog fefit 7 B T%, BRI R AE action () WHBE X,
WE T LA S A 1) B 7E Jete/rsyslog.conf H— N B ARAE T o g AT BA B A% 20 an F -

action(type="action_type" queue.size="queue_size"

queue.type="queue_type" queue.filename="file name")

FH B AT IO B AE IO B e 24 B - action type, FVH S BA 1 AT DLZS 98 1) e K 2L

H 21 queue size. X T queue type, W LLIEFE disk BA 1 2L A in-memory BA %1

Ik H-— A direct, LinkedList fJ 5k fixedarray. X+ file name {Xf5 & — /> 34

Y AR, WEE, WG B H sk /A7 H &S X, SELinux 40
I P

8.2.5. 7FEHFERFESFLEE rsyslog

rsyslog JIik 55 #& fit i) B it m I ] SR dz AT H 3 Ik 45 2 ARG & RS R 4ok ik H
BRI HE MRS A ES WS “n] SRRk H R BRIk 487, B % i
rsyslog Bt & 15 & o

rsyslog Ik 55 W o 2 B A AT HAF W H B RS ARG L, F HRK I EM RS
e B oK H G Rk s H B IR S5 s o ATl IS = IR 55 dn R AE R VI B &0 T
2 %% rsyslog, WHRTTEE, DIHILR RYcH L %25 T rsyslog, LA root G434 A LLF

A
IJIJ/Q‘\:

#dnf install rsyslog

Syslog it 72 BRI\ 1) B iR 3 11 /& UDP #1514, H 7t /ete/services SCAFH A1 H
SR, rsyslog BRIAAE A TCP 7t ¥ 1 514. {8 E A /ete/rsyslog.conf H, TCP &
H@@r Y.

et D AE B I 2 H 2], 2811 SELinux 19 BRAFC & R A SO k3% F %

%213 W OJt 294 T



kVLINSOFT
EABER S éf%%% BB 5 2 TR S AR RV 1 R ST E T A
WCAE T T A H PR g e

#semanage port -1 | grep syslog

semanage 5Z £ )7 H policycoreutils-python-utils £ [ — &R $Efik . an B 77 %
fih, At

#dnf install policycoreutils-python-utils

AN, EERAAE UL SELinux [ rsyslog 287 2 rsyslogd t, Mgl fc & 4 o
RAL R WSS A L rsh_port_t (KL FE shell (RSH) i 1, H TCP BRiAki & 514,
PRI, 3R 2 AT 0 2 A1) semanage () WA ) S0 VF TCP i 104 5140 il tn, 2k
#t SELinux VP4 FEF a1 514 815, WMAGLSWT:

#semanage port -1 | grep 514

HAEBITEMH SRS SO RS L, R PRSP B, X T
(¥ Ji A7 22 SR 25 A root £ 43 K HAT i 2 o

8.2.5.1. ZEAEMRSHF LFEAENR

rsyslog F A 2 Bl [F] BRI 3o 747 FR B e 42 3 TH A 20 249 R 5K
Az pe B R, R BT
template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpat

hreplace%.log")
template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpat
hreplace%.log")
X AR AT DL B TR A A K
template(name="TmplAuthpriv" type="list") {

constant(value="/var/log/remote/auth/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

=
H
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template(name="TmplMsg" type="list") {
constant(value="/var/log/remote/msg/")
property(name="hostname")
constant(value="/")
property(name="programname" SecurePath="replace")
constant(value=".log")
}
XFIX 28 rsyslog B MK, X AR SCA S 3UnT RE < A 5y B 35, DA n] A
RSN .
TE5E BOFT VA I SO, JRATT o R AR S B Ban &, IR, RS
205 UM, S 1 R0 D AR ) R

module(load="imtcp")

ruleset(name="remotel"){

authpriv.* action(type="omfile" DynaFile="TmplAuthpriv")
*.info;mail.none;authpriv.none;cron.none action(type="omfile"
DynaFile="TmplMsg")

}

input(type="imtcp" port="10514" ruleset="remotel")

8.2.6. {#F3 Rsyslog #&k

TR AL BT, rsyslog #2463 PhBE b, X SRR (AN T BE .
PUFE B MR DL 2 = TP k. R 2 B R A0 i N C LR SC i AL
PO s COUF SO BT EL ) o At T B 4 A B AR B AR AN BLER R e ThRE .
A, HrT SR At NG B R A . B, E A DL R

$ModLoad MODULE

H$ModLoad A& 2% 48 2 B E 1) 42 J5j $8 4 - MODULE 2 7 88 T 5 [P A B
B ar, G SR EL N SCAR SO T AR Cimfile), fif rsyslog 4 AT o] A5 1 1Y SC A
R RS H &GS, fE/ete/rsyslog.conf Bt & LA 5 € DL AT

$ModLoad imfile

rsyslog #& i T VF 2 A H, IX LB R 73 O BL R 2600
> A Ny AR HCER K S B R R R o S AR BRI 44 R U 2 B
im A28 JT 45, 4 imfile 1 imjournal.

%)
)
—
W
=i
pis
)
O
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> HEARE -y R R TR SR LA R 45 A5 B bR A Y R, i e M 4 R
A7l AE B0 e R, B N A R o et R DR A4 PR R BL om T4,

omsnmp, omrelp 2545,

> AT AR P X SR AR G i e SURE AT RN, 5 A b e o I R S
M. AH CiEF ez, Bar Ll [ O il B i & . AT 28 B 1)
SRR AL, pm BT T UG, W0 pmrfc5424, pmrfc3164, 4.
> BB S P B SR e 2 R G H AT B N XL 44
FRUL mm () F7 48T 4R . W BB 2R B B W mmanon, mmnormalize, BY
mmjsonparse ] T~ 4 500 B 1 1E 546
> R H A AR - e AR O A I T RN B R/ E IF S rsyslog
P B R D e A0 EL B [F] o o AR RSOBE B IR 44 R 2 B sm TR OT 4G, W0 smfile
&% smtrad 3.
> JPEREH-PERL O AR AT i R SR D e o IR LU B AT rsyslog i %2
IS B, AreHH o EE .
A nl AR e R e AT T A AR 8 B A R AT Bl A
http://www.rsyslog.com/doc/rsyslog_conf modules.html #k %I .
LA
7 EE VT I A2 rsyslog N2 B B, SXAF Al ATT AT LAY [a] [ O 1) R 250ORT 2S8R
X o3 RV AR R 22 A il o R T dee K PRBE M 9 2D 2 4 VI, AN T T A A
e,
8.2.6.1. S text Xt
AR A g AL, TR K imfile, ff rsyslog B LR XA XMW R G H &
R . AT LU A imfile MBI F OB STAR ST H A& BN R P 3N H &
Ko BEhN# imfile, fE/etc/rsyslog.conf ¥5 LA P %
$ModLoad imfile

$InputFilePolllnterval int
B LUINZL imfile — kK, RAZADICAN 2 Witk $InputFilePolllnterval 4%
JAAR AR E rsyslog o 1 4 14 45 i SCA SO AR A IR B o BRI T] T] B8 4 10 #5,
TR, RARD D BT A IS ][] B e int
N T SCA A RN, fE  ete/rsyslog.conf SCAF AR T B TE 240 F
#File 1

$InputFileName path to_file

$InputFileTag tag:
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$InputFileStateFile state file name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

#File 2

$InputFileName path_to_file2

24 BCE KRR E NN SO
> FHSCAR SO %12 %X path_to_file
> W EN tag 4 B4 tag
> FME— IR SO 4 B AR state_file name. RS SO #7175 rsyslog
W TAE Hak, MBSO R A AR D, brid D2 s AL BE 58 1 40 X o on S %
AT, AR ER AN ERREIRE T NI ER SR
> 5 fn$InputRunFileMonitor 454 GE SO 4% . WA XN WE, AL
P25 4 2
B T TSR IR A, AAAE AT DU B SO N LA e s . il i Y
(] B - B 4 S HE S~ severity KR E T A B EPE. HCHE =& facility K
SR BT RS

8.2.6.2. NHEESHHR

TEECHE T, AR P AR 254 O AR PR SCAR SO R AR P, B fd . BT il
[¥) DBMS (8RS, BE# & Fidm A, W ommysql, ompgsql, omoracle, Y
ommongodb. 1E KA, MK T libdbi /)il F] omlibdbi %y H A5 ERk . omlibdbi
P He 57 7 1) B0 P8 JiE R 48 Firebird/Interbase, MS SQL, Sybase, SQLite, ingres,
&, mSQL, MySQL F1 PostgreSQL.

8.2.6.3. (FrREINFH{EH

O 8% Az B ) AL 5 P R 5 3 1 T DL ik TLS 8 GSSAPI i 25t Sk $ it

et 2 Atk (TLS) J& 5 7E 3R AL T8 1 N 4% 30 15 1) 22 A P R I s i il o 24 i
1 TLS, rsyslog 7 BB KR IE Z B INEs, ik A 2 A 10 % ZEAH TAAE .

i 22 42 e %5 APT (GSSAPD) J& i oA R 7 U7 10) 22 4 i 55 16 I8 FH R I o A %
o N TS rsyslog FEEF AR, BUNHA -/ 1EH Y Kerberos ¥ 5%
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8.2.7. Syslogd FREXMAENZE

Bk, rsyslog #1 journal, & R4 LA HEN HEEF, A JLAEEI )
Rl AEEATEH TR EM RS . RS (I 8.3Syslogd H&E45#), &
T DA B A 4E, e gl g i s B, IER eI e — A SO 2 122 o
e SLIXM A AR B AN AR B2 2 el N R BRI ), X B Rsyslog
M1 journal HJIH A socket SCHF o

BRNTE DL, rsyslogd 4 Al imjournal #5254t 2 H &8 3044 B R 4 A =
il AN, AT LU A R, AT BLS N B Journald #& £k (1) 45 44 A6 Eic s .
oA, H WM O o ov BLOM journald B OAN O Fr OJE % ik H
#ImjournallgnorePreviousMessages 8% ). % 8.3.1 I\ H &+ T AN EHs 373 % F
imjournal [P 2EAHLE .

YE AL, BLE rsyslogd REZHUH journal #2 (B F/EN —DMEET syslog
N B . B4 7Y 4% 42 /run/systemd/journal/syslog. 24 & AR4E Y rsyslog 71 &,
TE A R, AHEE imjournal, EREFHATRME T 2 DR, 048 N A sl
Ay, EildEEE S AHELSE, 7E/etc/rsyslog.conf HAf F DL AL E

$ModLoad imuxsock

$OmitLocalLogging off
R TE VL N #K imuxsock FEER If ¢ P $OmitLocalLogging 454, i Rel it R4
EBHT SN EHET B D WA lete/rsyslog.d/listen.conf F¥55E, W1F:

$SystemLogSocketName /run/systemd/journal/syslog

f At w7 BLA Rsyslog iy th W & 21 4 H omjournal £ 3 ) journal . 7%
/etc/rsyslog.conf H AL B 4y 40 1
$ModLoad omjournal

*.* :omjournal:
ol r, 1 TG B R A W B {E Bl TCP g 1 10514 £ journal:
$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

*.* :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514
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8.3. Syslogd HE4H

e KRB HEBE MRS L, — Dk i H S A5 B AT LT3 b
ey, WA AMACKIE R, RESEREEE L, ARG v 5 BAAL 2 B
ABAFIA—F. rsyslog 1 | JSON (JavaScript X % 55 ) # Pt H EMF B 450
1.

FE T i AR &5 R A B H ST

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially
IR A R AR ) H ST R
{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",

n.n

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed

sequentially"}

A58 B 0T 48 2R 45 1) Ak s LU A R I ) 3 e 4 2% SOAS SO R e B R
K. A kAl R 38 v] LR R 48 R & A Y R e A R AR R 9 B . 3 4h, JSON
AR DA i AE SCRSE s R, 40 MongoDB, e HEE T A AN BE R M Th g .
— 7, AN SR T R T LG AR S A A T S 2 I B A T

7E rsyslog, f A4 o 19 H E (S B4 H imjournal BLULK journal HfEH o A
H mmjsonparse #H, B LLAEHT K B journal AIHARKYE T AN Hdis, FRak— 2%t
H AT A B, B, EN—DNEEEES S . N TN ), mmjsonparse 23K
WAWEEE MR, WAL lumberjack W H & SHFHEFE

Lmberjack 5 H 1 H 12 LA W) 5 e &5 10 5 Xk rsyslog 84 4 #4k H &l % .
B e — AN E B, Lmberjack $5 % @cee: FAFH, HEr'E JSON 4514 .
14k, Lmberjack & X T W1 H £ JSON H A F B AP F K . X Lmberjack
M ZAE R, 1S WAL TR

N IfI /& lumberjack % 37 S 111

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",

"msg":"Message text."}

LAE Rsyslog "Ry X AN G54, — DB, H20 8.3.2 i g4 11k

R R R 45 %5 7] LR A libumberlog /% K 4E i lumberjack 3 25 1 R 10 7H
Ko K libumberlog M Z A5 E, 1HZ WAL HY .
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8.3.1. MHERIFIALIE

imjournal B E rsyslog M4 A P F ok 52 B H A& S0 (L 8.2.7SSyslogd ik
FAMHEMAH . ERHER syslog WE, HEME AR AP dsx. AR,
BEAE S — DAL, JLRERE K th journal $2 0L (1) o K4 B0 0% B 45 A A0 1 v L
4 T M Journal ‘7 A ZH 21| Rsyslog, & /etc/rsyslog.confi 3CAFH A F R [ id &
$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds

$imjournalRatelimitBurst burst number

$ImjournallgnorePreviousMessages off/on
> fiff f number of messages, &1 LLig @ fRAr H &SI, &4k
#| number_of messages 45 3¢ (74 EENT, w25 firh & B OR A7 5
> HPIRES SO IR 8 42 B AR pathe ST BR 857 journal 5, o b 34 1) d5
Ja ANl
> fifi /| seconds, 15 B 1 B il 2 (14 B 1] 8] B o ot 1) 58 B0 ) Ak 2827 9 R 1)
AR /E burst_number $i5 7€ HIE . BRIABCE N & 600 £ 20000 13 &
Rsyslog 2= 2 37 78 Mg 1 I B 4 e 552 K burst_number B 75 &5
> i il #ImjournallgnorePreviousMessages 1] LL Z 1% 24 i £F journal [¥] 74 &
ML S, X B89 B 25 R 35 0 IR ST I A T o BROIABCE o 5 M
TEVE R, W RAR W E L KPR, WA RS, Fr A journal () B 29 ab 3,
B At AT 4 4F rsyslog PART ) £ 16 4 b PRt .
R
& n] LLIA] )8 H imjournal A1 imuxsock FEER, imuxsock FEER I IHH R4 H &
gIN. AR, N T EAREEELS, UAIFH IE imuxsock B2 journal ) R4 E
TFo BANEIX-—#i, i $OmitLocalLogging $i5 % :
$ModLoad imuxsock

$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog

A& 0] DU B A7 4 7E journal PR 1 0 209 B 18 B 45 A0 A v L o L g — 4t

TG U AT AR 3 S “Journaletl 1) verbose fi HE 7 51, AR EX journal 35 1) 58 4
HIZ, G Z [ systemd.journal-fields (7) F M 02 . 1 41, ] LIOKE B 5O8CAE N A% jouranl

=
H
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FBG AR 46 AR R S A
8.3.2. TEGHUIHER

FLA A rsyslog fift BT B EL 75 ZL1K lumberjack £ 3 117 5L, 38 48 A DL R B -

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %$!all-json%\n")

X AR T 5% % & @cee: 1T LA FH[F) JSON 45 5, 9t 460 @48 H omfile

BB R A HH SO I . BT ) JSON B Fk, IS ! Argd. fildn, RAS N
ik 2 E ROV B, FRE T IH E L4 A UID.

($!hostname == "hostname" & & $!UID=="UID")

8.3.3. f&#7 JSON

mmjsonparse 155 H T AT &5 F A 15 5 o X 2845 B AT BASK H journal 5L b 4
ANV, I H %20 i lumberjack I H 15 S 77 2UREAT XAk o X 2990 ) 2 HH @cee:
T RN TR UL . SR )5, mmjsonparse 24 2% JSON 45 M) J& 5 5& 2411, 4%
e iz S AT

T H mmjsonparse A% R fi#2 #7 lumberjack 4% L ) JSON W & , 7
lete/rsyslog.conf SCAF A F T [ 1 G -

$ModLoad mmjsonparse

** :mmjsonparse:
FEX A5, mmjsonparse BEHAE S AT INE, P AT W B R4 E
HAr, %A 70 PR EZ %M T mmjsonparse.

8.3.4. [ MongoDB H#F{i%iHE

rsyslog 3 i i ommongodb i H 15 P /£ MongoDB 1) 3T #4 24 £ 5 ¢ o A7 fift
JSON H &
o % H & B 3 MongoDB ", 7E /etc/rsyslog.conf fifi | PA T iE ¥k
(ommongodb M & 2 £ H id H T8 Bc B A% 20, WL 8.2.3 A H i 1 ic & 4% =D
$ModLoad ommongodb

*.* action(type="ommongodb" server="DB_server" serverport="port"
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R | Py L IO s I 5 A R A R AV L RS AT
db="DB_name" collection="collection_name" uid="UID"

pwd="password")
> 1] MongoDB it 45 #% (1) # 11k 5% % 44 7 & AX DB_server. it ' i [ 75 22 A
MongoDB [#) ik 55 #5 i 45— AN FEPRdE M 3 H o BRum HE 2 0, JF Hil % A
B AR % TR
> {fiH DB_NAME, 7 48 B # % 2] MongoDB 1 il 45 2% b 11 Wik A~
B PE o FHIXAE b E 4R & ) 24 Bk 4t collection_name. 7F MongoDB ', £E
ER U, A — RDBMS % 22301,
> 3l 1 E UID F password KA A &K )4l 1515 B .
T AT A P RSS90 3t e 28 Bt R ) iR B e BRI LT, rsyslog 8 AT Y
FBR L T FRUE R lumberjack 7 Bt 44 #K .

8.4. A Rsyslog

7t debug #5217 rsyslogd, a1~ v 4 -

rsyslogd -dn

I Bb iy 4, rsyslogd 7= A2 WA B IF4T B 2 FR HEST ) o -n K 7R “no fork”.
ol e o R s AR, i, w RLAE H SO g e R A R . )
rsyslogd Z HiI, 7R AT EHAT BT B4

export RSYSLOG_DEBUGLOG="path"
export RSYSLOG _DEBUG="Debug"

F T 3 sk R A5 5 SCAF I A7 B e path. %F TR T RSYSLOG_DEBUG
B EIEDN YLK, 1S rsyslogd (8) FMIMRET.

K B3 71 Jete/rsyslog.conf ST HAE ) 75 5 2 15 4K

rsyslogd -N 1

b, 1 3ot H T EL A PR AR R A 900 o XTI ] e A R T, DR O H
WA —ADRuede . B2, BRI MESERIZITRAE.

8.5. EAHZE

journal #& systemd [¥]—NEAF, & HITEFME &S0 w7 A
s R AN IH Y syslog SFHHERL, 1 rsyslogd. journal 9 FF K /& 0 T i 9 5 1H
) RG0S S e . RS RGN R B R, SRS R AR LR

%)
)
)
0
=i
pis
)
O
AN
=i



kVLINSOFT
BRENER

KYLIN
ﬁ‘fa;mm ST ML B o R 25 BB AE R AV A GEA B 5 T

p N Rl ETi= N g

0K B i journald AR 45 WO 4E, A7fik, JRACER. BB RI4EY 4 R journals
() B SO, Xl R E R BN, P RERE, Andbdm i, AndEET R
ol I R AE APT bR HERS R i o IX 28 journals B 5 HIL R LR 51, e HRAL T L
BRI AW IE R W] . journal 4k HAE —ANME— kR IHFT . journald i 55 W £ & H
HWHERZ R CHE 7B HEXRZEN, ATl

8.5.1. EEFEHZXH

Jy T Vi A journal H&, {1 journaletl T H . DL root B4 & FH H i K7 ) 3
2’-‘1%:%\:

journalctl

a2 2 R A HE Xy L, Wi KRG A HE P> £ RH
Bho 1% b H ) 25 /) R AL T /var/log/messages SCAFH T B 450, (A — & )it
> SR H BRI R T W B R 0 e ORI A S A T4
0, T8 IR 0 S 2 A D kH 1) A
>IN TA)RR L 4 O 28 8 1 AS HB IS X
> AR HIER TR, GFEHNHE;
> IR bs B H 2

8.5.2. iFiElEHl

BOATE LT, BA root BRI journal A /', HeEEE B A=A HE X
o RS DAl A nik e 1 P 3 adm 4, 3% TAATT U7 7] 58 38 H & SO BLRR o
TR — 55, LLroot I P EIANTI T

usermod -a -G adm username

M Z N2 adm 4 1) ] 77 4 A username. %] )7 B J5 #2204 journaletl fir %
[Fy% H 5] root FH P SREC Mt —#F o iE MR, Ui 4 H A 2400 journal JAH T
e /AL A 2 TAE
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8.5.3. ¥ Live view

AN S HOM AL, journaletl MICEE B B 4 B T 4R, B4 H W 5851
Fo A7 live view, B0 DLIRFESEN ) HEW S, FOVH 4 H HBL 2 3 47 B0
Hk. I journalctl [ live view A, #HiA:

journalctl -f

Z i A R AN R i H 847404 . journaletl T HCEH R 47847, 25450 0
B JF A B B s AR AT o

/

8.5.4. HiEHE

AN ZHHAT journalet] iy 4 (4 H A5 S AR 22 (10, D B A wl AASE ] 25 o 3o
TR SERUAE B, Bl 2 B w oK

H A& S0 5 R ER R S ER R AT O . E A I e I BCE I Se 20N
B A LR iR

journalctl -p priority

FEIXH, N HR SR 2 — (BT Bt e debug (7D, info (6),
notice (5), warning (4), err (3), crit (2), alert (1), Fl emerg (0),

LH: B R AEL T E

BEL N error BE = HIH S,

journalctl -p err

T8 I B 1) o g€
BEEEMNUEI S HESH:

journalctl -b

MR RESEH BN ARG, -b AS T E WD journaletl % . 7EIXFE
LT, JE T ) Y pE e e E A B

journalctl --since=value --until=value

A8 --since Al--until JE30T. 5 R] LLA A 5 € I Ta) v A B0 i H A (E R . &
A RALL time (R 4% B data RRS U B P14 A A0 4234 value 251X A 2E 30, G L

=
H
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Tl

el . I 0 S 41 A e TR 98
AR F AR I SR PR IE I r] AL A5, DA I S R S i o o, AAJREAS I 1)
s, BAEESECE R, W

#journalctl -p warning --since="2025-3-5 23:59:59"

[ 30N

7E A 7 S “journalctl 1) verbose i > e HESR B —H 7B, AT
BT L 9k o X T systemd WOAE R R g Al B 2 B W W, 2R
systemd.jounal-fields (7) FM i, FA HEAF B0 o B # g i, mjess i F
TP o AR H & BT SCACH, ERT RLSR IR MR OR AR BAR AN R AR W,
e BT Koy e 2 AME

B RAAE A5 U AR RO ME — R B, 3] BL T

journalctl -F fieldname

FH AR AEL 1) 7 By 44 AR fieldname
BRI NHW AR e HESH, EAHL N EE:

journalctl fieldname=value

7 B4 R 7 B & IR (H 5 AR fieldname Al value. 45, P& XN
T

EpE

Wl systemd A7 1 0 E s - B B0 AR K, e IR B s il K
B 0kt SRANRER €, THBE A

/|

EUI
XK
&3

journalctl

FLP IR tab B o X 2% o AT A 5 Beda o Tab B4 FRAN SRR R T P BU b
N ICETRGE N, ST LU R T RE, SRR % Tab K B 3 S8 XA 44T
FIFE, Al LA Boh S ME—{f. Wk

journalctl fieldname=

1% tab BEM IR, 1% %0\ journalctl —F fieldname —#f
WA LAE N FBRAEZMME, W

journalctl fieldname=valuel fieldname=value?2 ...
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Al — A7 BUR € AW LAUG R IR, BRIZHE or —FEILAC. A& ULHCME 1 B{H
2% HEER,
AR, A LUFRE £ A field-value %Rk — 0y D% i -

journalctl fieldnamel=value fieldname2=value ...

WERTRE T WA AR 7B LR, AT 528 AND 4 & . AL E
R FMEHA 2B
A+, BT Ll B IEH or A A VLA 2 T B

journalctl fieldnamel=value + fieldname2=value ...

iy R A ADPLE A&, ADCEW AT A &IFR & H .
LH: RMELEBRE
F /il avahi-daemon 2% crond.service B & 14 H . Hi% 4 H 1 )/ UID
N 70, AEAEHIBLR A4
journalctl _UID=70 _SYSTEMD_UNIT=avahi-daemon.service

_SYSTEMD_UNIT=crond.service
T _SYSTEMD_UNIT Bt o] LA E PN, TLREL P& & Rk B, |
_UID= 70 & 425 2083 /2« X n] LR B H R 7R 2 (UID=70 and (avahi or cron)).
s mr DAY F 215y T4 2k g8 48, DL live-view A5 2k R 5 e 411 H &
B4 -

journalctl -f fieldname=value ...

8.5.5. (FEEIFETENE

ERAATE DL R, journal H7E N A7 B /run/log/journal/ H 3% T /N IR T 22 ph [X R
A4l H &SSO o A journaletl Bon il sk HAMUEA Y T i HxA7 5 k%, H
HEEE A S I AARAE « AL BRIV E T, syslog BB H &1 5%, 305 H A7 6 78 /var/log/
HXFo B HE DRI E, HE X215 /var/log/journal , 1X 2R FE 8T
JA SN G AR AEAE . A28 P, journal REAUESF rsyslog.

1 Be RFSEPE LA AT TR AR R

> BRI TR] /) T FH R it ke ) i £) B = ) B o i 3K

> ORI EEAL RN A R E) R, EE S A) RASR I SR ] ) A

> RS E G G A H B s s, A R H & ST
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BABER P éfamm BB 5 2 TR S AR RV 1 R ST E T A

R B2 A7 i AT R el 0

> RFEEVEAE it I A7 i 16 A B P T8 R ) A AF . ANORAIE W] LLZE 56 47 58 1IN
(i) %5 5 5

> 7 LW 2 1A A A7 H A& SR

journal J& I #F G VEARAf, 4% T 10 BT = 6+ F- 3 A 2 journal H 3%, L root
HEDRE 1A\

mkdir -p /var/log/journal

)7 journald K & W B AR .

systemctl restart systemd-journald

8.6. BAHMURHRES

fE5%, WRRRA TAE, Tl RLE, & NMeemHM, &N mn
A, BF LRGN AEIRT 0.8 I, HIHIEAT.

LT U i IR S5 A R E R A PUE I E Tis4T S E B REAES, DUREF
RN B . B, locate iy 24 H I slocate FUHfi R KA W Fr. RAETH A
AL E AR S5 ok AT A PR & . IR RS 18AT H € AR S

BT TR v G M 5 AR ARAE R G IR AL T LN H3fES T A cron. anacron. at
F1 batch.

B —Fp L HAE K T A F AL R 4% 51119, Cron Al Anacron i &
i R A AT S, At il Batch I B — X1 B AT 55 G 29 il 2 2% 8.6.1Cron Al Anacron
1 8.6.8At Il Batch),

S YT R g v 2 R 55 AR R AE R G VI SCRRE A systemd. timer 76— /N $i8 22 1 1 1]
PAT —MES . S U systemd.timer(5) ] 7 F Mol T R 5E 215 H.

8.6.1. Cron #A Anacron

Cron F Anacron #f 52 B8 W W J& B8 52 1 AT 25 4 — AN 58 1O I 1) s AT 1 57 7 2k
B, WA R A A A R R . A TR R L R E X
1] o

Cron HJAE45 W] LUREZr B2 4T . (HIE, XA T HBCGE RGE L FFELIZATI,
RACAE S 2 i 8] RGEIF A 1847, WAE S A SPHAT .

Jy—JT M, R RGAEAT S5 R 2 HE R I R 4 % H 1847, Anacron 24X id XA
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O 2SS . —HRGIFRietT, EAMMEFKH S E3AT. /1, Anacron
X AMES - RAREIT K.

8.6.2. %% Cron #A Anacron

B4 % Cron Al Anacron, & & %2 % 3¢ Cron [f) cronie {4 1 Anacron ff
cronie-anacron fJ (cronie-anacron #& cronie {4 F41).

e MRS EEGFEE R THNKE, nSATEL R 4
rpm -q cronie cronie-anacron

mR g7, FEikdar 2 ¥R cronie 4 F1 cronie-anacron 14 [ 5¢ %4 4 K,
NP ES GRS Ry ENVA RO NI A
B diix ey, DL root A ¥ IR A% SR AE A dnf iy 4

dnf install package
Wltn, FE[EE 223 Cron A1 Anacron, A LLE M 2 ATH/RAF NN LL R v 2.
#dnf install cronie cronie-anacron

ST AT A R LA v IR 55 A A R A LA, IS W 524 %
RPAF .

8.6.3. 3&fT Crond fR%

cron fl anacron fF: 55 #B 42 t crond JIi 25 KA B o AR Ui B Wi el 2 2 A4
1EFIH S crond M55, LA Ui e B ik LT AL H S 3. BT M B 2 A O A8 A T i
W% o R 55 28 R AE R 8 VL o] 45 3 45 19038 FH J595, 15 2 WL 6.1 A systemd
EHAREMS .

8.6.3.1. /33h Cron lR%
T E S5 27 IEAE AT, WA LUR fir 2
systemctl status crond.service

LAE T 23 T A8 AT crond kg%, 1 B root H] ' A i AT IR FF R A LLUR

IS A
filr 2

systemctl start crond.service

=
H
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SERCE RS ITHL A B 3, 35 BL root F T HAT LA R A 4

systemctl enable crond.service

8.6.3.2. {Zik Cron BR%
B YT i 4 1E crond RS, 1E LA root I P AE T AT RS FEIALLT

TR

%

systemctl stop crond.service
LR IEIRSSFEHL A B, 3 B root I 7 AT BL T i 4

systemctl disable crond.service

8.6.3.3. E/3 Cron BR%
7 crond 45, 5 B oot I P ¢ 4 A7 4R A TR BL T 4
systemctl restart crond.service

22 A5 1B R S5 5 B AR B b B A B IR 55
8.6.4. Ti¢E Anacron £%

Vi BEAT 55 11 5 BEE S A /2 /ete/anacrontab SCAF, B K gl it root A 7 #EAT
Vil e A DL N

SHELL=/bin/sh

PATH=/sbin:/bin:/usr/sbin:/usr/bin

MAILTO=root

#the maximal random delay added to the base delay of the jobs

RANDOM_ DELAY=45

#the jobs will be started during the following hours only

START HOURS RANGE=3-22

#period in days  delay in minutes  job-identifier = command

1 5 cron.daily nice run-parts
/etc/cron.daily

7 25 cron.weekly nice run-parts
/etc/cron.weekly

@monthly 45 cron.monthly nice run-parts

0229 WL
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/etc/cron.monthly

BT =478 X Sk HBL & anacron 1T 45328 17 PR 855 i) AH 55 4% 1

@ SHELL— I RiZ4T/E 45 ) shell 3555 (/-1 /& Bash shell);

@ PATH—— 1] AT F2 /5 1 % 4% 5

® MAILTO——if i L~ S 1 2 8 anacron 155 % th 1 H 7 () 44 FK s

W AT 2 X MAILTO 4% (MAILTO=), WIASS Kk HE{F.

Fe ORI PSS 5 FH ORAS O T SUAT 55 1) R I 1]

® RANDOM_DELAY——¥f <3 I 21| 4 £ ST 55 455 7€ ) delay in minutes 4% f&
AN FE N e S

BRHE LR, BN IR IO B BN 6 b

filt, 4k RANDOM_DELAY # & &E N 12, I XAFFE ) anacrontab 1
(W 5E—ANES5 1) delay in minutes {E #C# 3% F 6 # 12 43, RANDOM_DELAY
B AT DL E D 6 LLF, 4G 0. 4 E N 0 mFfx, JUIA 25 19 0 B AL ZER .
B BLAE I B B2 AR I, B, 42 G 3mSR E LR AR
H5 N Z3AH [ 1 HSH

® START _HOURS RANGE——11 RIME 55 7] LLIS AT (P I 8] B, BL/N B Ky AT

Tk TIXANE B, i, B T AR, Y R T RIME S5 A 4

/etc/anacrontab SCAF ) R ATAR I KIAES, IF H M LLUTF#% K

period in days delay in minutes job-identifier

command

P R AT 5 AT S

ZE AT L e L AN A (@daily . @weekly 5
@monthly), @daily F1#EE 1 RoRW 2 —ME, @weekly FIEEE 7 —F¢, 1M
@monthly WX RAES M HHREBT IR, AEXPMHRBELZZ D,

@ delay in minutes——{E AT AE S5, anacron %543 K] 73 B4 ;

%@ AR T DA s SO — AN i B s 0, WIRIREA LR,

@ job-identifier——H T~ H & 30 G e — ANRe 0 AT 55 1R 0k — 44 K
W W PAT () A %

X HL IR Ay A B o DL — AN R4 1s /proc >>/tmp/proc [ ir 4, ] BLZE — AN
T H 58 SCIA TR i 4 o

U (B FFRI I EAT #R TR, A spi b3,

@ period in days

® command
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8.6.4.1. Anacron {E5&
PLR A2 — N 18 B [ Jetc/anacrontab SCAF 0 78 191«

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

#the maximal random delay added to the base delay of the jobs
RANDOM DELAY=30

#the jobs will be started during the following hours only
START HOURS RANGE=16-20

#period in days  delay in minutes  job-identifier = command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob
/etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >>
/tmp/proc

{EIX /> anacrontab SCAF g U FT AT 55, HRHGBENLAIREIR 6 2 30 73, Jf
HALE 16:00 £ 20:00 Z M HIE1T .

B AW LIAT S K AE R 16:26 3 16:50 [A] 4 filk & (RANDOM_DELAY
FEAE 6 B 30 43P 6] delay in minutes J& PEAE K 20 2381 AT 55 I 4 E (1 i &
¥ H run-parts B4 Crun-parts A — AN HxAE D@47 S50, 10T H
T H IR AN FE P 14T /ete/cron.daily/ H 3¢ N I BT A #£ )7 . 2 I run-parts H
J2 W U T f# B 24 58 run-parts A (S S .

5 AMES B AT — IR /ete/ H 3% T ) weeklyjob.bash JHI A

B =AMMES AT A A, a2 il /proc NS 2 /tmp/proc AR,
AN H—¥ (s /proc >> /tmp/proc).

8.6.5. F{E Cron {£%

Cron 1145 B C & SC A & /etc/crontab A4, ‘& HAE#E i root F P HEAT Ui M) - 1%
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AR A DL A
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/

#For details see man 4 crontabs

#Example of job definition:

Hommmmmmmmmee minute (0 - 59)

#H e hour (0 - 23)

2 I I day of month (1 - 31)

#oo| | mmee--- month (1 - 12) OR jan, feb, mar, apr ...

# | | | .----day of week (0 - 6) (Sunday=0 or 7) OR sun,

mon, tue, wed, thu, fri, sat
# ol | |

#* * * ok  *yger-name command to be executed

A =475 T A1 anacrontab SCAF—#F 142 55 X : SHELL . PATH Fl MAILTO.,
WIMBEZAHRZILNZENGEE, EZS N 8.6.4 it & Anacron F:55.

A, e g X HOME %5, HOME &5 X—/1H X, ZH%
TEAT: 55 AT fir 2 BRI AS IR 1 A 0 2K H 5%

Jetc/crontab SCAF I RATACR HRIAE S5, I LT 4% K

minute  hour day month day of week username

command

PLF 25 T T AE 554 S8 AT I I 1] -
M0 B 59 (AT R AL
® hour—— M 0 3] 23 T =450,
@ day— M 1 3 31 MAEE B CanldR e 7 0, WIX B H U 0 2002 A1
X1z A R0 H 31D
® month—— M 1 2 12 AT =3 E a3 H A 19 181 52 44 7K, 49 4 jan 507 feb)
@ day of week MO B 7 AT EEE, 08 7ACKREIH (a8l il &
FRMTE AR, B sun 80 mon);
DL 2% T T AE 55 1 38 J 12k

@® minute

%}
)
w
)
=i
pis
)
O
AN
=i
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@ username o e PATIE S
® command P EHAT I 2 o

X By A BE AT LA — N 2RA 1s /proc >>/tmp/proc [y &, WA PLAE— AN
AT H 58 SCIA T i 4

X UL BRI S ImUE A, A ) WTUUHSRE R A A . Fln,
A month [ME € SN T, WIHZAT 55 4 A8 oAl 55 A1 10 29 A B H #HAT

BB ZAWESS (O AR T ADBEGEHE . Flan, 1-4 Ko 1. 2. 3,

M5 ) pRREMESRTEE T —MoE&. #la, 3, 4, 6, 8 WiAisda
TIXPYAS L

RAT (D ATELRSRTR € B KAE . F70E T 2 KAE I I0R 3% 20 K T S 30K
W . #lW, minute TiEE XA 0-59/2, WK IREERE—0 8. 0 KAE W] LLAN
A5 #lan, 8 month T HE & XA */3, WAES 45 = A H AT —
R CREBBPAS H Do

UItS () FFRI T A AT # TR, ASpi b,

4 root FH} /7 AT LA ] crontab T H K AL E cron /155, H P € X ) crontabs #%
{RAFAE /var/spool/cron/ H 3, JF H LB EATHH PR AT .

UL —ANFREE 7 ok A& crontab, iE DL S #EAT B %, HE HimA @4
crontab -e K {f il VISUAL 5 #% EDITOR ¥k 35 4% & Jf #5 52 (1 4 45 4% X I 7 (1
crontab BEAT Y B o 1% SCAH 1 H Fl/etc/crontab 584X A A k% o 24 H J7 Xt crontab
(116 Bk R A7 15, crontab % MM 7 4 5k O/ 47, JF 5 A/var/spool/cron/username 3L
fhrbe B 2 ET 7 8 crontab SCAFH A2, 1] crontab -1 fir % .

/etc/cron.d/ H 3% F 4 & 1) 3L Al /etc/crontab SCAF H A A A &7 . 2 A root
F P 8% SRVFAE 1% H 3T SRS oAt .

cron 5F ¥ 1F F2 & & 4> b KL & /etc/anacrontab 3 . /etc/crontab 3T .
fete/cron.d/ H 3% Fl/var/spool/cron/ H K 424k, FF A I 21 118 SO 2 20 W A7 o
PRI, 25— anacrontab B crontab XA B )n, JEANT EH JH T B3R

8.6.6. {ZH3 Cron Ry iE]

BRI Cron 195 1), 48] UE H /etc/cron.allow Fl/etc/cron.deny A . IX
BE 3y I 55 ) SO P AR R ) 20, BB AT DN 4. AR, IS ST A
SO VAL S H .

%0233 U1 3L 294 TT
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WRAFALE cron.allow XM, HAALE XA -~ A GAEH cron, Ff H
cron.deny LK B 2

R cron.allow XAEALELE, W cron.deny SCAFH F1 H (1 7 4% 9t 25 1 i
Cron.

W e R SRS S T, AN E T Cron SFRERE (crond). AKX R
B s I B — A cron AE 451, #4462 1y ) 2 1) S0 A1

ANE VT I SRR I P 4 AT 4, oot P UG 2 RS A cron.

st m] DU i i N A IEREE (Pluggable Authentication Modules, PAM) K
WV ) o AH N ¥ 2 B PR AT E /ete/security/access.conf SCAFEH . Bl 1, 7B SCARHR S
bt 472 )5, ¥ 24 root [/ HEW G4 crontabs:

-:ALL EXCEPT root :cron

PR IE AT S R AEE M HE A, 8%, MM A crontab -e iy &
I, RE[RFRAER B . BT 255, 155 % access.conf.5 F] " F Mt 0L [ .

8.6.7. Cron fESHIERZE

A5 55 10 78 1 44 B R E SUAE 55 1 38 0 AN 55 AT o 44— Cron Hx
B (fgl4n, Jete/cron.daily/) Y H run-parts BIAS IS X AR A H S PR AS H 3%
FIREF NN T 24 5, run-parts ARG A & AT IXLERE T

OV — AR, WA run-parts AR ZEHAT I H sk P A1 EE— A jobs.deny
. B hn,  hn A 1A R M Jete/cron.daily/ H Sk 2B — AN R E BORE R, 1 A &
/etc/cron.daily/jobs.deny Ao FEIXASSCAT T, $5 % 7 22 AL AT I 4 200 1) F5 P 1
LR (AN TR —ANHFETNHETFREIMASEL) . R —IE 55 PAT — A
4, & ir 4 M/ete/eron.daily/ H 5k AT B2 ¥, ] W1 run-parts /ect/cron.daily, NI
jobs.deny LA E SUH R PP AN 2 AT -

PEX—NA%R, G jobs.allow L.

jobs.deny Al jobs.allow [¥) i F B Ul F1 8.6.6 = il X§ Cron [ Ui i) H 4 ik 11
cron.deny 1 cron.allow 45 KL —#¥F .

8.6.8. At #A Batch

Cron ¢ JH KM BB VAL S5, At TR RAE — S8 & B9 I 18] B — bk
f£55, Batch T H A KR BEOR AR R Z0-F B 73T 0.8 I AT 19— IR PEAE 55

% 234 W Jt 294 T
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8.6.8.1. Ik At 1 Batch
BB ARR LERFCEL LR T at, WHATLL T s
rpm -q at

WO T, FiRar A kiR ] at 4 (1) 58 344 FR, 15 DRI An s AN E] T
BLIREP AL, L root I 4% R T (A% SR AE AT dnf

dnf install package
filtn, ZL[EIN 3¢ At F Batch, W RAAE AR AT RS T TN LU i &

#dnf install at

8.6.8.2. BEITAtBR%

At 1 Batch {45 #5 4 B atd IR 45 SR04 . A14s B @] J3 30 o 45 1R A0
JA atd k45, LA RN Bc Lk LT AL A R 3.

J B At 4%

BT IR e W IEAE B AT, WML T a4

systemctl status atd.service

B YA E P IEAT atd RS, 15 LA root I P EE M AT RN FF FEIA LA iy

§>

systemctl start atd.service
LA RS IFHL AR 3, 15 L root HI AT BLE iy 4>
systemetl enable aid.service
W atd IS5 AE R RGP G & A HEHL A S 30

=1k At IS
FAE AT iE 4 1l atd RS, i LA root FH P E AT HE R AT RN LU R ay

§>

systemctl stop atd.service

AR RS TFNL B )R 8, 1 L root H T HAT LR v 4

systemctl disable atd.service

%}
)
W
W
=i
pis
)
O
AN
=i
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AL RS

HHJT atd 55, 1§ LL root M7 AE A AT IR AT A LU fir 4
systemctl restart atd.service
i 457 11 IR 55 i R AR AR M P O 3 IR 55
8.6.8.3. ELE At{E%

LA At TR AT 55 A2 45 08 I TR AT, 1 4% LT AP R A
1. AT P N4 at TIME, X[ TIME &% fir & $UAT 19 151
TIME Z 50 n] LU DA AT A 208 X
HH:MM: $55E B DI/ N A 2> F, Bildn, 04:00 Kos B 4 5
midnight: 5 NP 12 55
noon: f5E N 12 Ki;
teatime: F53E N N 4 1

@® MONTHDAYYEAR #: %141, January 152020 %75 2020 £ 1 H 15 H,
EA R AE L AT IE R 5

® MMDDYY. MM/DD/YY ## MM.DD.YY #%3: 41, 011520 %7k 2020
1 H 15 Hy

® now + TIME: X L[] TIME i — ™ #%0f1 minutes. hours. days 5 # weeks
JUAN R K Lo B, now+5days 387 iy 2 K 75 I AE AL F1 K I (19 [7] — B [
AT

WA SEdR E I IR), LS AT DASR E ATk i . BT SR 22 00 T N Al A% 2C
{5 B, 152 % /usr/share/doc/at-<version>/timespec A L Af o

WA MR Sl T, WSS R A8 W IR0 [R] - IS [A) B AT

2. LRI at>ar SATIRRFT T, & EFH 4

A. BINAES NAZPAT I a2, JF3e T 48 ki, nJRIE G I, &

(=

B. M TR PN — shell BIA, JEEMAME—1T 2 5 4% F B4
.

A5 55 448 FH FH P (%) SHELL PR 5348 58 Jr i B (1) shell. FH P IR 6 5% shell, B
/bin/sh (LR SEHBIWE-— 4.

3. —HEALHR, WHE—DTATHIET Cul+D 464, Bl a AT RN

WX — R G oy A 5 IR AR P AE A g o b SR B, I R & LT
S A 1 T X 18 45 H - o

%236 UL 3L 294 TT
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BEBAEEMPATINES SR, EHH atq . 1HES I 8.6.8.5 A H S AT
TS5 T i SE 215 B

R m] LR at ar 2 H . BT WEZEE, 1HZS W 8.6.8.7 ¥ il At Ml
Batch ¥ 1 17

8.6.8.4. [ HE Batch {T%

Batch 2 /57 7£ & 401 B S P AR 2 0.8 LU B I A7 B 0 SCH— IRPEAE 55
€ X Bateh f£55, 5% LA N D BREATHRAR
1. AfEar2 A7 batch fr <.
2. BRI atar AT RS T, 2 RS L
A, RS DAZAAT I &, IR H R R4, w ks, wr DL R D IR,

I A S
B. fEM AT - Mo A shell BIAS, JRAERIA B & — 47 2 I d% K (el
LE:

255 ¥ A8 HFH P 1) SHELL 245548 & it i & 1K) shell F 7 1) % 5% shell,
B /bin/sh RGN,
3. HEALW, B -ADTATHIR T Cul+D A58, B a TR
o
WX — R 1 iy A B A B A A v b R R S, T H K DU T
S A 1 B Xk 18 45 F 7 o
WA ESLFPAT AT S50, i atq s . 1S W 8.6.8.5 i & S FAF AT
MAES TREZE .
b m] LLRR ) batch i WA H . ZTWHEZEE, HZ W 8.6.8.7 & HilXT At
1 Batch 1) V5 7] .

8.6.8.5. EEEHIITHESH

TEAFRHATH At A1 Batch ££55, W KIAAT atq 4. atq fr &4 s —
AN EERF AT AR SS R, BEAME S AR - o AT B AT A SO AR 55 % 5
H L ARSI 28k, P AR ERMATE CHIES . Wk root I/ $AT
atq iy %, W BoxPra 1 AL

8.6.8.6. FIMIMSITIEIN

at A batch iy 2 B &AM AT LI R s

%0237 WU 3L 294 W1
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2% 8-5at F batch Ay 24T 1L TN

1 I ik
M A S v i B i 4 B shell BAIAS, 1y AN AE

-f

i AT PRIRAT F A i BURA .
-m LS5 S8 I [ P A LT B
-v B R AE S5 HEIRAT YN TH)

8.6.8.7. I=#IX+ At # Batch Byif7 9]

& 0] LUAE F Jetc/at.allow Fil/etc/at.deny 3CA4 2K PR il %) at Fl batch iy 2 1 V5 7]
XLy ) SO AR R A =G, #E R AT AN A A, RS SCARER
AN FRVEALE T 25 4%

W RAEAE atallow SCAF, KA LA A W P A BeAE ] at 203 batch,
Jf H. at.deny T8 20K .

WA at.allow SCAEARAEALE, W at.deny SCAFHP 21 H A F 2 B 4 25 (B at 53
batch.

WG R SR E T, AU ES at sSFPHERE Catd). B R E
1T at B batch iy 2 I, S 2 BL LY 1) 45 1 ST

AN V5 1) 28 1 ST R R N RS AT 4, oot T EB LR & REAE HAT at A1 batch iy
%o

%0238 U 3L 294 TT
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9. AgRE

9.1. R&EMRSE

9.1.1. PBHMIE

i ki RGEM EE R 22 TH, v DRI ARR 22 F 4. firewalld SCHf
P 25 /)5 2K 3% X 3 (zone) & W 28 e . R N GRS AP K T A
‘©SCKF IPv4, 1Pv6 By kv B DA LUK A, IF B AT 3847 I 0 & R K AT &
I o B M S RE F A MR 55 B N R P T4 S T B K S 00 f 42 11 HL e DL Bl A
HEGT K 5

9.1.1.1. =EIh&

1) SEELZhAE B, R TR0 ) B SO I R A A B K
2) &4l firewall-cmd fiy 247 At 10 B AT & B LG AR

3) S firewall-config B JEALBL & T H (o] B 77 & 3K ;

4) SEIL ARG A R S P TR R BT K 5 R0 A A B

5) XL Fr.

9.1.1.2. EX&%

LA LU

dnf install firewalld

Ja B A

systemctl enable firewalld.service

systemctl start firewalld.service
PN iR IR

systemctl stop firewalld

systemctl disable firewalld

EEIRE LW

systemctl status firewalld




KYLIN
AT ‘é}’fa B ST BB 5 I 5 S R LV RACATEL 5 T

9.1.1.3. X

LR 9 4 4 73 AN TR R DX a0 GRS 00 N AR zomes ), il HY AN [A] X (22
(A1 (143 5 1) 47 T SR R 42 1) B T A% 328 (0 5t At o 497 20 EL DB P S AN ] A (0 X sk, i
P IS D 4 ot e PS8 AR A P X3, DAaE B 22 4 SR 28 B A SRl AR . SRR X
S A0 5 T BB O (A AT A A (1 D) AT A R P 25 (— S i R AR I X )« i H
i S 4 52 458 3 A W AE AN [F) 7K1 B9 A AT XS k222 4 505 1R 32 47 R 34 T A 2R
TR AR A g5 D R AU ) o e A 3k WIFT 4% 45 N ANE AT, T SR e 45
ZRIER N A% 8 5 AT . W8 2 R R LUAE 22288 . HI0R S A E O S M 4% 3
PN PRI o IZAE LR T BT IC 0 B A W 28 A B w5 90, e T
WOERR AT X AR ete/firewalld/ I X 380 ¥ 5E & — F 51 AT DL PR I8 P AT 31 194 2%

FEH R PBEE o A JLMAS [F] 446 A4 X3

drop (Z3%)

AR B W) P9 29 BB R0 R 5 5, A ARAT I 5 o AR AT A8 H 26 1) ) 4% 3%
2

block (BRI

T ] B2 W 1) W 4% 3% B #F #% IPv4 [ icmp-host-prohibited 15 B Al IPv6 [
icmp6-adm-prohibited 15 & T #E 44 .

public (AJL)

TEASLX BN AT, AREARAE W25 N 1 HoAl v 0L, ae il 2 i ik B 3%
.

external (4R)

RF ST R 6 28 A T PR D RE I AR o BN REAT AR IR 28 (1) A o
Bl, Haedelea £ E .

dmz (FEZEHX)

AT AEZE R XN B, A AT A FF U7 i), w] DU R e AR A

BB 2%, A WA i Tk R I .

work C L4E)

T TAEX o 0] LIS AR AR 9 2 P 1 204 g i AS 2 fe S5 0 i v g o A AN 9%
W 28 3o 3k B )

home (ZJE)

T KB W 2% o R m] DLUEEACAE AT 99 26 P 1) LAt oH SR AL AS <5 fa 35 S8 R ok AL
AN B W 2 e R 1) 38 2

% 240 T 3L 294 T
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internal (Y %5)

F T N0 45 o S8 mT DABEAS FAG A 0 28 P 00 A vH SREATLAS 25 i J5 1 ok S50
AN 32 e e I % 2

trusted (fF1L)

A 452 T A TR ) 2 5 4z

UL firewalld [ 545 X 382 public.,

7 SCRF IR X 8271 3

firewall-cmd --get-zones

BEE N K BE X I

firewall-cmd --set-default-zone=home

A 2R X

firewall-cmd --get-active-zones

L R DX 4

firewall-cmd --get-zone-of-interface=enp03s

2R P A 3L XK (public)

firewall-cmd --zone=public --list-all

I ISP A5 25 X 48 32 11 enp0s3 S N 3 X 1k Cinternal)

firewall-cmd --zone=internal --change-interface=enp03s

TKANE UM 2% 42 111 enp0s3 A N #B X 1 (internal)

firewall-cmd --permanent --zone=internal --change-interface=enp03s

9.1.1.4. BREER

amanda. ftp. samba I tftp 55 5 2L [{] R 55 C 4 firewalld $EHEAH N IRk 55, W]
DA ] i & &5

firewall-cmd --get-services

LRI &

firewall-cmd --list-services

X

5
)
I
-
=
pis
)
O
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Vs 0 http k45 2N EBIX L Cinternal)

firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload
B — A5 N 2143 X
BRI B IX, Bl o vF SMTP #: A TAEIX

firewall-cmd --zone=work --add-service=smtp

firewall-cmd --reload
BN XS, L\ TAEX R SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload

9.1.1.5. HEOEME

1 FF g 11
FT I+ 443 /tep i 1 AE N X 38 Cinternal) :

firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload
i 1 #6 k

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external
--add-forward-port=port=22:proto=tcp:toport=3777

LA A A B R B, SR IO (masquerade), AR5 AR IX 45k
(external) ) 22 ¥ % K% 3777

9.1.1.6. EHIE#EQO

firewalld & — > #f # 24 “direct interface” (H ##:10), ‘& v DL H #1# iI
iptables. ip6tables Al ebtables RN . & i& T Y, miAZH P . firewalld
PRAE XS B 88 350 H B938 84, Fir LU e BE B0 firewalld A1 B i A 1 4 s 1 A 2K
(1) FE 3 35 1 1) B 5o T B o 1) EH 4 o --direct JE DA H o« BB um DS i %
SHE R, DAEAEIS AT IS ] A 500 58 B 197 8 BT o T S R0 D AS J2 7k AT 1
B 4 i 1 tep 9000 i
firewall-cmd --direct --add-rule ipv4 filter INPUT 0 -p tcp --dport 9000 -j
ACCEPT

firewall-cmd --reload

%)
)
N
)
=i
pis
)
O
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9.1.1.7. EMNM (Rich Language)

il 1 “rich language™ 5%, ] LA b B 44 1 07 200 ) BR AR 19 O v 3 5 O
Bl KA F o e AP IR BE R AR B W B o IX P 5 T UM R B 40 X, AR SCHF
AT BLE 7 Ko P A H L 0L root H 7 B A a8 47 o 30— TR 1) i 4 A
XF

#firewall-cmd  [--zone=zone]  --add-rich-rule='rule' [--timeout

9=seconds]
8 R — TR -
firewall-cmd [--zone=zone] --remove-rich-rule='"rule’
AT — THURHU) 2 A5 A7AE
firewall-cmd [--zone=zone] --query-rich-rule='"rule’

— A BRG], R A TP HihE (192.168.0.0) (1 il 45 #% Bl & B K 3% Ao
VFUN R IR %5 http, https, vnc-server, PostgreSQL.

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="http" accept'
firewall-cmd --add-rich-rule 'rule family="ipv4"

source address="192.168.0.0/24" service name="http" accept'

--permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="https" accept’

firewall-cmd --add-rich-rule 'rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept' --permanent

—]

firewall-cmd  --add-rich-rule 'rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept'

firewall-cmd  --add-rich-rule  'rule = family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept' --permanent

firewall-emd  --add-rich-rule 'rule family="ipv4" source

address="192.168.0.0/24" service name="postgresql" accept’

—_n

firewall-cmd  --add-rich-rule  'rule = family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept' --permanent

firewall-cmd --reload

9.1.1.8. fIERF

BT kS & RTMP (RTMP j& Real Time Messaging Protocol (3£
N B ME SRS P ET TCP) i 1% 1935. &
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/etc/firewalld/services/ H &, FFH LA AL B SCA U0 nfs.xml 1E Sk BEAR .

cd /etc/firewalld/services/

B . % H SR AR R 5 I M g ik o5 A 1 28, KR F27%, AR
B. EXAHSPRENT &0l ME RS . 721 H s B € SCHT I 25
55, WABEREINANSE xml € 3, Ja G2l By & ml L E SRR

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

VW ki H b R o AT IR S5 0 xml SO 5 RIS H kb, R
1A AR AR AT PUE S v i S f .
#cd /etc/firewalld/services/
T HAE M nfs.xml 4 rtmp.xml
#mv nfs.xml rtmp.xml

NIAE T vi G B A2 2 rtmp.xml] SO R A7

<?xml version="1.0" encoding="utf-8"?>

<service>

<short>rtmp </short>

<description>RTMP Stream </description>
<port protocol="tcp" port="1935"/>
</service>

B ARG5S T B AR R 44 5 IR AT g 1 9 4 TR E Ay A
RPN 44 o R 5 0 R 55 0 N Bl K B R

systemctl restart firewalld.service

firewall-cmd --add-service=rtmp
firewall-cmd --add-service=rtmp --permanent
firewall-cmd --reload

9.1.1.9. firewall-config

firewall-config S #5857 KB P A Re o & BE A ] LA & R e R g sl H
Himg . it firewall-config A F* vl DABC & B KBS R VRl e 25« o 1. Eh3es
it Ve J A ICMP 1 € 28 A1 2 zone (X 480D 15 'H 45 T fig LA 5 Ak B% v & 58 N
RSN o e 1 8
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BcBEE Ea

XHHF) ERO) ZTE(V) BEHH)

v EEEE BE: B

T B BE  IPSets

ens3 (ens3)

BAE: public FirewallD BSE X THENMSEERE. BOULRRBE]ET EHZRS. ®WO. i PR

i-{m| £ BOMYEE. CMPHEURERANNES, K EREOL RS,

.. ot < BS WO BY  BEO0 6% monx
drap o] IR B X E PR :j‘_E“ P EREHENXTEEE
extemnal %, BEOUNENHE TNARER « iR SRS
home
internal BEs
public amanda-client
trusted amanda-k5-client
work amap

amgps
apcupsd
audit
bacula
bacula-client
bgp
bitcoin
bitcoin-rpe
bitcoin-testnet
CRIE firewalld 3%,
BtiAEfd: public LogDenied: off m@iEst: =5 SREMEF: system (off) Lockdown: =
& 9-1 P kK EERCE

firewall-config T/EF I 73 =804 b2 F 5, HiE2 i &iEn.
MR RS ICMP i H . 4 SRR IR TR

YL R N7 vk S RCIE TR, XhREE firewall-config T H 2 4%
BRIH P X5 6 )7 firewalld. 73 &, ICMP 288, H L & (Direct Configuration)
Mg E 34 (Lockdown Whitlist) #3285 HAE M EF F R b ik $¥62 Ja A 6 &
W, .

1) firewall-config 34

firewall-config 3 > Fi. U %V_El/\ﬁilﬁ A, kG, EE, W Hagmi
SRR BN, eSS IL

BT K G B K iJuU”J 1) 41 B A IRAE3S AT 1R TG B ) SR A K
ABLETEAE, BAaRGHEE G ER.

B A R DX e B o R R T BR A X

AR ER N DX I s B S 49 5 2 ) o e DX RN 2 1

NoaE I N EUERE R B .

B BE T DU B KBS E AT s, R v a4 B N R e 2 AT 2
Bl BERFPEA firewalld 8N T 481 5@ A% Hi N H B3 ik 45 T & A B G B T 0. e
T MR B R N R SR

2) EEHF
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TR AR AHE BN AE 2R 48 8 IRk 55 3 00 1 I (s o 7K A T 688 A7 £ 1 T
SCAER, AR RPLAS S B IR SS S . FEFT AN K H Bk R .

3) XBIEF

DX 5k 328 T A T I

W 26 B 7 K 8 DX e ST IE R SRR . firewalld $& 4 T LR TIE X
Dok o X HLA a4 . B, . ICMP EIESA AR E . X
A CAZS i )48 D RIYR Mtk o R 45 73 001 e SCMIR A XK 9 R 45 0 T A 1R . BT AR 1Y
IR 45 T LAGD s 1% X AT ROE B #e0. AiEHE,

iR 45 3k

WiSEEE Ex

XHHF) ED(O) E(V) MEHH)

v EREHE EBE:  EfE -

&g Eif RS PSets

ens3 (ens3)
BLE: public FirewallD &8l X THENMEIEE. BOURSRS RARES. ®WO. DL IPH

0 2 BOMEXEL. CMPEELUREAMNEAS, Rigs BizOuk Ethat,

o - ( BS  BO WY B8O 4% mOwR
drop AUEREENEEPHERSECEN, TEREYRIX T EHNE
xaerel #. BOAESHFEINARER - & UHRTEEE.
home
internal ﬂg‘
public condor-collector
trusted cidb
work dhep

dhcpv

« dhcpvé-client
distcc
dns
docker-registry
docker-swarm
dropbox-lansync
elasticsearch
eted-client

BRI E firewalld B9:5E

BHAEiE: public LogDenied: off ailis: =H BoyEEHEE: system (off) Lockdown: =

B 9-2 iR EIF
. i H ok IR
i 1~ 8 IR R ¥ Fo VE ML B W 2% 7 ) #) S 1S
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XfHF) EM(O) EE(V) WEBAH) |

v EmEEE

be3i ]
ens3 (ens3)
KLE: public

#0
xiE

BRI F firewalld B3,
Bl public LogDenied: off m@ifs: =5 Ex#EEiERF: system (off) Lockdown: &M

EE: &M~ |

Eif [EE [PSets

FirewallD BUH{E X T EMMIEER. BOURBOLNAEERE, KHRES. BO. Bl PH
£, BOARXEA. ICMPEELRERAMMAS, X UHEEEOUR RS,

e « BE @m0 HY  EE0 6E EORR >
drop ;
EXI&F:‘

inter

+Ain(A) TiRIE(E fiR

&l 9-3 ¥ O &I £

LA VF UL & I B KRS A FE AN w1, R Bl firewall-config Jf 0 5% AL T
ACTR S TR I 295 DX o 3k R w1 I bR I R A RS N4 L, Port and Protocol St 4T

T

i N i T Ch B e S L SRAG VR L AR SR L E ¥ tep B udp.

i, Dh ke 72k 1R

Dh 2 130 T FH R AU AL AT 94 29 My ik ) DU i S 21 23 1) TP b ik

BAEER - ol

XHHF) BEM(O) FHEV) WBEHH)

v EnhiE

ElE
ensd (ens3)
HUE: public

EO
|

EE: =78~
K B%E IPSets

FirewallD EZHEX THEMNMEER, BOURBGLENCEEE. KEERS. KO, DX PH
£ EOAEER. ICMPEELIRZAMES, KHsLUSEIEOLRERL.

ey « B% WO HY  BED BE  sORR

i, NRTERE-SRENLMAEEEFERANINAERGE, HE

::::ﬂ ZREAN, ENEHREERIN, SEINI UL MR IHR
GEERAD, REUERT PW,

internal

public MERS

trusted A .

o MRCEARE, BEREN PvRBSEIPRE.

BRIE firewald 0951,
BHARHE: public LogDenied: off M@iid: ZH HMMMEF: system (off) Lockdown: 225

Bl 9-4 Dy T IR~
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B IPv4 Huhk e 3 g — AN B — [ A SR b bk, WS 3)) firewall-config - H Jf 1%
P 7 L e ik () B9 % X B E Oy e AR A5 N AT B AE LU AT TPv4 Hb hk A 8 il —
AL — ) HL
iv. i e ki R
Uiy 12 e T DA S 380 g A g 1 DA R /el Atk 3 L

BoosEE ' I
X#(F) EWO) HHE(V) HEEIH)
v EtHiE RE: B~
EiE Eif BE IPSets
ens3 (ens3)
HAE: public FirewallD EC#{E % THEMMEIER. BOURROLNTEEE. KH2ES. KO, B PH
g0 Z, BOARNEE. CMPEEZLETAMNEAS, K UaEsEOURERt.
x5 ok « BE  Ho WY BEO 6% mows
srop FMEERFELRO, FTURNERRERN—THONS— KO, 13
exiorpal UENEHERTS— 58, BEES—TRGDEROSHENNE
sl HH. WORERERT IPvé
internal - sEli e £
public BO il BREO BMeh
frusied
work
- @I(A)
2RI E firewalld BEE.
HiAEi: public LogDenied:off FREs: ZF BRMWMERF: sysem (of) Lockdown: 2f3

B 9-5 3y ¥ R FIE

AN 08 i 1 A N il X 4% i R Bl “packets” B AN P S HB ik B AR g
U, e iOn P 3e TP Hihik, AR5 0k £ H B RARSE o 75 % I 5E B o e BN uh i
P UCR Sy 1 B g YO B . SRR A T T RCE H ) s 4

PRI R B — AN A M DB A — R G L O, T A M R A R AE,
o N L R T T A M g 1 N o RV . A R i B LA IPv4 bk,
VU3 B 2 i B Iy — > v 11 S A, N H R TP R bk R o 1 B s S T o 2R
Uiy [ A7 B 2 il I BR N 3k B[] — AN g o i ) 0 B AT B e

V. ICMP il j&#s 7k mi -k

ICMP i 985 7T LUk $% Internet #4 il 4 SC W B3 4 0L o X L84 S0 AT BLZfF B E
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v EheuE EH: &7~

g Xif & IPSets

ens3 (ens3)

BRE: publc FirewalD KHUE X THENMAER. BOURFHLOTERE, KHRES. %0, Bl PH

#0 Z. BOMYSE. CMPEZURSAMNMSEES, RigaUsEBBOuUR Bk,

i i « HMO P EE0 HE  WOKE | CMPERE
drop ERRESEXHN (CMP) TEATERMNHENELZLEE
amal 8, BHEE%EMNping FRURENSES,
internal ICMP 28 EFIRPIFIZEERELE ICMP
public address-unreachable - X8 FMEHE ICMP 23N
trusted bad-header wEdAE, ARERRER
work beyond-scope o

communication-prohibited

EhdEE (
destination-unreachable MESATRADES (Invert

Fiter) , fETHRZHICMP B8

j::::u"m REMES, MARIENUE
failed.-policy . EHEENDAOP WEE,
fragmentation-needed Eflz®Es
host-precedence-violation EEIES

host-prohibited

host-redirect

BRI E frewalld 5151,
BHARS: public LogDenled: off @ist: £/ BRMMER: system (of) Lockdown: 2275

& 9-6 ICMP T 33 T £

P EE 25— ICMP 138, WS 8l firewall-config T H Jf 3% £ 2 il 3§
HAR R B M 45 X 35 . i $E ICMP Filter B I £ 5 B 48 75 2 3R () ICMP 15 22K
R R IENE . 35 B R R HE LR F 08 . IX Bl i e 2 P ml 1, BROA i 4

vi. BN E TR

FLEHC BRI R AR = AN FIE . B MR 20 . B00H DLR X AN IR
TR T MR 2% B N T R R i R B KU o X e R S E K A R, I
HAEW H| firewalld it D-Bus fZ18 580 )T BEEAE 5 ) dF ZEHT N

AR - oK
X{HF) EW(O) BH(V) MHEBIH)
v ETNEE RE: &4 -
i EH ES PSes miEmm
ens3 (ens3)
MU pubiic BEEEESTHEEGRNAEST. TEEAREAF TREERN pables B2, LK. #. 9.
=0 SNHNEN. HEEBNEZNETLEM trewalld MEESF O] BHNRETE.
%5 &1 fES PV £EEH ipv4 & ipv6 & eb, ipvd BT iptables, ipvé AT ipblables, eb AT L ARETE
(ebtables)
B a9
S5ANEEERHMINE
v & ®
+#m(a) HEE (R

BRI E firewalld B9E .
A E: public LogDenied: off @iEx: =F BEDEBIBF: system (off) Lockdown: 25
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FLH EFE K A (Permanent), g 48 & U0 31 & Gt B0 BIs K Sk B8 N 280N AT 10
JE o
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i 2% 35 (0 ST JEAE, JEHESTH A2k, 7 Permanent #5530 B BBy K A5 (9 g, AUAY
A5 H N B B7 K 8 B R G 25 AR AT AT SRS BT R E R n ¢ ]
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BUR: oo BREESTHRGRANCESS. ZERARERS TRESY pladles B2, R, &, 24,
=0 2X08%. HEE ERATHHEM frewald EREF S BROREFH.
i S-T1R{EN IPV 2D ipvd 2 ipvé B eb, ipvd AT iplables, ipvd B F ipblables, eb BT LI AMETE
(ebtables)
B AN w8
SiMEREERNMINE
v & B
+ &(A)
BRI E firewalld 8915 1&
HiAEf#: public LogDenied: off g@#i: =H HIEBHEF: system (off) Lockdown: &m

B 9-8 B2 B KImB E
5) BB IX
FEVE — K B OB 3 H 2y AR BROIAE, WA 3l firewall-config, M
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SR LB 1 T 55 AR A RS VLL RS B T

XfHF) EM(O) ZE(V) MBEIH)

v ERE EE: &5
e Eif BS [PSets
ens3 (ens3)
—— TR PSel QAR RNRES, UBRH P Wik, WOSHE MAC W3t
R 4 R
iR
AN TFEFIEER _
A ";N S but ;ETM ipset £E IR ESH
" BB £ ipsel 4TINS E.
i
dmz
drop
external
home
internal
public
trusted
work
@ EUH(C)

RRETER A K B E R AR F 1PSet

BRI E frewalld iEHE

quﬁ:DUNE LngDenieﬂ-o'T Ea2HX: =8 BDEBERF: system {off) Lockdnwn:;.:,'ﬁ

B 9-9 BB A X

9.1.2. HHitEHE (audit)

9.1.2.1. f&sr

audit T H n] UK 8 70 5 5N H S S0P ARl sk R g0 AR SCPE U7 R o
B AT DR A H S, B E A A AE AR (I 2 DORIMON B sk, B
FI 06 28 88 AT RIS D o

9.1.2.2. EHREEHH
audit.relus
¥
User ICTTRT - e e | i I
-~ |
FiF Task ool Exelude
B
R Qﬁﬁt& B audit.log
Exit  proeeeeees | 4 rI
Linux P8 ausearch aureport
auditd. conf
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Y] AR EI IR, BEACGRA 2 R R . B A W ORER )
W] R R P LR RS A (user, task, exit, exclude), A5ll/2— &R 51N A
F£J7 (auditd. audispd. auditctl. autrace. ausearch Fl aureport 5% ). Linux P 1%
(1) JLFh Z 4810 2

User:ic 3g P 2 (8] o 772 A2 (R s e B0 T & D 2L, WAL e 45 o it
SRE R [ v

Task: FRESN R FRERE (fork)s 45— MES BN, Wl & bR
L fork A1 5a i Y 2 1 BE AR N Il S iz F A

Exit: 4N R G0 45 A0 A IR o2 15 il s i

Exclude: B A G F4E; Exclude & H R 38 B0, B ate A HEE 21
T JE AT LA X B R ) AT R E

audit 72 W RZ TP DBCEL, N IS AT RS DLER 45 A5 audit ad sk, XA AR
(R0 D) 2 p R 2 7 ok e B . IR I audit BB E BN E 1 — AN N H R R
auditd KA 1. audit 7 A2 KB A 2 A8 2 auditd 1, AR5 1 auditd BE47 3L
‘T #AE . auditd.conf J& auditd AL E A . audit.rules A& audit LI SO, ff €
audit (1) H & il s B Le s/ o el A xS audit $EAT 35§ N H B P auditetl
AT EAE o root H /W] LLE B2 A auditetl AT #4E . auditd W BI85 & F
A L. BRIA B 2 ¥ H & IR AF /E auditlog 3C R, BROIN B A%
/var/log/audit/audit.log. 73— 181 audispd # HEUHAT 70 K .

BT At RG] R TS B Ha LRI, ARG RERE X
e BCE S Har S, W oE N, SR5 5 H audit s RE R O R AR 2R 4T H &l
S, g5 A AR R T AR R R 2 T AR R U o3 A A

H /25 8] 8 v 2 40 auditd. audispd. auditctl. autrace. ausearch Fl aureport
SN FE AL R, T T O B

auditetl: BV IS 448 ) w7 TF 57 57 30 R AT O ) T, s iR ) A

auditd: audit SFH U RE A ST N ARG BB ABE A B, X EE S BN
R R MR GG S k= 4 o P 28 (s vk R Geil i auditd Ji5 & oF BB 0N 4% w8
T RGAGIL R HE B, ¥ A5 RS A F/var/log/audit/audit.log.

aureport: 1 7 Al A= Bl f vHHR A 1 T H .

ausearch: % #8851 SF A} 1) T H

auditspd: % K S AT A 25 oAl Ny AR e, i AN & BN B o H & S0

autrace: — M T EREZHERE A dr & o KL T strace, BRERR —AIERE, JR¥ W
ERINE R EHNHE X2 .
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9.1.2.3. REREE
1) M dnf T A 2 BB

dnf install audit -y

2) audit At & A

audit % 3% 5 & A2 2 ML E SC A /ete/audit/auditd.conf Al /etc/audit/audit.rules.
/etc/audit/auditd.conf & 5§ FE 7 (1) BRI C B SO Jete/audit/audit.rules 52 10 5%
TERL SO o 1 IR 2 %€ audit i, B VR RN SCAE 2 2510 .

/etc/audit/auditd.conf 5y 3 F5 7 (1 BRA G B S0 A OGBSO AF
I T TR 5B N ete/audit/auditd.conf

#vi /etc/audit/auditd.conf

# E H &S

log_file = /var/log/audit/audit.log

# B HE SRS H, B~ 0~99 ZMmE. mERENNT 2,
WA SEHHE . W &A% E num_logs {H, BN N 0, FHRE MK
AEH H &S

num_logs =5

#¥CE H G S0 R A LA AR

name format = NONE

#CE H RN, BOIR PR K H SR E. Bk XA
HEW, 24T max log file action 5 & 13 1E

max_log file=6

#¥CE H & SO Bk e KA 5 K0 4E, X Hi%$ ROTATE (B2f))

max_log file action = ROTATE

9.1.2.4. auditctl 5 < EIT

auditct]l Ay 2 U1 .

auditctl [J£ 1] filter, action -S syscall -F condition -k label

£ 9-1 auditctl iy & T

i H TS H Vi B
_ filter 1 41 Ui BH IR AN P A% R0 01 G B ot 9
user, exit, task, - )
filter RN AR FAE . Ly 2% task. exit.
exclude

user LA f exclude

=
H
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R | P LTS 5 L 25 B B R RV 1L RS54 5 5 T
. 7 A7 i FHAE Calways R Ix 72 ) (never
action always, never B
LR
Fr 5 W & 4 W K # v LA
syscall all, 2, open %§ /usr/include/asm/unistd 64.h 3 £ 7 &
E2l

TE AN U 0 A 3k 0, 3k — 2548 oo )
condition | euid=0, arch=b64 | K E5FFEZeMy. 41 ID. #HFE ID Fl H A
PN 2% kg Rk il A = A4 A DL AT

label fE = PR s % A IE R R H A&
-S RINRGH AT 4T
-F 7R B3
-k RN BCE AR B ) o RO

9.1.2.5. audit BN

audit B vF R 43 B = A8 53
1) #HIRN) . XL T R ARG R EM R E .
21 B0 D) AT DLAE Jete/audit/audit.rules H iR B . B A
-D#I R BT A4 117 258 280100 o A% R U #
-b 8192#4F W %t W E d5e K& (1) CAF 8 I H B S8 vl X 5 8MIb#
-e 2 #AUE WAL G B #
2) PRGN XL A H s A Al X SR, FRATT AT B A
XPRE 58 SCAT B8 H S AT AT 28 Y 1 U7 19
AL auditetl dy W E . W RGAT N (REESCAE . H AR B
PER R
R A% 2K
-w AR
-p *XEE:
-k RBET
Forp-p BRI BN 1E 23 b DY Fifr -
r— BHOCCAECE H ok
w— BN EE H
X — 147 AR ECE H
a— DUBAE AT EE B e v .
1] 41 LS 5 Jete/passwd SCAF B ST b, WU H X AN g 4
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auditctl -w /etc/passwd -p wa

Bal DA H ¥ iR N A I 3] 3 /ete/audit/rules.d/audit.rules H B} 7] 52 ) )
SRR AR
T A A S T RE IR H B 18 2 ete/hosts SCAF 2R

auditctl -w /etc/hosts -p wa -k hosts_change

3) AU AR« 3 L R0 A A e A e R R S P R AT ) AR GE M
e

% 2 G R AT e 2 o 1R T B9 H SRS, X e ik WA R 32 R BT
JIT LA H A R R A AR 8 i T T 22803 audit.rules o WEREE UF A OE H SRR,
HBEXT 1% H AL & AT H vk o an AR o R S, #E— A

AR GUR A A

-a VSN 2% ZR G0 AT AR

SNIRTRIS o SR W N R

3 715 T R o3 R

-D IR AT R 5

-d IR 2 LU AT -a X BV 5

-w B H K

-W MR — 45 RN AT -w %) B

-1 B H B R

K5 Al AR LE S, R 7 (UID 2 10001) U5 ) FAR R ) H & 4%
EROEEWIE
auditctl -a always, exit -F arch=b64 -F auid=10001 -S open -k

userfile

P userfile &P H AR ER MWL S, PLEMEEESYE T, winl
PLAE RS T o Al auditetl iy 2 98 I LA S K A 8000« A T kAt AT
LEH B A 80 )5 A 20y, n] DU HS i 21 SC A Jete/audit/rules.d/audit.rules H .
9.1.2.6. STFIPiHIE

IEEZIE

systemctl start auditd

SEuVEEIE
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7.

systemctl enable auditd

service auditd stop

service auditd restart

7t /var/log/audit/ H 5% v Jig e H & S0

service auditd rotate

IR H A% A H S m EOF T da, B A7 78 BOA 2 W I 1L IX

A% H S SO DL -

service auditd resume

B RIB TR -

3

service auditd status

A H BT AT I S 010 DR ¢ 2% -

auditctl -1

Bic & auditd 19 H & SC4 210 72 E L.

Z3

a

[] oK £

{8 1% audit It 55 % 4 F) AL kylinl, ip Hidik 192.168.0.1;audit 25 J %t 44 Fx A2 kylin2,
ip Hhhik 192.168.0.2.

18 U5 45 44 vt T B S A4

vi /etc/audit/auditd.conf
#IE i W S 14 60
tcp_listen_port =60

EVEY &

#service auditd restart

) i 2 SHE AR R R A I LG S A

#dnf -y install audispd-plugins
16 Bl B S AT

#vi /etc/audit/plugins.d/au-remote.conf

A 2 H S R B H &S IR 55 4%
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active =yes

#vi /etc/audit/audisp-remote.conf
remote_server =kylinl

#1124 60
port = 60

#vi /etc/audit/auditd.conf
log format =NOLOG

X5 R IR 55

#service auditd restart

9.1.2.7. aureport

A R E T SRR, T aureport fiv 4o W FHAT aureport B A il
FHARA T, W& SRl Bk . R JLA B+

A RS B R I TR) P PP A A

aureport -ts 8:00 -te 17:30 -f -i

PRI AT T R A I R S AR

aureport -u --failed --summary -i

A AR G AR

aureport -s -1 --summary

9.1.2.8. ausearch

fii H] ausearch, #A] LUk YR8 2 G512 A o o3 ] DL ok s B0 % e 0 5
IEDU A Cln R GE i FH EH 7 44D SRR . B root /7 $4WAT ausearch x4,
MR GRS, A USSR 4 KA ATRR I, BN IE AT SR I TR BR
ico

7/~ : ausearch -f /etc/passwd

%)
)
W
Q
=i
pis
)
O
AN
=i



kVLINSOFT KYLIN
BB é)}’fa;mm LT LS G TR 6 SR F R AV 1 FRS E  TA

[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle="whoami"

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts@ ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined_t:s50-50:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="1d" exe="
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s0-s50:c0.c1023 key="passwd_c{

9-11 MR

i th g5 A4
time: ®f T I 7] 5
name: # T X 4 ;
cwd: 24 | B 115
syscall:AH JC 1 Z 48 U H
auid: # 7+ H P 1D;
uid A1 gid: ¥y ia] ST FH 7 1D A 7 41 1D
comm: H 7 U 18] SCAF 1) A 4
exe: I IfI i & I A AT SCAF 2842
N2 LA T
HRARG G RN, AT fr %

ausearch --message USER LOGIN --success no —interpret

WRIAWKS, BH, MORE, FHU N

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER CHAUTHTOK -m DEL GROUP -m CHGRP ID -m
ROLE ASSIGN -m ROLE REMOVE -i

RN E I 1) B R I R Ge i, AT BU T A 4

ausearch --start yesterday --end now -m SYSCALL -sv no -i

R Y (key) JHZEH M FHAFIL K.
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auditd £ HESCF AR ILR 2, W RWA WE R, AR R
FfFadsk, MARET (key) TTRLSE MR .
B 56N auditetl iy 4 H LS -

auditctl -w /etc/passwd -p rwa -k passwd _changes

b TRT I AN B g e R S U 1) B A B /ete/passwd PR P BCHE R AT A 2
W — BA NMES T B Sk, v DT a0 F e 8t (key) R w4410 %o
Y (key) R IFFAFidx:

ausearch -k passwd changes | less

R i A B R U ) BE M ete/passwd SO H GG B, ARG B 2R,

9.2. LLEEMAH

9.2.1. KYSEC Z£##l

R TR RN vy IR 55 A HRAT R A8 VI 45 & 7 3841 R ks N ELAT [ A AR AT
ARGz L, e KSAF MRS N RS P AT #2480 SO i £ A
RS EI A I P . ERER R A8 . =Ly 3L 2 A i) 4
9.2.1.1. REKBIRE

KYSEC L = FoR A& 58 H# L Cenable). A X (permissive). <[]
(disable). SRR N A GEHATIEE N IR, BIAE R P AT 8 S kbR il 1
R, AN, RO il s AR N R AT AT A, ANAE IR AR
RGERIN KYSEC % 40RA N KPR, TS SO R BRI R AT Bk
WA A AR BB D BOIR A R AL T OGRS, =B S G T .

1 E kysec ZATRAS |

#kysec policy status

kysec status : enable
exec :on

exec script . off

%0259 WU 3L 294 TT



é%%% o BRI IO 2 G S B R A R AV RS B 5 T
net :on
kmod :on
file :on
proc :on
3adm :on
box :on

BE kysec % AMRAS NI BE
#kysec policy permissive

BE kysec AR Ky o il X
#kysec policy enable

WHE kysec 4R Ty KM

#kysec policy disable

9.2.1.2. #HiTHEH

LT R IR 1 B I 55 PR AR AE R G VLRI T AT SO BB g, AR R 3k
SRS, ARG B MR, Hoh A 4 s SO pE
PAT, AT 2 N3 $5 USSR Bl AR 1k AT o AR AT IE AT ) AT BRAT S
fEMIBR Bk, #I0. B, EMaEHRERE, S IEHIT.

(1) JF)a AT 4516l

PAT R HAETF I kysec IFBRINTF i, 25 AT 42 11 29 117 2 5% TR A 0T LA 3
A I

5

#kysec policy exec on

(2) A AT SO I hAT 2 7l
W A B /tmp/1s AT 2R 6

%0260 WU 3L 294 7T
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#cp /bin/ls /tmp

#/tmp/ls

i

PR B tmp/ls HATEESI A4 )5, 2 WA AT /tmp/Is F2)7:

#sudo kysec_policy exec -A -f /tmp/ls

#/tmp/ls
S Utmp/ls B P N A G, AR AN B FF AT
#echo “ ” >> /tmp/ls
#/tmp/ls
(3) A HRAT BIAS 1) $h AT 42 71
WA 45 kysee JF A I BRIAOC T, HARM T HAT# 61, A 93AT #6157
RN, A ARG TE R WA 5 A 2 R

#kysec policy exec script on

) 38 | A S tmp/test.sh FE IS INFAT AR, N U0 F -

#!/bin/bash

echo “test”

#chmod +x /tmp/test.sh

HJT AR 0 2, # ISR AT
#/tmp/test.sh
#bash /tmp/test.sh

O P B SO kysee bRl JE . FE T BE IE H AT
#sudo kysec policy exec -A -f /tmp/ls

(4) WAL P AT 2 7l
JI P ¥ vl Iy W AZ AR B S 1) H ook, ol &8s I ez i g, B
AT RN DI RE, a2 I
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#cp /lib/modules/ uname -r'/kernel/net/netfilter/nf conntrack ftp.ko ~/

#sudo insmod ~/nf conntrack ftp.ko
& 0P DL AR e bR, I mr LN 280 ey

#sudo kysec policy exec -A -f ~/nf conntrack ftp.ko
#sudo insmod ~/nf conntrack ftp.ko
(5) MHERIAT 251 1 44 H
MPATRE P A R RS, R P SAAT S RoR O RUR AT, T R L
T 7 MM B AT 25 10 F1 44
FaE SO AR, AU AT SO AR . A B I PR (g Ao, O
ERI S AR AN AT I 4 2R RS AT

#sudo kysec policy exec -D -f /tmp/Is

T H A, 28 H NI AT SO R AR 2 e I 44
HlER, B AEDY RS

#sudo kysec policy exec -D -d /tmp/

TR, SR AR DT AT AT SO AR . BIASRIIC =2 28 A 11 42 F
MR, 2 AEDY SRS

#sudo kysec policy exec -D -P openssh-server

(6) A H AT

TETE RTIT A kysec B, BRUCKE RGN U SCAR I (A 44 e, o] DL ik e S,
H SR8 Ay X, g R B2 o 3T, B - #A A B .
fRE A AW R A .

#kysec policy exec -L -f /tmp/Is
Fa0E e B e A 5, 8 H b USSP 5 Al AT
#kysec policy exec -L -d /tmp/

e PP ERR S A A B, 2PN PSSR Al 3T
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#kysec policy exec -L -P openssh-server

(7) AW ORI
CAE A AR PUSESCIE, B SUR FRIAT, SRBATEHIEEL e R4
Il BRI

#kysec policy exec -L --tampered

(8) WSINANE 12 g
PATEE RSO T AT B EAE R RAT P, ASIANVE R S, AR
AT OIS IMPATIE R A 2 5, AP TIEREEE. Rl A A
TG, ANEFESRIE SR A B SO AN 2 BIAT RIS R St TS IANE A2 SR
P
T 58 SCAF ARSI AN 2 SRS
#sudo kysec policy exec -A -e -f /tmp/Is
558 H S BRI AN P SRS
#sudo kysec policy exec -A -e -d /tmp/
a8 AT B I A E RIS .

#sudo kysec policy exec -A -e -P openssh-server

(9) JIERANE 2 s
TR AN P e I, AT 42 ) T 42 R PP ) P B
FRE SCIF AR MR AN 2 SRt

#sudo kysec_policy exec -D -e -f /tmp/Is
a8 H AR R AN 2 SRS
#sudo kysec policy exec -D -e -d /tmp/

a8 PRI R AN 2 SRS
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#sudo kysec_policy exec -D -e -P openssh-server

(100 EHJAVE 25
ANE PRSP BB, SRR, AT SR .

#kysec policy exec -L

9.2.1.3. X#RIPFThRE

AR IIRETE R I, AR A SCAEANRERAE . Eanda . MHER. XAERELRY

A YEH B A0 ESCAEAN R BRI 2
(1) JFJa CAFER Y

#sudo kysec policy file on

(2) KRMSCAFRY

#sudo kysec policy file off

(3D 45 Ao B SO DR R SR -
#sudo kysec policy file -A -f /tmp/testfile
205 SCAT RS B SCATE ORI 1Y) SR -
#sudo kysec policy file -D -f /tmp/testfile

o AT /tmp/testfile W B SCAF R P 0 RS 5, W AR R AE O, B 4L N
ftmp/testfile SCAF . 40 H #AE M) 2542 7R Mo

#echo “testl” >> /tmp/testfile
#mv /tmp/testfile /tmp/abc

#rm -f /tmp/testfile

(4) LAH s 7 30 Rk R4 H %

i3
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Hox e B0 R fry A e, Hax PR SOrE B, H ok R 8 i S0
[l A A B LR

#sudo kysec policy file -A -d /home/kylin/test
TR H 3 ORI 1) SR -
#sudo kysec policy file -D -d /home/kylin/test

5 H 3% /home/kylin/test ¥ & SCAF ORI SR WK J5 . W) 2% 1018 o, = w44, I B
/home/kylin/test H > & T4 SO o B 45 AE W 2 7 2R .

#echo “test]” >> /home/kylin/test/test.txt
#mv /home/kylin/test/test.txt /home/kylin/test/test2.txt

#rm -f /home/kylin/test/test.txt

(5) LA A7 A n s O 97
B BUE ) R R e, A P SO

#sudo kysec policy file -A -P openssh-server
25 TR RS R ST R 3 B S
#sudo kysec policy file -D -P openssh-server

25 A openssh-server BB SCAF LRI MG 5, I 25 1A% o, 5w 44 I BR 4K
445 openssh-server H I T A SCAF . W1 R ERAE & 7R R M.

#echo “testl” >> /etc/ssh/sshd_config
#mv /etc/ssh/sshd config /etc/ssh/test

#rm -f /etc/ssh/sshd_config

(6) ¥l SR
AF R SR SRS it 17— Bl B S R BRI SRR Uy 3 SRVRIR E IR
1& it e 1 R B ORI S0 A
€ B RE S SO A H B 3

%}
)
N
W
=i
pis
)
O
AN
=i
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#sudo kysec_policy file -A -f /tmp/testfile -e -f /usr/bin/vim
o AR B U B H %

#sudo kysec_policy file -A -d /home/kylin/test -e -f /usr/bin/vim
88 AR 12 SO B R

#sudo kysec_policy file -A -P openssh-server -e -f /usr/bin/vim
i 8 BB A H st

#sudo kysec policy file -A -f /tmp/testfile -e -P vim-enhanced
a8 A O B sk

#sudo kysec policy file -A -d /home/kylin/test -e -P vim-enhanced
it 72 BT S O B AT

#sudo kysec policy file -A -P openssh-server -e¢ -P vim-enhanced

(7) MER BN RE
M0 3k 4 5 B AN R e 48 A B S A

#sudo kysec policy file -D -f /tmp/testfile -e -f /usr/bin/vim
I B i 72 A TR e e U B H sk

#sudo kysec policy file -D -d /home/kylin/test -e -f /usr/bin/vim
T B 45 2 SRS R 48 B R s AR

#sudo kysec_ policy file -D -P openssh-server -e -f /usr/bin/vim
T B3 45 2 SR 0 18 A s S

#sudo kysec policy file -D -f /tmp/testfile -e -P vim-enhanced

TR F i B A A8 o B H sk
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#sudo kysec_policy file -D -d /home/kylin/test -e -P vim-enhanced
T B3 45 e B A8 S B i

#sudo kysec_policy file -D -P openssh-server -e -P vim-enhanced

(8) A ify A B ORI S A5 PR e S s
SIS PTAT R BE ORGSO H SRR, I B B R S0 H 3%
AV AT 23 s SR VHE SO I AMRE P o Bl e o ' R L T

#kysec policy file -L

9.2.1.4. H#BEFR

BEREBT ARSETIRETT R Ja . 2 ARYT A BERE TCVA R . (H S AL B B B MR 7 1
Jias WIHRE Ry R AL B AR AL HERE o
(1) JFJARERE B A A

#sudo kysec_policy proc on

(2) KMHEERERT AL

#sudo kysec_policy proc off

(3) AN IRt B A4 S8 s
CASC A i 42 1) 7 S i 2k R Bl % 48

#sudo kysec_policy proc -A -f /ust/sbin/kylin-log-viewer
LARE Y pid (17 Ui 02t 2 Bl 3% 46

# pidof /usr/sbin/kylin-log-viewer
11605

%0267 WU 3L 294 W1
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#sudo kysec_policy proc -A -p 11605

C4) IR 2 R B A4k S S s
LASC A e 422 11 7 Qs It RE s % 46

#sudo kysec_policy proc -D -f /usr/sbin/kylin-log-viewer
LARE 7 pid 117 Qs n ik A By 4% 46

# pidof /usr/sbin/kylin-log-viewer
11605

#sudo kysec_policy proc -D -p 11605

(5) bR

T 8 AR AT LR AE DT R AU AR, Bl SR AU RE AR AT LAAR 5E i B2 7 % A1 B o
i pid

#sudo kysec policy proc -A -f /usr/sbin/kylin-log-viewer -e -f

/usr/bin/kill

e

# pidof /usr/sbin/kylin-log-viewer
11605

#sudo kysec_policy proc -A -p 11605 -e -f /usr/bin/kill

e B T AT LLURBER R AL BERE, By RICRERE T LLFR & 4 B2 7 % 42
o I FE pid

#sudo kysec_policy proc -A -f /usr/sbin/kylin-log-viewer -e -d /usr/bin/
s

# pidof /usr/sbin/kylin-log-viewer
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11605

#sudo kysec_policy proc -A -p 11605 -e -d /usr/bin/

58 B P BT AT RE P o] LIOR SERT AR SR HERRE Bl A% JEHERE T LUSE € N FE 1
el B pid

#sudo kysec policy proc -A -f /usr/sbin/kylin-log-viewer -e -P util-linux
[

# pidof /usr/sbin/kylin-log-viewer
11605

#sudo kysec policy proc -A -p 11605 -e -P util-linux

(6) v kAR [ o1k 6 SR W M5 1 2y 5 s

#kysec policy proc -L

9.2.1.5. EXmi=Hl

BRI T R Jm BROA SR A2 s, e R e A el R, RAT SN 2 2R 44 . 2
Joi s R ICVE VT R 9 45 o
(1) JF Je BB oA 2 7l

#sudo kysec_policy net on

(2) < MAIBC W 42 Al

#sudo kysec policy net off

(3) S TNIBC W 42 1) B A4 5 S
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CASCAR B 5 A s G R SCAE T A, U2 8O3 U8 0 SCAPF 0 7 4 s
e 2R SCPE DT AR RS T B g, BRUGRAE 48 I R IR 2

#sudo kysec_policy net -A -f /usr/bin/ssh
P AT 20 11 T3 s

#sudo kysec_policy net -A -P openssh-clients

C4) BT IBC W 42 i) SR A4 F S
CASCAR B 05 AT, AR SCAE T A, U & BT U8 0 SO 0 7 4 st
ti 243 SOFT SCAE P s 1 B TR A 48 SRS

#sudo kysec policy net -U -f /usr/bin/ssh -v allow
LA AT 40, 1) 77 =X SR

#sudo kysec policy net -A -P openssh-clients -v allow

(5) MHBRIBC W 42 i) S A4 5 S
CASCAR 1 5 SO B, R SCAE 8 T A, S 2 s I BR ST B e R 1

PR
#sudo kysec policy net -D -f /usr/bin/ssh
PLSRAT 20 1 7 O B

#sudo kysec policy net -D -P openssh-clients

(6) Ay I ¥ 7 il S s

#kysec policy net -L

%0270 WU 3L 294 W1
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9.2.1.6. HIZIRLBHEDEL

WAZ BB BT ED BT 5 i, AEBIT B 0 rp i AR AR B, TE TR D 2K
(1) JF A AR BT 4%

#sudo kysec policy kmod on

(2) KM IZAE BB 12K

#sudo kysec policy kmod off

(3D N0 PA A% A B D17 3D 2 55 s
LA PN R AR B S A 1) 5 2 T

#sudo kysec policy kmod -A -f /home/kylin/test.ko
DL RZ R 44 (R ik 1smod 73 ) 1 5 0¥

#sudo kysec policy kmod -A -n test

C4) I B oA A% A B 917 3D 25 55 s
LA PN AR B S A 149 g 0 B

#sudo kysec policy kmod -D -f /home/kylin/test.ko
DL RZ AR 42 (A 3l 3 1smod & ) ) 77 2C AN R

#sudo kysec policy kmod -D -n test

(5) FVH BT AT A A A R 5 100 28 5 s

#kysec policy kmod -L

%271 W3t 294 T



kVLINSOFT KYLIN
EABETRE éfamm ST BB 5 I 5 S R LV RACATEL 5 T

9.2.1.7. =RAPFHRIR

=GR R RTEIT C R, HAE = 0BT R s O AR, R RE A 3

PERT IR
(1) Ay =50 ) bRl
LASC A 7 U

#kysec policy userid -L -f /usr/bin/lIs
LAH sk i 77 B

#kysec policy userid -L -d /usr/bin/
LU AR 5 A

#kysec_policy userid -L -P openssh-clients

9.2.2. saflyzEEH

TRV e A g — F bR 3 AE R AR U [ s, H A B AR Bk
L U ) BN A S B H AR AT IR AR R . TESEER T, BRI R — AN R
R R, KB AR . Hat. TCP/UDP 3 . L NAFERB. 10 #4%. £
A B4 AT Al @ B AR5 i S, 2 e R4
A% 5 1 AT 432 RO U ——4 A 22 42 J8 1k I vesg 2 15 T EAT U7 o) o AR ART 32 AR AR AT
AR AT A 45 A K AR Al — AL PR AU ) (B AR SR D HEAT IR, vl 84 215 A
s

FARFN A FARIRIG ) B # (— Bk — AR, R AR SR 0 B U5 10 1)
Vo AR VR VR R AU, A SR LB S P A R A, diry files

process %,

g4 BN SRARCAE T Y Y e JE R, A4S SELinux . .
SR SRAY, WERAE ] MLS(Z 2% 4, BL NI 4K 45 2 4.

BN LBl gy DR ZIF g WE R LLUT XA 5, s Wk fe, 38
AR50 g H A X 5%

%272 WOJL 294 T



kVLINSOFT KYLIN
EABETRE éfamm ST BB 5 I 5 S R LV RACATEL 5 T

S R DA 25 SE Ik R SR YIS AT IR e ) PR O R i, N AR A
fEe — AR B R AR — A AT IAT SO SR AL entrypoint U5 ] AR, BEFE
(F4 AT CBCRARTD 3R N OSSR 2R B0 AT execute Y7 il AP, EFE (¥ 24 1T
B B0 B M R B transition U5 ) AL PR .

f o R SEsOR OC TG, Pl WL I ] DA H .

GARES P FURRUE linux B P XN, 5% M B AS S5k mp DLgE N .
9.2.2.1. SELinux Z&fi%Em

R U] LI = R R 55 AR IRAE R AL VI R RG22k, il T REEIEE 5%
DIRE SN . = AIr LD RESRNE . B U IR S5 NS . AT WD RE S NG . H A4 R T BE
WS . kvm/lxe 55 RGN RER NG . RGBT R0 H T HRN . RS H B
Habrid WAL e, REAFNH S5, €6l T ukmls, ukmes H target =% SE
LA W
9.2.2.2. REEMENTH

RAMIEFEHNERAENT AT, RSN T ERN RS 40 E ,
B A FRATT 1) 22 4= HEE AT FOVFIXRE R ERAE AT T LABRAT . (H s TE R ok s A
A2 H B A XA IR AR AN e vr o FRATT I 22 42 IR 45 4 AR e A 3l A 20 1
A FR af 2 o VA 2R S m s 7 RS 2 TGl P it A5 X ) S s ke o ] e A7)
AR A,

(1) e 4> Hems s 2 A iy
FATFRALE T — 28 T Hoaiy 4wl DL AT Y 5 1 4 SRS A 2, 1 /usr/sbin/getenforce il
Just/sbin/sestatus. T4 HI &8 A] DU o 3X 28 dy 4 347 A i1
getenforce iy & 4 i #5 & Permissive W& < i 4 T Ao VP 0, # 4 Enforcing N
SN 1[5 O R L s

sestatus 72 [F1% H AT AE N LU A 2

#sestatus
SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux

%0273 WU 3L 294 W1
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SELinux root directory: /etc/selinux
Loaded policy name: ukmcs
Current mode: permissive
Mode from config file: enforcing
Policy MLS status: enabled
Policy deny unknown status: allowed
Memory protection checking: actual (secure)
Max kernel policy version: 30

EALR N T e A S AR, [ I A ) DA At 2 A S 145 R
ARG IF R L R AR S RGBT E . BE SO I BRARE ., e
T s iR A N 22 A SR H S 44 R

(2) 224 SR A 215 2

N T @G ULRG RS A N BB, (HoR et T o] Ll ik
R 22 A A R A 4

setenforce 1 ¥ B A 2 Hil#E =X ;

setenforce 0 ¥ & A VP .

RYG A B0 U 22 4 B0 R LU A setenforee 1 3E A B3I,
AT 2 4 PR 03 n] LU T setenforce 0 3E 2 fo VR

(3) A5 R 224 g

5 28 48 H D058 IE BT A T LA 56 28 FH B ATT I 22 4 SR 2k N 21 4 B e Sk AT
B BENTTEWT

a) R A I HE grub SE L,
b) 4\ grub H IS N 8124, ¥ 24 selinux=1 enforcing=1 & 5 h
selinux=1 enforcing=0 .
(4) RS
XFER G N BB, B root P XN REVATES
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9.2.2.3. XKEEH®S

h T T AE R O 2 A NG AT MO, FRAT AL T BLE Ay & 0 2 i 22 4
HEATHC A -
9.2.2.3.1. EEKICHS

ARG — 2w H A & 1 -Z TR R L T & A SO sk 3E FE 2 4 R SCI B RE
W 1s-Zid -Z M ps -Z, XL 00T -Z &5 k4 Won 1% S0 s ik R ) e 4 b
T3, Wils -Z —ANSCHE, it PLR %

-rw-r--1--. 00t root sysadm_u:object r:admin_home t:sO

Horpr sysadm_u g £ 75 %3 & T sysadm_u %2 50E FH F' 5 object_r R4
AR TR RE M S, admin_home t RN LSRR, FRATT I S mE 2 AR
3 3 B A R ] R AT D7 ] 45 I

9.2.2.3.2. {E¥iFiCHS

2 A B D) DO I LAy 6 R G P T AT SO I 2 A bR SCEEAT A

4. chcon. setfiles F restorecon @iy 2 o

/bin/ls fir 424 bin_t FEHM, 244 B G0 LI cheon -t sbin_t /bin/ls ¥4 bin_t
&2k sbin_t 257,

cheon fir 4 [1-u 800 LS UL SO 24 BRSO I ks Y, o1 S8
ATUERE MM E, -1 S8 MBS 7 g, oAb B R AT LA R e
BT

setfiles iy 4 ] LUAR 415 B AT 1) 22 4 50 19 A ac SCAF 6 3R 28 v BT A S EAT A
e Wl

setfiles /etc/selinux/targeted/contexts/files/file contexts /

restorecon iy & 1] LUK & 1% SCAF I BR N %24 | 7F 3¢, Wl: restorecon -r filename.
FEX SO0 22 4 1R SChR I AT B AE I B S B8 S A B X AN bR I B A, AR
Jo B RUATEAE, BARMEH T ULEEH P T
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9.2.2.3.3. HPF. AGENHXE

HRREF I (login, sshd) 7Bt Linux /7 822 45608 1 7, 788 S0,
U L 22 4 s P FR AR BF A I AT — A Linux H AR RS 58 A ), UGG 6 2 42 3
W bR IR RF A B UG shell MERE 224> bR ST H P AR TR o 22 4 B 5% Al ml A ]
semanage fir 2 5¢ ML, 1. semanage login -a -s charlie u charlie, 3 7% Linux
HIJ charlie F 24 %2 4 50 HI J charlie_u ¥ 5% R4t

fff | semanage login -1 £y 4 A LLEE &, 1 F &

#semanage login -1

Y SELinux Hi MLS/MCS il k%
__default user_u $0-s80:¢c0.¢1023 <
auditadm auditadm _u $0-s0:¢c0.¢1023 i
root root $0-s0:¢0.¢1023 <
secadm secadm_u $0-s0:¢0.¢1023 2

NP RT RO N 2 AN, ABAE R I 2 RSy o AN A, m) DU
it S BE T H semanage #i1 \ semanage user -a -R mgr_r -R charlie r -P user

charlie u KB & — A0 LLYE N f (4 mgr r 1 charlie r 1% 4 5K H P charlie_u.

Al J# i semanage user -1 AT E A, WK HE:

#semanage user -1
brid MLS/ MLS/

SELinux /" #igt  MCS 25 MCS JiuFl  SELinux ffi{4

auditadm_u audadm sO $0-s0:¢c0.c1023  auditadm r
guest u user sO sO guest 1
root sysadm sO $0-s0:c0.c1023 sysadm_r
secadm_u secadm sO s0-s0:c0.c1023 secadm_r

MOAOOE B WES, TSR, BRI 2 A
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A R R A 2R TR 0 B ) 2R TR AR ks o ) R DU R AT 45 A
9.2.2.3.4. imOERE
RGP A i R AR I TR A, g e DL
semanage port -a -t vnc_port_t -p udp 222
KA — S Frid TR .
Al @t semanage port -1 AT EE, WK K:

#semanage port -1

SELinux ¥ H 287 P Uiy 145
afs3 callback port t tep 7001

afs3 callback port t udp 7001

afs bos port_t udp 7007

afs fs port t tep 2040

afs fs port t udp 7000, 7005

afs ka port t udp 7004

9.2.3. =Wl

SR LRGBS T R G UEE R B F I, B DN R E), K
KIHEE T R2Gm ] R 5

FER B, B SRE  EE R R root MIABLREIEAT R4y, 4 Sk
root(uid=0). secadm(uid=600)#1 auditadm(uid=700)%3 1 K 48 2% F 7 1) 1) 44 AE 7
BT N selinux =AU LA AN A, NTRFEEERGH - 50 %
I e ARt A I v s s VA S E 1

=AU LR G2 A linux HUA P S 00 DG UEHLEI I, 19 584y Dy g 4 B
ST MR AR AN L LR = S P S % . =N RS S
linux 177" B 43 % AL R UGIE 3 98 2 A0 7T BLAI AN SR 0B 7 56 00F 75 Q4T &
B, RERGREITEHITR, HFE A D2 2RI IR,
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9.2.3.1. Ifgk

= BR G e B 45 P )

1. SEHUR N —A> UID 2y 0 BT 7 AT A2 H A = A4 B 53 1] 7 3 5 4 e
DhRg, XA AE RS2SR G R G M 7 5 4y V)55 it 3 v] Be I & 1 AL
PR )48 PRI O TR) IS A A0 0] FeAth 4E /87 21 01 F P 258 W IR

2 SEINAEBER D) B 5L 5 Oy INF, W] DL BEOAS [ 38 D3 $R YR AN [R] 1) SELinux
g

TP TR SEIL I TR L, AR SRR GEARE R B RGP AL G5 N R
e AR B T B P AT S AR AR AR, R = RCR g O =AME T P AR
X AT AT A P A2 W
9.2.3.2. ZHULR¥IH

£ 9-2 =B R R4 3R

strict B3 P BB U 8
AR 58 A P root secadm auditadm
Ay AT
selinux % s HAEEHAT | getenfore B
o HEedhAT HEedhar
A A getenfor |e fl
getenforce getenforce
HFiXE ce setenforc
e
| g
‘ o kysec %4> . HAehAT -
G HAEAT getstatus | HLAEHAT
WA E getstatu
getstatus il getstatus
W s
setstatus
G AR . PATEE |[MITEE [ PITEE
PAT A FH ——get
i, 1 \ : ——get fy | ——getfr Y | —get AT %
U eemay, wm | R
", AT A Y, By, WE | ), wE
——set 9%%(
security-— WwHE —set I | —set KK

Hy
[\
3
o]
p=i|
=
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e
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ERyOEARE

BT LR e IR S5 SR AE R ALV R GEH

switch iy

é\

——set 9%
%

DR
IE S

sudo, su fy

A SeVF

A SeVF

A SeVF

A SeVF

1 ssh

secadm@]lo

calhost

S

S

S

S

tty B3/

] 6 o

FVF

FVF

FVF

e

H % BLFR ] BBV ) \
BBV ) X HEei M H
(X H % : HAH A }
} \ HAH ol EH
BRI ml | P EH HEevim A A H X FH*%
X £ Hx X
B, | sk FEHX, A /home/sec
/root, A~ /home/audi
LA AT | Vhome/* | Vi ] HoAl FH P 3= adm, ANfE
Ae vy 1) 2 tadm, AfE
Is iy &% |, /root) Hx i 1) HeAthy ‘
o C e
FEHXT HFPFEH .
H % FFEHx
1 34D X
adduser/u
seradd fiy
AN VR feF AN VR AN VR
A1) 5t
P
AP E# | userdel Ay
SMERH | AR UV ARV A RV
P
usermod iy
A e U A e A e
A5 e H
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ERyOEARE
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AR R v R R S5 AR BRE RSV

ROUE AT

o
CIRYR 15
passwd &
‘ Hegma a2 | root A1 | Hegeke | Heg X H
SO H N
% BHSODO | ACHS |24
A
A
Al AT Al AT B
Al AT date
B date 7% | date fi7 %
AT date frd MRS
B \ EEN | A, |
N %}L'TT date E%Hﬂ‘lih Z:%‘g \ L IET,I9 Z:%%j:}h
i i) 5 5 ! W, BT | KA |
i A AT date —s HE 1T date -s
o 4T date | date -s o
AT I A e B ey Y HEAT I 1] %
-s BHAT | BEATIN (A =
W BE | R
Al AT Al AT
ifconfig |ifconfig | AJ$AT
. mAEE |mAYAafE |ifconfig
"l AT ifconfig
IP Huhik, | IP #uhk, A 1P
T & AAH 1P i B B
T R | RRERAT | B R
B bk, ANBERAT B
AT ifconfig | ifconfig |47 ifconfig
ifconfig #4T IP B
P & 1 ifconfig ‘ HEAT TP Hb | FE4T TP M | 3647 TP it
Bk VR, \ \ \
i hk 1% W WE, | BEE,
“ifconfig
B, W n “ifconfig
enplsO
“ifconf “ifconfi | enplsO
192.168.1. 1”7
ig enplsO | g enplsO 192. 168. 1.
192. 168. 192.168.1 | 1”
1.17 .17
o ‘ ‘ ‘ ‘
» \ ANV AV AN VR AN VR
WAFE |
AR | A RVF U ANV ANV
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BT LR e IR S5 SR AE R ALV R GEH

BB | A foF foF foF
B | ARV FVF AN RF AN SRVF
AT
R
systemctl H e i
Jike 55 % B AN FVF auditd BL | A o
a8l /45 1k auditd Ik %%
A1 1 1k 55
Ik 55
B, w]
g B/ | AT fidsk AT
N ARV | R
X 45 B i fdisk 7y
4
AT
CY= reboot fiy | ANV oV FVF Y
%
AT
poweroff/
bl AR R¥ | ARE | Ran
shutdown
i 4
AT
semodule
4, e
AN RF FVF AN RF AN SRF
/P /)
X pp HHE
wANE | B
kysec pol
icy.
setstatus | N L AN o Y A AT
security-
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switch,
chpolicy
e
setsebool
wma, B | AR A e U A e
GARTFF R
/etc/seli
CIRE™ CIRE™ A, Al E | Al
nux/ H 3%
‘ INREA
gZh NReEH, LHE nEE, o | NEEEE, L
B E T i E KL
fic & A PR fic fic B A BR
PR
‘ IRE A H
7ZAh NReEH, LHE nEE, o | NEEEE, L
A5 A 8l T i AL
Ji & A PR fic fic B A BR
PR
/etc/audi ‘ TIEER | T H i
PRESCE I g, A5
t Hx PR PR
aureport/
ausearch/
A i AN FVF AN FVF FVF
auditctl
fiir &
auditd
EE-‘L‘I- N A A A A
WiksE | AR ANV ANV FOVF
H
ksaf audi
t. log;
i TG | L5 i
kysec. log | JouE 5 AR CIRES
o PR PR
i i
5
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NREAE, LRLE | TaEE, o | (NEEE, NEEAE, L
K PR3
A PR fic JolCEACKE | B E AR
NREE R,
Naed A, LhilE nEE, 7 | AR, I
CIRGIES TG e AL
B RR fic A i AR
PR
A BT B
/2R R
AL | BB/ B B B I REA
NReEH, LRLE g, o | NREEE, &k
o/ N H TG e AL
A PR [y i A PR
T P AT 2 P
VAN
I 42 il
TLH AL
THWBM, Jm | 7T, wr THHB,
24 T ] B,
fi] A% PR e /) i
B RR
H & & F | kylin-log—
R R | Rrw |
E viewer [ H

9.2.3.3. BRA5*xA
K J7 IR = A5y 3w A )R

L) AT R ik 2 I R =B L% A Th e -

security-switch --set strict

2) BIRARG, R ERAEK

3) It security-switch --get @iy 2 £ F 24 i 2 XS B3 5 AR A e =AUy

SHE, AR

security-switch --get
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MHT 2 4 2 ) sstrict

7R R HHPRES | BRUOIRES
SELinux )i H (Enforcing) )it H (Enforcing)
& A A H A H
AT $28 3l J& H (Enforcing) J& H (Enforcing)

K45 At 2z A 0n] BLOG P =03 7 % 4= D i -

security-switch --set off

9.2.4. #ZIIMRLETHEEREE

9.2.4.1. FRF UID E—t%

B RGP SR RS CRFRUID) SRAFEN N I FR, — MR LR bt 2
It UID FBoe S, Gl 1% G0 R UID 72 H - G I <5 H3h 20 B, n) BUAE 6
F P 3 8B AR A A UTD, 1% UID nf LUJE S MIBR A P 8 F i i AR 2 R
AN 7 UID RO ME—PEAS 2, Al DR AEBEAS R AE R ae Az a4 40T 1 7 UID v
H A g — k.

UID ME—PEFFICHCE SCAF: /ete/chkuid state

state=off Fp UID ME—PEThRE

state=on FFi3 UID ME—VEI)RE

HARGCLAAE kylin 1 A, HAagM P MG UID Crldl i iy 4 - id - kylin_ 1
BF kylin 1 A uid) 24 kylin 1-UID, HEAT Q0 R4 1k

1.root Ml & H /7 kylin_ 1
#userdel kylin_1

2.root G % kylin 2 H J* H48 %€ uid 4 kylin_1-UID
#adduser kylin_2 —u kylin 1-UID

LA R UID ME— PR A, AN kylin 2 HI P R v DR s % D Refd
MJa B8 2 PR AR R, $277 0 “adduser: BRAHIH T ID” SHAE .

9.2.4.2. Z£YKTH

security-switch & R FHMH— M T2l E T H, Wiz T HATg7an
T 3 Pl i ) e
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@ off(none): XM, KHAPATEEH. MBS SERERTARIE. ST B
WAZRE D 4 . SO 4G . audit B . =437, SElinux

@ default: #EFE, FFHPATES. N AHBEMEE] BEREDT R0, SCHFBT B
W ARG EI . SCHRY A audit HHOb

@ strict: LM, FFEPATIESR. N B EZEE. SERERT R SO R
WAZRE D 8 . SO 4 . audit Biib. =AU 7. SElinux

9.2.4.2.1. Off &5\

RARERIIREN off, NHEHAT#F] off IKABRIMEWT .
l.root B3k R4, MAT:
security-switch --set off

2.EA ARG
RARRE:
METREHH: KA Coff)

AR R MR A | BRAIRE
9.2.4.2.2. default
#% B default BLR

l.root B X R4, AT

security-switch --set default

2HEH ARG
BORE:
7R E=RHIR N | BRUOIRES
AT 5 F (Enforcing) )i H (Enforcing)
9.2.4.2.3.  strict 2R,
W E strict

1.root Zﬁfig\éﬁ, j’ilﬁ'f

security-switch --set strict
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(HR )5 47 ) % B root,secadm,auditadm =/ # 7 7 K85 059)

2ER RS

HARS
§ige ot RN E TN | ECIRES
SELinux Jii H (Enforcing) )i H (Enforcing)
=Ry 8 Ja H Ja
AT $4 Ji H (Enforcing) Ji H (Enforcing)

9.2.4.3. HIRAZFIUREE

T IEAl e WU R RE, BUBHRAE RGO AU LR, ST BE 5
SR ROOLEL, BT I SV U B 0L H AT T IR 45 SRR B R4 SRR
LRSI N 7o ]l N T | NS Sl s P Al o s = L A E 7 o
S¥ANER, FIORH MRS EHBAT: B SU 264 oF 8 8 S B, &
i P LI SU iy A AT auditetl &5 5 TR BT H o IR, W00 T A [F) 55 9 1) o
VRO B S AE IR T ECAS 3 T = A a3 ST 6T P 0 4 B A T

W RGABR T B AE 2 AR N strict SIS A N D) e A 2 TFE 9 4 E
RAG I H RS AT IR RE (systemctl statsu auditd) .
9.2.4.3.1. EFEWHit

U ERIN, LIRS, WaEHTHEPAE R . HitH &
BEGHARAL WL H P FARIDIE S SRR, .

Authentication Report

#date time acct host term exe success event

2020 4 02 H 09 H 13:21:21 auditadm localhost localdomain

/dev/tty1 /usr/libexec/gdm-session-worker yes 309
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9.2.4.3.2. {TA®E
AN TR, T BIAT N S R G O
A Cat wid Jy 600 BT R AT Do H AR :
1B v 8 5LV I B v R0, X uid=600 ¥ AT Ok BEAT H U
#auditctl -a exit,always -S all -F uid=600
2. % a8 B B AT B Al
#cat /etc/uid_list
3T H G L uid AT HIME E B R
#ausearch -ui 600 | grep uid_list
BRI W] AR AE S oF H S AR BB D R 2 (1 T E R
9.2.4.3.3. MHKSEHE®HIT
FTE H KSR Cuseradd. passwd. userdel) 84T M #a# R4t
it
BN, AR Rl Saureport -m - AT LU B O R 1 1 T
H &
L.root G — A
#useradd testuser
2.root B ) # A4
#passwd testuser
3.root I & HI P
#userdel testuser
9.2.4.3.4. Xf. BRENWHEIT
ISt H SN, AR SO H SR ERAE R S R S T .
2NN
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1575 kylin FH P 61 2 1) /tmp/file 1 ST K /tmp/test.dir H 5%
LT B OGS RS, WS N v AR
$auditctl -w /tmp/filel -k file
$auditctl —w /tmp/test.dir —k test dir
2.kylin H1 7' cat & & /tmp/filel 3CAF
3.kylin F 4 F rm M B /tmp/filel 3CA4
4 kylin 1 /7 X} /tmp/test.dir 34T 15245 1
5.kylin H /7 %f /tmp/test.dir #4175 #1E
6. H THE B B ARG, MERDE 1 v
$auditctl -W /tmp/filel -k file
$auditctl —W /tmp/test.dir —k test_dir
AV S, B2, 3. 4. 5 EN T L H R ERES S b
H S AR D3R 6 I B0 ) e A F5 90 s S B i vk H
9.2.4.3.5. HNEE
S I B B0 S R DL HEBR AR € I oS R, W A HERR &R G R H O
e
auditctl -a never,exit -F arch=b64 -S open
9.2.4.3.6. HitHERI
HAHHER G A TUAREH HHE.
9.2.4.3.7. Wit HE#E
2 v H R B WCE 1 e KAE N, 23 78 56 T AR I e B B Tl s . 1
T L UH A B D6 C B A /ete/audit/auditd.conf AT T3 Y

ZNVIE

ok
=3
S

1.8 44 PE 53 4 45 /ete/audit/auditd.conf SC1F, fff max_log file=1,
num_logs =3 Bl H &3 KA IMB, &4 SCAFECY 3
2.5 THE B 01 IR 45

#systemctl restart auditd
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RGN = SR NI KR o P
$auditctl -a exit,always -S all -Fsys
4.2 48 B G BT AT AT AR, DU AR EHE
$find /
5.9 vHE H A E # U H G SO RN H
$1s -1h /var/log/audit
SZWESEER, RAEHEIHESR: auditlog. auditlog.l. audit.log.2, I
audit.log.1. audit.log.2 XM K/NEEA IM Aitqs
9.2.4.3.8. HWitHTHEBAEER
T R G A 2 W) R TA AR BRI, A RO SRR . X A )
W PRAE I B 5, o ZL o UF P - 8 1 2% /ete/audit/auditd.conf.
A, ARBR G H & X KN 50G, ¥ 30G BB AR S T BRI, B
A HE N 20G LB H & A
1.5 V45 PR 53 % 4 /etc/audit/auditd.conf 3L/, fii space left=30000,
R H & g 3% =% 8] B {5 & 30G; space_left action=SYSLOG, Bl H
S EHANFIRE S CRABE AR =S 1) 18R AR 48 3118 3 48 54 by H
A 2 TR 7 D
250 T B 01 R IR S5
#systemctl restart auditd
A2 Ja, R HESE R R AR DT 30G, WH T H & g A o H S
(IS
9.2.4.4. ZFHREHHEITHEZEI
R0 VI 45 WA 28 46 R 0 0 2 WL 50 5 A ) 2680 1 7 3 1

KA,
a1 kysee BRI H T HELRM N .
type=KSAF_ STATUS audit( I [f] #k :event id): status= old status=

pid= comm="" scontext= tclass=none auid= ses=
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type=KSAF_ AVC audit(1726835058:2121): avc: denied { ZJ1F } for
scene="17 it % " pid= comm="" name=" 3 ff 5k H % % " scontext=
tcontext= tclass=<file|dir|lnk file> auid= ses=

type=KSAF NETCTL audit(} [#] #%:event id): avc: denied { connect }
for scene="3% 3t %" pid= comm="" scontext= tclass=socket auid= ses=

type=KSAF _DEVCTL audit( i [#] #%:event id): avc: denied { use } for
scene="37 5t £ " device_type= [product_id=;" /i id vendor_id=/) F id

serial= ] tcontext= tclass=device auid= ses=
9-3- ﬂf\%i%%ﬂlﬁ_igpplt\

PO mE . KRS, 2T H ., WFEESEDRT A, i
DR b R GEIB AT IR BN 2 4

- g R RERS . AR e Ramd . REH I,
RGWE WAAEGK . SCFBR . XEIK T A A, SR K BUE |
ARG Ua. RGHEY . WHDREZ YL MHES e, SN RFE B R

gr A b il

= MR ORI SRR GEIK G i g A AR T BUE WL, S B R Gk )
Mg B, RITRGK T LB MAaE S, A %000 1 5 5% ) B 5

- AR RICRSG G SRS R PR WSO TR S IR E
SCPFREBRAE R ST G B AL AT AT S8 B AL S RN U T e, W OR AR ST A ) 2 A ]

fis

- g A T H RN I PAT R e, B RGN R RE P (0 AR S AT
WEIAT, WA LT BT, IR RGP 1 2 ] Ry SRALHERE BT R A
N AZ A B 9 8 R SC A Bl B et g, DR R G QB SO PR Se B, BHLIE R G kB N
F R 55 7 B b s SR 6 P B B R I R P 1 T e s P I S I M 0 R 48 2 4

HIRE
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VRN AE 22 CROTIUE = 20 55 s B AR R ge < b D T
9.4. BB HRIPHE

WL Rt SC A DR 7 A4 5 A A% s B LA 1) P R, 3R A 1) K
BRI I RE, ORI SEA, SCBL AW, S0 s IR R ], R
b 1] e 2 4

FATT R

ZHBTYT . SCRE ™ 1) Bl b 2 DA R AR 5 AR 425 1, DR B Al 24 4 o

LANE SR 3OS INIEYIIE LS, B AT
B, RS I L AR AN B 2 P A L 2 AR R

PR SCRAREE bR G . E SR MU Zn 3 550k, RERE WL AN IR
o A S AR IR TN N 5

A s SCRF ORI AR A AL, T T GO i e A, PR T K
GRARE . KA E K

VRN AE 22 R R = 2 55 s B AR R LSO DRy A L P T D
9.5. HEEEH

HEAFES L KRG HEEPRRTH, R4 BT 0K TR TEE.
THHHNEESH CRIBUEE SRS SEIERGHEBERSH TN .
10. FAQ

10.1. [REERF %

FAFASRIA “nkvers” fr & BITT A, T B EOURUR (B, I

#nkvers

HHHHHHHHHHH#H#K ylin Linux Version ######HHH##HH##HIH#
Release:

Kylin Linux Advanced Server release V11 (Swan25)
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Kernel:

6.6.0-{ N #% /NAS 5 } . .aarch64

Build:
KYLIN Linux Advanced Server

release V11 2503 /(Swan25)-aarch64-Buildxx/YYYYMMDD

HRHHHH R

10.2. FRREFH*

TR E AT EERNARG P L2274k, LU fe-list v 4
AT AW, W RGP A 1% 2 7 B 2 AL .

yum install -y fontconfig mkfontscale

PAT fe-list Ay & ) 2B F A, R R IA SR AR S0P, mT BLR
O EZ R FAR S Catfy otf Z5) N /usr/share/fonts/ H 3%, KRG W a2
AL R GG BT A 2

cd /usr/share/fonts/

mkfontscale
mkfontdir

fc-cache

TR EAE R Z R fe-list BF LR THRMER, BE TG LR

10.3. ¥ AE{E2EM

] rpm -pqi B4, ATLLAMBTELE .

%)
)
O
Y
=i
pis
)
O
AN
=i
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[root@localhost ~]# rpm -qi tigervnc-1.13.1-2.p02.ky11.x86_64.rpm
Name: tigervnc

Version: 1.13.1

Release: 2.p02.kyl1

Architecture: x86_64

Install Date: (not installed)

Group: Unspecified

Size: 1113786

License: GPLv2+

Signature: RSA/SHA256, 2025 4F 04 H 24 H AMAPY 15 & 24 4 30 7,
Key ID 41f8aebe7a486d9f

Source RPM: tigervnc-1.13.1-2.p02.ky11.src.rpm

Build Date: 2025 47 04 H 24 H 2P 22 i 58 4 31

Build Host: kojibuilder102

Packager: Kylin Linux

Vendor: KylinSoft

URL: https://tigervnc.org

Summary: A TigerVNC remote display system

Description :

This package provides client for Virtual Network Computing (VNC), with
which

you can access any other desktops running a VNC server.

10.4. REAREBWHEY

i rpm -Kv+ @ 2 ] LA W2 A 8 o, W F#CY “OK”



kVLINSOFT KYLIN
EABERYE ﬁ‘mm BB 5 2 TR S AR RV 1 R ST E T A

[root@localhost ~]# rpm -Kv tigervnc-1.13.1-2.p02.ky11.x86 64.rpm
tigervnc-1.13.1-2.p02.ky11.x86_64.rpm:

3k V4 RSA/SHA256 Signature, 4] ID 7a486d9f: NOKEY

3k SHA256 digest: OK

3k SHAT1 digest: OK

Payload SHA256 digest: OK

V4 RSA/SHA256 Signature, #4%] ID 7a486d9f: NOKEY

MDS5 digest: OK
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