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2 55BN
2.1 redis &k

Redis fil 55 BRI\ S IE L

1) BSREHE redis RSN, 1Bk redis Bt & SCF redis.conf

# vim /etc/redis/redis.conf  //Qwer!234578 &l [ C Irik g

requirepass Qwer!234578

A TR ES B8, B R

2) &K sentinel.conf H1#544

# vim /etc/redis/sentinel.conf

sentinel auth-pass mymaster Qwer!234578
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3) =T redis ]5

# systemctl restart redis

# systemctl restart redis-sentinel

2.2 BRI BN

1) fBuhc & S
vim /data/pgsql/data/postgresql.conf

B 88 17X ITER:, &k scarm % scram-sha-256

password_encryption = scrgm-sha-256

vim /data/pgsql/data/pg_hba.conf

RIE T KN trust Bk peer 5% scram-sha-256

# "local" is for Unix domain socket connections only

local postgres peer

local all all peer

# IPv4 local connections:

host all all B —— scram-sha-256
host all all .0.0. scram-sha-256

# IPv6 local connections:

host all all ] scram-sha-256
# Allow replication connections from loc by a user with the

# replication privilege.

local replication all scram-sha-256
host replication all 1 1/32 scram-sha-256
host replication all i3 scram-sha-256

et data |4

2) HEEMSs

systemctl restart postgresql
3) HOBES

sudo -u postgres psql

SELECT rolname,rolpassword FROM pg_authid;
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postgres=# SELECT rolname,rolpassword FROM pg authid;
rolname rolpassword

postgres
pg monitor
pg read all settings

pg read all stats

pg _stat scan tables

pg signal backend

kylin md58ce5e7b755ceddc13940F fbd50T2170e
(7 47iE=

kylin: T v 280m Rk, 28R Qwer!234578,

ismp: FAHLBM A ERE A, - s il AR I SR A
SRl fE/data/pgsql/data/recovery.conf S EE .
Bk DL P RS E R

#\password ismp [/ Pl FHERE G 2k

#\password kylin

#SELECT rolname,rolpassword FROM pg_authid; //&HEEEE N

sha256 &k

postgres=# SELECT rolname,rolpassword FROM pg_authid;
rolname rolpassword

| all_settings
all_stats

Hildruleli
pg_stat_scan_tables
pg_signal backend
kylin

jHs=

(7 rows)

postgres=# [I

#postgres=# \q /R

2.3 nacos FEEY

2.3.1 nacos i BEX

1) & % # % ismp-nacos Ik % ML #& ., B &K

Jopt/ismp-nacos/conf/application.properties #' db.password 4 2.2
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L AR PR B IR T ismip-nacos [

# vim /opt/ismp-nacos/conf/application.properties

=postgresqgl

=1

=jdbc:postgresql://Llocalhost:5432/nacos_config
=kylin
=Qwer 234578

# systemctl restart ismp-nacos-standalone.service //HALEH E FE B
nacos k%

# systemctl restart ismp-nacos-cluster.service // & o] F# & & )5
nacos %

2) &t ismp-nacos VU, EsE iU

W #s A http://ip:8848/nacos, HH ip M#E ismp-nacos k5 H)

lLesny ip, HI/ 450 nacos, ZRIAE N Qwer!234578,

R N S T T e——— v Gl ® 4 - @

=

PIERRE, FIRBHLM
NACOS. o

AN ERTUREREN NSRS RN, REEED
BEEEYE

3) Bt nacos AifE, Aidif B nacos, SEBHCEN, WFETIR.


http://ip:8848/nacos

BB R IS 4E 5 P& V2.2 A mE &

=
NACOS I
w21z EREETE =
:
— ., public
EERE Data 1D Group wvmarns @D R - SARE 3
HiEF 11 FREE KNS,
FIERRE
Datald # Group [5]: Lz R
R
ismp-plugin-monitor-init DEFAULT_GROUP VT | GG | A | R 2
EEEE ~
ismp-auth DEFAULT_GROUP VR | TG | A | R
HIRREH v
ismp-authentication-service DEFAULT_GROUP I | O | RE | BB ¢
A
ismp-centos-init DEFAULT_GROUP P | ROICED | HE | R
EEE - ismpmonitor-nit DEFAULT_GROUP PRI | I | L R | 3
ismp-testinit DEFAULT_GROUP VHE | I | R | R §
ismp-test-delete-init DEFAULT_GROUP I | TOICES | EE | R ¢
ismp-manager DEFAULT_GROUP B | OHCES | SRE | R :
ismpob DEFAULT_GROUP VHE | OIS | SRR R | ¢

4) FEFRH T AT IA

2.3.2 nacos REFEREANEE X HHZFHEH

1) @ 2.3.1 B R nacos T, UHAR CB SO A i (f T s il 5
e

2) TERCHEE L g ismp-auth, WF EFTR
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EEEE

mEER

)

e

SprEE

H=ED) 11 FHEERRIAE,

Data Id

ismp-plugirrmonitor-nit

ismp-auth

ismp-authentication-service

ismp-centos-init

Ismp-monitor-init

ismpestinit

ismp-test-delete-init

ismp-manager

ismpob

ismp-centos

1 K3 T8

Betakfi  AOAREGIE

EEHES  TEXT  JSON

BEATO:

Group

Group

DEFAULT_GROUP

DEFAULT_GROUP

DEFAULT_GROUP

DEFAULT_GROUP

DEFAULT_GROUP

DEFAULT_GROUP

DEFAULT_GROUP

DEFAULT_GROUP

DEFAULT_GROUP

DEFAULT_GROUP

3) 7£ ismp-auth f¢ & 5 1 i

YAML  HTML @ Properties

spring.mvc. throw-exception-if-no-handle
spring.web.resources.add-mappings=false

spring. jackson.default-property-inclusion=always

spring.datasource. testhhileTdle = true
spring.datasource.validationQuery = SELECT 1

spring.jpa.show-sql = false

s @D T -

R

R a s A AT B U il A .

18F

IS | IS | RiE | BRR

HE |

10

+

H: =

ctrl+F # & password , f& &
shiro-redis.redis-manager.password i spring.redis.password
2.1 FikER redis %15, & spring.datasource.password fll

spring.liquibase.password & 2.2 H s E AR kylin 256,
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Betak®s  BNAREGiE,
EEME®  TEXT  JSON XML YAML  HTML © Properties

RENEO: » |postgresal

spring.jpa.hibernate.ddl-auto=none

spring. jpa.properties.hibernate.dialect = org.hibernate.dialect.PoStgresQIDialect

spring. liquibase.enabled=true
quibase. change-log=classpath:db/changelog/db. changelog-master. xml
Ibc:postgresl ://localho: i

ploy-mode=standalone

Bea®  AGAFEMIE,
EEgS  TEXT  JSON XML VAML  HTML @ Properties

EENEO
shiro-redis.redis-manager. deploy-mode=standalone
shiro-redis.redis-ma .host=127 9

shiro-redis.redis-manager.master-name=mymaster
shiro-redis.redis-ma . password=Quer!234578

maxLifetime=1800000
spring.datasource.hikari.maximum-pool-siz

spring. pedis . passwords=
spring. redis.maxWaitMill1

spring. redis.host=127.0.6

spring.servlet.multipart.max-request-size=-1

spring.servlet.multipart.max-file-size=-1

4) 71¥ nacos Bg &4 PRI S dnfE ismp-authentication-service S04,
i i Ctrl+F {4 password, &k spring.datasource.password
2.2 ho Bopy R E kylin O OB, B X
spring.redis.password & 2.1 FE 1) redis S, Bk 5 5

kA
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Beakifh  EAATEEQE.

BEEHEC TEXT JsoN XML YAML HTML @ Properties

RENE

5) fE nacos Fi¢ & 45 # A i G ismp-job SO, JE T Ctri+F &
password, &k spring.datasource.password & 2.2 Hik B 1%L

Pl kylin FI P s, Bdus s &4

Beta?s  BRAREGiE.
mERES  TEXT JSON XML YAML HTML @ Properties

REREO spr- > password

tions=classpath:/mybatis-mapper/*Mapper.xml

r1=jdbc:postgresql://localhost:5432/ismp-job

assword-Quer!234578

axxer. hikari.HikariDataSource
minimum-idle=10

.h: connection-timeout=10000
source.hikari.connection-test-query=SELECT 1

6) 1t nacos MAC'EE ML I A i 4 ismp-centos SO, @it Ctri+F %
K password, &k datasource T i password iy 2.2 HikE RIEL
PEE kylin P30, 152 liquibase T password 7y 2.2 Hik &)
BUEE kylin I %6%, B2k redis Y password 4 2.1 X E Y

redis %M, BMUE ST RA, WTFEIIR:
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Beakifh  EAATEEQE.

BEEHEC TEXT JsoN XML @ YAML HTML Properties

RENE

7) 7E nacos [t B4 B S i ismp-gateway X, #id Ctrl+F
##% password, &k redis #1 shiro-redis /) password & 2.1

WE N redis 1Y, BHUG AT EKA, WFEFTRS:

Betaifs  BAAREDE.
EEiEt @OTEXT  JSON XML YAML  HTML  Properties

REAE
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Betaifs  RUAFREDiE,

REEL O TEXT JSON XML YAML HTML Properties

REAE

8) 7E nacos Mt B4 LA S T 44 ismp-manager 304, i@id Ctrl+F
# & password , & &k spring.datasource.password #i
spring.liquibase.password & 2.2 I E BRI kylin F 9364,
& Bl shiro-redis.redis-manager.password il
spring.redis.password & 2.1 FE 1) redis %, BkE Mtk

fii -

Beakifh  EAATEEQE.
BEEHEC TEXT JsoN XML YAML HTML @ Properties

RENE

10
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Beakifh  EAATEEQE.

BEEHEC TEXT JsoN XML YAML HTML @ Properties

RENE

9) B ismp-nacos RS HLEE, HEJE nacos kRS

# systemctl restart ismp-nacos-standalone.service //H¥HLE5%E &
J& nacos k%5

# systemctl restart ismp-nacos-cluster.service // Al % E =

nacos k%

2.4 ismp-gateway, ismp-auth, ismp-authentication, ismp-job,
ismp-centos, ismp-monitor, ismp-manager #%# ismp-nacos fig

FHEBEBR.

1) & 3 # ¥  ismp-gateway HL # (2
Jopt/ismp-gateway/bootstrap.yml X 4:# password 34 2.3.1 Hi%

H Y nacos F R VIR, BUUsEIF RS

# vim /opt/ismp-gateway/bootstrap.yml

11
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! nacos
: Qwer!234578

: public

: DEFAULT_GROUP
: yaml

: 127.0.0.1:8848
: true

: 127.0.0.1:8848

: ismp-gateway

# systemctl restart ismp-gateway I 1& o 58 J5 & A
ismp-gateway Ik 5
2) HHFE ismp-job kS5 ML, BX/opt/ismp-job/bootstrap.pro
perties {4+ password & 2.3.1 ik E Y nacos &5l &,

(LEUEENELSF

# vim /opt/ismp-job/bootstrap.properties

=ismp-job
=dev
=127.0.0.1:8848
=publtic
—DEFAULT_GROUP
=${spring.application.name}
=127.0.0.1:8848
=pubilic
=DEFAULT_GROUP
=true

=properties

=nacos
=Qwer 1234578

# systemctl restart ismp-job /&2 5E)E B ismp-job k5
3) BRIE ismp-auth RS IHLES, B/opt/ismp-auth/bootstrap.
properties 4 password Jy 2.3.1 Fhi% B 1) nacos 51510 i,

(LEUEENELSF

12
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# vim /opt/ismp-auth/bootstrap.properties

=ismp-auth
=dev
=true

=127.0.0.1:8848
=public

—DEFAULT_GROUP
=${spring.application.name}

=127.0.0.1:8848
=public
=DEFAULT_GROUP
=true

=Nacos
=Qwer 234578

# systemctl restart ismp-auth /B 5E)5E E)G ismp-auth filR4
4) FETBE ismp-authentication R55 HIHLES, Bit/opt/ismp-authe
ntication/bootstrap.properties 3CffH password & 2.3.1 ik &

1 nacos F&iin Sy, B EE RS .

# vim /opt/ismp-authentication/bootstrap.properties

13
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=ismp-authentication-service
=dev
=true

=127.0.0.1:8848
=public
=DEFAULT_GROUP

=${spring.application.name}

=127.0.0.1:8848
—public
=DEFAULT_GROUP
=true

=nacos
=Qwer!234578

# systemctl restart ismp-authentication // % & 5% 5 &= 5
ismp-authentication 55

5 & % # # ismp-centos R & w0 ML & ., B ®

Jopt/ismp-centos/bootstrap.yml ¢4 password iy 2.3.1 ik

B nacos FEHVi &M, BkEER RS

# vim /opt/ismp-centos/bootstrap.yml

14
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: nacos
: Qwer 1234578

: public
: DEFAULT_GROUP
: yaml

: 127.0.0.1:8848
: true

: public
: DEFAULT_GROUP
: 127.0.0.1:8848
: ${spring.application.name}

: true

: lsmp-centos

# systemctl restart ismp-centos /&2 525 ) ismp-centos k55

6) EERE ismp-monitor IkRFAIHLES, E/opt/ismp-plugin-monit
or/config.yaml ¢4+ redis_server T i) password & 2.1 Fi% &
1 redis %%, nacos FHY password 4 2.3.1 F1i& &) nacos F&
Vilnl#%ty, psql_server T password &y 2.2 % & 1% E kyli

n AP, BRUR R RS .

# vim /opt/ismp-plugin-monitor/config.yaml

15
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psql_server
db_addr: localhost
port: 5432 #postgresqlBt ik % 2 & 5432
user_name: kylin
password: Qwer!234578
data_base: ismp_plugin_monitor #3 & & & 5
redis_server
deploy_mode: standalone #% 4 % #L 4 X fe v K 4% X : standalone. sentinel
host: 127.0.0.1:6379
sentinel_hosts: 1.1.1.1:26379,1.1.1.2:26379,1.1.1.3:26379
master_name: mymaster
password: Qwer!234578
defaultDB: 0O
dialTimeout: 5s #redisi# # A8 K B 4 . % A 5s
nacos
user_name: nacos
password: Qwer!234578
ip: Localhost
port: 8848

# systemctl restart ismp-monitor//f&5¢ /5 HE T ismp-monitor AR5
7) B xEE ismp-manager kRS IPLEY, &k/opt/ismp-manager/bo
otstrap.properties {4+ password iy 2.3.1 Fi% & 1) nacos ‘&

Vil , BEUUSE R RS

# vim Jopt/ismp-manager/bootstrap.properties

=ismp-manager
=dev
=true

=127.0.0.1:8848
=public
=DEFAULT_GROUP
=${spring.application.name}

=127.0.0.1:8848
=publlic
=DEFAULT_GROUP
=true

=nacos
=Qwer 1234578

=1800

# systemctl restart ismp-manager //1& 52 )5 ® 5 ismp-manager

16
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W55
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2.5 ismp-job VilE HEBEHR

1) &t job i, BT
50 285 A http://ip:8083/ismp-job-admin, H:Hip K& ismp-job

M55 WbLAR ) ip, K-S admin, BROIARRS 123456 k.

VA FEE | g 0083 smp-job-sdminviologin A 4 S

2) R ETA EMA %l admin” , “BECERE” .

18
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H Yl admin ~

?[g3ew ]

i
@
r— 2
O 63 O B (- #i e REINLLGIE
[ E24

) iftizsh

08

06 -

04

02

2024-10-08 2024-10-09 2024-10-10 2024-10-11 2024-10-12 2024-10-13 2024-10-14 2024-10-15
Powered by XXL-JOB 2.3.1 Copyright© 2015-2024 xuxueli github

3) AEFLH A ARSI RAT

ESEERL =
e

O w8l -O- 2| -0 #i5e

0 o 0 ] 0 0 0
o
2024-10-08 2024-10-08  2024-10-10 2024-10-11 2024-10-12 2024-10-13 2024-10-14 2024-10-15

Powered by XXL~JOB 2.3.1 Copyright © 2015-2024 xuxuell github

3 HAYLERE B SN
3.1 $TIFHLAR B K3 AR 55

# systemctl start firewalld.service //&sEiR55wmblas, FTIFBG Kbk

19
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3.2 GNHnBA K35 H]

i 5 2% 6 FF ik 0 Dt
F AR BRI S, TN T A B
7000 AT SP FHRARAE
443 https A3, AR 223
e 55 i 8848 nacos iy [a L2
10911 10912
mq ik 55
10909 9876
22 ARVl

# firewall-cmd --zone=public --add-port=443/tcp --permanent /KX
¥ 443 By bR AT BT G , NINIR S5 i e 2 A s 1 R

# firewall-cmd --reload  //EHin#p; ks
3.3 #H nacos FHijinl

nacos Mg TG4 RS0 1P S E AN B0 B 255 5L, A G B se ik,

Jei, B 8848 i H AN IR AL U
# firewall-cmd --zone=public --remove-port=8848/tcp --permanent

# firewall-cmd --reload

JE£E T 15R) nacos A, vl LAGEHTIT 8848 i I 135 [A] HL ]
# firewall-cmd --zone=public --add-port=8848/tcp

4 FHEBEBRERIEEERSERER

4.1 RV EERSNERTERET

1) WBEAHA https://ip, A ip 4Rl ip, SHIM 4 admin & 5-F

20
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7, B—UEsk, BNEl Easyclick123, ka2l

€ O A O7Ta2| hps = i 3 glye o 4 - @

S ESEREETE

SRR

2) HAFG, ERESNRBTRTIRGE

MiEb A Zadmin v

. =57l

RRpE

MR Agentiis [ == | == |

EaRE SAFE  Agentlif -

IPitEhE RS Agentilt  macty HEE  RREERE
0] I

- PU! Pl

ENER  EHFE e #n BR E BE CPUSH * " CPUKS

localhost. fg?:f — 202410 2023.06- ¢

localdom o ¥4 admin 8664 221 5254.. 16 081621 012340 * >
BIMER 1)

ain % 52 12

4.2 F—WEFBURAEG

1) ks B “admin” B

21
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- ISR EETE

Sty WA ‘

TAER

- ERm -

RRTIE

B
® [EEET 100%, ME6
ST 0%, M0

FaEn santER AgentigE B

EET Y A BANFE AgeniRfE

= IRIERIR Agenthl  maci i RRER
ENER  EFRE BE ] A e =3 cPUBRE = " CPUIEE i |
\aaas,  Tocalbost R o 2024-10- 202306 :
104483 1ocaitom i o ®& admin W V10 x86_64 221 52:54... 16 0816:21: 012340: *
208 BMER 1)
ain pre 52 12

22



	1目的
	2平台弱密码修改
	2.1 redis密码修改
	2.2数据库密码修改
	2.3 nacos密码修改
	2.3.1 nacos访问密码修改
	2.3.2 nacos配置管理界面内的配置文件中密码修改

	2.4 ismp-gateway，ismp-auth，ismp-authentication，ism
	2.5 ismp-job访问密码修改

	3 单机部署防火墙规则
	3.1打开机器防火墙服务
	3.2添加防火墙规则
	3.3禁用nacos界面访问

	4 弱密码修改后验证平台服务是否正常
	4.1 登录平台查看各功能是否正常运行
	4.2 第一次登录修改默认密码


