kYLINSOFT
BHEAER

5 AT L 1 AR S5 2R 1R MEH 4 V10 SP3 2403

BB HHRAF
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1. hRAHER

YR K A ) S AR T T 2 SR 55 2R 45VE R 4 VL0 BOSR DU RS . AT %71
25T RN I = IR S5 RS ERE R G V10 SP3 JiliA<3] V10 SP3 2403 A

TEEHAE,

2. RAEER

g~ AR

P AR BRI R = A o5 AR E R B V10
Kylin-Server-V10-SP3-General-Release-2403-X86_04

ISO %% Kylin-Server-V10-SP3-General-Release-2403-ARM64
Kylin-Server-V10-SP3-General-Release-2403-LoongArch64.iso
KAtk | 1SO. EIMLBHER . AR

L. Hi A cat/ete/ kyinfo £ if]

L N Sy ———
3. BRSH
ey BYfER

pET ) ARM. X86. Jeih

® . FT-2000+/64. &= S2500. &= S5000C
@ NS, 920. 920 V200
@ . W15, 25, Wk C86-3G. M C86-4G
@ ki FFME ZX-C+. FFHE KH-20000. FFHE KH-30000, FFpE K
=30 =
SR ERARELS H-40000 2]
@ it JEih 3B5000. Bt 3C5000L . JEit 3C5000. gt 3D500

0
® Inte/AMD &R #T6

AR E | BIOS/UEFI
2 ATEN 4.19.90

Glibc A= 2.28-98

GCC fR4s 7.3.0-2020033101

%27/ 38 7
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Java 7> java—11-openjdk—11.0.22.7. java—1.8.0—openjdk—1.8.0.402

FERIESXFr | C/C++. Java. Go. Python. Php. Perl. ruby %%

EATTEIN: = UKUI 2.0

RSO HRE GB18030-2022

EHlik KVM/gemuw/libvirt

B R TELR . Bk . KMS HLi

AT 3

&R ExXpRIAE

TR BB = IR S AR E R G V10 AT VAL

BRI R B IR S5 AR E R G V10 RS H G FM V4.1

R TR B 5 IR 55 SRR E R S8 V10 SP3 2403 24 bt P Tt
LT R 2 IR S5 AR R 8 V10 SP3 2403 SCEHRYAE I P T
R TR B S IR S SRR E R S8 V10 SP3 2403 HGE B w1 Tt
AT RELIE iR IR 5 S A E R 48 V10 SP3 2403 4Nl 45

[E=3E=

- FEEH

B SRS W S5000C L MHGET R, s Mgt . PCle/DDR P
MU K3, Arm64 %24y ACPI/APEl HFE5E;

WG SRR 920+ SR S HHTREE, AU PTT 3K5). SPUSFC 3K, 1_ca
che_miss_rd A1 1I_cache_rd il JHEE {145

B C86-4G ith iy MR, BLAE B AN R b 5 5
HrigIEES 40000 Hikg SM2 ALKl 3Ry, DLAJREF-5 PMU B . M
WAIT C-state % #1451 % #;

Bris Iy LoongArch64 28443 3D5000 505 B gk, 4045 BTF J@bk . B
TMEM FI SRIOV 45 ;

i vreraid . sssraid PSR . SSSNIC/3s9xx B, RBIM K3l rmpgbe. 7

% 3 W /#3871
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09 RIS, IMI200 SRR~ . HAER R PS1600 258K 5 304 ;
PIARZRRIE ISR, EBAE /O fEREFIISE . Zan FIREAL . JFRRHEE | ebpf. R
AS FZ A RS Ty T

WM ARGSW T, W io [AIEHER iodump . PIZKZ T nettrace . 4% IEIR 45
I pingtrace;

HIE REB A T, @A T SR A H AR . R RGN

b-
B

o>

UM ERR A O TR, WIS AR 2 MR E . T BT A A
I B R S Hbm SR

HERLAGE RS DI RER SR, SRS AU SR %

FRALA AR ZIR 5 IIRE rubik;

SCRFERRE . SFEEAPLETHR . AR CSCR TPM2.0 #i TCM1.2,

HANLEE SDK #:11,

5. ftF 1 EFAE

5.1. ThEEAE BN SRR T}

5.1.1. &5 AE AL

® % S5000C [z Rtk 4%

® (5 S5000C PCle/DDR PMU 3Kz 324 ;

@ i Arm64 ity ACPI/APEI 45k 4%

% 4 7/ 3% 3887
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B CEU FRkoRsh iy

B KE E2000 BMC N E W RIRS) S HF
Optee Hi WIBIRAR IR B H

it ks S2500 RAS JERfLIAE ST
H X100 4 SOC HMAIR 5

ARMG64 ZEfgist AMU i fE 30 8s

B Phytium DDR/C2C/PCIE PMU 3 #F

FEMS 920+ i HISI PTT ka3 kE

#2015 920+ HISI SPI/SFC K47 #F

i 920+ HISI Z2Fg38¥ 1| cache miss_rd A1 Il _cache rd &g+
S

M5 920+ HISI ras YihEH4ss

LoongArch64 ZEfaist BTF JEPEsctr

LoongArch64 Zefagi ETMEM SZHF

LoongArch64 ZEMJNEZIRELH vmlinuz.efi H51%
LoongArch64 Zif4 kdump ZhREHEHH

B LoongArch64 [JN#% page dump 24§
LoongArch64 %4ify 1s2k500sfb A& s SRS
LoongArch64 ZiHHriE SRIOV 7 fF

LoongArch64 ZLfgfifige rubik sZ#F

%5 M /3% 38 W



LTI SN 55 PR R ST V10 SP3 2403 AT

i LoongArch64 V-4 1s2k500sfb BMC 34
s LoongArch64/X86 4244 Inspur BMC B /RIK) 2 ¢
piis 1s2k500 WNE /R IK G 5%

ETMEM IRz1#13% LoongArch64 4ty 45

FHJEE GMI SM3/SM4 P & 8K Z)

JEiEs 40000 i SM2 s Skl 3, BRINXS ZXPAUSE 454 134
JEESE G SM3/SM4 i {15405 37 4

JRFHEE PMU SCRF

J 2k EE MWAIT C-state E:

B Hygon 4 5 3fF

Hygon F& HEfIfLiEhR

i vreraid FEFRIKS) R

Wi sssraid FESI-RIRZ)SLHE

e ARM64 %H41 SM3/SM4 BRzh %+
Bt SSSNIC/3s9xx MR 324§

FEGIREIM REX3) rnpgbe kF

s TCM2.0 S7FF

B 709 BRIKEL ljmcore 2.2.4.1 A

i JM9200 S5 i R Ak 5l

%6 M /3% 38 A
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@ HiimAELIKM K PS1600 3Xzh ¥
@ i Intel QAT IK3)
® il Mucse RNP/RNPVF/RNPM KoKz 7+

® ARM64 il JM9200 & R4Kz) ¢

® ' Ipfc IkzhF| 14.2.0.7

® EHIRMR RIKEE 0.2 A

® Megeraid i RAID K35 H %] 07.719.03.00-rcl fliAs
® ffiff RAID Kz smartpqi Bz 2.1.20-035 fiid<
® WM gla2xxx %Kzh% 10.02.06.200-k A<

® il FKIKsh ngbe EHZE 1.2.5 A

® il FKIKzh ngbevf H#H % 1.2.1 A

® MilMKIK5) txgbe FHE 1.3.4 JiiA

@ HOULIHHEMRIKG A% E 1.23.815 Ak

® HH IGC KRRz

@ i MUCSE M-KIKZh rnpvf %] 0.2.0 A

® ¥ MUCSE WIKzh rpm %] 0.2.0 Wik

5.2. W#

5.2.1. I/O FiERM 4%
@ Z k2 3F; Historical Service Time (HST) #1 1/O Affinity gf2ik$%
i

% 7 /#3887
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® X86 EXT4 CHFRGUBHINE ¥

® it RAID + NVMe ikt

@ 10 4w block JZHIAGI SRy, ATl h Z I 3

® il PCle 5.0 Fpi:scHs

® overlayfs #l userxattr JEt: 3 Fr

@ it BFQ 10 IR QOS i

@ 7t Bonding AY balance-alb/balance-tlb #=F, #% IPv6 ns/na
SR

@ B FF ipv6 DNR XU: ke

® % Nvme-OverTcp iF

® NVMe #¥ host-auth Fil target-auth 7#F

® i net.ipvd.sysctl tcp tw_timeout ZFF

@ X86 ZHffifit CONFIG_GENERIC_PHY=y

® % Nvme HIXEHE&EIKSH y 3 m

® it ACPlI HMAT Z¥:

5.2.2. FasME ik

@ HiH Virtlo 1.1 WRACERME SRR

@® memcg ¥ memory.events 1 memory.events.local $2 ]
@ 1Y vcpu stall detector Kofras

@ it cgroup freezer controller 457 +F

% 8 W /3 387
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PAZHIGTRFE SMT BRES B -4 Se R R e R S

Bril CPU E S 2 IR A 0 & Rtk D RE

Hidl MemCG S2P oK IR G BB FRIE DI RE

Arm/arm64 Frig PTP_KVM 3H§

FFH sched qos FELR BSZRIRFRIN FIRAR Se 28 3 i e S 4 Bl
fdifit CONFIG_VHOST_SCSI=m

1E ARM64/X86 JiFF cpu IRHE R INM i GEF &

5.2.3. #HEEE

P 10 SEFREE g SR
ARM64 i CLUSTER Rk
PHEE ARM64 ZEAHIERIAIE &R #E A PREEMPT_VOLUNTARY

F: SCHED _AUTOGROUP

5.2.4. ebpf 1%

eBPF #14 bpf for_each_map_elem helper £z 3%

eBPF 1t ringbuf 4

eBPF skb_verdict #i# SK_PASS iz

eBPF TRACING #&xH 5745 bpf_get_socket_cookie helpers
eBPF #r# eBPF BTF_KIND_FLOAT 37fF

eBPF 1t bpf_redirect_peer 4217, Wi/ cilium YK

%9 M/ H#3A
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@ cBPF ¥ bpf_bpf redirect_neigh 210, /2 cilium TR
@ cBPF i bpf_ktime_get _boot_ns 4%

@ eBPF #i¥ skb FEfl Reson ZEHISZHE

5.2.5. RAS 138

@ PCle AER FfiR BRIl

@ HNS3 W-RIKSIHHE RAS #ihE 14 504
@® Kunpeng memory RAS $5PEDIREH 5%

@® &% rasdaemon 4514 diskerror_eventstore [A]

WM

5.2.6. &R

@ KYSEC Hit x HOOK ALFREz Iy

® KYSEC 7EM4s i blacklist ZEA7idE
® KYSEC Bl i & M oe i s iy

@ 11 SELinux/ngac hook %1

@ /it SELinux ngac hook HF

@ [Psec XFRM @i SM3/SM4 Bk

® fifif KIC &AfE

5.2.7. HEREALL
@ @ RAID + NVMe H#fE e

% 10 7/ 3 388 W
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. MLX5/I40E #£ S5000c # % ft

T WA FER 5 txgbe IPv4 # & M6

it txgbe I zh 7 C i S2500 10GB %

% raidl0 #ithfh, MR

At sched A 2% vdso FREUES |5 %

e ARM64 F 50 A 8 1 ik

P’ B 2000+ FrERHE 920 £ X LI T UnixBench 4H

ft ¢ Loongarch %#7 lmbench

At tep skb B, ik g M ARARIRIE

4. i40e #y TCP_RR/TCP_CRR %14 ¢

% tk_core &M WHERA B, thIL8M 920 B UnixBench M #
EEME N FERF, HIsm 920 UnixBench shell #47 % %
1t seccomp # & smb B[%, Jmik UnixBench syscall #4720 %

i1t HugePage A R w4k ftit, W&EEHATA

5.2.8. HAtbRetk

page_owner #it timestamp F1 pid DI RS FRASCHE
perf #% ARMv8.3-SPE % #

P NZRSIZ2 8 hostname=xxx K EEIAN hostname
B RCU stall diagnosis information #5443 4%

i UKFEF 48— AL BRAE S S

% 11 70/ 3 388 W
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@ MNIZHtE available filter functions addrs #10, FFidiEmREL k%L
S it s Bk

@ WiZH ARM64 miikiesitk LSE (4F

® X86 4 CONFIG_CPU_FREQ GOV_SCHEDUTIL J#i &%

® Arm64 i CONFIG _FB_LS2K500 feibh %

@ % USB/raw-gadget 3f:

@ i KT0206 &Ik ZFF

® il CONFIG_EFI TEST=m

@ LoongArch64 ZE{iiFI 41 cpupower T.E

® ARM64 4k M#% CONFIG_STACKPROTECTOR STRONG #ififiss

® MNEHAL kernel-doc 11

® N#ZKH Logo iR

® I ARM P54t 1s2k500sfb R aKE) 3 HE

® LIHERAE kfence

5.3. ErliHH

5.3.1. glibc: RSERE
@ = init_cacheinfo # 3% fimxf Jk 5 6 B BLALAS I 3 5
@ st GB18030-2022 7 [E 47 4 At % %

@ FmkHAT, A memepy 0 HY A

% 12 W/ 3£ 388 T
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5.3.2. systemd: FHFZEEHE

@ 4 AT XY rpath/runpath & M{E . # % 4 ;

@ ln— N7 overflow i 4 &

@ FHMFEN nul 41k, [ dns_label_unescapetriggers 4% X i
@ i )E E# return 3 [F ) 1F

@ udev H A3 0 udev rules U & mode J& ME4T EY

® udevadm ¥ 5 A usec_add()

@ {1t install_context_apply()#y 45 % 7

® udevadm trigger 5 5 {f 14 3R B4 By 4 32

@ /v pstore ¥ dmesg 5 &7 ik A&

@ 1hfk udev I B M STEE o B 4 AT 4F A0 22

@ 1t udev & I A Xt workers Hy & £ 4L 72

@ (L1t systemd % daemon #£ )7 iy trigger ¥ 4 4 1

® udevadm trigger ¥ 3¢ n % EROFS

@ i1t sd-event # B v i 2 A2 X BR A FE R 1B IR R AT

® time-util # 5B A IR PR B By time_t JE 64 (L (EE AL AL
@ time-util # 3 xf EOVERFLOW #41% 4 72 o 34 Jn 82 LK #y 4L 72
@ i1k udev HLIU ST 4 #Y I B 3 45 op oy U AL IR 5

@ 1k udev K %4 3t bit rate By & fE . 2% %X N uint_64_t

® 7 systemd-networkd.service 3 it AF_ALG. i £ Khash %k
® udevadm info ¥ /n ¥ % 417215 & &~

% 13 T/ 3 38 W
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udevd # % 5 24T F By worker 2

1t Exec* 54 0y “+” 7 42 40 H2 1% % Z ws PrivateTmp £ 5O £ 4877 | By
I

journalctl 44 #7134 3 & % 41 --facility=kern;

journal AT & B An 3T B H &

Y4 su 2| L@ F 7, 4T busctl 44 B 3 v Interactive authentication
B ;

WA 0 A A B A is_dir_fdOA is_dirO® h WEK @ £, Z—FA is
_dir_full() & %t ;

B %% config_parse_si_size & ¥ X % config_parse_si_uint64;

5.3.3. xorg-x1ll-server: EIFEIRS

® J%/n multi-gl sietium driver ¥ #F;

@ AR LK IH;

@ i A GP201 B FH 5,

5.3.4. audit: REHITRSE

7 auditd {F 1E #HE B 7 R T

audit WEFEHEFRENAR, FinfeF B2 LA

7 kysec_ppro 7 kysec_netctl H & %A

%14 7/ %388 A
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5.3.5. cryptsetup: &N

PRt A2 3% A x5 /D AN LT A B RS &R 10 K/
W An T A # 19 no_read/write_wrokqueue dm-crypt %8y 3,
¥ 40 7 # dm-verity % % 17 panic_on_corruption ¥ J 4y % .
S HE T A% LUKS2 # # fn %t --master-key-file % T
¥ — 2 liberyptsetup & %t 32 [ 4 1% 75 98 % 4 EEXIST, DA F 2 o LA 4
HEHAZOR R R B A AT H AR D RE R A
TrueCrypt/VeraCrypt # 248 X WA L5808 A A E AW B K1k &
LR AE A --offset F7 2 By A /M| 2 LUKS2 header B, R 5448 % 1
k /N kF LUKS2 # header # A& /N, M) 4] 2,
integritysetup ¥ # #7 #y dm-integrity HMAC % %71+ & 1% 7
integritysetup 7 dump &4 ¥ £~ E #H1HH H X
TR A RN E, A E & ER,
veritysetup # verity %A HE U ANE B X FHABIEE, TN, AZT
b o TE L BIE R A
23T IF NTFS & % 0 B & 4R
AR Xt B B 5 AR R 4P B VMK By S5
o R I AL A AN, AT AT 4R
AL 4R B 3E LUKS %4 B 78 e ik 8 £ .
EHERARERHEBERESL, FRELEHALAT .
A B4 cipher_null #7i% % 1% 2 LUKS.

% 15 7/ 3 388 W
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LEEFLHEH, FEEEHAXT LEEH,

= H A% cipher_null % & Bt 473 2| 2k A %A

FE R A B Z R T R B

cryptsetup & 17 4x 3k ¥ A T #7F TCRYPT #% 4, {# f--header & T 48 & 7
ko

H Jm % g 3% 7 n Blake2b Fn Blake2s "5 7 % #

X F 5 LUKS 4 i 1

B —/N LI SSH 4,

7w cryptsetup --token-type Z#r, HA KA RE| NS B E.
SRR R PIN #EAT 2 T4 B0 0%

BT AN EEEE AR AL

%A LUKS2 PBKDF I % Argon2id.

¥ Argon2 FvE R 0 5 1% 9 7 ik AR 4R 5 2| 64MiB,

B 2042 N LUKS2 #8309 5 & An % 8 KX K /B

2 A UL T A VeraCrypt £ 9, 7% fn--disable-veracrypt i 7,
S F--hash fu--cipher % [R %] TCRYPT 2 A 4937 7 it [4] .
integritysetup A i T EHEEH T HEETE.

cryptsetup & LUKS2 #y luksChangeKey # t& & keyslot %7 5 .
Ak --deferred ## --cancel-deferred 7.

F 5 A AT T AT LU libpopt 28 N 7 R

AN --test-args &I,

% 16 7/ # 388 W
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veritysetup: 7 --root-hash-file 7,
liberyptsetup C API# & ( H x4z £, % [ liberyptsetup.h )
A R T 4 AE T8 B0 B I AE BT BT AR B

TV B A HE R #1247 LUKS2 #%,

5.3.6. dnsmasq: BZRE

® /ijfn--dynamic-host #£7: ¥ A 2 AAAA EF A mE 54 2 0T R —

T #9 DNS f#A47 = .

U fin--bogus-nxdomain ¥ F: K- 448 € Mk 5T B IR B 45 0T 2k
B E A,

W Jn--ignore-address ¥& T : 85 3,445 2 AT P B A B AAAA Gk
By 213 Ko

3 --dns-forward-max T2 & 8918 45 & DNS F AL 0 3 85 A /N

5.3.7. e2fsprogs: EXT XH&ESGETH

@ libext2fs & ext2fs_zero_blocks2(), #ufk mkfs.ext3 35473 & .

5.3.8. gcc: RGi4ikes

@ AT int128 {i oy (| 7 kAT T B, F E A gee B configure

B T glibe By AH X & SO (R R ] 7= & T DAE R int128 fr iy K KA,

EEATH, #iT sizeof WERHAM ., EF R XFENERA G FMEH,

B

% 17 T/ 3 38 W
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@ T# ¥ 5 AutoBolt 474, BOLT(Binary Optimization and Layout T
ool) & # ¥ & 1 ft.(post-link optimizer), {# | &L T X+ # profile {5 £, £
F 7 DA B 4 #4714 FDO(feedback-driven optimization) #1 LTO(link-
time optimization)z j& th — 3%, HREFLZATER, UL E DT
1 R #h 70 B 40 0 TF B

® i1t kernel #y pgo th 42, A BET G FH N NZ, R GEFNH
5 & F ) AE % B AE X B AT IR 7T, patch By A2 gee By %, kern
el 478 FETmABKNH 2.

@ XN TAFEZHFBRAFNRDMHAATWEN, % chain FHATEHE,

@ 3% bytes_below_hard_fp & &k 77 & (K At T = &) 09 #E 5

@ 7} bytes_above_locals 5 & f7 & 3 X 3 Fr ik T = 4] By 0F % .

@ i Anxt cpu MG tsv110 By SR, MG SR vB_4A TR A BT R

@ ¥ mtsv110 VK& E

@ Winft I A, AR E RN H BTHATT A

@ XTEIL AL M By F B & 77 B -tree AT IR 1L,

@ =1 bolt &4 B 20 K5 (h (L # 2 8 W 2. 1% i -fbolt-use Fu-fbolt-targe

t A

5.3.9. java-11-openjdk: java &=
@ iE-h a4 5¥,
® TLS, 1.2 #9% A Diffie-Hellman % 41 A /N 1024 fL3 fn %] 2048 fi , X &

% 18 T/ 3 388 W
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HYWE T EE, WREFE, 7 L#ATEE jdk.tls.ephemeral DHKeySi
ze %48 M E R 5] 1024 1,

SunJSSE #& 12 /7 FLERAE A & Bsm W BB E R, TR F mie
F W R, ¥ UL 1t SSLParameters.setUseCipherSuitesOrder(false) &
ZIHAT A

JDK # 7 # % PKCS#1 #% R 1y RSA %4, X &% # RSATHTULEE £
A TEA

7 JAAS # ChoiceCallback #1 ConfirmationCallback % ¥, 3% 4 % [£
TN BB EENRA, w7 Zek,

M cacerts %4 £ ¥ # % 7 SECOM Trust System #7 RootCA1 Rif 4 .
1] cacerts = £ & 74 #n 7 Certigna Root CA iF .

R Tk A # java.security SUHF, Kk ) InternalError 1%, T & (£ f
HH %2 EMEE,

# % F GB18030-2022 470, JDK 11 340 7 I A4 th 548 L H,

+ ¥ GB18030-2022 #7'#, 5 Unicode 11.0 % . # UL B % 48 I jdk.
charset.GB18030 % 2000 {# /i IH B A F 4 & .

BINT A4 B 1 jdk.jar.maxSignatureFileSize &t & JAR U1 % 1if #] 4]
22 MK XA R R F B

AniE T ZIP XM o Zip6d F R AL, R FETE ZIP Xk, T
DL 1t 3% B % % B M jdk.util.zip.disableZip64ExtraFieldValidation % tr
ue k25 X B ie &
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javadoc T E 345, 7 ¥4 5 #r i Doclet 4 A 89 U 89 #F 7T 48 % By 3542 C
o

%3t 7 Swing T & 8 L #F. A&, % A& Swing HTML 4 ¢+ ) HTML
X EAREAAE R E T H W A 48 1 swing.html.object y true B 4 2 7E %,
JAEBRIA B il Hy TLS $hil F # &k 7 SSLv2Hello 77 SSLv3., % j | SSLv3,
FEEARENRRBEREET ARE,

7] cacerts 5 £ & # 7%/ 7 Certigna(Dhimyotis) Root CA if 4,
BAERT, 258 774 BMP E& P w80 ICC B E X #, 7 MET R
& % % & M sun.imageio.bmp.enabledLinkedProfiles % true & % # & A .
ZANFNT, 2£H 7 com.sun.media.sound.JARSoundbankReader 52 M
URL T# JAR = & EWM4T W

# % 7 LoginModule 23, DU dr il 3 = 1{H

BOAFEIT, £/ 7 #H SHA-1 H# 5 4 6 JARs,

F % 7 PKCS#12 % 41 JE # B A 89 MAC 3%, 3T SHA-256, . T SH
A-1 I EEE R,

f# i JDK Flight Recorder (JFR)® DLk 4= %t % 8y K7 7|1k,

7 Kerberos ¥ 3 Jf 3 2k A 2£ )| 7 des3-hmac-shal #¢ rc4-hmac #ip %5 £ A |
¥ # 7 java.util.Vector, A7 X7 7|1k 18] iE # 4 & ClassNotFoundExce
ption,

# Java GSS/Kerberos i it HttpsURLConnection 7 ir 7 HTTPS i & 4§
R o

% 20 W/ 3t 388 W
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% 2% 7 DeflaterOutputStream.close()f1 GZIPOutputStream.finish() 7 3,
TE 6% 5% 2 0T % FIAE % B 2k A JDK & % % .

*t java.io.File ¥E4T 7 ™ # 0y U1 #4524 S AR 25

SunPKCS11 #2 {42 ¥ # 58 A 5 # ChaCha20-Poly1305 % # fr ChaCha20
B R

GC.heap_dump % Wi ér4 #8 gz 2650, T 8 H 46k oy gzip [E %
AINTEANFMAGL RN, FTHEAE P wf iR 480 TLS ¥ &,
SunPKCS11 #4125 38 W & B 1, DA E 5348 &l R & TR A .

ZIP X Z AR MR FAELELAAT A" WA E WIA ZIP X4,
M cacerts %4 B % & 7 Google #7 GlobalSign Root iF #

F 7 IANA B K #3E & £ 2021c A

5.3.10. java-1.8.0-openjdk: java iz

Cgroup v2 # #: OpendDK 8 IL7t f 4% 7 Linux & 2 P35 o v 7% 37 5l Fr 4L
# cgroup v2,

Java ] 7 DL A 0 8 I An R A8 T 0 K UR , Bl 4 CPU A 9 77 IR 1
SAF Z G Bt w7 2 Windows NTFS &4 45 (ADS) #y X,
GB18030-2022 #iof % #:F % 7 xf & B E %47k GB18030-2022 % 74t %
#,

TLS 1.3 % #F: OpendDK 8 #.# 2k 2 F TLS 1.3 thill, ##t F oty % 4
MeAn I B

% 21 W/ 338 7
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BT — R A HLL2WRIES, AT HWRIEE, UEY Java b F 1o
ESHHARN R 2ERE,

ZAE FEA N Bt X Kerberos tAIE th il fn PKCS#12 & 4 fr il 4 & 2
TR L IBEAT T ik, B\ T et E ik,

X Swing fr AWT BE#4T 7 Mk, %&F T x5 DPI B 5 2 09 50440

#r3E T Swing 4 ¢ HTML W& W %2402, R T el EERED 0
W, BlEtiEE Y HERAIEE (v libpng) #y % A MEAm A E

%t HotSpot [ MAL#AT T — R 7| Wy MR b e fn 2 B &, B3 Bt i i
WALE, 4R T Java B Hy 5 AT R0 ol L

%4 7 HotSpot JE AL H LI £ A% 20k, BT Java 14T BI5GB

{38

Pt
>

Wi T JVM mis B AniE s it , (T K fuiE 4 A R AR 9 R B i 1 A
K Java BLA .

*f CORBA ( —F# Jf T 741 5 B B9 op Bl R0 R ) 097 S AL AT T % 2
MR

FH T EGAIEA XN E, 740 libpng, DLAEGEE A fn g At

5.3.11. linux-firmware. Kz#[E 4

Z %3 & K Intel ES10XXVDA2 25G PCIE # & [/ & IX 7

@ AN s B IR Agilio GX £ 7| F R HR 5

% 22 T/ % 388 W
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5.3.12. Im _sensors: £ R&RETE
@ st EMALIGE, #FI-n LT, £ E WYL P B 3 RS #E F /usr/bin/sensor

s -s -n R SCFEAE WAL B 30 S B GE 3R A A ) B0 BE 1 1 R B8 b T 4

5.3.13. libabigail: ABI %
@ T RAMMA, &N H AT A R L E A

@ G THhe KRB ENMEA, T DWARF £ gk £

b

u

[¢]

@ AU xHE A KA IAT R HIE K R

® THEBRALTMMAF/IRAM, HFTHXWHRITEHE,

@ 1t Pt Bloom i jE # i 0y A An E A AR T

@ 117 ‘change kind M ZFEM —EEAMFHIHLHRT,

@ NEFNHFRTMEGMEMNENLABRS, URFELE,

@ abidiff: 7 & A 1 IE & At 4,4 ABI XML A,

@ kmidiff: § th R A A% w7 CTF (Compact C Type Format ) 1k 15 &
&

® ~in T CTF {5 B AT abipkgdiff By B I3 71 3%,

@ ctf-reader % # 7 xt CTF 15 & 0y X+,

@ ctf-reader w7 #5748 40 2 B 4B 5 BT HE

@ 37 %4 --headers-dir ¥ T Ll #.1T abidiff ## abidw.

@ Wt T WER TAIEIRI A

% 23 T/ 3388 W
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IR: % # & % Union 8 835 & 7 .

IR: # R BUH —NEE"#IN W EFHOATERA,

DWARF ¥ 8 %. % T .dynamic & K # SHT_PROGBITS %,
DWARF B3 #: £ f size_t k%~ DWARF R#&AWKE,
RE T EAE R K AL LRy E AT

#£77 Linux Kernel #5018y EA LM AL,

ALIR T R A | ST A B A 2k TR R

BT NEER TR, AR EE R R

AT At abidiff 8 --debug-te #T, A TR A KA a9 K,
5| \--enable-debug-type-canonicalization . & %t 71, ¥ 47 i i £ A (K )
J 5 At o i 5] R

7 IR HHIET X T M6 MK AL 45 1y SO,

MG NEFHATT R, BRERAEA L ZALER LA,
DWZ B0 2 37 7] L 4 72 .dynamic £ # 45 SHT_PROGBITS # 4+,
FERNIR N, A A R M AL K AL B R et e o IO LA B
¥ 7 5 4% it (Compile Time Function ) CTF iR 48 % 09 % 35,
%t F 3k & __keretab 8 CRC (5, #/n 7 %4,

Vi fn 7 abidiff #9--debug-te XL T

521 7 #| 5 ODR & DWZ t DWARF i B 2 fniE = 42 /7 0 8 2 1%
ATy EEM UL EA,

¥ # 7 CTF MK

% 24 W/ F 388 T
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@ SURFIEFR AR B EE R R
® /%1 DWARF 5 & addrx L% .
@ EHANEN-NELEB RN EFNEMER,

@ HI UMY KA RIT EH AR SRR,

5.3.14. multipath-tools: % %#Z %54

@ a4 del maps Rl HT B AT I M Br 1R A & &

@ [ E SUHHH protocol F#84, SLIA XA F A 46 th WS ATH BB ik
B, NI AT EFEHRERERE.

® /run ##/dev/shm

@ % # remove_local_path i, F7 nvme % %& 6% dm % %

@ 74T trasport pathinfo 2 773 n4t X remove_local_disk &4 2

5.3.15. mesa: EH s

@ IR IE virtio-gpu IR 4R AL (H264 . H265)

5.3.16. openssl: %42 H

® HWHMBEZRLL 4, openssl FEAFELNMRAT
@ UG E X hF SM2, SM3, SM4

@ i TLCP ) %3,

@ UFf sm2utl, REE G H MR Rir—2, <HEAID

% 25 W /3 38 7
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1t 7 openssl gdst tyaA 5% A G By 5 A
% 754 CVE-2023-0286 %% liberypto.so.1.1.1f = GENERAL_NAME
B & 7 %X & x400Address 1511 £ A i ASN1_TYPE 7% i 7 ASN1_STRI

NG, X Fj KB A & 2 FA M,

5.3.17. pam: A FIAiE

pam_exec L3, 7 quiet_log ¥ T,

pam_mkhomedir % /etc/login.defs 3 iu 7 xt HOME_MODE # UMAS
K i 4.

A $& B iy B3 An pkgeonfig SU1F.

3 Jin 7 --with-systemdunitdir B & % M % 4% & systemd # 7T H %,

3 Jin Y --with-misc- conf-bufsize 2 & i 1 K 45 & libpam_misc #J misc_co
nv() i P B &k KK/, Bz 5B BOAE K 512 42 5 £ 4096,
pam_faillock:3¥ in 7 £ 1% & pam_fail_delay # nodelay #

¥ & libpam API 5 pam_modutil_check_user_in_passwd I i .
configure 7 fn 7 --disable-unix # 7 5k 25 | pam_unix % 3 By 44 2
pam_faillock #/run/faillock/$USER # & . 0600 4 % # 0660.
pam_limits 3 fr 7 %t nonewprivs T8 X

pam_pwhistory 7 it SELinux helper.

pam_unix 71 pam_usertype:i# %, & b 2 Bt 4 &

pam_wheel 7 getlogin % I By 15 5L T 52 3 PAM_RUSER [ i ,

% 26 W/ 3t 388 7
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@ /M%7 pam_cracklib # 35, f# F pam_passwdqc(k # passwdqe F H )=,
# pam_pwquality(k & libpwquality 5 E ).

@ 14T 3 Aty pam_tally 71 pam_tally2 # 5, {# f pam_faillock %%

@ pam_env AR EEH PG, Ko

® pam_motd #% B F F1 41 5 ¥ motd.,

5.3.18. shadow: f F %%

@ AUA F i N\ fgets B i fgete, 3 %4 i

® %/ zh HK #y %+

@ UID & — 43 m flag, off KA -u 5% %A getpwuid, on K&, -uf#f

uid_used,

5.3.19. tuned: R4 fL

@® ¥ mssql Bt & U

@ }7/n transparent_hugepage.defrag 5% ;

@ sysctl % & H# 5 #|/proc/sys, #%HAT sysctl --system, D 44 ;

® fil% 7 sap-hana-vmware profile X, f F F Z 8 B & X2 3T A 7 3& &
BER

@ ¥ i virtual-host profile X+, #4/n cpu 4 T ) force_latency % 4 ;

@ 1%/n 7 accelerator-performance B & S ;

@ ¥ 77 sap-hana B & U, *t sysctl # schedular 5% BE#ATT E &

% 27 7/ 3388 W
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¥ # latency-performance Bt & U, X scheduler. sysctl 48X 2 £ #47
TER;

#Jn7 intel-sst By profile B2 &, J T intel X357 =4

#Jm7 optimize-serial-console . &

throughput-performance % & >+ 4 34 iv 7 % AMD £ Marvell Thunder
X 403 B 5 B0k B SR

# /in spectrumscale-ece . & U

scheduler £ 7| T3 /u 7 default_irq_smp_affinity . perf_process_fork. p
erf_mmap_pages it Tt 4%,

¥ 7 postgresql B &E X1

bootloader ¥4 #i 7 % rpm-ostree & %

realtime %k A {8 ¥ % ¥ isolcpus=domain,managed_irq,X-Y,

%t T realtime W I0iE B ¥, Wk T disable_ksm #y & 4 A
scheduler 7% M 4FE cgroup # #3425

# & python-configobj ik #i, Y14 %| /N & # configparser;

£t %t Centos *f SPEC XX #4777 B 31, £ % Z %% subscription-manage
r;

3 Jim OpenShift B2 & T

disk # £ 9 {6 2 208 #n 7 X nvme 89 5 FF

cpu Y B T cstate force_latency & ik 3k ¥ kit F FE R

net 3 n 7 4t txqueuelen f 3 3% ;

%28 W/ %387
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® bootloader 7 s390(x) b A\ BLS # fif| /4 TuneD % & ;

® daemon 7 systemd % I B A AT €2 ER ;

@ %/n 7 isolated_cores L3 At 5| & By L FF;

@ 37/n7 calc_isolated_cores i 41, F7E — 2 tuned U+ 3 Jin isolated_co

res ¥4 B 3% & .

5.3.20. util-linux: 2% TH
@ libblkid T A £ 1t
(1)xf JMicron f# il 4% % 77 ;
(2)1k: A% jm_checksum #1 le_to_cpu & %t {# A ;
(3)7# Ix tab 453, BN =H;
(4)nvidia_raid % E # H KD
(5)nvidia_raid i 7 ¥ 77 ;
® logger T EL{t1k.:
(Dheader /N & i 2 37 2 Bt 22 o X 5
()1 AL AT i N\ Bt --size 26T B9 6
® chfn T A1
(D) B by — AT X A F B ATIEATR T
)X & EHATA IR, £33 BURR /B i N BT 2EAT A o B LT 5
@ chsh T HL 75 3 BURR /B B \ 2 BT SEAT A v S R 38T 5
® login T A/l vhangup &k & tty K /b;
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® vipw T EL 7 R BUAE R Z aTsEAT A v Sy B 3 o

5.4. &%

5.4.1. security-tool:

@ 7 sshd ¥ 2A B E T+ Ml & B F H 4% 51 RSAAuthentication 7 Rhosts
RSAAuthentication %t %

@ % sshd F I BN A% 2 H % shal

® TmEMRAEE

@ /etc/ssh/sshd_config B2 & U+ ' 3 v PubkeyAcceptedKeyTypes HostKe
yAlgorithms & B & 7

5.4.2. shim:

@ Wi EIHE 3.0 A, ETHE. LT 6 AR N EAA tpem
k&R, STGHEARRRRIZAEE;

@ 3 RSA/E %7 x86/arm/loongarch64 F & iy 4 2 3, shim # £+ S
M3 # SM2 & i%;

@ i 3 FF X FF loongarch64 244 ;

@ FHEAUYH. REREMEIEHRIEH;

5.4.3. chpolicy:
@ #1343 % selinux_policy32 1 33 Ji A<

5.4.4. kysec-common:

% 30 /3 38 W
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® kysec HERSM, HETLEMRENA, BABZF LA ER

5.4.5. kysec-daemon:

@ HELXAENHEH

O NABMEERNRLEEX, RALEE, BEXG FHTEE
® HXt

® kiR A4 kdk #0

® jmp A ATE S kdk £ 0

@ FAnHIF I H #H kdk # 0

©® U im AR IR I 3 kdk # 0

® FimFAELT A kdk £ 1

® /AU R kdk #: 0

® {45 {# securit-switch MK A FE B AK

5.4.6. kysec-sync-daemon:

® HEftfth

@ NABRMEEANBLEEN, BRIALEE, WERY FHATEE
® kmod % # A kdk # &

5.4.7. kysec-utils:

@ FboxAENHEU

® NABRMEEANBELBEERN, BRIATEE, WERS FHATEE

% 31 7/ 3 38 W
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R
TS B G 4 ¥ kdk B T
T i B R AT 25 8 edk # 0
R e 6 ek 2

T i 1 Rt B B 4 kdk T
T8 At A2 T 4 70 kdk 5 1

5 SR 5 kedk 4 D

& % 1# securit-switch M #R A5 E E A%

5.4.8. security-switch:

14 B f# securit-switch VI #R A F F B A XK

5.4.9. libsecurityl:

JoL R Bk P8 45 B BROA BB B R AR K

N\ kysec_sm Ft &

5.4.10. libchkuid:

RERSeEED, W URLEEI B Sk HA AR UID 836

5.4.11. security-reinforce:

g2 A [ o sk A

REER=ZF. BBZ2BOAER, FRZF3L 46 MoET; BB LN
BB S I B, 2570 M E R R4 SUEAL, B P 4R 1839 A
o B UM kL L 0 B E X AnE L, B P UARIE AR (15 DA )
TR EE S mE, RETEGAWERGATRXERTE, F1E
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B P H#ATHRE,

A EAE A .

B B X EB R, PR %A E T R U E S BBk, 2w
B TR vE B E

KB, mEAER, 5UMNETERNEE . wE . LRAEEE,
A E TN AT N A A AL HE

B AR N5 3 6

B e X TR A AAT

Z A fn E R

38 o e 3L

I F i L#

AT Ak

PR R 3ok

PR % SSH AR 4 1 7] I

J& I SELinux

PR %1 R P R S R 4

% 38 sudo M IR

B A sudo H &=

% sudo A il {h £ 3m AT

W B F 45 € P osudo RAUE M NAE E A Py B
il B 68 418 = Yy SCAR B S 1

% 33 W/ %38 A



BT R IR 55 AR E R SE V10 SP3 2403 K ATTLW]

B o1 H & R % rsyslog
e LA R A [ R
KB R Gk E
o e 8 4k B U
oA 4 4
A2 7T K A2
An G O A By A Ak
ELERKZHDEF
# ) SSH % % &%
P oF 342 17 umask &
¥ % EH R 2EHK
frd B R Z RN E RN T E AIDE
o 28 S 52 R MR B &
REBEZERARTER
5.4.12. rootca-gov-cn:
@ FHERBFRIEFEETLE, FRETLER
5.4.13. openssl:
@ I FHKY GMI EEE %
@ [F:E Lok CCP w4 T, %% HCT
5.4.14. openssh:
@ UFFE %Mk SM2, SM3, SM4
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5.4.15. nettle:

@ R EE % SM2., SM3. SM4
5.4.16. gnutls:

@ XIHEHH L SM2, SM3. SM4
5.4.17. rustcrypto-hashes:

@ %Jnrust hash H%EH &%, %5 SM3
5.4.18. rpm:

@ B g 3 A ol H A AL

5.4.19. libkysdk-security:
5.4.20. libkydima:

@ FHIANEEFHEITHE
5.4.21. Ilkrg-kyextend:

@ FHIANEENZER
5.4.22. wusbguard:

@ HWmAFPXEHED, REFRED
5.4.23. trousers-tcm:

@ #73Y teml.2 HHix

5.4.24. trousers-tcm-tools:
@ ¥ teml2 KT AA
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5.4.25. libtcmalg:

@ T teml.2 R F EE D ERHE
5.4.26. libtpms:

® vIPM 3% E % & % SM3

5.4.27. libkysec-tee:

@ 15 S2500 HLE I KB E

5.5. &4, Bl

5.5.1. libvirt:

@ i3 % +F loongarch64 DA & & % B WALEE A host-model & b 77 ..
® *f gemuMonitorUnregister fu4i, [% 1k use-after-free 41z

@ H FF S5000c AL & A

® (L1 domblklist #4 i ;

5.5.2. Ixc:

@ on_error A IR B B, AT 441k lock 2k T T BT

® MiHEE, #FH_ do_free, # %EHKNFHIE

® =1 selinux AW EE N EZTHR

® F"_do_free "%, MAZEA "free "F, DUIH R G AYFE ST
@ "3 v runtime_sock B XHY AR, #FA N 0700

@ i EAEE, Lk args N S AR rootfs #AZF I
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@ %35 N 7 parent mounted & Z 3T rootfs masked %12
@® :E hierarchies #kit kill group 3t 2% %

@ ilm swb4 ZEHI T HE,

@ % /n Ixc-attach f7 add-gids #% 5

® I IE Ixc-attach --help F 4, M suffi & # ¥ suffix

@ % /nloongarch64 77 %

® ZniFin yajl I HF,

@ 7 getenv J51# |l ocihook

5.5.3. openvswitch:
® {1t check_orig_tuple() & #%t+ oy4idE & KA., £5Ha
@ (i1t reverse_nat_packet() &%ty ICMP 3 CHy K 1 NAT 4 E R, #

RAEBEFRAT 127 FF BT ERLHE,

5.5.4. gemu:
® /5 S5000c #7144 % £ cpu 1 f host-model 2 )
@ 1 lmiE ot CSV % 3 ék

® /~/iuF T4 virtio-blk F virtio-net B vring & ## api

5.5.5. virt-manager:

@ MR MERMIF, TERLIFLEENIN., URMAZRARELET vi
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rtio ¥ £ 15 & I & By [7] AL
@ T TR B A

@ 11t virt-install & f --install os % %% i 0y Bt & 4 X 2E

5.5.6. docker-engine:

@ 73 loongarch % 44 &

@ 57 docker W%k B 3 54, HHS--iptables=false % %t x ] docker 1 ipt
ables

@ docker Z¥ EZHALHILE B

@ it runc XX BAEKLE, BB rune BITH EE

@ i fnkeifEE 3 docker fit % )5 7 docker 7k netns U1+

@ REFFUMAIFILEERSE,

@ 4 freezer.state 1% & % Thawed LL3¥ i freeze JL%

® ¥ docker manifast 1% & --insecure F Repository url 7 https ff, 41 5%
docker J repo /& #k B response #13% %k W, &4 url % 4 http, HAXR AL g
et http K %,

@® 7 docker # &% AW, #F os.RemoveAll £ # unix.Rmdir.

® edk2:

@ ¥ TPM2 EHHLE 2 55 %

@ T SR OB AL B L R AR T R
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5.6. itk d 4

5.6.1. openCL-SDK: /it £ 7 £ SDK
OpenCL™ ( Tt HiEF ) 2 — M HW .. A g, BT 8%

M. ZREE . AMATEN., B R ERENXT &P EHwHBNET &
FH4T% 12, OpenCL K K# & T R % W37 £ 5 o & F b1 I AR J7 oy 28 JZ A v o
M, BFEEVRIETE, B ET KRG, WE AR E W& HF R
7,

® OpenCL SDK. ©iL% 7 & OpenCL 5|42 5 B % t fir & 4115

@® OpenCL Headers (include/api)

® OpenCL C++ %% (include/cpp )

@® OpenCL Loader

® OpenCL %A% J7 % (include/utils)

@ viLE &3 OpenCL JrA A RA MR RERHE (RHE/) . X (X

#/) s

5.6.2. nettrace: W% T E
HET eBPF WE WA XHEE (EEA) . WEKELY . WERE R

BT RMETEE, 7 DUREHOUE WAZ I DU o o i 3 B A

5.6.3. memstrack: 24¥ ¥ T H

—MRERELE, ATRNFSHAFER. NEEABRULAFS
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e [4] A2

5.6.4. etmem: %% AHEFH
etmem X N HF BB HATH K, HoR)E W NFLBEENNFN LS 2
BHEEFHENTY, A ANFEEAEYT RNEN, EATHNEEARS, B
FLAEXT M ik S8, T RBUR BT, ki MySQL. Redis. Nginx

Fo

5.6.5. iodump: io A #E TH
iops dump T H 2 F| H W # tracepoint # A% 4 & A LI — 1o [F]
FAHEE T H, # 3t iops dump T &, #ATF KB A — IOPS (w/s 71 r/s)
W R, FREHE 10 FKE size K/, T IO ERKN B X, [FH
HAEE IO EKRNAERE., BENXHLEE, 4 IO FXRWHE,
ATIOFERMAGAR Y RIO X AL R, XA FHZAAREHNEEILE

é@iﬁ#éﬁ%’fé%ﬁ%o ﬁiﬁ’lj{;ﬁ\:j@ 10dumpo

5.6.6. pingtrace: W4 {A B i TE
e —/NET ICMP thiX oy I 4 i 2300 T B, ¥ A7 24 8T B 45 o 9 B
FE 5] B E A B B R, 5 nettrace £ #y2Z, PingTrace £ /i C/S %4,
WLy & ICMP th U338 i 7€ KM D, 6 58 B AR — & Boal o i P &

ey a2 &, T st KA AR, B & 3T CORE ( Compile Onc
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e--Run Everywhere ) 4 #tat L3, 1R ¥ 7 %R & K. T A ERER A,

AEa T BCC o ARIFNFE, E0REFNFEMELZNA,

5.6.7.spdk: HE#EFHEEA

REBEFEAGNER, BRET —EH AN FEED, HTERER
W N ASIES, F P IR ST DL e WAL BT X ey T4, T4 & /O &
B 1 R AR R AR AT 7 AT VO gk B R T DL o i AL FE Y
T4, e CPUAA X, #ALHMEEEWETRERBIH TS, RS
FRME; XFEHIHMTREVOEX, RAFAARS ARG, X
Fror ¥ VO B1E, AirARTFESS VO TREPATHMMES, e RAE
R E; ERAAFRTA, RO NFoRMBERNITH, f5 e, SPDK &
BT % MAEENL Y%, 4 NVMe-oF . iSCSI. vhost. NVMe. vHost-Use
r %, Wi A SPDK, W UMEE kM. KRERNFRE AL, HAEMEH

A BLH 37 3 9 R Ko

5.6.8. gazelle: &Lt W%

&

i

Gazelle LI 7 —& 7 #49 TCP/IP ik, EHmEa . 1KHER
i ERRR R, T R P R A i FE K. T dpdk. Iwip I T &
REWPRR Y, TEFELT:
@ ME M, ETRBANX LS. s 8%, 2BEZHNEFRA, LG
&M IR U

% 41 W/ %3 A
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® FE{jmi, I+ TSO/CSUM/GRO %7 1+ #13# f| 1+ (posix FEA ) , #H
TAF A posix api, M A EB K, XFF udp B recvfrom # sendto # 1,

@ FEAMAEEA, XTIdEmE. REXLESHF EIN G ENFHEER
WE, udp £ EWABBA, HREEFNENRA %,

® 5N (F#EHA ), #£TF LD_PRELOAD %3 4 % £, HELI
FRARIE

@ Zz%(ZhITH), AERERIN. B#HEF. #4TTREZETF R,

5.6.9. lasso: =it&E % %At
Liberty % % thy # 5 % % #1(Single Sign On)3L 3 E, &+ SAML2

1 SAML,

5.6.10. p7zip: EHETE

UK SR BRI E SR A Tzip A5 RX, REET Tza o do

5.6.11. LZMA-SDK: E#4 T E
LZMA-SDK & 7-zip B 8y FH 5, £ERME—A lzma @4, UL K A

A F lzma EEE T EFEZW T AR E,

5.6.12. ElectricFence: CiZ&EHiX T E
Electric Fence = —ff malloc %2t E ., T C/C++4 AR, ¥

% 42 W/ #0388 |
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R A Ge 9 B L0 A7 SR AR 2 7 B A2 ) malloc i $of K 9L o e R4

- free o A0 B B By AT AT 9]

5.6.13. LeakTracer: WFH#EANTHE
LeakTracer ;2 —NNALE C++ W 7 E AN T A, £ fl LeakTracer
ot, i ItdE gt ey LeakTracer M Az AT (R M4 )7, € i LD_PRELOAD 7
TRH A £ RAATE T, W RAR Y F & 1 4 LD_PRELOAD, NI & %4 L
eakTracer.so T £ XC1Fhn A\ 5| Makefile XU, #%F3mAT R 5 A2 )T o
e —miiste, - MENRNEFFREERN T, BL"EF"N
F B EH (new, delete, malloc % ) , LXK NHF W HBEMBERFEI, LXK

WIE AR R AR . RA B A R AR I B9 F

5.6.14. METIS: E¥}ELE
E—HATRATE W EE, £ METIS # LA WEEZET £ 20

HAX D, £ R k-way 1L 45K, REEN 2R EE, o4 KR APL

5.6.15. webbench: WWW 3%

BT WWW SR IE R 428 . Al forkOME M £ AN P 3w, 7 DUE A
HTTP/0.9-HTTP/1.1 ik . AR 34 E 52 by, {2 7 Lk HTTP
DREAWTUEFKAVBEHERT AR L L E P H(ERET -
cgi)e B /b fn 7 /7D
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5.6.16. aespipe: Mm¥FTEH

| T tar/cpio # loop-aes ¥y T aes thfn% T A,

5.6.17. QAT20: FEfmEFKA
SRR R R A B A E g A e, F TREENME RO W

MR AngR, M LA 2.0 B3

5.7. HAJTTH

5.7.1. abrt:
@ 7% abrt-cli. abrt-desktop % /T,

@® 7} abrt-console-notification ¥

5.7.2. accountsservice:

® BW TR, AFHALTRMA AKX (R4%) B, Wi pepga F P
® Ut TRAA P 2iEN AR %

@ Rt 0 H k% pkgeonfig it & T E

@ HERAER, RE AT EEKE accountsservice ¥ R 1) %Ak

® HWIEFEH

5.7.3. acl:
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@ % — 3t i rpath B X E

5.7.4. aide:

® aide 41 {F#13 SM3 & ik X .

5.7.5. amanda:
@ i n% K # sharutils
5.7.6. anaconda:

O Fawikifd, RARIAE I h“ete/machine-id+ N % 4 17K 7= &
4

5.7.7. apparmor:
® (4P common/Make.rules XX, =z 7 DLIE % 0y 4 & Sk X

@ (44 utils/apparmor/tools.py X, cmd £ N\ IE # 8 %%

5.7.8. atril:

@ R Am E R SURE

5.7.9. atune-collector:

@ ITEhee: MFEE T RAEAK, B R B AR T EE 3 6 B E R 3 e
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5.7.10. audiofile:
@ 42T HAT T rpath/runpath B 1 . £ %4
5.7.11. authd:

@ authd /v % # 3 L +F SHA256 & %

5.7.12. autogen:

@ % — 3t i rpath B X E

5.7.13. bcec:

@ T3 S+ loongarch %

5.7.14. Dbind:
@ 7/ selinux-policy-targeted 1 #i
@ T geoip EHWA, ML geoip /% th# 0 . dns_geoip_match. dns_

geoip_shutdown. dns_message_destroy;

5.7.15. Dblivet-gui:

| I S S &

5.7.16. Dbrasero:
@ A H R U
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5.7.17. brltty:
@ P o Wy E AN E U, Ml T britty tel-brltty, 4 %% libbrlapi.so.

il B &AL 96 B0 7 4

5.7.18. ca-certificates:

@ certdata.txt PME T F LA WIEF,

5.7.19. caja-extensions:

@ imEHREF

5.7.20. caja:

@ i kEE

5.7.21. catfish:
@ (L1t svg # png 1% K& F
@ 73 wayland F7 gnome shell 348y 33,

® hMLTHEIE 1A,

5.7.22. ccid:
@ THETIXA I
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® 2z AlcorMicro-AU9520 i+ % iy USB 3 #
@ ¥ %+ Feitian R502 C9 4 f##

® /1% The Kobil TriBank reader ¥ /& APDU 1§

5.7.23. cdrkit:
@ HERHTIAEFE git KiHra

@ SUHF swb4 Y

5.7.24. ceph:

@ 41K # selinux-policy-base &  selinux-policy-minimum

5.7.25. checkpolicy:

@ 1t X354 % class_perm_node_init ¥ B memset

5.7.26. check:
@ 47 check.h SUEAEMR, 2R A WF A BAEMAAFN EE X, HwT
—MEEER, BHETXUENEATEZR, FBEVITREER T AELE
B R 5
@ /4 web/install.html X #9452 1 Users of Check % % Installing Chec
k;

@ {fft START_TEST %37 R, fFRKEHKN CRA
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5.7.27. clang:

@ %)% ¥ % #-DCLANG_LINK_CLANG_DYLIB=ON #:-DBUILD_SHA
RED_LIBS=OFF

@ vt BAEXHHITE

@ 42T HAT T rpath/runpath B 1 . £ %4

5.7.28. clevis:

@® iF tpm2-tools 4.x;

@® & initramfs-tools f#4{ T E

® /7 clevis luks list & 4;

@® * initramfs-tools  #F#4T 7 Bt

@ W TEENHEY S LUKS %4 =

@ dracut: # hostonly-cmdline # tang %% 7% #n rd.neednet

® luks: #in clevis luks edit # 4, % /fr clevis luks report, 7 /n clevi
s luks regen &4

@ askpass: ¥ systemd EHFKEMEHFFE KN DirectoryNotEmpty

® 7 clevis luks bind 3| A\ -y (Ri%E) 5%

® RIFAPEHERIEEZAE ID

@ pins/tpm2: A it tpm2-tools 5.X #yH

@® /v clevis luks pass # 4
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@ ot k] 5 U Y IE A S

@ systemd: £ ncat By

@ 7t bind A tang # By IIE

® %% tang JWK thumbprint I & 2 SHA-256, #)§ 7 SHA-1
® 7% clevis-luks-bind F W & A28 JSON

® /i /u clevis luks unlock #y i % 5

@ luks: #)f bash WWHNE 77 kit A E# seq

5.7.29. cmake:
@ %/ loongarch64 %2 4 3 +F

@ fhLIR iR R

5.7.30. cockpit-appstream:
@ BHNILEF, HEERBZEAKEEZHES

® 7 loongarch %2 #7 /% % 1% #1 libvirt-daemon-kvm

5.7.31. color-filesystem:
@ /] loongarch %44 Y SO

@ W B R AN By A

5.7.32. coreutil:
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@ “EfFAERE (4 NFS) #E##H (mount —-bind ) #FRLT, df 444
BT EE IR H

@ hitweOE%k, HMEEHR G REE

® it setenv, * malloca()® %t3% Fl NULL 9 & U AT %, I 1k setenv
T H crash,

® Fitod T HE-S &%y AW

5.7.33. cracklib:

® [ HAT XM #F M F& runpath DL X rpath

5.7.34. cronie:
@ X #47T systemctl restart crond, systemctl reload crond H, fX#if%

%% crond #1238 i 1y 17

5.7.35. crypto-policies:
@ i T4 NSS B i perl i A # % python i 4 ;
@ T crypto-policies # fit 89 B & By = % 17 L7 i . % 3% 403 9

@ 7 NSS ks #F SM3

5.7.36. curl:
@ & tests A 1]t 25 F| valgrind
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5.7.37. cyrus-sasl:

® ¥ /5l gdbm ## libdb,

5.7.38. dietlibc:

® %a¥iE, #iu BIND_NOW fr PIE % ¥ 5 4t

5.7.39. dmidecode:

® ¥ ir# 3.3 A:

(DAFETFE P EGWARE;

(2)# arm64 % #y/dev/mem | 11 H memcpy;

(3)X 7 x86 2 # ty/dev/mem _F 44N\ 1 & ;

(4) %+ SMBIOS3.3.0, 7 #7 by 40 2 % 4 Fr . #7031 2% 38 26 A DURCHT 10 77
BT W, RAFHAK,

(5)%# bios BATHR . B BT e & 4t sku 25 i fm 2] -s 2T
(B il &3E ty 2% 77 K /D B4

(T B R T B R 5

(8)11: 1t Redfish E .4 47T Bl K /& ;

(9)15 Bt TPM 4 th by bs X% &

(10)¥ n PCIe SSD % 4l 5 &.;

(11)F7 1k [ T %0 vy 40 22 25 v, JB T ML 2E
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® ¥ A% 3.4 K

(1)3C# SMBIOS 3.4.0, @& WA F L& LA | FWLBEEA R, FoviEE

KA | WEESY RS FAE B HT L E R ID &K

(2) % # SMBIOS 3.5.0, ‘& 4% #1 th 40 3 % 7+ % . BIOS #F ik | g 4FlE . # Y

MBI A KA Hy R AR O R A o BT R R AL

(3)#275 194, 199, 203. 236, 237, 238 72 240 HPE OEM it.%;

(5) R s B WA R 1R B

(6)quiet # X 1 & = Jf 4 CPU ID,

@® dmidecode %4 ##--compat-uuid ¥ 5, ## F SMBIOS 2.6 #3E 3 & u
uid #% R,

@ #7TH 3 loongarch ., sw64 44 ;

5.7.40. docbook2X:

@ ju-h K-vyiit, AR TEEGLSBEX LR ELHAT

5.7.41. docbook-style-dsssl:

@ L3 =4 U ¥ 47 Jusr/share/sgml/docbook/dsssl-stylesheets

5.7.42. docker-proxy:

@ T loongarch64 %44 % & 1 % 3%ty build=pie % #
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5.7.43. dovecot:
® ;% E K # dovecot-help;

@ il Ex — | b iy rpath B E

5.7.44. dyninst:

@® 1Y) aarch64 7+

5.7.45. ebtables:

@ | P& To 2 iy 3k B U /usr/1ib64/libebte.so;

5.7.46. edac-utils:
@ 4T systemctl stop edacd 1FiE A48, K3 A L FFHy--unload # 1k, #

R R4 1% 1k K T

5.7.47. efibootmgr:
@ 5 /nxf LoongArch 1y % %%
@ Jy--index (-I) #T A A 7 1k oy KL 3k T 4L 38
@ getentry BH: EEAFKRKEZMN, WREINTLE, NREZAHE
® HasHHmA.
f | --reconnect fni W hE )G EHEE L L
-F | --no-reconnect &M FE, FEEHEHELL
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-I | -index number @[3 % H i, FHUER T 2 HFHA (BRAE:
0)

r | --driver BEHFEFRLE, ML ZEHRE

5.7.48. efivar:

@® I #4 4 mmap K F41%;

5.7.49. elfutils:
® T4, ¥ eu-objdump, eu-readelf, eu-nm # 3 E FH I 1y elfutils-ext

ra ¥,

5.7.50. emacs:

@ %1 emacs desktop ST SCEIF

5.7.51. engrampa:

@ i desktop UM KAZ P T b 2k B HR H SCRE

5.7.52. environment-modules:

@ i %77y man F A SR

5.7.53. eom:
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@ i B R P SUHY S

5.7.54. esc:

® M Fx — 3% X & rpath &t

5.7.55. ethtool:

@ 7% 733 Intel 2.5G igc #7 Broadcom bnx W & IX 5h % 77 & 12 B0 o ¢

5.7.56. evolution-data-server:

® M Fx — 3% X & rpath &t

5.7.57. exiv2:

® M Fr — 3k F| X rpath Bt

5.7.58. extra-cmake-modules:

® &M A Z| extra-cmake-modules-5.59.0-2.ky10

5.7.59. fakechroot:

@ glibc 2.28 5 7+ startx,fakechroot #f i % # startx

5.7.60. fcitx-chewing:
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@ A EREIF

5.7.61. fcitx-configtool:

@ i iREE

5.7.62. fcitx:

@ A EREIF

5.7.63. file:

@ Y4 inxt loongarch64 Hy 3 +F

5.7.64. firefox:

® RequestDestination::Script * T nsHttpChannel MIME 2 & i 4 2,
T 51 AR B AT DL SE AT

@ = libexpat B, I @t W4 S o7 A, AR RO 1E B xml ST,
fil % R B xml U R A E| GB 43, 2 xmlparse.c ) storeAtts
BB A 29 MEE S E T A& % 2 realloc AT A A (] dm, 0B B F

TR FAE R W) R £ F R R G R

5.7.65. firewalld:
@ MhZEERFLHF

% 57 T/ % 388 W



LTI SN 55 PR R ST V10 SP3 2403 AT

5.7.66. fprintd:
@ K fprintd @ &y = 3B A By ok F AR Scay A RV m TR A, BRR A S

HARCET B T RS FERMZFK

5.7.67. freeradius:

@ M B 7T AT X8 B X F By rpath A7 runpath

5.7.68. freerdp:

@ X IRH I I systemd-pam

5.7.69. fuse:

@ RIE LT glibe A FK 41 E X closefrom i# %k ;

@ hmtest XHEFK, A TR AR A

5.7.70. fwupd:

@® ¥ i fwupdmgr --help ¥--clear-history % %k th & U i%

5.7.71. gc:

@ 73 loongarch % 44 &
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5.7.72. gdbm:
@ = Efn## gdbm-devel & i A & 2(Z &, %% devel it % E %% help &,
@ YUHUEEF L key-value B, dump H #AE a4, B AR AW, Wk 0

A #4T dump,

5.7.73. genwqe-tools:

@® gettid %% defs_gettid

5.7.74. git:
@ ¥ git archive --add-file & 3 f
® CFxt B3 A PCREL &t 3%

® /% git-core T, H git K # &/

5.7.75. glade:

@ MIRIHMASNS E

5.7.76. glassfish-hk2:

® T openjdk 7% M| 7 ClassPath.java, % % ¥ % import %1%,

5.7.77. glew:
® ¥ X README.md ¥ % i glew #9343
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5.7.78. gnome-calculator:

@ I E A

5.7.79. gnome-disk-utility:

| I S S &

5.7.80. gnome-packagekit:

@ I E A

5.7.81. gnome-shell:

® M Fr — 3k F| X rpath Bt

5.7.82. gnome-user-docs:

@® %7 License:CC-BY-SA # License:CC-BY-3.0.

© S mEk AR R PR B FAE B

5.7.83. gnome-vfs2:

@ A% AT gamin By K

5.7.84. gnu-efi:

g
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® [ JF 3+ loongarch64 5 mips %y

5.7.85. gnulib:

@ T X4mIEFIRH java BRA, M 1.3 %% 1.8

5.7.86. gnupg2:
@ 7 n4 iR gnutls-devel M % 4 TLS

@ i1 parse_ber_header. [t 1 $x i ! 7] A2

5.7.87. golang:
® 7/ N\ amd64 F md5 kAT : 4 amd64 2244 T md5 L% X H#HATHT ,

[ DL LI FAR T 9% A

5.7.88. gperf:

® 5 A AR ML TUTE By S HF

5.7.89. graphviz:
@® %/ loongarch64 % 7

@ =Tkelf Xl rpath B, #%4

5.7.90. grep:
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® i grep EHHRET

5.7.91. groff:

@ i-xll ¥4

5.7.92. grub2:

® %\ disable # grub-boot-success.service At %~

® Z#f BLKID % f1# A

@ B AAIRMIRN ext2 X R4

® %4 installkernel # installkernel-bls 4

@ 7 grub-core/disk/diskfilter.c S # #t calloc() # 45 & % NULL #4740 &

@ 7= grub-core/kern/buffer.c X1 ¥ t grub_buffer_free() & %t #, Fmsf A\
% % NULL & #{ #;

@ 7 grub-core/disk/diskfilter.c X+ F #y grub_diskfilter_make_raid & %t #,
£ X X% nmemb Kk T 1024 # & JL3R B NULL, B 1 %3541 2 B4 # 3 102
4 Mk RAID (%5

@ 7 grub-core/loader/linux.c F, #fk newc #1%4 )\ NULL % &

@ & grub-core/term/i386/pc/vga_text.c ¥, LA E N VGA UAKZ#
X

@ 7 grub-core/osdep/linux/hostdisk.c ¥, W IE## F X K /NFKB % sysfs 8
X KN
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@ 7= grub-core/net/bootp.c F, 7 hnxtifl A grub_netbuff_push() & %k j7 #y 38
[E] {EL 1y A2 2

@ 7 grub-core/fs/iso9660.c F*, # %3 B T NI B b AR 28 4 KT
ikt CE = ST; 7 b3 BUE o R G KRBy KR F A& DL b
7o IR 4 21

@ & gentpl.py XfF#, M.img X F Ml % .interp

@® 7 grub-core/font/font.c Xt #, % max_char_width ## max_char_hei
ght A 1 % B9 1 5 # B 5 % null_font #9 34k % unknown_glyph #) fon
t /& ;5 7 ascii_glyph_lookup # %% #38 Al grub_malloc ( ) & %7 #y R
{1875 s

@ (iu# grub.cfg BBkt I

5.7.93. gstreamerl-plugins-good:

® % libgstshout2.so i rpath & 4

5.7.94. gvfs:
@ il — ¥ % T4y runpath/rpath &M1&
® kylin X &EFHEFKRAEN

@ =4AEM WINCE % #4 hk

5.7.95. hardinfo:
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@ KEGEAETHEA BfEL;

@ U&HZABREALT CPU RAERNE;

@ ANEMT, RAGEEBRERI EMEL;

® #4158 T PCl %% # Link Width # #4F % 7~ # % ;

@ F4EETXMAEA SMART Attributes 7 t value 12 & 525 77 89 2

Raw_VALUE £ & ;

5.7.96. harfbuzz:
® 7 GB18030-2022

@ & elf THHH rpath B, #A4%4

5.7.97. haveged:

@ X5 B IAE f haveged it 5

5.7.98. hdparm:

® A fE ] id[69]1F % bit th .

® AUFMIAFEFLi#E § % L LDFLAGS,
@ (5P dco-identify # A & X

@® 7 ’FioSafe Solo 5 jMicron ##,

@ HEGFEMAM, ¥nFHSEE,

@ 7!Y--sanitize-overwrite-passes 1.
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5.7.99. help2man:
® =i % nls, n%iF 1K #i perl-Locale-gettext, B F 4 m AHifb 7w Hy

S

5.7.100. http-parser:

@ /T url 0oy = ey BRAAL R o fE

5.7.101. hwdata:

® ¥ 7 PCI. USB fuff i ID;

@ L aMEREK,

5.7.102. hyperscan:

@® hyperscan #7134 loongarch64 %2 #4 % 4%;

5.7.103. ibus-table:

@® 7 os.makedirs # 7k i exist_ok=True VL# % F 3= 4 &4 & &

5.7.104. icu:

@ % /n7+F loongarch64 %

% 65 W /3 388 W



LTI SN 55 PR R ST V10 SP3 2403 AT

5.7.105. imlib2:

@ il imlib2 id3tag-loader LA # % libid3tag |7

5.7.106. imsettings:

@ Nk ko EK B SCEE

5.7.107. initial-setup:

@ TEHAMACLHANRRBAETSNES

@ /. Makefile il ix & (% fl 1y PREFIX % &.
@ K% TTY {ERZFHN—% USB HEHEFHANELE
@ Kt )Wy o X E BB E RS,

@ /%t python3-libreport fh ot i i,

® ik tmp # BEAE W G 4,

@ (A ARM AT E R Im po-push .

® /%1 DBus FFFRiEEL kickstart U1,
@ 77 #th po-push fX# Zanata.

@ &AM R,

@ ITATARMMRIN ZRMES

® =17 DBus W LR TS,

@ 24T Timezone 3t % & 4,

@ 7= HLIE X AF A E ] 42 3% £ Python 8 By E K,
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spec S % B 1H B BRI A« % B AR 7 1k 78 AR e 7% T it A2 o IS0 6] AT

T A AL W Bk P Fn 2R R A 9 3 B RS R SR

intel-cmt-cat:
%% T "pqos/pqos.8" Fu 'rdtset/rdtset.8"F AN SCiE, I T H by H #An

P4k, AR man T YA K fE R R B

5.7.108. ipmitool:

HIENFH, HEWAFKETEH

5.7.109. iptstate:

#.3% License % #F

5.7.110. ipxe:

AV B R 22 L AE | PeerDist 1 2 4% 4

Y45 € PeerDist 18£8 By & 7 Mt 4 2

% B UEFI #1 35 % & EFI_SIMPLE_NETWORK_RECEIVE_MULTICAS
T i

address>/boot.ipxe H i H § T B, Tk EHMAT url, F 253 K KA,
¥ F IPV6 Hudk %k 5] %

7 fu it Broadcom NetXtreme-E & 2 % th 3% 5 #2 /7 % +;
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BT A 1 5] B R 4R R R 4
AT 3t USB A 58 77 % 1% & 09 X4
# 7 ARM64 EFI #%;

25 F| MD5 {£ % OID R jl & i%;

Zk A L FFHY R AR LTS # LTSV1.0 A% %] LTSV1.1;

5.7.111. iSulad:

o h B BRER P R T

% userns-remap JF B i, BT EABA P o BBy, ¥inx g
% isulad 1R %2 7

Wk T4 http 5k LR &

F A spec # 3 F mount #AHT R,

Xt aE oci 5% ZHF wait Fa 4.

Xt image At 4 % Fr restful R,

& F, selinux 37 7 37 % .

## F, bionic libe, # 7% leov & % %

EHE grpe B P vm LR, HFEERA,

F A util_getgrent_r Fr util getpwent_r.

B gt R AR E = 2, W AR isulad HREH,

% init_label # # [ # & % %k 1label_opts.

WmRAF A dev shm HETHE, NWAERTEZHEF,

% 68 7/ 3 388 W



BT R IR 55 AR E R SE V10 SP3 2403 K ATTLW]

@® / libhttpclient.so 77 libisulad_tools.so 7 An i B An AT AR . Fn libisul
ad_tools.so HYIXEBUAMPATALIR, LAE AN isula 418934F root A /7 # LLIE
WA isula @A

® [ openssl 3.0

@ it tm_gmtoff i HH X,

® I ¥ libisulad_tools.so X AR ;

® Y #5 m hostname.,

@ 7= fF fifo iR i B (#H epoll K4 select.

@ 7 Jim ler 77 clibeni 4 K #i35 B :

@ #i Rk kill 47 8 pid £ 4 %,

@ i AR i A VAT B S K, U # R mnt 354,

@ = T isulad create %4 ##--rm %5,

@ % & inspect 7 # A B i A,

@ & merge 4 A0 U R 4

@ 1 /m shim %47 TR FH#AEE

@ UHAT run @4 B E rm HTUE, ek B2 A H N fifo B RXEH,

@ 7ifx isula exec 47K create W ELE .

@ U pull FHEE 4 digest.

@ isulad-shim X3 7 5 HU4TH B,

@ i AR K AR,

@ Ui ATH K runc # isula update #1£,
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@ U pod % E privilege MR .

@ jmA IR L,

@ = OCI #E 3 imA s niFly EIREA,
@ ¥ fm execSync AT R F 5 BALE,

@ ¥ shim_created 5% & B # timeout %,

® FHinfE ro R4,

@ i ler start/exec i K 4 Mk,

@ i B AR A K M U R34 45 AT isulad_io f %y NULL.
@ U f{#)H kata ZATH A, 25 exec A AR #,
® =14 rt_isula_exec £ shim H E4Hx K&,

@ FimTXEBEEARENRA,

@ [% % ExecSync " ji f&k A /)

® [ .bfE /il F %41 isulad tmpdir H3.

@ FHA EEFEMIT X,

® /3% proxy X mask 5 £

5.7.112. itstool:
@® 7 77 DocBook X%#F L%,

@ AEfEfH-join WA i, MA T Ht-i fF ey ITS X,

5.7.113. jboss-jaspi-1.1-api:

% 70 7/ 3 388 W



LTI SN 55 PR R ST V10 SP3 2403 AT

® 4% 1.02 A

5.7.114. jetty:

® [R%| ByteBufferPools i t & 5 3 4t

@ org.apache.filex:org.OSGi.foundation:;jar # java.base %t OSGi i K 5
java9 |k #T AL o R

® HandlerCollection.addHandler & /> [ 2

@® N 7FA E4E. GZIPContentDecoder # i Java # = [

@ %3 BAE X% iy JSESSIONID £ £

@ 7% 1t websocket & i fa kit ok H_EHFEETRA

@ WwREIANTHE, NiFREHE

@ 4 SslContextFactory 3 4 i & F 3 A1l 4 25 .

@ java.security.acl.Group 2 F A, FHARIE N ZM %

5.7.115. jffi:

@ 74 3 loongarch64 % A

5.7.116. jnr-ffi:

® % 4 # pkg _vemp

@ 73 7+ loongarch64 %
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5.7.117. js-jquery:
® toArray()#THE L jQuery X £ ¥ )R £ DOM Xt 4 #y #41

@ offsetParent()#7# % 7T & 1Y offsetParent 7 & Jk B

5.7.118. jsoncpp:

@ {ffhE & pkg-config U BT x4 3t B A45 oy 4L 32

5.7.119. json-c:

@ HELEMLATEIH

@ Mk so X (libjson-c.s0.4()(64bit) )

©® il IR T T A P Y B S U 7w pretrans W Bt oy M B 6 R B 0
AR

® /A check test.

5.7.120. kata-containers:

® kata shimv2 ¥ 4n%f iSulad % #F

@ shimv2 DIEH T )N)FHE R B KD, U&EN iSulad

@ %/ agent ¥ timeout ¥ 4

@ WHMBEFLARAE, B TRAZENA TIFELABZAE VST shim
v2

® X1 GO111MODULE
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@ Kkata-runtime #2572 6] 22 A B AR A W& AT, B ok UK NE
® 4% configuration-gemu.toml # hypervisor_params % #{

® 7 blockdev-add it 1# f host_device 3% 5t

@® (4P runtime 3  # flags

® 5fm qmp HATH B AL

@® TP gemu 6.2 #% %4 kernel_irqchip

® U MGFRE

@® ¥ i kata-containers 1 W # config [7] A 1& 5.10.0

5.7.121. kexec-tools:

@ /n7 arm64 t serial ITEI AT, (AL E 2 mAT A B BB

@ ¥ /m 7 4t loongarch64 71 SW_64 2 #] % 3%,

@ Hir“mem="%%1, F T T-HKNZE I IAF KH,

@ il A xmalloc 1 xrealloc 2 J& KT 7T 4 i B B9 4 1F;

® {47 %% ulmage_arm64_probe # % [EI 1, 1 2 F ji 0 5% by % 38 %t BL 4 X5

® x4 IR zlib E 4% (Image.gz ) Lk U1y 3%

@ J7/nx32 % x86_64 ¥ M H H A x82 FfF #-memodel=large % #i ;

® KA, ZEFE4 Z AF int 584 4 #% 7 uintptr_t D8 %2 %

® ¥ i vincore-dmesg i | © F#f man page;

@ i /v exec-live-update %, M THEFMHLH EHAFENRSE, HATH
AT A0 # By xen B 1%
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@ J%/uload-live-update %%, A Thm# # WAZ B & EAEEATH A4

N

.
9

@ ¥ i--status WULEA, PAIR EME B E L
@ i /n serial=STRING %%k, # /0 7 arm64 (4 serial 3TN T, (# H e F &

WA R B

5.7.122. kiwi:

® packagemanager F # 3% microdnf i 7 ;

® ¥ s390 SLE15 & il ;

® MWERAWHETEREXERN;

@ build_status F # i A H ;. Virtualization:Appliances:SelfContained:u
niversal

@ 35 openEuler Z 4ty Mgz, % EH P . HEFK;

@ MM rsync #EE;

@® =1 grub2 ¥4, # 4 secure boot install %

5.7.123. kmod:

@ l4/usr/local FmE| B E XN HRERAY, XECEEFELSEZ LN
U By O TR AT A 2 3

® IR EMIATT Hthokdt, B LRERFAHEE, KA T FEHME
Re: A, mREANRAHBZRBA, MRk,

® (7 /A libzstd ¥ Zstandard 7 An 2| 335 09 JE 45 48 A ( pass--with zstd to
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configure ) ;
@ ZAmAEXTEHNNZ AT, FlinH 47 “lvrs_acpihid[00:14.5]=AMDO

020:0”3% 771 ;

5.7.124. ksh:
® =% ksh-help &, ¥ Z# 8 WA 4% =4 ksh (ksh F 4 provides ksh-

help & ) , F E## chkconfig 1K #i

5.7.125. kylin-computer-viewer:
@ R imik ok By FAR o SURIE
@ AR AE ARG R B KE E MK X

@ BUHRERZMNERFME 2024 F

5.7.126. kylin-control-center:
® NAAHMEUID WA AERNEREHFET
@ MBI E XM gtk A EE HAG

@ R Am E R SURE

5.7.127. kylin-indexhtml:

@ BWEMRTBBE RREBEERL VIO B AME LW T E @R EF
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5.7.128. kylin-menu:

® FRPXABMA

5.7.129. lame:

@ HTHY WA S

5.7.130. lapack:
@ iin%AYiEHMD FORTIFY SOURCE=2", 2 Jf % k. by % 4 M A &4l
gl

@ Y iu#k 14 debuginfo 4 K

5.7.131. leveldbjni:

® iz aiFEINESR

5.7.132. libaio:

@ %A 4F %5 D_FORTIFY _SOURCE

5.7.133. libcgroup:

@ TSR E R AR A

5.7.134. libdb:
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@® 7 _ check lock fn # 0 #3444 % id 4 4 ;
@ FTHURFH R 64 LT G

@ 341K % BuildRequires: java-1.8.0-openjdk-devel;

5.7.135. libdnf:

® 7% loongarch #1 sw_64 ¥+

5.7.136. libdrm:

® M Fx — 3k % X &7 rpath &t

5.7.137. libdvdnav:

@ ¥ dvdnav_open2 £ 1, HFH EIFERMEAITIH dvd X xfH

@ 31z BRI & # 4 1 ,dvdnav_get_number_of_angles. dvdnav_version
® ¥ T)7# ADMAP %4 E [ % [

@ MO A By HUALIE B K

5.7.138. libdwarf:
® 3 DWARF5 rnglists 7 loclists, 7 i it % & dwarf_set_de_alloc_flag(0)

R Mo s

e

@ 7/n 7 xtiiey DWARF w9t & 3h 6k, 1t 7 DWARF % X1z & £ 8947
B ;
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@ M7 EM/EEREMTER/ZEEANFERE;

5.7.139. libEMF:
® M Fx — 3% X & rpath &t

@ %/ loongarch64 %2 4 3 +F

5.7.140. libexif:

® I, A FEISIHHATHIR,

5.7.141. libfastjson:

@ 3¢ API # U fjson_object_get_uint(). fjson_object_array_del_idx();

5.7.142. libgcrypt:

® 7 AES i GCM fr CCM #| OID B4k,

@ [F/E% B keygrip & £,

@ 9 Camellia 7 /1 x86_64 VAES/AVX2 ik 523,
@ i AES 7i/n x86_64 VAES/AVX2 fni# L3,

® 7%= PPC LtJy GCM # KA VPMSUMD fni
® it MPI &R &LLIE EM #E.

@ %1 Elgamal # it 5| N\ 358 AL H .

® J ECDSA Wib#tEmE N4,
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# 1k gery_get_config (NULL) R E MU X FHERN T/ &,

AN e 3T B MR B AR DA R A L ey T A AR

R MPL 5§ sexp A @K —wLFER, MNKEEHEE,

# LA KDF & # # /& &% %E FIPS,

HEHH LTO X#F It LhRafd,

YR % H posix_spawn B IH L macO

7 390x/zSeries 7 Al Ak, Yy 55 A b A o A

e it B % (MR A) .

#H DSA ®#HUILE FIPS 186-3,

# CMACs #1 KDFs 7 hn#Erny gl

% OFB #1 GCM # R fndth & 5 25 & 41,

Franfnd BT Hrdh & Ed448. X448 1 SM2, #E#HHE R EAX,
FEmE L SM4, #reh A H ik SM3,

Hreb 7 4 4 A SHA512/224 1 SHA512/256, Blake-2 £ . # SHA
512 %A, SM3 #1 GOST % ## % MAC &,

H N EF| i %% gery_mpi_get_ui,

gery_sexp_extract_param 7 #EHT 098 RV AE, BB 8 B B BOR A
¥ % % gery_ecc_mul_point 1 Curve448. Curve25519 Hydh 4 % &,
@ B gery_ecc_get_algo_keylen,

w5 X% GCRYCTL_AUTO_EXPAND_SECMEM, # ¥4 &% 4 K
X
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1 Aarch64 75 et (b 23,
Poly1305 #1 ChaCha #y % #5230,

# f AES-NI % # AES-XTS th# F (#F#

e
N
e

% OCB f## AES-NI #4780,

7= ARMvS8/CE L /mit AES-XTS (#Z#5 2.5

% Blake-2 #fn AVX f1 AVX2 23l (#E#E 1.3/14 ) .

ffl Intel SHA ¥ E#1T SHA-1 fn SHA-256 (# £ % 4.0/3.7 %),

# f ARMv7/NEON fui GCM %3 (#EREF 3 ) .

™

£ il i386/SSSE3 #fni SHA-512 (7 Ryzen 7 t#E#E 4.5 ) .
f#f 64 f ARMvS8/CE PMULL #47T CRC (#E#5 7 %) .

& CAST5 Wyitae (HEkE 40% % 70%)

% Blowfish wyikik (EERE 60% % 80%) .

FE R R B F T A PRI o i

R 18 2 Bt [E] mpi_inv faAl XA E

# it clock_gettime WEFAWIE, FEE, BEMEEHESEE, F6FEH
B R R D AR

#Hit gery_mpi_print ¥ A% W MPI,

% RFC-8410 #/m Ed25519 #1 Curve25519 & OID %l 4 .
IRFELHEANELEBAFTER EC K,

oL E,

gery_mpi_get_ui B
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GCRYCTL_AUTO_EXPAND_SECMEM B ARG,
gery_sexp_extract_param ¥ &
GCRY_CIPHER_GOST28147_MESH B A A
GCRY_CIPHER_SM4 P EE Ak,
GCRY_CIPHER_MODE_EAX FHHER,
GCRY_ECC_CURVE25519 o i AATIR
GCRY_ECC_CURVE448 Bl RATIR
gery_ecc_get_algo_keylen Eo R g
gery_ecc_mul_point A
GCRY_MD_SM3 HH e A H %
GCRY_MD_SHA512_256 AR E,
GCRY_MD_SHA512_224 B A H
GCRY_MAC_GOST28147_IMIT B RNES E &
GCRY_MAC_HMAC_GOSTR3411_CP B RONES E &
GCRY_MAC_HMAC_BLAKE2B_512 B BNEAD Bk
GCRY_MAC_HMAC_BLAKE2B_384 B oM BONEBE
GCRY_MAC_HMAC_BLAKE2B_256 B oM BONEBE K,
GCRY_MAC_HMAC_BLAKE2B_160 B oM BOAEBE
GCRY_MAC_HMAC_BLAKE2S_256 Frig oM BOAEBE
GCRY_MAC_HMAC_BLAKE2S_224 B BNEAD
GCRY_MAC_HMAC_BLAKE2S_160 B ROAEAE H ok
GCRY_MAC_HMAC_BLAKE2S_128 B BGNEAD
GCRY_MAC_HMAC_SM3 HH O BOAER H %
GCRY_MAC_HMAC_SHA512_256 B RONES E &
GCRY_MAC_HMAC_SHA512_224 FH O ROAED H %,
GCRY_MAC_CMAC_SM4 FH O BNED H %

5.7.143. libgtop2:

@ IR — It UIFH rpath B4

5.7.144. libldb:
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® M Fr — 3k F| XY rpath Bt

5.7.145. libmbim:

@ il fx — 3t | 7 &Y path B £

5.7.146. libmetalink:

@ ZAYwiEFEHRTEA PIE, o #4764 & rpath

5.7.147. libmtp:
@ imZ AN LA
@ 5 qume mtp EH X E

@ (F AT 4GB U4

5.7.148. libpcap:

@ LU 4 F T3k dpdk M %4 : pcap_dpdk_dispatch. pcap_dpdk_f
indalldevs. pcap_dpdk_create

@ 4 rpcap-over-TLS, DLT_LINUX_SLL2, ICMPv6 (4} ) . DSA #
38 £ Hh Ui L FF

@ v peap_init()F TH#6 LA Rk &,

® Rt SITA ty b (KRER ) 5

@ 1 H LFFIHMAN libnl %15 ;
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5.7.149. libpfm:
@ HIFE LT LFHFW cpu Bl 5,

@ patch % #HHEH cpu pmu M i E 14 4%

5.7.150. libpsl:

@ IR I H UM HY rpath B, £ % 4

5.7.151. libpwquality:
@ difok Z#FEE T EMNEE T AFE HEEAEE W TN LR, UArE 1,

R RN E B

5.7.152. librabbitmq:
® 4%t ¥ X README.md # %A build #4538 #3k ;

® OpenSSL i AW B % & By L E U1

5.7.153. librsvg2:

@ % /nlonngarch64 %2 44 3 £

5.7.154. libseccomp:
@ 1 F=# 7t help # i 5K
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5.7.155. libselinux:

@ ¥ H 1K libsepol A % 3.1

5.7.156. libsepol:
® 7iir% it oom firtr;
@ % context_struct_compute_av() optional b # 7 #) NULL #%5| JH ;

@ WE NFH LB LN LTI, AR E KA IR

5.7.157. libspectre:

® TETHIETFIE

5.7.158. libssh:

@ 7 1#)F strtoul JEH B 7AAn errno.

5.7.159. libstoragemgmt:

® 7 fs resize T 1/NT 1 block size B4t

5.7.160. libtasnl:
@ NIWEWEITHAHEHNL.
® k& SIZE % a4,
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® x{Jfl malloc B0 &Y A 77 78 8 JF 2 70 % A R &

5.7.161. libtimezonemap:

@ M XMELEERXNLF

5.7.162. libtirpc:

@ = libtirpe # F £ 4 & s &

5.7.163. libusb:

® /T4 libusb-tests-examples

5.7.164. libvncserver:

@ xf CMake 7 # G #AT T /INA % ;

@ K EXHEHMITIL;

@® LibVNCClient #1 LibVNCServer {# i # /52 A % ] #2 4¢ A4 4 7 /> E &
FiH 23

@ = libvncclient 4% 3 4 fm 7 2 52 48 B iz BUME B 30

@ 7+ OpenSSL1.1.x;7#m 7 4t X509 AR 425 3F I iF 9 L % ik

5.7.165. 1libXv:
@® %A --disable-static %&£, F 4 KA E

% 8 T /3388 T
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5.7.166. lightdm:

@ M4 pam_console.so 1K #i

5.7.167. linux-sgx:
@ ZERFH I glibc>=2.28-66
® postun X pEIHAA R HE N EMRAARTE ZRS . FE A EEK

Y E X service X

5.7.168. lldpad:

@ LIt s oy a Bk

5.7.169. llvm:

@ 42T HAT LY rpath/runpath B EE . £ %4,

5.7.170. logdj:

® 7 Interpolator # ¥ i SpringLookup & % #% .

@ W ATAMERALT NG E B I,

@ logdj-to-slf4j ¥ 4% ft 19 MessageFactory % B & W,

@ logdj-to-slfdj 1 B = #dd N6 R AL H BN &

@ iFKfLEH, ExtendedLoggerWrapper.logMessage £ &= & H &1t k.,
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% sk 46 % log4j2.Script.enableLanguages DL 8 F| 5 £ 8 = 0 B &K,

% logdj 7 | jul JDK H %

BRAANFIT, #id url ¥ 8 E R # Y https

# TB F #7%4 in%| FileSize

HEEEEAS XA S &, AT 210K EH % M appender-refs

#n & LoggerFactory 16 % & & i, N4 LogManager #7710 % B 47 # 14 .

&% pom.xml f7 % jar BiAK,

5.7.171. lorax:

aarch64: 7 initrd.img # 7 /1 ngbevf txgbevf rnpvf rpngbevf grtnic
mwv207 ljmcore vredrv Xz 2 )%

x86_64: 7 initrd.img ¥ 7 ngbevf txgbevf rnpvf rpngbevf grtnic 1
jmcore vredrv X3 AL

loongarch64: 7 initrd.img ¥ 7 i1 ngbevf txgbevf rnpvf rpngbevf gr
tnic vredrv 3830 A2 7 .

% initrd.img F7 fr SSSRAID IX 3 2 7

WAZ 7 Ao inspur-drm sssnic 1 gb IXzh 42 7,

7 initrd.img ¥ 7 7 mlx5_core rnp rnpm nce m1600 X 3 £ 7,

# loongarch64 7 n# )£ ¥ inspur-drm.

4 aarch64/86_64 7 m#X 3% 7 inspur-drm.

% 87 W/ %3 A



BT B S IR 55 A ERE R S8 V10 SP3 2403 KA i)

5.7.172. Isscsi:

® 3 NVMe i % 47 (1 4n/devinvme0cIn2) , f#1% NVMe t§ WWN T
B 4

@ ATH F AT SCSI £#lLth nr_hw_queues; fil 4 # #-HL th NVMe % % 4
E W =AT,

@ UIFFEAH A SCSI id (--SCSLid ) wW# %,

5.7.173. luajit:

@ ¢ /nSP %A %HIEFH®T

5.7.174. lvmm2.:
@ /it intel vroc X & Wy X

@ 3%/ lvmlockd 3 i3t loongarch 72 44 8 37 4 ;

5.7.175. Ixc;

® on_error IR B, XAT4E1L lock K U B 4T EF

@ LiLIHEH, /H_do_free, # EEikNFHER

® 7 selinux FRAM N EFHX

@ (/A" _do_free "%, TIAZEA "free "%, DL R A R oy

@ 3% jm runtime_sock B FHAR, # K 0700

® HAVE_ISULAD # #4 4 no_controller #|#7, T % & controller # cgrou
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p £ 7 payload, % /i attach 77 %
@ WinEEE, IR args N = AR G roofs H A F I
@ %315 # N 7 parent mounted J& Z I rootfs masked %12
@ Ik hierarchies #kit kill group #t#2¥% %
@ Jiin swb4 A EL T,
@ 3%/ Ixc-attach 7 add-gids % 7
@® 4 I Ixc-attach --help ## i, M suffi & # % suffix
@ % /nloongarch64 77 4%
@ %iiFHim yajl S HF.

@ & getenv 51# Jf ocihook

5.7.176. mailman:

® i fk mailman.po % K &

5.7.177. mariadb:

® INFORMATION_SCHEMA #4417 CHECK_CONSTRAINTS *%;

@ 71 mETHy A4 & eq_range_index_dive_limit & fnif A IN By 4k & 414,
N T mEFEE, BiAMEN 0 Bk unlimited;

® Mariabackup * 7.3 1# 5 TRUNCATE;

@® ALTER TABLE...page_compression_level 1 i & # % ;

® Galera library ¥ #1 £ 25.3.24 ;
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mysqldump H utf8 % % utf8Bmbd4 15 4 Bk A 7 4F & ;
sql_safe_updates ¥ LL1E Jy e 44T my.enf 3£ 77 ;

B/ 7 INSERT...ON DUPLICATE KEY UPDATE 4% JL;
FOREIGN KEY # 4 #f 5] KILL QUERY F# %% hang f£;
ALTER DATABASE # R 4% & 7 8 15
slave_ddl_exec_mode=IDEMPOTENT 1 4:# DROP DATABASE;
ALTER #3477 & 9L B SC0F 5 B 4R A 17 A 71 447
SPATIAL INDEX 4 44k ;

MariadB /R 4 & f2 &ty JUAN ek, T 40 32 i % 2 page_compressed T
[}

Galera library ¥ 37 2 25.3.25;

HeidiSQL ¥ # £ 9.5;

table_definition_cache #& K18 % % 2097152;
COM_RESET_CONNECTION % k% 8 % # ;

Galera library ¥ #7 % 25.3.26;

Encryption: innodb_encrypt_tables 7 innodb_encryption_rotate_key_
age=0 it T1f;

Protocol: BULK with replace 7 account ¥ 7+ Jfl & — 54 ;
PAM 0GR S i 6 TSR P 6 K/ IR

HeidiSQL # % £ 10.2;

connect 7+ %= 1.06.0010;
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@® Galera wsrep library ¥ #7 £ 25.3.28;

@® Privileges: SHOW PRIVILEGES & E# 7| 7 Ml s 7 & 440, T A2
¥ 5 A M B RARAT

@ wsrep library ¥ #7%| 25.3.29

@ Variables: # innodb_encryption_threads 14 [} #| % 255. max_sort_len
gth & /NEFHZE 8;

® Docker 7 /i replication;

® /) MariaDB10.3.8 = 10.3.9 # AT # & B F % /53217 mysql_upgrade;

5.7.178. mate-desktop:

@ Tk THMEE”F 1Y copyright 12 ¥ 2| 2024 4

5.7.179. mate-indicators:

@ Nk K B FK B SUEE

5.7.180. mate-panel:
@ HinERAR

® “mAAFroot AFT, EHEELRETIFERSEINELR

5.7.181. mate-polkit:
@ I inEREF
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5.7.182. mate-session-manager:

@ i EREF

5.7.183. mate-settings-daemon:

@ i kEE

5.7.184. mate-system-monitor:

@ i EREF

5.7.185. mate-terminal:

@ HinEkEE

5.7.186. mate-user-admin:

® @ik

5.7.187. mcelog:

® ¥ % ilOnm F & DDR4 # 4 % % DDR, + X4 DDR4 5 DDR5;

5.7.188. mcpp:

@ —LERFANEBERK

By
(@]
N
=
s
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5.7.189. mdadm:

@® mdcheck start.service ## mdcheck_continue.service fif 4 B & # 2 ot &
XA

@ cifs [fl | 47 % 5 7 % core H %,

® mdmonitor-oneshot.service ft %2 3 %k & .

® % T raid &, [ LLIE® B 3 monitor .

® Dump:it J& 70 # 45 Bt 8 1R B9 70 #0458 SO R B stat.

® [HiflZA/N/IT IM 3 XFHth IMSM %,

@ 3. H#HEH “best” % & 7 i segfault

® IMSM: #“validate_container_IMSM”# 3/ 2| mdassembly #

® DDF: {itiiir# & S A mE--mdi .

@® Monitor: HH L RERABE A THIE.

5.7.190. mod_wsgi:

@ ITHEFHE E L wsgi-python3.conf

5.7.191. mokutil:

£

A T 4 #r 3 --ca-check . --ignore-keyring, fffl &--simple-hash,
#H38m CA % X kernel keyring 4 3 # ;
BINT SBAT X #HF T4 E# Ak, X NS K shim-15.6 # 7 8 4 2 F 2| ;
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5.7.192. mtools:

I R RATHAT RAE 18, W 2wk B G 4%

X R EH A B

4 % mpartition ¥ & —FHA L,

B RN EH,

AV remap 5EANE & B X,

fs_init 5 JU i B 78T 2k T 5 461 9 4 R OH L o

il Bk A T AT A Eo A 2 T 51 R e R A R LR A R R B R o KRV
# mformat ¥, £ Fs 2/ A28, T F2&HMEE, UEEY%EA stream.
c RAHHY LA )T

PR EeEERDNNENEK,
OptionConverter ¥ # ¢ 2t StackOverflow %1% .

7e XDF_IO #, Bif#f FDC PLRTA T4 RR A, hEEREHHAIT &
IE R 3

B B B A AR K SR AL 22 B B AL

7 lseek # ] 32 R B W HENT, =K lseek64 i1 2 llseek

5.7.193. nagios:

& F| systemd B, H7E B3 A0 8 2 AU H O B E
= #7 i # Nagios | Z & 3 ey #E 42 5
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® X AFLEE nagios ¥ iiE T Eig L EALT, H—A perl BF, ITH—1 so

cker, EAEAEAR P ME L, A X UIHAT strace 1 1EIR 4

5.7.194. nano:
@ I or£ik,

® X%,

F‘N

@ MmihHIEEE
® st
@ ftftre IANE

@ F3--wordchars #1371t 4, Mok KA, fhIUCREREIHERERT

@ /etc/nanorc H T = NELE T

5.7.195. ncompress:

@ FH-hattk, THHHEER

5.7.196. ncurses:

@ 73 loongarch64 %2 4 3 3%F;

5.7.197. ndctl:
@ 4T ndctl destroy-namespace -f all @4 Bkt A/NK 0 By a4 =4,
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5.7.198. neon:
® MR, (#)f destroy_and_wait() & # test/*.c X {F & 1 YR H¥ 4 ;
® GX 43 H, %% neon.mak X, {#f EHsc ### GX;

@ T EYUWE, WM HEFLAEF N warning 5§ ;

5.7.199. net-snmp:

@ i1 aesl92 & aes256 i

5.7.200. nettle:

@ ¥ #HSM2 . SM3 EX&H

5.7.201. net-tools:

® & pointopoint FArEN P EX A p

5.7.202. netty:

@ Y m%EiF LI strip

5.7.203. network-manager-applet:
@ % EN 4 EEREIN oI UK LRI Z R4 T ERAEE
® FMLEEFERNMWNEEFREHFAKLX
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@ TEHEMBEERR XMWAREW T XA
@ LTALTFREMETR KTHAEHRX
@ FA&HBREFEXX

@ A5 HSWE P X Fudl W 4 B w7H

5.7.204. nfs-utils:
® nfs-utils ¥} gss-proxy Tk, #®4 T —MREIF, A TAEEF 5wk

3 2 18] #EAT GSS-API & 7 50 3F By R

5.7.205. nftables:

® LAaYiFELTEA PIE, ¥ #ATHA % rpath

5.7.206. nghttp2:
@® .47 nghttpd 8080 --no-tls -v -n -1, Y3 core dumped: # strtoul ##

strol ##t % parse_uint;

5.7.207. nginx:

@ limit_rate f7 limit_rate_after 454 ¥ n % & % £,

@ stream 3 F3 Jn proxy_upload_rate 72 proxy_download_rate 1§54t %
=S &

@ }7/nlimit_req_dry_run #54-; 7 upstream 3 ¥ {#Jf hash 84 i, = ha
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shkey I 7 4 f & round-robin 14 ;
gzip # J zlib k5 Nk &
$r->internal_redirect()# N\ # perl 77 3% 74 #] Z 4 X # URIs;
$r->internal_redirect()perl 7 ik X #Ha 4 L F ;
A3t HTTP/2 9 4L 32
S 6 doctl, 38 W B E B K AR K £ B R
F #$proxy_protocol_server_addr F$proxy_protocol_server_port % & ;
4 limit_conn_dry_run 54 ;
F #$limit_req_status F$limit_conn_status % & ;
grpc_pass 4 XL E;
R % NHost”iF 3k 3475
¥ FF directive 154
I OSCP #ATE 7 33 4 B ik 5
lingering_close. lingering time. lingering_timeout 154 7%& HTTP/2 T
HATH
J& 3 K IR W BN BB E 5
W %]k 8 gRPC JasmK & IE# 19w . Nginx £ 347 455
* # proxy_cache_path. fastcgi_cache_path. scgi_cache_path. uwsgi_
cache_path 754 B min_free % %% ;
7E ¥ H 1 worker % #:#E R 2 BT, nginx JF # % ] keepalive £ 4 3f 3t 78
2% B & ¥i0 % warning 15 £ ;
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5 ] 2o B e i 2 0 B AR ALK P 3 3 SR B

# Jm ngx_stream_set_module £ 3 ;

3 Jin proxy_cookie_flags 1 userid_flags 754 )

% #F ssl_conf_command. proxy_ssl_conf command. grpc_ssl_conf com
mand ., uwsgi_ssl_conf command. ssl_reject_handshake. proxy_smtp
_auth 4 ;

Bim-e TX, THRAKEGEIRHREXER; NEWEFHEERETUELER
[B] B A B o 4 € A (] B R SO

T K E R P LR 3 APL

keepalive_timeout # keepalive_requests 154 # # http2_recv_timeout .
http2_idle_timeout. http2_max_requests Pl # 4 1 3¢ &% HTTP/1.X;
large_client_header_buffers f54 F T %1% http2_max_field_size ## http
2_max_header_size 754 ;

A A R Z H 8 worker ## A R, nginx X I 4 % F keepalive % £,
Bl B @ 4 T lingering_close Bjf 28R 5 [ B9 3%

proxy_cookie_flags 4543 fn % & F 4% ;

mail X3 F listen. proxy_protocol. set_real_ip_from 154 3 # proxy_p
rotocol 5% ;

keepalive_requests $5 4 87 2k A8 2% & 1000;

3 Jin keepalive_time 754 ;

¥ Jr$connection_time T &
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3 7 OpenSSL 3.0;

¥ fm 7 max_errors 454 B X HF;

proxy_ssl_certificate. proxy_ssl_certificate_key. grpc_ssl_certificate .
grpc_ssl_certificate_key. uwsgi_ssl_certificate, uwsgi_ssl_certificate_
key X F R &;

*t CONNECT 7 i % = & [l — /)~ error;

#in 1% K ¥ [ B 4 Content-Length #7 Transfer-Encoding k4743 [H 44
®;3

I RAEKATH IR F4F, KE#HIR;

41 & header 4 R A= F 4, KE4HEZ;

b % A 59T socket B4 TG B E K

L # 1t 64 /> buffer B, B T long-lived 3 3k 1y 11 77 74 £

16 4 Transfer-Encoding % #9 HTTP/1.0 &K ;

TE ST T

# X openSSL 3.0;

Auth-SSL-Protocol ## Auth-SSL-Cipher 3k 47 317 1 % % tf 45 % 32 30 E AR
%

oKL IE APT R iF SR & AL

X6 HTTP/2 B 3% P 3k K B AAT AL 5

FEE R E K LI N APL

£l NPN # ALPN Jf T # i HTTP/2 % #;
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@ 54 ALPN #y SSL % #;

® sendfile max_chunk 354 ZAE T E 4 2;

@ % /m proxy_half close #4-. ssl_alpn 354, $ssl_alpn_protocolvi % &
X

@® (7 /5 OpenSSL3.0 i % # SSL_sendfile();

® ngx_http_mp4_module # 3 F 7 3F mp4_start_key_frame f54;

@ WCE| KA IE# BRI E BB ngink T 62 & 7 E

@ &1 A% header it 3% % loginfo 47| B error 4 jl;

® nginxm & 4 #AE ] PCRE2 E3t AT # ;

® nginx 7= freeBSD I & 1 i sendfile(SF_NODISKIO);

@® 7+ $ssl curve % &;

5.7.208. nss-altfiles:
@ 3/etc/protocols, /etc/rpe, /etc/hosts, /ete/networks, /etc/services, /

etc/shadow, /etc/gshadow % U1z B By i3 B

5.7.209. nss:

@® nss X nss-util f#& &K # nss-help &

5.7.210. ntp:
® ¥ ntpd M RFEE—ME A, Mipth Ak NULL 384 deref %
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@ it 5 AN IE A in sntp AR SR AR,

5.7.211. numad:

@ I B UM

5.7.212. nvme-cli:
® NVMe FH %4 mN T H /> RPC 44 bdev_nvme_cuse_register 5 b
dev_nvme_cuse_unregister, 114 5| F T16 % % & NVMe % %] # CU

SE % #5144 , fnii4) CUSE F# k4.

5.7.213. nvmetcli:

@ FIEE T EM R ANA 1 4;

® 4% README # X T configshell-fb 4% £33t ;

® {f i F B iy IOError 42 ;

@ HIRTTa T A X M@K close();

@® (# modprobe 4.3 T kmod lib;

@ AU B R A AT

@ ¥ — tep Tt json T IF;

@ 73 tepjson FLE SUH, 1EA tep KA FE XM demo HE AR

@ 0. _get_grpid(). _list_ana_groups(). ngiud_set(). summary().
ui_command_grpid(). UIPortNode.summary(). 1s()
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@ ¥ status()

5.7.214. ocaml:
@ T -fPIC kiF A T4 RAEELARA,

@ T loongarch 71 mips ¥ ATHF 7R AL FE, 25 b 4% DL K B6IE opt A< T E

5.7.215. opencl-headers:

@ ¥kt cl_halfh. cl icd.h

5.7.216. open-isns:
@ isnsadm 44 #H -V fo-r 28 L #H

® %)= IPv6 socket 5"

5.7.217. openjpa:
® % openjpa T httpunit B K

® BaihilEER

5.7.218. openmpi:

@ (4P /usr/lib64/openmpi/bin # 4% # /usr/bin

5.7.219. openscap:
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@ IR HAT XM 4y rpath/runpath & {18

5.7.220. openssh:
@ 7 7+ sm3-hmac E % & E %7,

@ It AF sshim A E FMHER;

5.7.221. os-maven-plugin:

@ i /m LoongArch %2 # %

5.7.222. paho-c:

@ ¥ ipv6 A I vrsw 1 BT fE

5.7.223. passwd:

@ L P U

5.7.224. pecp:

@ 3% pep 4 1Y selinux % B

5.7.225. pcre2:
® BAEREHMAHILE, F4RE JIT —3;
@® 7+ loongarch % #4
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@ SURFHERAAM

5.7.226. perl-Carp_Clan:

@ =t perl AT 5.005 By 1% i 3 & LUAR I 12 7 AT 33

5.7.227. perl-Config-AutoConf:
@ 1%/ extra_link flags # ¥ N\ % /| T search_libs & %1,

@ 7 n.perltidyre X

5.7.228. perl-Crypt-CBC:

® 4 %W help 74

5.7.229. perl-Crypt-DES:

@ ¥ help 78

5.7.230. perl-Crypt-OpenSSL-Guess:
@ 4T brew --prefix i {# Jf --installed & 7

® }7/nhelp T&

5.7.231. perl-Data-Dump:
@ (77 Data:Dump:LINEWIDTH % # (X # 7% 45 25 t 60
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5.7.232. perl-Data-OptList:
@ ¥ /m docs X AL A HF perl M A A

@ 77 goto SLILLIR I HATIE K

5.7.233. perl-Data-UUID:
@ fopen T JF U AT % & X umask

® [#/7 File:Spec #KH tmpdir DL X & 45 25

5.7.234. perl-Date-Manip:
@ HKXEREEHN

@ ¥ tzdata U &M 58 LA #E docker 37 % [5] AL

5.7.235. perl-Devel-CheckLib:
® {#/f Capture:Tiny X% Capture::Output 7 %

® = HINRNRAE, L gee b

5.7.236. perl-Encode-Locale:

® < mod_name DL xt# 5 X HE AT AR

5.7.237. perl-Encode:
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B AR R e, B AR R R

5.7.238. perl-File-Listing:

& % apache kA% 5|, Z## sy apache & 5| st &

5.7.239. perl-Getopt-Long:

A Am T R A R F W given’ Ty ik o %7 iRAR A PR R A AR

5.7.240. perl-HTTP-Message:

43 LWP::UserAgent " ji & /& 1] 4 38 42 J5 89 45 2 78 B2 AR 3k o I “uniniti
alized value”

B, & 74 hn backcompat # & A0 425 # SR A A4 A

7% 7 E 4 1 backcompat ¥ £ ;

For AL 308 (kK A E E 1 ) A n#| is_cacheable_by_default & 3 ¥ ;

# HTTP::Status # # % Exporter Hy4k7& 2 Fn 3 4k 4E;

oV “can”J7 i e B Z FE Y 7 %

7%k headers F =18 . %54 # 7] A1 5

5.7.241. perl- 10-HTML:

#rig Y {# F & ) X+ detect-encoding.pl
3 fn$bytes_to_check % & Bt & By xt il test 7], F4 &% A5 &4 EH
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% K return FF A2 7

@® J}i/iv $bytes_to_check T EME, FEKE M 1024, IAEZKIA 1024 7 H

5.7.242. perl-IPC-SysV:

@ 7 SysV.xs XIHH, HFEMMFTHERM T T E 4P i

5.7.243. perl-libwww-perl:

@ R XA NI TR

@ 17 )i File::Copy::move 7 % %K 8 3 & #5 A 1
@ ¥ docs IR I A 5 N L #H 2 A K

@ 7% 7 LWP::UserAgent ¥ th s 7 & £ R AL

5.7.244. perl-LWP-Protocol-https:
@ test A1, 5l N\ Net:SSLeay 1% 3
@ (SEkFidE A M SSL/TLS iUk A KB

@ ¥ 3 Mozilla::CA K #i

5.7.245. perl-Module-Build:

@ FATEEiFNR MK, A COMPARISON % MOTIVATIONS

@ (L1t pureperl-only #F &3
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5.7.246. perl-Module-ScanDeps:

@ it PerlIO 77 ity I FE 8 Al , XML::Twig:XPath #y i #i % 3 4
@ RHHEUWERW T A, ELHHEA use lib

@ FindBin % 77 3%y 5| 7 Rk Ak

@ %% _find_encoding() 77 % 5L 3,

5.7.247. perl-MRO-Compat:

@ 1k perl5.8 4 perl LIt DFSCE & 1 %1% &) 4k & & %

5.7.248. perl-Net-HTTP:

@ &t PeerAddr # it % 0 94 FE oh 6

5.7.249. perl-Net-LibIDN2:

® & IDN2_NO_TR46 fr IDN2_NO_ALABEL_ROUNDTRIP
@ A iy perl 41X 5

@ A2 )7H im TR_46

@ 1 UM IE 2| 4l SR Y libidn 407

5.7.250. perl-Path-Tiny:
@ 73 size 7 size_human ¥ 3%, LM 1s -Th 77 KX oy XKD B
® {1t tempdir # tempfile 77 % F 4 By X 71| S Fn 3 45 H 40 38
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5.7.251. perl-Pod-Escapes:

@ mEAREAMIR, MR T X

5.7.252. perl-Pod-Markdown:
@ 1Eh pm #3840 escape_url Tk S T wdb b x B (BRATRE)

@® local module_url prefix ¥ & {& 4"

5.7.253. perl-Socket6:

® ¥ i test JH

5.7.254. perl-Software-License:
@ % program Z 40 F 4T By X HF license SUA P A 4L
@ ¥ i Artistic License 1.0, Apache 2.0, CCO % # 7 th il A &

@® 1Y /u SPDX license & it % £

5.7.255. perl-Sub-Name:
@ 1t Sub::Util 2 ¥ 53
® 4 lexical ®# 7%k, &M T perl 5.22 DL A

@ 1t DB::sub ¥ 4f#y3E I % F 4 2 null

% 110 71/ 3t 388 7



BT B S IR 55 A ERE R S8 V10 SP3 2403 KA i)

5.7.256. perl-Thread-Queue:

® < X mod_name bLxtH G U HAT R AR

5.7.257. perl-TimeDate:

® 4 Date::Parse ¥ "Time::Local” % 2 IR #|

5.7.258. perl:
@ 1dd &4 & F perl 31 A JE XK R A E“undefined symbol”45 1% , 747 ##

AT R R B R 3L F re.so B0 A K F 3l 4 H-1per]

5.7.259. perl-Types-Serialiser:
@ 3% Types::Serialiser::as_bool 7 %, %7 & Types::Serialiser 13 #

FBHy— AN B, HER WS T A AR A

5.7.260. perl-Unicode-Collate:
® DUCET X+t % # % 13.0.0

@® UCA _Version ¥ #7#| 43

5.7.261. pesign:
@ I elfsign & AT TH, HUATH elf UHFHAT A4 fnie ik
® iahtk, WRKAEEH, MESEERE,
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A sm2. sm3 & iE

5.7.262. php:

PHP 5 Jfl 2 /7 fL 47 cookie ¢ % 7] AR . W 2% Fn 6] 3k 2k 5 2 6k 95 & 2 E FH By o

VLB E —MRER L Z A B cookie

5.7.263. pluma:

e R E

5.7.264. policycoreutils:

7 in ExecStartPost %t 71 2| rerecond.service

os.makedirs f# ff| exist_ok=True % %1 4 #| i .

K A 2597 bR B felose(fp) < 1 STk

W bR a4 5 Ef i A JF, DUE AT LAZE S0 09 25 45 o Br
iR feontext &AM E, HAHEEN,

7t load_checksO)#, #4u3t malloc() R H 42, LL# % NULL 3| &

5.7.265. postfix:

postfix %% & postfix.pem if ¥ A H/NT 14

% B — 38 % U89 runpath % &
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5.7.266. ppp:
@ TEIMA W, I EH &7 A RHAT flose B 1E B BT R

5.7.267. proftpd:

%+ SOURCE_DATE_EPOCH #3# % &, F T &% iz
SEHL A B SSL/TLS % LDAP 4 £ e & if 4 v T th 3
PLAE root Jil P & 1 am AT B A ms Ah 78 4
] A IR U TSGR B ] o Y T N RK
mod_sftp ;7 % 3 Ed25519 & 4
mod_sftp I £ 3 RSA SHA-2 2 44 4
2k A & J{l RootRevoke
mod_tls S IA B 20 B X B E B tls X HHATERELMERE
L TLS B, mod_deflate # 3% # MODE Z %t# s
mod_xfer # $ F 72 3 Ff RANG FTP 4 4
ftpasswd B A< SR A 4L o A B R P
#EH 7 LogFormat AR, #HFHTK

4 mod_sftp. mod_tls 4 & #th DH % #

5.7.268. pulseaudio:

# W W AT U B rpath/runpath B . # %4
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5.7.269. pyflakes:
® %R tracing F %,

® 7 checker #3313 MATCH £ 3 +F

@® 7“1 f from future import annotations M ¥ 4 H 3 3F (UE A By I {H

A

® 77| TypeVar i skig sl kA

@ = all FETRKRENNEFHWHER, THENMTE T

@ THRFHEFTEAEYEE
@ it EK%kR (PEP 572) By 34

@ 74 yaml XX {F: pyflakes.yaml

5.7.270. pyScss:
@ FUH At python 3.2 #y % #F;

@ ¥ iuxf CSS shape & # th % 7

@ 4P zip U1 &, % setup & # F zip_safe & ¥ 4f

@ EC¥ ETik;

5.7.271. python3:

® Z:/7| 7 x86 f7 1386 % #4 Hy optimizations,
@ (IR E M X FF L Expat>=2.4.5

® VE-2022-45061
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% & X4 PyThread_exit_thread ( )

T # loongarch 224 % #r .

5.7.272. python-alsa:

#l & 7 U4 provides: python-webob

5.7.273. python-attrs:

attr.s() #3¥ field_transformerhook, & 4 %t fir A th B AT B, 3%

— N (EBHHECEH) WEEEAF X,

attr.asdict()#73¥¢ value_serializer hook, ¥ DL ZKE 847 N, XFA
hook # & & B #4F (&) FAML TR

kw_only=True ¥ 7% Python 2 & T/,

raise from H 4 PyPy B frozen 2% ik T4k,

attr.asdict() 77 attr.astuple() FAEZLHE retain_collection_types % %X

it ff frozensets Y{E set 4L,

attr.s() 7 attr.make_class() & X A& FR A FH 5D collect_by_mro %%,

attr.define() et al A% E# BRI E eq 7 ne,

attr.define() et al By3R&4T N ILAE 4 88 4% IE 7 40 22 S i 3

EAGHENE L, TUFREXEHEXH setattr 7 %

& 20.1.0 JAF, RATAE attr.Attribute £ 5N T 4R B, X 44

AMBWHREEAL EE B, KT, YA attr.Attribute #y 52 &
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WRIZBEESTEA, HAETEME, EXENEERAZMGHETH
BT, Bk, FAE IR attr.Attribute &9 5217 B 4 2 05 2 R B

Y R AZAT IR B 1F B ok 4 % zope.interface, 5 3 O 48 x 89 R4 B 20 Bk it
& | @define(frozen=True)fl] 2 7 4 % o4k K R 4 K (K Ih B 215 5| 2k o -
FHFEZRE on_setattr=None.

¥ Y attr.resolve_types(). '€ # & T 8 7T 14 7| A0 F 47 & T 3 Ay 25 AL A g
A EEER, RAEEATHFEAREA A FENSE, XERE,
WREREF AB#ATHS LA E, WAFELB K,

3 attrs 8204 R pickling Fr & B Xt E #1889 KHATH P LY setstat
e f1 getstate 7 %,

Ahm Y attr.converters.pipe() it . Z i A BT T MK T AL E L S
MNEBER A G R A, FEERE—ME

@attr.s(auto_exc=True) & 4 k% ID AT HNE, WX FHAE
O B A

A attr.validators.matches_re(), A Ti&F4F & &M E T ILH EN X
E Ao

B fm attr.version_info, o[ Al T 7 M & attrs By R AN %5 11 w1 A0 7]
& FA R,

Jm7Y is_callable. deep_iterable 7 deep_mapping ¥if £ .

attrs & A PEP 484 (A4 K, 5 mypy # attrs 4% &6,
% # Python 2 fr Python 3 #4;E # A £ A py K
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AT KT attrs R A AR Y AU M SR

/] attr.ib ## attr.s AT kw_only %%k, 31 attr.Attribute Fn 7

AR H kw_only B, X — & M FAE Python 3 b4 & X#F 5B M
init J7 kRO T A, ANTBCE T A BR A e AR BR AR i Y U K

attr.asdict() AT U E#HMERE K ENF K FnF 4,

#Jm 7 attr.converters.default_if none(), #¥F##: )2 % +4 None 4.

fl 4, attr.ib(converter=default_if_none("")) # None # ity = FfF &,

AT AT @attr.s(weakref _slot=True) {& L4 351 th 2 5% % 55 7]

LY

i @attr.s A #n 7 cache_hash #7, Z#& & FH XL b H5E A HHE —

VIR S

H LB U4 4 & property #7 itemgetter,

AETUNEBLRFMBEEZRLENERE,

x=X(); x.cycle = x; repr(x) ¥+ 5| & RecursionError, M2 % 1% X

(x=...)o

attr.ib(factory=f) 7 £ % LIFI attr.ib(default=attr.Factory(f)) )&

A

AT attr.field_dict), A THRE—-NHFFHE, Edas—PEH attr

s BlE, BABHAER,

T A £ F, getstate fn setstate HEZAH T weakref B,

R w attr.s £ T — A theses 53, VA 2 A KA P il B B A A
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Bl & AR B

attr NOTHING % % BLAE 246K A& 32 L Python tz E# k.

SE A Ak R B 0y 5 B 3K B 9 BRI L E RO R o

R init 7 EAEEA - MK FEEAIK AW annotations JE
EHOEET UL, URBE attrs WE B K, HATR A KA N A HAET

PITE L, MEFERRAREN ., FinT AR LEMLRHE,

5.7.274. python-blivet:

¥4 % ¥ udf-filesystem X 14 % 4

¥ # % ¥F loongarch64 %2 4

HH 3 swbd A

M PartitionFactory # # & 7 ¥ Jf B9 5k 4

& i dosfstools 4.2 FAT iF 4 ¥ %

¥ liblockdev i A F %% 2| 2.24

¥ ¥ a4 # LVM VDO #fr LVM VDO % 1y 35
B Y 7 LUKS 2 #% 418 2 B X KN SO

B R #] swap 2 X 2| 128 GiB
AL F2FS %+

# safe_device_name 35 & 1% & £ A

¥ exFAT 75 Ao 2| 7] R 5] 09 XM & 4

TR AR T A xfs_db B XFS & &
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Z.# vmbackkedtestcase # #) zZRAM % %

A st XFS 5 R H Kty X HF

7wk e sysfs HFARIT A I8 B 1% &

T R K A SRR A R AT AR A

A ¥F A LUKS 2 # K38 % B 2 X% A 8 4

#1 LVM VDO 7 Ar ¥ Jil % & %t

7R H B VDO st 88 LV % A 2| 9 # LV
pylint: 2.8 % T 442 0y 3¢ 4 4%

il % device_properties_test # #J pdb &

pylint:f| & doc/conf.py # F4F & 1y 7T 4 'u'#l &
pylint: Z # i18 .py # #" redundancy -u-string-prefix"# 4
pylint: Z # 7 #9 % & W1514 "unspecified-encoding"
Makefile: %y potfile E #7454 % webblate 771 4 &
¥ % UnavailableMethod 75 & H & X 451% % &

% setup.py F1# Jf setuptools i+ & distutils

Z.e% pylint %41 do_tasks #y = 72 4%

M LUKS_Data # il ix & {# | #__save_passphrase A f
Z. 85 F1 y pylint % 4 "arguments-renamed"

A Z ¥ JH| deprecated

M DeviceFactory # il & >k & Jf # & R __names

PR #E B D B TUAT B B9 45 1R O R
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T % RAID 1% &3 A/

1k 54T pvereate Z F] E# ¥ LVM B &

LVM % if 28 %7 1% & X

¥ LVM i % 28 0 & # 3% 0 £ 4

M LVM 3B 47 2 o i Bk £ 15 3% &
ERBLEHBERZN, FRREECE LR

TEAR H1 5 5 P B 45 % T R £ 4 B

A T AE VM 3z AT e I &y 3E % S0tk

T RAT By B AR DA 2 A AR R T

7 Am LUKS #n % LV % LVM 74

7 LVM 4 ) B2 & 7 1

¥ 2 % H Python SELinux # 3t i 5T 1247 blivet
71 LVM B X KN F —BOR n — NS s iy o £ A

M Blivet % (vtrefny) # fi| Fx “encryption_passphrase” & M4
% EFIFS 4 X {# il PARTITION_ESP #: %

H B X kN —BH LVM 42 4 % 47 69 4842 3 &

# %,9% A DiskLabel 2 # t4 DiskLabel # 5 1! # AttributeError 441
Y 2 A T4 K K/ B A B arithmetierror

b X R B ISCSI B 30 # 4 b, TiRREARE

¥ 144 1k JE B #9 IOError % #: % OSError

#3675 #n'make' Z| buildrerequires
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¥ B & By SELinux T Uk 2] 37 6] 2 09 4 2 8
2 UDev &4, % Tk, %k A libblockdev 7 & Btrfs % UUID
2% R %+ VDO ty LVM VDO # %

e 15 4 % # B B 4T 4y libblockdev # #

W& LVM VDO 3% 4 8 35 /N K/

7 A # VDO % % % B} 2 A 7 v nodiscard 7

A VR £ 32 4T mkfs B 78 v nodiscard % 77

Vi Amxt LVM VDO 3% 4ty 2 K & 4

A fm LVM VDO #% & L)

2V E H “Dlivet” ] 2 LVM VDO 3 fn %

% blivet.flags.btrfs_compression & i il JE 4 % &
R 4 X 4 R E % s 7 LUKS # 4 4 7K
FEAMARE S, B O LR mE R T
B A AR R AR AR, R R AR e
J8 5 iscsi-init At 4

Xt [ By % % 47 1% % £ F) UnusableConfigurationError
I R B A KT, K fd

7 i % thinpool Tt # 4% A& /i % & pmspare #)3% K
HEENks 5 KfEREH, & N\F| &N MiB &

7 fn_teardown 77 % %| IntegrityDevice

udev: 7 fm B HR IR BUL & 30 # 7l &
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W3t LVM 5 & 7 % A& 0 AR H

T A e 2O U A S Bkt test_mount

YR X IR AN

B T AR R AR B SUHF

M Fx po X %

& &" % EFIFS % X (£ fl PARTITION_ESP #r %

README: 7 /1 % T openSUSE/Mageia/OpenMandriva Copr repo
7 LVM VDO X %

A LVM VDO 7=

AV R 22

3K )

7 LVM VDO 7 A &2 UL X

TR 2B AT K BT 3T B IR AR A B R AL

M 2 ¥ & PYTHONPATH o 35 A I B 5 8y 00 T2 47 9
edd_test: AR 4E M| K XL & F fI edd_data

%t blvet $7HUiF 5k i 4T Anaconda i

MK 72 p 5 i B EDD I B &

7 m util. get_sysfs_attr %

% RAID % 4% 7 Jim udev.device_get_name | i
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® JIik:LLaF roo & 332 AT Bt Bkt test_reset
@ UK K54 LVM # A M i 5
® 4T LVM 1v i A — &4 LVM 3%
@ /i /m SwapSpace i & A /Nl

@ 5 jm XE'S % k) iy 3R

5.7.275. python-bottle:
@ lr“fast”hy 1 FHE oy 5L,

@ setup ###f python3.4~3.7 & & ¥,

5.7.276. python-breathe:

@ 7 /7 Sphinx 42 U i 18 45 44 AttributeError: NoneType' object has
no attribute 'content_ ', FE T KA S AL HE

@ Fit 1z 5 AL i Ok B nxt QtSignals #E Y F,

@ L LARAT 8 AT B U 4

® (¥ /i sphinx 1.7.5

® Doxygen R AT R A EH BN, FERBATHE T4 LMy Bk,

5.7.277. python-chardet:

@® python3-chardet #1332t python_provides
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5.7.278. python-futures:
® ThreadPoolExecutor £ #41% & 2 AT — T #& 1) thread_name_pref
iXSH, UEE T | EN &N LR,

® i # python-future ¥ #F python A5 E .

5.7.279. python-httplib2:

@ #73¢ python-httplib2

5.7.280. python-httpretty:
® 5% mock Ff A, i FL T B[R] By K E An T EE

® 7% URIMatcher % # matches 77 ik 7 5 % I Bt ¥ 4 $EAT R A0 3% % 2 &

5.7.281. python-hypothesis:

® A H =77 1 sampled_from ( ) .

@® U EH AT report_multiple_bugs % &, @ HZikELER S AN ER
W, HERI R RN TOIR IR,

® 1F/f float (min_value=inf, exclude_min=True ) # float ( max_value

=-inf, exclude_max=True) & % % X 4%, float (min_value=0.0, max

_value=-0.0) L EEF .

@ [H1 7 Hypothesion 7 Python 3.4 I #y% %

@® ¥ timedelta /£ % deadline % &
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A F register_type_strategy ( ) 5 typing.NewType 517 —#2 A ,
/Y broadcastable_shapes ( ) 5B

A5fm T functions () A, RS A TARBLENR BT L7 A
from_type () K& I 7 L FF rang xf £ (= Python 2 F# xrange) .
3t 7 array_shapes () % #, 2T min_side # max_side f1Z£ T mi
n_dims # max_dims % 3% % 89 2\ fE

from_type () FEEIAE X H:HT X4

¥\ %ty unique_by ZH AT —ANTFE F B TOAL, XA A R P R E
TC AR 0 4L o B B R R R R — 8

ST slices () KEE, DA RKEKRNFFIHY A

il GenericStateMachine, T % #F RuleBasedStateMachine.

7 3 25 i buffer_size W&, WikE AN —H NN A EIHEYF
PERE T L4 T EIH sampled_from ( ) F g — A0y

i 1T M 4 4% print_blob % & % PrintSettings By 5, #1h 7 # %,

%# 7 domains () &, DLAMEA CH url () # emails () K#,
from_type () eI fni E R Z LA B TR, X F E Lk A8 LM
ft.o

it Y from_lark () 5K, ik T S8, H AT explicit 4, M
A VF 5 ¢l @declare T A & F 4F & 2 IE U R 3k R o 23 — R

% byte_string_dtypes ( ) #7 unicode_string_types ( ) # 3 A 0 # min_]
en # max_len, FAEHNTRE 1,
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@ WwRAFREAX LT CHMEH K. example () 7k, FAHEE,

® //m 7 hypothesion.target ( ) H##, ZEE LI T A4 TN ET B EN
MK

@ i/ 7 basic_indices () s, K45 E R4 £ RERF T,

@ 747 fixed_dictionaries ( ) F# DL I FF T HH 4,

@ /7 7 mutually_broadcastable_shapes ( ) %, %% & & % M 7] 7
W, ZEDRETHNA P IRENERRMEL HBRE

® ¥ mutually_broadcastable_shapes ( ) #i#n 7 —/MN&E4 53,

@ 7 from_type() %+ typing.Final # typing. TypedDict .

® F U7 floats () EHRALFTEHWAT N,

@ EEZEMTEATHAMEFMNRPATZHERT —LREG, XAA P TN EE
B2, I AR EAT B AR o B A AT B E B L

@ EILMEA —Fh 4k Swarm IR By BOAR K2 A 44 By KR Bl o aEAT
WA, R Pk T AT AL Ak AR e B A

@ WRLENO0, ¥ F K stateful_step_count % F UL 5| & 4415, X & — |5
FAMER, WHEOAZFLRMER, ZRETCLIFRHABY 5412,

@ T XET EATE MR B E SR, HET BN RETAIRAE
EATZ A REE

@ it 7 % from_type () _Ext SupportsOp il 8 3,

5.7.282. python-importlib-metadata:
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@ X FF python3.4

@® Distribution._local() [&# %k % % pep517

® MR, Fifi 5 stdlib L3 F A

@ ALK E, Hin &G 4% Mk

® MR, &7 FastPath 5§ distribution() 4

® (tfR#, PathNotFoundError A A —A 8 & XM _str_, H A 4R 2§
DR ITTEAR”, UH B P ER R T R A TR K E R E

® R, % EntryPoint 7 n 7 # S & M

@ fffh T

@ LMl A ], 3% contextlib f7 pathlib &y 7] % M fr — B 4

@ 3K T provides python3-importlib-metadata

5.7.283. python-incremental:

® % incremental #| 21.3.0

5.7.284. python-jmespath:

® % python2 7%

@ /F% jmespath %] 0.9.3

5.7.285. python-keyczar:
@ 3% python3-keyczar 13
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5.7.286. python-kitchen:

® % python2-kitchen ¥4

5.7.287. python-logutils:

@ 3% Provides: python-logutils

5.7.288. python-markdown:

@ Y /mF Y provides K #i < % : python-markdown

5.7.289. python-marshmallow:

@ FFERA AR S%, B A ARk Meta #£7,

@ 7i4| 4% Mapping.serialize 71 Mapping b9k 5 £ A

@ A xEFSHEHRTFHEUKELHFA, L marshmallow 4 F .
{# H & &, metadata=...5 %,

® ~inE . IPInterface, F ¥ . IPv4Interface # IPv6Interface.

@ (FAFEe, e nyy ks AttributeError,

® % Field F F4E ) hasattr 1 getattr &2,

® 7 marshmallow.decorators 7 ik Al = B

® i marshmallow.validate W Hy £ A

® ¥ marshmallow.validate.Validator s %4 % FH %
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® MR T LEW T &K S| ik,

@ it k/BZNFHES AN load_default/dump_default.

@ FH: k/BANFESHKMNERNTF A, HHAE marshmallow 4 i,
k2 % A load_default/dump_default.

@ WHTHILEEENRHFSULHERNESE,

@ 1 4F Python 2. &3 xf Python 8.5 #y3# .,

@ ANIFRFREGHLTR,

® 4 py310 4 /n%| black target-version #,

@® /i3 Python 3.6 B3+,

@ AR IERITA,

® Ui TimeDelta F & #7714 float.

® 4 messages_dict B 75 mE| ValidationError ¥, DETEAE A&,

@ i F A n it A B fr timestamp_ms % R,

® Huxt54A % URL BiE#M Url 38,

@ f#f 4% %% 3L FieldABC #n SchemaABC,

® {71 OrderedSet fE % BA set_class, 2 A& ZRAHF

@ 7= utils.from_timestamp ¥4 # OSError #1 OverflowError.

® X+ Python 3.11, # 3 Python 3.7 Hy X F,

5.7.290. python-meh:
@ VT b Em AR, £ H e A HE R 0 R A AR K 9
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Wy EE IR AL

® Y 87 python3-meh-gui F &

5.7.291. python-more-itertools:

® Hinilen LI,

5.7.292. python-netaddr:

@ 4P netaddr %R 5] B

5.7.293. python-paramiko:

@ FHTEE UM EUR R B AR R

@ K EHEHKE R H SSHException 7% ;
@® ssh_config fAT # B 44T IdentityFile 1 & % &

® TR . PRKG-INFO 4 7 in 70 3 42

5.7.294. python-paste-deploy:

® * Ffm7 “setuptools”F N B R KH M, X —HEZLFHN, ERNAELRES
WIER G ES T RNBEATEAT, RNAEFEHARCT A,

® * M7 pytest-runner, # A tox AT,

® python-webtest & #92 F & I & DK ¥, FE ¥ python-webtest ) Z 7 fu
python-PasteDeploy # python2 ¥, [ B fil| & python-PasteDeploy #y
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help ¥4,

5.7.295. python-path:

@ ¥ provides: python-path

5.7.296. python-pexpect:

@ it EOF 5 ty ik

/

@ 1 iFi it str_last_chars B & Fl# @ &0y F RKE, 4 2L Z 100;

® WREMT sshf &, pxsshlogin) 7 ZNEFHFEAF 4, WWRHHA
THRE, Naslx#R;

® pxssh.login()7 & Z 4+ it emd £ 403E ff ssh 445

® pxssh I 7 use_poll 5%, %5 #1£#% % pexpect.spawn() ;

@ replwrap.run_command()I % # it async_ S # T #H 7 4

® WREEKXFZNXRE, expect.spawn()I 7 KL BUA S F

5.7.297. python-pillow:

® &F 9.0.1 K

5.7.298. python-pyasnl:
@ iinT LLETBED iy SET OF ANY A 4 A /A 34k
@ i im.reset() 7 ik LURE A R A A R R 5
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B MR, R E %R EFIE K

il ¥+t i 49 python-pyasnl-modules

5.7.299. python-pytest-expect:

RAE & 1y % 2 K AR python3-pytest-expect

5.7.300. python-pytest-xdist:

M, pytest ZFF pdb iR ;

## il pytest -ff -n=auto ... 1T F TN K 24% & UsageError;

3¢ fin pytest_xdist_getremotemodule, J T 78 #in 27 & F 093

AV AR BB R, 7] 3T pytest_xdist_getremotemodule % wra
p ZAE B 0y A

&z B, 8 DumpError X & 7 E £ W a4k 2 &

iE it pytest4.1 #F % T ExceptionInfo . pytest_logwarning % 1~ API #) 4
1t

e R, & quite R T A H L or setup 4 RHHE;

# ¥ —maxprocesses ¥, Jf T 7 --numprocesses=auto Ff [} #| & A & T

1B R

5.7.301. python-SecretStorage:

3 |, 7 python2 373% F int_from_bytes, 7& python3 ¥£3% Jf int.fro
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m_bytes

5.7.302. python-sortedcontainers:

@® 3Ll SortedDict #%_or_, _ror , _ior__
@ A AB T RRIAATEHE, EHFIFRE
@ 3¢ python2-sortedcontainers % % 4,

@ HHKMEHMREFHFE

5.7.303. python-sphinx:

@ T jQuery A RJEHED T I

5.7.304. python-sure:
@ ¥4 iF1K# . python2-mock python2-nose python-setuptools python

2-six python2-setuptools

5.7.305. python-tornado:

@ i — % & python-tornado

5.7.306. python-urllib3:

® % server _hostname 7 %] SSL_ KEYWORDS.
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5.7.307. python-virtualenv:
@ BHZERKH*F. #H. python3-appdirs python3-distlib python3-fil

elock python3-importlib_metadata

5.7.308. qpid-proton:

@ ¥ python2 ¥ ¥, ## F & python2-qpid-proton

5.7.309. qt5-qtbase:

@ % /nloongarch64 4 4 3 3%,

5.7.310. qt5-qtmultimedia:

® M Fr — 3k F| X rpath Bt

5.7.311. qt:
@ % /nloongarch64 4 4 3 3%,

® Jiinzh HK ZAR#EF,

5.7.312. quota:

@ 1 prep A3 F #, # autoreconf U+ N & B £ & %] build # .
O® W FFHEEAEM,

@ quotacheck, quotaon: % extd {# i B4 &k .
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Quota: H#ffin --filesystem # T .

432 XFS & F# it 2038 F 1y 5 IR 1 2 1

BT %A xfs %R A% E FS_DQ_TIMER_MASK,
B T A, f R HE A% 4 Q_XFS_GETQSTAT # QCMD
warnquota: #74 1t. configparams % #4 & B A ik 7
warnquota: # % LDAP 41z H &

f# quota_nld PID Uty B KA B &,

warnquota: £37El LDAP 4512 thy H {4515 12 & .

warnquota: IF # % Il LDAP 4%

warnquota: f % ZuEFLE U Y IR

quotacheck: #kit 7 #1460 2 FLA [ # B AU 0y U R 4
quotaops: & B ik F 4T & b4 X

rpc: ¥ Tk E # 7| rpe.rquotad HEE 412 Y B

setquota: & H I A 5 & %k Kk

quotaops: £EA4 & A B[ B R

quotaops: M getprivas & [ 3 27 % .

Ak NFS s [% 0y 8 & 5§ AH U R SRR FF— 5

edquota: Ml & =38 & ¥ 7T iF A7 Sk

config.ac:3¥ fu--disable-pie it

W2 % FH 7 CFLAGS
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5.7.313. rarian:

@ IR HAT XM 4y rpath/runpath & {18

5.7.314. rasdaemon:

@ JEK UM F %,

@ 577 rasdaemon F 18 i B H 4R B9
@ ENABBHEIZFRXHEAM,

® ras-events: % KBUF #3E# w3 0t, read_ras_event & H 1G53,

5.7.315. rdma-core:

@ 74 loongarch64 %4 X FF;

5.7.316. re2:

@ iin— AL E A 2 s A

5.7.317. realmd:
® 0.16.3 -> 0.17.0:
* Fr automake 0.16 LA
realm %4 discover, join #¢ leave #73¥--use-ldaps #% 5, {# realmd iR %
fie {2 7l 1daps
service: & f adcli B 7 m ldaps 4%
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service: . ¥ ) ldaps #4T rootDSE # 4%
® 0.17.0 -> 0.17.1:

tools: 4 AD 74 fin--do-not-touch-config it 7

ldap: 7 n socket #8 Ff

T E A4 AR A A E| realm man F A 7

¥ ¥ autoconf-2.71 Hy — & 72

7 fn--with-vendor-error-message ft & %

5.7.318. redis:
@ 2=l B A5 4T replicaof @4,
® =5 BRPOPLPUSH * RPOPLPUSH #4714,

@ KA ST I UL N B iR

5.7.319. redland:

® /il mariadb-connector-c-devel # # mysql-devel

5.7.320. rootsh:
@ rootsh --help # man rootsh # & 7789 % B 2 & — %, FE ¥ rootsh

721 ;& “_?”,@( EZ( 7\17 “_h”

5.7.321. rpcbind:
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@ RAHFHRAEATBRAM G, HEMSHr, BASKTRERH KA
2

® A X M rpcbind.service R %

5.7.322. rpmrebuild:
@ Ui -k 54 EE defattr

® Y # \--change-files i 4 % H 5% uid #r gid

5.7.323. rpm:;
@ i/ loongarch 444 X+

@ vz ART

5.7.324. samba:
® (£ chrpath &4 %[k so & XU fFA — 3k 4| U 4T B R %42 (run-ti

me search path) , &/ BRIABVEATH B X HERER KNI FZE,

5.7.325. sane-backends:
@ 7% lib/statuskysec.c. include/statuskysec.h U, J & 3k BUH T & 4 &

% BV R T IR A EERS

5.7.326. sanlock:
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@® sanlk-reset &4 -t &

® /v python3-sanlock ¥4,

5.7.327. scap-security-guide:

@ AN ST, DIRERLEE R w20

5.7.328. scap-workbench:

@ iR T FEVMEA M Qtd A

5.7.329. sed:

@ 7 /5l char *#% X K # 1Y security_context_t, # % = 4 HHy &2,

@ 3% configure.ac Pt i ey % (AM_CONFIG_HEADER #4# & A
C_CONFIG_headersAC_PROG_CC,AC_PROG_CC_STDCAC_TRY_RU
N ## % AC_RUN_IFELSE ) , # 4% autoconf 4%,

@ < lm i Uk i, do_ck_felose 4 14 Al B 44T felose 3 4t [/ — /4N U1
764t unlink, 3 — X & X F4T & 4 % & panic, X —# 7 5] # £ #-Wanalyz
er-double-fclose # 7%, 16 HA4T H % fclose % Ik i H mark_as_fclose f

ailed;

5.7.330. sendmail:
® sendmail.service iR 4% B 20 2 7 pid 44
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® sendmail.pem A TH 52, L&A~ TFENIR;

® sendmail %% 5 sendmail.pem i 4 % H/NF 1 5F;

5.7.331. setroubleshoot:

@ TE TP

5.7.332. sg3_utils:
@ miE LZBEREAMEE

@ /it rescan HHi w2

5.7.333. shared-mime-info:

| I S S &

5.7.334. shim:

@ LRI ES0RKAERT, BB ARNE I FE HH A fE

@ WiEwAM: OS XHWF L4 E o, shim 44 X+ SM3 H# Z it Hfn SM2
254 R Iy

@ FEHMERNLY. BEHFEMEIEHRIEE

@ ¥ X ¥+ loongarch64 %2 #

@ TSI RSA SEFILH L 4R
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5.7.335. sleuthkit:

@ % R K H # mac-robber

5.7.336. squashfs-tools:

® mksquashfs IL7E L HF“Actions”, X 2 Z P “find”H LI E% . B A ITHE
SCPE HE B T S B U B M

@ iTth sqfstar 444 M\ tar £ % £ 2 squashfs % X # image U1+,

@ 5 mksquashfs ¥ Jf %1% 4 #y Tar N A& 43

@ < mksquashfs # Jf #7124 ty Cpio W& 42

@ R4 CPU #1 I/O % & ty 87 5 7

@ R Bty 3 Pseudo U E L

® 6|2 U5 Fl 89 # Pseudo U X

@® 1|7 Sockets/Fifos t# Pseudo X% X,

® mksquashfs FLAE T 2 ¥ 45 E TR H &

@ A H AL AR # Pseudo SCEFRYE UL 5 77 b A8t SCRE 0 B BUHE — A2 4
#,

® Sqafscat &4, A T# X tH4 i %] stdout.

® NARBOUHFEMMF T (EH-BHETEHER-RDHEHE)

@ unsquashfs F 7 F Fexclude” X 1.

@ Hin T KRR TEI,

® unsquashfs I 7 LU H —4“Pseudo file”, & 7% \ Squashfs S % 4 .
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@ NELRTHAEHH#ES, IHEEIHA

@ mksquashfs #73¥ -one-file-system #% 7 .

@® mksquashfs #3% -no-hardlinks £ 7,

@® mksquashfs 7 unsquashfs #73¥% % 4 help # B 15 ..

@ mksquashfs #3¥ -root-uid % 7,

® mksquashfs ## -root-gid % 7,

@ mksquashfs #73¥ -root-time £ .

® unsquashfs ## -no-exit-code ¥, X # ¥ A4 4% HRAD,

@® unsquashfs F 1] exit code & F X A X e F a4tk (exit2 ) B G417
(exit 1) .

@ mksushfs 76 i, AEHKE XHE N home HF, MAE LA HEK,

@ ¥ -recovery-path <name > #% T,

@ unsquashfs“-stat”#y i 74 fn by Xattr id 1%,

® 7 .k mksquashfs 3 B E A7 S

5.7.337. star:

@ /4 pax.1l.gz X1 N star # # Z| star-help 4,

5.7.338. sudo:
@ 7 sudoers_parse_ldif & #F, A2 5|k F LN AF
@ 7= sudo_passwd_cleanup %, auth-data 7 free = 5% # it NULL
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@ J¥insw6bd Ay E

5.7.339. supermin:

W
&

@ ;iu-pie -Wl-z,now %4 4% %

5.7.340. syslinux:

@ syslinux-extlinux.rpm = 3t % % &, F 3 fn 4T & X fF extlinux*,

5.7.341. system-config-printer:

@ EMEERFFEK

5.7.342. systemd:

@ 42T HAT LY rpath/runpath B EE . £ %4,

® /in—NFE overflow i 6 2

@ FH ML nul 4 1b, 7% dns_label_unescapetriggers 4% [X i i
@ iini 4 )5 B return & [H 50 1F

® udev H £ #pudev rules X8 mode & M7 EF

® udevadm ¥ 5 A usec_add()

@ {1t install_context_apply()#y 45 % 7

@ udevadm trigger 4% Ht ik 1b 3% [ D iy 4L 72

@ !/ pstore ¥ dmesg 5 & F ik St
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At udev HLIU B M ST B AT 4F AL IR

#: 1k udev 3B B 3T workers #y 2 £ 4L 3

1k systemd *t daemon 7 /7 By trigger 1% 4 & 1F

udevadm trigger ¥ 3% jn 4 #% EROFS

At sd-event 45 He op H i 4 A2 X 2R A ZE 1B IR A AT

time-util B 53 o 5 7 B Y time_t 2 64 I {E R N TR AR
time-util 7% 5 xf EOVERFLOW 452 40 22 3% /i 32 LKty 4 3

At udev LI ST Hy T BR2Z 4 o 8 SCERA TR €

flift udev F 45 3t bit rate By 77 % . 43 % 4 uint_64_t

% systemd-networkd.service ¥4 it AF_ALG. i £ Khash %k
udevadm info ¥ ¥E £ W41 & E T

udevd # % 5 24T ¥ iy worker # 2

1t Exec* 484 P “+”ar A # #8 | A ¥ PrivateTmp £ X 2K 7 @
Y 22 T

journalctl 44 313 5 i 5 41 --facility=kern;

journal AT & B An 3T B H &

Y ¥ su 2| L@ F P, $AT busctl 44 B3 n Interactive authentication

B T ;

5.7.343. tboot:

B S3 m+ AT CRB # 0w fiE, #4447 GETSEC [SENTER]=z 7T, %
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FBHAE 0, #£#kZ| Linux N0, LSABEKAALE 2,

7 4 i tboot.gz 2 HT #| & 7 AT X1

At EFT 7 77 o St AT/ B i 4%

lcptools-v2: ¥ fim peonf2 % s T & ¥ .

th_polgen: 7 fr SHA384 fn SHAS12 7,

2 GCCO T &% R £ 4. GCCO 5N T SR M LRty HE L, LT
MAFHAT R HE (FRMEETE) , TULEHLEETF2 55 CP
U # i,

# 7 SHA256 1E A Bkikeh % H k. wEH A KE-E(ESE, I TBOOT
¥4 SHA256, 1A & ik & 2 7wy SHAL,

th_polgen: 7 jmxt SHA256 #y %+

# 447 GETSEC [SENTER]= # % % IOMMU.,

Bk size B A% SINIT ACM # 7, CBnT #3%€ X 7 M 64kB | 25
6kB 1y SINIT #17,, % 7 5 HF & 3%, TBOOT 4 % 1 # # 7 1y SINI
T,

A ARt 64 4wk o KAk 0y 3 4F. B H> 4GB MMIO Jj5, EFI 7 D& [H
#B AT 32 il FHy Wi ok K Hiik, TBOOT 44 47 iE # 44 64 kbbb %% % L
inux W#Z.

¥ SM3 & % 7 Jm 4 thoot # By # A\ K+,

7 /i safestringlib R DL 34 25 1F ) mem/str fns

leptools: i Fx 2008 4 2 w7 L #5-F 4 6y T A,
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thoot: ¥ # tring/memory fn % # L X 5] F ¢ lib
AN nt T save_vtd = true MmN\ vtd £ LR :acpi EUFEH A E
Ko

W E A E & 522. 8e881a07c059 W th4241% F o K A 4t 4

5.7.344. tcpdump:

#r¥# 3 F RDMA W 44 U ik

HHE % A DU S

#Hr#—micro § —nano 4, A TMATIE T4 E X B om by i 8 B A% K
Hr#—print £ 4, A1 E output XMy F B, KA N A L T 2| stdout
s

B 3 Hr swb4 A

# 4 5 Z # R REQ_INFO, FLUSH_PCAP), # %7 i & ¥ 5 N\ 34|
IS BT writeQ R 0 FIR A £ &, 3843 peap i i

#r 4 Offloaded Traffic Sniffer 24 & (4 %f MLX ConnectX®-4 Ll E#y

K ), W%k bypass kernel #y# E 4,

5.7.345. tigervnc:

AN T ARG R SUE R S

5.7.346. tpm-tools:
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@ % — 3t i rpath B X E

5.7.347. traceroute:
@ 4 IPv4(:ffff:A.B.C.D) 51ty IPv6 ik #25 4 E 1F iy IPv4 it

@ LI FEPINRYE (poll) fEIALFE

5.7.348. tree:

@®  --du f7 --prune X WS HH I B 15 B

5.7.349. ttmkfdir:
@ E4iEM BN APIE %, LLRAEH# B AT X0 4 fu-pie 57,0 T 4

JRALE TR B A AT S

5.7.350. tuna:

@ M LERAKRBMIATE K, ¥L K KH python2-ethtool . python2-schedutils >
=0.2 ¥ #7 % python3-ethtool. python3-schedutils >=0.6, &% pytho
n2 Xt LR LR O  pythond N 8 2k, 3 tuna 24 A HY

%%‘/?‘E‘téo

5.7.351. tzdata:
@ % tzdata %] 2022a-15 A, [6 F & EH 2ER A M X K E A AL
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N iE A, B K main.zi X

5.7.352. ukui-screensaver:

2 M A IR B

5.7.353. unbound:

@ &% F 1 1H . libunbound.so0.2;

5.7.354. units:
@ UmE{FE % KK H . python3-requests

@ T B S A [ A B AR IR

5.7.355. usb_modeswitch-data:

@ T LA

5.7.356. vala:
@ provides ¥ i vala-tools

® M Fr — 3k F| X rpath Bt

5.7.357. vdo:
@ BHTITAAHUEHEHUDS 5|, NTELZHKEHKRELT 2 HH#H
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&+ %;

® [ vdopreparelvm /Fin 7 —/Md, HECES DL EE,

5.7.358. vim:

® Kylin v/ & LB R A%, BFFEFABKR . zh_ HK K7 HFF

5.7.359. virglrenderer:
@ BHIHrEH AT ARAED
@ N HEEEO RIS

@ 3 m AL G A 25 Y ST

5.7.360. vorbis-tools:
@ T oggl123 F iy METADATA_BLOCK_PICTURE #7 4 % %
@ 3iin 7 Xt blob # ## 4T flac I Fr ey L HF

@ i elf XFH 1y rpath B, A %4

5.7.361. watchdog:

® i fwipmi A5 AR O

® MREEWNERER;

@ A fkey swap MK AV AE swap FEMERT LR EFES; Ks
wap & X /N 7R A AR B R
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@ T AR U

® /A free+buffers+cache F it 7 1 7 ;

© A AT 5 B @ BOE A

® i kB {E{# K EA;

@ I E 95y 7 B 3 BLUAT A /proc/meminfo;

@ FE Ui n SIGTERM # 38

® F i1~ watchdog.conf X . EHHF X, ¥EMH L ERAEEL; B1F
MRESBWE ST R HE S U RH B A

@ W imEEHLN, A watchdog %i%: R IFEITMHE EM AT NEI1H K
% it iE 2| R

@ Frm/RIFHERER 02 (FEXREN 0.5s) ;

@ Bl IEH LA MR,

5.7.362. wxGTKS3:

@ % /n loongarch64 % 4 3 3% ;

® wxBase3-devel %4 4% %7 PIE 1 £ ;

5.7.363. xcb-util-keysyms:

® 7/ xz &4 bzip2

5.7.364. xfsdump:
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@ CHAFHE UM Pt “slave” B 0E 4 TR, X “worker”

® % DMAPI th %+

5.7.365. xinetd:
@ hnxt sw64 A L

@ xinetd.service Bt & X 14, i /n Restart=on-failure I

5.7.366. xkeyboard-config:

@ i EREF

5.7.367. xnio:

@ It A 7kt

5.7.368. xorg-x11-drv-vesa:

@ % /nxt loongarch64 22 4t & #F

5.7.369. xorg-x11-xinit:

@ Ml % % Fl > 1 xinit-compat.desktop

5.7.370. xz:
® A FXEMM, %4 xzgrep. xzegrep. xzfgrep w4 & Hi &
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5.7.371. yajl:

@ MAUREWAFSMER, Hinxt oWk ka2

5.7.372. yhkylin-backup-tools:

@ AR WA EIREF

6. iR 2 EENRZFRAEE

i

CVE-2023-30577

CVE-2023-24998

CVE-2022-45047

CVE-2022-24963

CVE-2022-47630

CVE-2022-41704

CVE-2022-42890

TR A
Amanda J& University of Maryland at College Park 4141 (#—Fh [ h W 4 RERAFR v o SOV 1T LR E
PATROIRSS AR, LA M2 2 LA 0 B REH BR Sh s A et B S B0/ BT, \ramanda
3.5.4 ZHIRATEAE 4R, ZIWIAIET AMANDA (Advanced Maryland Automatic Network Disk
Archiver) #5403 T runtarc RYSERE
Apache Commons FileUpload J&3% EFTIAAT ( Apache ) #:4: 23— 10301 %3 Serviet Fl Web )i
FIR IS
Apache Commons FileUpload 1.5 Z B RRASFAE 2 AU , 2l U5 T 508 BRI R A0, AT :35
RGAEL RS o
Apache MINA 23 [ FTIAZF ( Apache ) 564231 —3K M4 R AEL . 12070 B T Rtk
AR T I ) R 4% 1 FHAR P o \rApache MINA 2.9.1 J 2 RiRRASAE AR IR BB T, %R T 4
H Java JZFFIE NI java.security. PrivateKey, il # A% T LA ek — 4> T HL54
SSH. 55 & o
Apache Portable Runtime ( APR,Apache A B AHIZ 1T/ ) 23R IEFTIART ( Apache ) o iy—A 12
o7 FHRR PP BRI T B B 2 ARV E R G0 6 1 FH Y2 SRR H2 1 22 o \rApache Portable Runtime( APR ) 1.7.0
BEAAETE b AR SR , 2R T apr_encode BRBLAVFECH: % S LA A PR Ze i S35
[MERUUCSUE A | NEYN ¢/
Linaro Trusted Firmware—A J& Linaro JFEAY—F {5 & £, \rLinaro Trusted Firmware-A 2.8 K Z Fii A<
AL AT, 2R FAEfT 5 FIE T X509 ST A 7e e A s, e 2 R Al s R v B
S R B R SR U SRS Y U .
Apache XML Graphics Batik J&3& EIFT#A7F ( Apache ) 3k & 251 —E 3T Java (9 FZH T3 SVG 48X
Pl 19 )8 R FF o \rApache XML Graphics Batik 1.16 Z B RASEAE % 4wl , %IV T Batik £77EM]
W, SRR E N SVG BTS2 FT Y Java £0H .
Apache XML Graphics Batik J&3& EIFT#A 75 ( Apache ) 3k & 251 —E 3T Java 19 EZH T4 SVG X
PG IS FIRRTT o \rApache XML Graphics 1.16 Z B A FAAE R 2, 20T Batik fA7E RIS,

%152 W/ &£ 388 7
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CVE-2023-3341

CVE-2023-2828

CVE-2022-2906

CVE-2022-2881

CVE-2022-2795

CVE-2022-38178

CVE-2022-38177

CVE-2022-47008

CVE-2022-47011

CVE-2022-47696

CVE-2021-46174

CVE-2022-39176

FVFBT @R JavaScript MASZ AL SVG 1247 Java f0HH

miniCal & miniCal FFRAY—3KFFIREY PMS. \rminiCal 1.0.0 J Z BRASTEAE L @R, iR T4
& CSV AR, ANUhH R TAD

ISC BIND 23 [H ISC A Rl i—E LB T DNS PHLHIFIREKAT .

ISC BIND 9 £F7EZ AU , 12 U8 T A FE B PR A 24, ol 3 FZU IR T LA S 2B 26 IR 55 25 8
ISC BIND 23 ISC A AY—EIZ T DNS UL IFIEER . ISC BIND 9.18.7 Z R 9.18.x hfiA .
9.19.5 ZHTHY 9.19.x RIAAFTE L AR , 1R PR T OpenSSL 1.x #1 OpenSSL 3.0 2 ] i) S i & 52 1 iy
S — A, 2475 Diffie-Hellman #5538 F 5 OpenSSL 3.0.0 K 3 @i pfiA—ffi i TKEY i stmt, %
b 23 T BRI I b B e A RS o T T LUR R R T AR, LR T4 0
P DR s 2 BRI 5, RS B . BOEEA AR BTG, BE 1T REEL S5

ISC BIND 23 [H ISC AR AY—ESI T DNS P A IFEAR . 1SC BIND 9.18.7 Z R 9.18.x hiiA |
9.19.5 ZHIHY 9.19.x MIAFFAEZ 2, IR T EH HTTP MEHM stats IR EHFE R, %
ZEMR NI AR BT R K B R M B R wh X ROR P2 L T e 2 S B BOH 2% v X AR R IF e e
ARROZIERIAAE, B R .

ISC BIND 23 [H ISC AR H—ESLB T DNS PHLAYIFIRE ;. I1SC BIND 9.16.33 ZHTARAS . 9.18.7 Z
HIRY 9.18.x JiiAS . 9.19.5 ZHTHY 9.19.x WUAAAAE L AT , IR IR T A 2 Uil rh i B e S
i AL BHZHE AL 22 (4 e ), Tk 3 Sl A PR 1) F B B o SR iy, T LR
IS fEpT R tERe , I ROM L A2 % P o isiTal DNS BTk %5

ISC BIND 23 [H ISC AR B—ESLB T DNS BHLHIFIREA o BIND £77E 224U , 2R 35T )
MUY BADSA 2544, R HARBTRRY . SBONAFRB R R M. LR BRA 2 25
W :9.9.12 JA 2 9.9.13 A< \9.10.7 hitAR 2 9.10.8 A \9.11.3 JiiA £ 9.16.32 A 9.18.0 A ZE 9.18.6
A . 9.19.0 A E 9.19.4 A,

ISC BIND 23 [H ISC AR HY—E LI T DNS P AYIFIRAR(F, 1SC BIND 9.8.4 WA 2 9.16.32 WA
PRGN, IR RO A% SR Y ECDSA 2544, I B AR , SE0PA£ R 9 U5 AS S 1
ik

GNU Binutils ( GNU Binary Utilities 1 binutils ) /3% GNU +LX A9 K #Y—H gl 5 THEF . %
PP EE T AL B2 R B AR SCHR, SRR ICA B RS L g aS AU T BAR SO AR SR A
GNU Binutils 7776244, %IRRT bucomm.c 3¢ ) make_tempdir I make_tempname pR%E77:
FEPIAEIE DN 1) R

GNU Binutils ( GNU Binary Utilities 5 binutils ) /3% GNU #LX A9 K #Y—H gl 5 THEF . %
PP EE T AL B2 R A B AR SR, JHR VA ZEHAS IL g aS FUEALH T BAR SO IR SR A
GNU Binutils 7775222 , Z R T stabs.c SCIFH parse_stab_struct_fields pRECAF1E P A7 7]
GNU Binutils ( GNU Binary Utilities B¢ binutils ) /&3¢ GNU #LIXBIF R i) —H il 5 TR . %
Y FE TR LA 0 B ARSI, IH A g E e AU T B AR SRR R TR
\GNU Binutils #77E %42l , 20 I8 T objdump T EH1#) compare_symbols pEA T L EHEL RS
GNU Binutils ( GNU Binary Utilities B¢ binutils ) /&3¢ GNU #LIXBIF R i) —H il 5 TR . %
PP EE T AL B2 R B AR SR, SRR IUA B RS L aS FUEAL ] T BAR SO IR SR A
GNU Binutils 777E %24l , %I I8 T bfd_getl32 pRACAE 7S IR

BlueZ f2—3K i C 5 45 M IhisURAk, & FE M TR L0 BRPMLA S R . BlueZ
5.59 Z HI I BRAAF- A48 4, %IRRT profiles/audio/avrep.c 414 ASRERAIE params_len ST L
T DA

% 153 W / £ 388 7
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CVE-2022-39177

CVE-2023-27349

CVE-2023-32067

CVE-2020-27781

CVE-2020-10753

CVE-2021-3524

CVE-2020-1760

CVE-2022-27239

CVE-2023-20032

CVE-2023-20197

CVE-2022-4515

CVE-2023-24805

CVE-2022-26691

CVE-2023-38545

BlueZ J&— i ] C i & 'S WA M SORRR, & ERA TR A0 8 2 PSR . BlueZ
5.59 Z HI I AT A48 4, IR IR T profiles/audio/avdtp.c 28477 LAARFRRHE FITCALH I6E T2
IEVRIC 3 AT AR

ZIRTAIET AVRCP PR3V A AE s RS, SR eele 35 mT LA 1) 52 5 01 49 28 408 & 36 R il ) 28 250 Hi
3, ik AIEBAR I RS EATIE A,

M EARENTIR KL AW, BeliE b — R 0 MY UDP R3GR FIZ B AT HARENTEE
RS O FC LB A e IE 3 OGH , AT ARG, SEBE DoS Ty, E4E55 .

OpenStack #&35% [ F A2 K S ( National Aeronautics and Space Administration ) F13% [ Rackspace 2%
AR & 1 —A 7P 5B HI H . OpenStack Manila 7775 24, %A ¥ T DescriptionUser 52
T 2B OpenStack Manila (197453t CephFS T 9% F HRIVFI BT, AN S B0 FE IV

Ceph J&—%& Linux PB S SO REE . ZARGM EE HARE 3L T POSIX (A BAHEME R 5
) B SR ORI A SRS, AR RS AITEE I S . Ceph 3.x MUASHI 4.x JA
iy RadosGW FFPEFEATRI o ZITRIE T i AR fr 4 . SRS siic st et ik, M2 R
Geul ™ b B Z X P KO A IES AL, AR IS SR IE A i P R ROT R, RBCGRG G
PR AT SRR T R

%I 533 CORS Exposeleader #345TEA HTTP 45k 4556, 248 CORS i#KHf, CORS R 3L
fFh ExposeHeader ARic i A TAT SAEMI RE 7= A ki A UAL, ZRTERS CVE-2020-10753 HIiR
TBEZBAEERIEN v R RAFREI, B4 T —ASBri .

Ceph /2—% Linux PB U530 R YL . ARG EE HFRRBOTEET POSIX (W BAHRIE RS
) MBCE BRI RSO RS, U RE A S T M
TERS VAT o Z0IRIE T WEB NSRS & P8l i IE S SIE . Seh 3 T A I IR ST %
P

cifs—utils 4& Pavel Shilovsky > AFF R & I— T HAL, ST TEH CIFS ML U RGN
FEIF o plastry cifs—utils FF7E 22N, ZIE TR HFEMT mount.cifs ip=fr 1T SEINAFTESR THE
HRAYZE vh DX o AN s # R T IR 7T LA3RAS: root AR o

ClamAV 1.0.0 L FERpRA . 0.105.1 K FRRAR 0.103.7 K ST FRRRAR (1) HES+53X SCEHARAT 8 P i T
TR e VPR G5 B B0 UE AL R UG HPATAE AT . R IR f T B G2 oh R/ M 4y, ATRE S
e rh X i th B A o Bl LU I 7652 50 A B b 3238 O il i HES+43 XU ClamAV 49
TR A PR o S Eh AR s ) T BB AR T 5 REAS 1 ClamAV F9 il ERE AOAR P AL RACHD , 2l
FEER S, AN FEBIEL RS (DoS) W,

ClamAV ( Clam AntiVirus ) J& ClamAV FIBA#)—E 628 HIT B ARSI TRIA D |
R BRI B R rClamAV Hierarchical File System Plus 7775 2222 i , %R I T78
$i FE 8 SO IR R DR G A 58 U0, TTRE FRVF A 28 B 003 B0 UE A E AR o T A2 SR AR 18 7 3 A 4
45 (DoS).

Ctags J2& Sourceforge JF I H— > FH F IR T A = AR R 51 S0, IR T SCAR G i 28 S B
EMRSHT R,

Ctags fETEZEAUNTA , ZIWIAIE T sort.c H1HY externalSortTags()LAAN 224177 2R system(3) sR%K
CPUS B—EJFIITEHN RS,

CPUS cupsfilters fFE#E RG> 1A , %8707 LU EAEEL cmdline 81 system i o
1E CUPS FTENRGEHKRI T — AU o W22 2R KA AEAR AU AR o IR fer st
TERA 32 FATEARIN T LA root/admin B4y CUPS #4775 By IR IEIFHATAE R ACDIAT

Curl #ffa i) SOCKSS AR T R LT — > F THERY 2% vh DX i 1 IR o AR Curl Joik BAT AT HL

Ceph Object Gateway H{#

% 154 W/ 3 383 W
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CVE-2022-24407

CVE-2018-25032

CVE-2022-37434

CVE-2021-25215

CVE-2022-2928

CVE-2022-2929

CVE-2020-25681

CVE-2020-25682

CVE-2023-25173

CVE-2023-28840

CVE-2019-14584

CVE-2021-38578

CVE-2022-4450

HE, B BN L 2 SOCKSS ARBH . SR1MT, AT LAE 8 1 ML IR B 265 F15, AR E4L
Zid I, Curl WA BIA M A FRAENT, FERARAT IS R (%2 25 (U, 7E18 3 SOCKSS #2F-10[a],
878 Curl “SEFHURHTZAFR” MM 1] BB SATEE R, SBOT A VLA BT HIE] HARZE
X, WG A, IR,

Cyrus Sasl #& The Cyrus Team P BA f#—Fh ) 5B (3 UGE . AL AR IT S N 50T DU A K B 153 S5
BRI LA 77 U5 B R AR o Cyrus SASL AF7E LA , IR TRIE T Cyrus SASL SQL #ifh-4%
BANEE T SQL #A . ZERERME AT LUR B A TR SQL Al

2lib J£3E[H Mark Adler N AJF A 1 — B MEER LR, 2ib 1.2.11 FATFAEGE M XA R ,
ZITRE T MR AGRZ TR, 40T 68 R BN AA0RIR

2lib JE3E[E Mark Adler A~ AJF A2 HY— A OB o 2lib 1.2.12 BASAFTE 22U , %0 I
F7E inflate.c i — KA gzip FRLEISMEBAE inflate R BT HERYZE W X ik B SRR ELE of
X% i

bind I T —ANBBE . DNAME 054k BE7 AT i 2ol A fF 7] — RRset BRMBINZAR 2k,
BRI R TR A e R B & R e ] 1 o

ISC DHCP /23l ISC 2 Al i —EIF IR A SIS T HLAC & DML S5 #54K 4 . ISC DHCP 4.4.0 % 4.4.3 JiUAS |
41-ESV-R1 £ 4.1-ESV-R16-P1 JRAAFAEL 2, IR T 2 M add_option() I FH e
option_code_hash_lookup(fi, 2338 eI AY refeount B, {HF2: 3545 %t option_dereference() AR 14
AL refeount B, BA%L add_option(fH] TR S5 e d HH LA 0B R R , A5 R AL 1o
oA T R, B2, 5 HTHEGE T A 2xit 1 S BUIR S k.

ISC DHCP 2 3¢ ISC 2 A i —E PR SIZS FHLECE DM S5 254k 4, 1SC DHCP 1.0 % 4.4.3 WitAs
4.1-ESV-R1 % 4.1-ESV-R16-P1 MAAFTEL 2R , %R T 77 L] DHCP RS89 R 58, &
BRAIRE OB A R 63 AT fadn FRZEMY DHCP Bt T i S 8UIR S5 4 N A 2

1F dnsmasq T AP EE. 7EMH] DNSSEC Bl B TEIEZ /T, X RRSets #4THET 197520
KT HFHEMZE 0P X B . 4 B2 vT LU0 DNS WIS (Bl ha s ms ) |, o]
VA T A e B S50 N A B AT SR A 28 DX ), NI T RETE TS ML B HATAAS o il >k i
SRS R TSR AL 235 P A 5 38 1 L T R 450 P P B s W

Dnsmasq 52—l C 15 %5 H4E k%% DNS % #1 DHCP . TFTP JIl55-4% . Dnsmasq f77EZE X5
PRI, IR U5 TR H DNSSEC 40 463iF DNS 4422 A7, dnsmasq M DNS 3 i BUAA BRI )7 2UAE 78
ZEmp X i IR

containerd J& containerd JFIR A — M FRAER A ER BT

containerd 1.6.18 Z Ry 1.6.x iiAH 1.5.18 Z Ry 1.5.x AAFIEL AW , %I I TANTA RS 4%
BT BRI B, St 2 00 %6 TR 7T 1 25 3R 6 U 18 A U5 [ A PR B RAR TR 1 A8 A AT R
MIREST o

Moby ~FH#ERRL {4 dockerd Y I % S Moby/Moby , 38 % #F% 2 Docker , Hr xt_u32 [ H1F:3 docker
% iptables SRME R,

7t tiancore EDK2 A B S5 H 5 | I TT R SLVFZad B0 S50k 149 P il AR 3 7 (e T 7E b A AR 2 7
Tianocore Edk2 J& Tianocore 41X i) — B UEFL #1 PL AL A5 F- 5 4 ¥ K F-35%  Tianocore Edk2 £7
PER AR, KRR TAEH 5 BufferSize i, SmmEntryPoint *FAYEIA CommBuffer i R HH3k
T o

OpenSSL #& OpenSSL HIBARY— N IFIR A RENS S 22 2 B2 (SSLv2w3) M4 fEfi)2 (TLSv1) Hp
WHGSE I PE . %7 SR SRSk, AR . mAThk . ZeHTINIL%,
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TRTT ASE BEE R PEM SCPFHEATRRAT L SR 4 IR 55 et o
EDK I 21 7 UEFI #l PI BT BUR . DHRE= 5 BIBE - 15 B AR OT R R

T PKCS7 4, w8 44 FVE B E0 HIRIEA Ay, n] ARG S H NULL 84t 02t OpenSSL &2 A
TEAMSA T, ESARRASEIRTTH, W ZER IR R R B XS R006 b pREGR [mH{E A
A, DO EANE APLYICRAE, IRTRE R EUTB. SRk A AT W AEZ i TREHR H FIPS fy$2
PR PP IC S IS, 2 S WA R LR AR N H R RLT . PKCS7 $dit fi SMIME JE 38 A
()3 (TS) PRI AL, OpenSSL HfY TLS SEBUA 2R HIIX 2Lk, {HJR AnSRERS =77 B R PP I ix
SERR BRI IEA T E AR F 154, W22 B52m
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OpenSSL #& OpenSSL HIBA Y — N FFIRIYREAE SEI 2 242 (SSLvanvd ) R axfE4i)z (TLSv1) B
WHGSE I PE . %7 M SR SRSk, AR . mAThL . ZeHEINILE,
OpenSSL fF7E 224N , IR T AAPRIUR B . ol A Z IR 807 it REEL Ik
%o
GNU Emacs &3 [E GNU #LIX B— S SCA G2 505
GNU Emacs 28.2 WA Be Z W RRASAFTE 22 AR, %IRRT lib—sre/etags.c TES2 I ctags FE/FRMEEH T
Y C PRREL
GNU Emacs 5238 GNU #:IX [ — A SCAR G 5% . \wGNU Emacs 28.2 JUAS K 2 B MRA TR 1E B F 5
Gedr A TE AW o Bt Z R FHZIR IR RS S B Y shell STTFAFIAT AT o
GNU Emacs 5232 [ GNU #:IX [ — ARG K% . \wGNU Emacs 28.2 WA K 2 R RA A %2 4l
i, IRV F7E ruby—mode.el [ ruby—find—library—file PRELH % B0 & A Mg A1 AT . 206 &
I ] LA AT A
GNU Emacs j&3[E GNU #LX i— AR 5% . \wrGNU Emacs Org Mode 9.6.1 A< K 22 B iRAFE
TEBAE R Gt B AR o BOEH A IR IRE LA shell JTTFAFHY U2 5 H SR A PEHEE A2
Expat £—3fHH CiEF M5 PR =t XML fi#hir#%. Expat ( X4 libexpat) 2.4.5 ZRIFEFEARISTE
AW, ZRAJET xmltok_impl.c $/REGIRIRTE, Blinkd UTF-8 FAFHERE L N Uh 2R
AR
Expat J&—3X i1 C 15 'S B P it=t XML f#Hras . Expat ( (45 libexpat ) 2.4.5 ZHIAFTERIAL:
IEAE IR, %IRRT xmlparse.c AVFBC#H fir4a 25 4 R AHE A fir 44 25 [/ URI,
Expat 22—l H C 57 M5 s =t XML f@brat . Expat FF7ESIRAY BAE DR IR , 20 IR T2
drFE P LLGEN DTD JTR R HERE ML build_model HAYHEMFEIS
Expat &—# i H C 157 M5 R a2t XML i@t . Expat fF7EZ2 I, ZIwi I T7E 245 2
HFY Expat(244 libexpat)Ht, copyString HA — % i .
Expat &—# T H C 157 M5 izt XML @bt . Expat fE7EMARIEAE BRI, IR IR T
storeRawNames H7-7E2E 50 H o
libexpat /22— H] C 155 'S BT XML #4775, libexpat 2.4.9 Z A U RRATEAEZE AT, % Uw
JEFH: xmlparse.c 211471 #) doContent PRAAFEBILG B HH
Google Chrome 7232 [H 7+ #( ( Google ) 24 w)f—3K Web WI¥i#%. WebRTC J&H o iy — A ST -7 e 2 ik
AT TR B XIS BTN 55 A9 2H 1. Chrome ££7F 2 4211 .
Google Chrome 7232 [H 7 #( ( Google ) 24 ] f—3K Web MI¥%i#§. Google Chrome 86.0.4240.111 Z HiffitA
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iy FreeType fF7EZE P X AEGIRII , Boiti & vl ) iz dwil v] U@ FreeType (Y504 SCI-fih 4 Py 771

W, LMAAEL RS, T Reis .

Mozilla Firefox 423% [ Mozilla JE4x 23 1 — KT Web WY 8% . Firefox 177EZ AW , U T3 5%

AL XSL SO o el 2 T R 2 I G 32 7 I — AR B XSL SeRy, i seR T

VLAE [R5 S5 s P90 B PR R 22 AT JavaScript,  BIVEZE I S8 28630 A 2 )5 o

£ Chromium W %5 #515 WebP 4 +h & BIHELE i (X 35 H b

google chrome P %L 4% 1 117.0.5938.132 Z AT AR AS FT (I HU L 1 libvpx A77EMENE IR o 2RI 7oiF

Yot 2 A P fid 2 IR B HTML 0TI St e it

FreeRDP J&— % 3% (L R 5L 17 DS PR AN 71 3 o SZ 52 Y FreeRDP RRCAS i BB 2378 R AS 2 254t

PRI, SBOMAZE WX KN, TS AEIE . B IRS 25T DRI ST FreeRDP 1Y% 7

SR EURE BRI R MRS A o BLIMASIAE 2.9.0 AR E e, @A P A%, JeETH

PR PR “/usb” T mIF G,

FreeRDP Jg&:— A~ 2% 1 L S5 M WMSLPE AN 03 o 2R 114 FreeRDP MUASTE ZGEX s g il g A

T RE LR, RSS2 0T LUK BREE T FreeRDP 1Y% 7 i 2 USR8 Bt M-S i o shim)

ETERUA 2.9.0 WPt XTI R, A AR INE

FreeRDP J&— M 8% (L B st il MR AN P o TEZ M AYRRA Y, 78 FreeRDP Y ZGEX ¢ 2H

FA — AR BRI A BRI . IR 5575 AT LU 5T FreeRDP (9% P i BEIRUS 5 B - 241 A i

XA RN, XA 2.9.0 MRS T e, #BUT P AR,

FreeRDP J&— M 9% B IL RS T DMSUZE AR Py . 252 IRI Y FreeRDP RRASTE “urbdre” I IE ik 4

ABHIE, MRS 3] LUK IRHEE T FreeRDP W% P i AR i 5t o MLIAE FERUA 2.9.0 Hhigdke,

WA P T, BT AR “ush” FE mIFE,

FreeRDP J&— % 3% (L R 5L 17 DS PR AN 11 3 o 5252 Y FreeRDP RRAS i BB 2372 R AS 2 254l

HHEI, SBOMAZE PR KN, TS AEIR . B IRS 25T DIRKIR ST FreeRDP 1Y% S

BB E BRI R MRS A o BLIMIASAE 2.9.0 AR E e, @A P A%, JeETHR

PR PRREE . “/usb” T mIF G,

FreeRDP J&— M 9% B IL R S T DMSUZE AR P 3 o 252 IR Y FreeRDP RRASTE “drive” HIH ik i A

KBERAIE . SRR S5 5 AT LIRS AL T FreeRDP B2 7 i B2 R 1 HCH 44 FE AR I IR 55 2% o wbb o) FLAE

2.9.0 AT E e, HBUTA P ALY ToEFHng P AS R 9K 3l 25 2 10 38 18— 21 THE
“/drive” , “+drives” B{ “+home—drive” .

FreeRDP J&— M 9% B IL R S T DMSUZE AR P 3 o 252 IRI Y FreeRDP RRASTE “drive” HIE ik A

K BERAIE . RS54 AT LIRS AL T FreeRDP H%% 7 i (32 R 1 M 44 FE AR I IR 55 2% o wbt ) FLAE

2.9.0 A C g dk, AREBUIE TR Jark TR AR A F K Sl 48 F 5 )3 T Ay A T
“/drive” , “+drives” @ “+home-drive” .

FreeRDP J& FreeRDP WAIBA fi— T URAYIE AR R M BRS (RDP) f9528, FreeRDP 2.8.1 ZH A AR

SR, ZIRIRIE TR unix RS ST FreeRDP (9% P13 i i parallel 4447 & ] BE S BUR W IR

PR TR R 126 3% 7 o 2 B R IR 5545

FreeType & —#kffi fl C 15 5 405 I FF RS- 1Ak Ies e

FreeType fF7E%4 R, IR E L KL sfnt_init_face A& BUAL S HELE whIX B i o

FreeType j&—3K Ml ] C 5 45 W IR YL E . FreeType R4, 120 I TH28
53dfdcd8198d2b3201a23¢4bad9190519ba918db iid FNT_Size_Request PREUA AL /Bt
FreeType &—# ] CI6FH HE T IR TR Y% . FreeType fAELZAIN, IR IR T4 Bkl
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gdk—pixbuf J&—KEGINEE. GDK-PixBuf FE7EECTHE I , T nl R T2 e or Ul & — 4>
R, RBAEEMSS, FETREE T

ghostscript ] 10.01.2 H, GhostDL H1# gdevijs.c 1] LAjiad A9 PostScript SR PR HAT,
B EATTAT LAESOE SAFER JE Y13 1S S5 sk LisServer 4L, 1 ATLAE gs 4T LARE 1JS
R5s %%, X IERAEL MR (IS BRSO PI T2 A B ) IS RS54 ) o

Artifex Software Ghostscript /&3 [ Artifex Software 23 ) i) —XFF I PostScript (—Fft T F 7Ll
ST R Y TR AT S R IE S ) AR o %7 W] IR Postscript SCIRLLBAEAE Postscript
FTEPHLEFTED Postscript 304 . \rArtifex Software Ghostscript 10.01.2 JiiA & 2 RRASTEAE & @i, %
TR T % A A A AR B IE

Artifex Software Ghostscript f&3% [ Artifex Software 2% ) )—ZXJFUE Y PostScript ( —FfFH T HL 77l A
ST Y WS TR R 5 TR IR = ) AT e . %W IR Postscript SCPFLLKTEAE Postscript
FTERHL 4T ED Postscript X1 \rArtifex Ghostscript 10.01.0 JiAS K 2 BMRAF AR % &l , %3 TR I8 T
AEAEZE vh DX Hh (), P EOA BRI

GIFLIB 2&— 3 FH T UM 4t gif IR A . GIFLIB 5.2.1 MRAAFAE %4, %I IR T gif2rgb.c
i DumpScreen2RGB() bR A7 7E B T HERY 2% vh X 35 11 o

Git 2—EHRh . FFRN A RAE R RSt . Git AL, ZIRRET Git F 5 A T Hdk
(Regiiz N

Git S —25 503 . FFURAY o3 A 2 HRA s R 5

Git FATER A SIE RS BRIRR , 2UR DT 224 P PR LA /N 2 i R i

Git B2—E Rt FFERY T X MUA S R 5

Git FEFES AR TEAS BRI , IR IR AR 24500 Hh )

GlusterFS 5% Gluster A1 Gluster #5314 R 5t

Gluster GlusterFS 11.0 MUAAFFEZ 2R, %IRRT N AARUS T,

GlusterFS 5% Gluster A Gluster £ 3C4F R 5t o

Gluster GlusterFS 11.0 JIAFF/EZ 23, IR IAE glusterfs/xlators/mount/fuse/sre/fuse-bridge.c 7
FEHERRR W X 3 1

Gnulib fE&— AL HEL RGBT GNU A ESHIEE o Gnulib 2018-09-23 Z i ARAS #1114 vasnprintf.c S
9 “convert_to_decimal” PRACAEAEHETHERYZE i X365 tH IR, 2R TR 8 TR P VA R T TE 66 19 140 A
W, CART L T B R A SCRIRRZ IR IR 7E R 40 BT AE RS

gnuplot J&—K A AT A S H 2 T H P @i i A fir & T LB POR AR el B0 5 T 42 R
ST 7 A B Argnuplot v5.5 RRAAFTE L 4w, 12U IR T8 pRAX plotrequest()f & g% X i 1)
GnuTLS 22— 2% i FHT52B SSL. TLS Al DTLS BMUMZE &3 (5P . GnuTLS e 38 IRAT B4R 4
I, IR T gnutls_pkes7_verify i 72 SRR

GnuTLS JE—#K 5% i F928 SSL. TLS Hl DTLS BrSAY2e Al £ )%

GnuTLS FF7EZ AU, 2RI P T 0T LA 450k 52 LA RSA 2% SO i85 51 o Bt ) i i nf
L it 2 o7 PR PP 000

g0 B—FE AR ITEER . BERIERE /R GRS o

20 1.20 WUARAAAE LA, % IRR IR 4] JavaScript ZSMALFA Y

Google Go JZFEAHK ( Google ) 2RI 19— FASRAAY | Juid s | IFRAL, JEEAT R B RE ) 4
1.20.0-0 | 1.20.5 JRAAFEZ AR, %IRRT ceo
B, go AW RESSTEAG T AR BB AMUES, XVl e SERSMT N,

Google Go JZFEAHK ( Google ) 23R 19— FASRAA | Juid il | IR, JEEAT R B RE ) 4

\rGoogle Go 1.19.10 Z R4S .

P .
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Google Go 1.19.10 ZRiRRAS . 1.20.0-0 F| 1.20.5 MIASAF1E 2 AR o 2oy & A% I vl ISR TR
N353 E RPN -{AEaN

Google Go & EZF K ( Google ) /AT BY—FE AR | Gy . IR, IFEA B I RE A S

=

T

Google Go 1.19.10 ZRiREAS, 1.20.0-0 F| 1.20.5 JRAAFAE L 2T, HIRAE T cgo B, go fir
ATl RELTEM HE PATAE B ACRY

Google Go JE3ERIK ( Google ) /AR F)—FE AR | Gy, JF& R, JFEA B3R MU RE M) S

L 2
ENT A o

Google Go 1.19.10 ZHihA .  1.20.0-0 £| 1.20.5 fRATF(EZ 2, ZWIFI T cgo I, go fir
A A RS TER EE I PUTIE RS

Google Golang #23&[F A ( Google ) A I—FI SRR | HiFEIAF . Go MIRRHEIE CifE,
Xof AR P WA AT, Go SERFRR M TN g . Go HUFFA TR LR LIZR 6 R /R B3 12157 #EA2( CSP)
SHER, SRR A9 HADIE 535 Occam Al Limbo, {HEWEA PiiEHRIFEAE, HANEEE .
£ 1.8 JA PP (Plugin) #95CRF, SRR IAEREM Go Thalidsma 7 %

Google Golang 777E% 4w, ZINIRIRTI454 ( “/line” ) WFHTL6T “/go:cgo_” 1A MIBRHI,
FUVFTEG R 1R) £ 320 BEL L 1) B B2 28 R 28 2 b i 3 T fiE 4 P BGE1T go build FFREAMIVTHERARES .
Google Golang 2 E A #K ( Google ) AR —FIZSIA A | HiFlET o Go MBI Ciks,
X T AE 7 B A BTN  Go SCRRA 3 I o Go MOFEA TR B LAAR T8 PR /R (0 {350 #E 7 CSP )
SFER, SRECEAIAE I 9 HADIE 5 64% Occam il Limbo, {HEHWLEA Pl RHRE, HAEHEE .
15 1.8 MUA PP 4F (Plugin) (9304, X EREIAERE Go ol gk 4.

Google Golang 1.20.10 ZRMUA . 1.21.0 ] 1.21.3 JiA . http2 v0.17.0 Z RTMAFFAEZ 22w, 2%
TETF P A RIS BT B R AR HTTP2 %3] e s SEURS # R it £

Google Golang #&3&[F A ( Google ) A IN—FI SRR | HiFEIAF . Go MIFRHEIE Cifs,
Xof AR P WA AT, Go SERFRR M TN g . Go HUFFA TR LR LIZR 6 /R B3 12157 #EAR( CSP)
SFER, SRR A9 HADIE 5635 Occam Al Limbo, {HEWEA PiEHRIFEAE, HANEEE .
5 1.8 RA PP (Plugin) #95CRF, SRR IAEREM Go Thalidsma 7 s

Google Golang 777F % AU , %IRRT 3 HTTP %Kik 77 7T AR s i 1E 3C szl e SCrp e
LAY, Bl A IR TR T LS EORSS 2 A SR A -

Google Golang 2 E A #K ( Google ) AR —FIZSIAA | HiFIET o Go MR Ciks, |
X T AE 7 B A BTN  Go SCHRRA 3 I o Go A TR R LAAR 8 /R (I 35U #E R CSP )
SFER, SRECEAAE I B9 HADIE 5 64% Occam il Limbo, {HEHWLEA Pl AL, HAEHEE .
15 1.8 WUA P 4 (Plugin) (9304, X EWEIAEREN Go ol ingiR 3%, Google Golang
1.18.6 ZATAUASFN 1.19.1 Z A4 1.19.x RIATFFAEZE R, 2wl I T W R OGR4 i
HTTP/2 R e R, Hoh & nT e S BUEL RS .

Google Golang &3 [F A ( Google ) A IN—FISHRER | HiFEIAF . Go MIR¥HEIE CifE,
Xof AR P WA AT, Go SERFRR M TN g . Go HUFFA TR LR LIZR 6 /R B3 12157 #EAR( CSP)
SFER, SRR A9 HADIE 5035 Occam Al Limbo, {HEWEA PiEHAUFEAE, HANEEE .
£ 1.8 JA PP (Plugin) BSCRE, SXREMGE BUEREA Go Hr3has ki 43 R, \rGoogle Golang
FETEZEATRIR , ZEIRTF IR T regexp/syntax PR AT IE W22k i FH A9 P9 77

Linux kernel /&3¢ [l Linux 54 25 AT IE4R4E R 40 Linux B AP . \rLinux kernel 5.17.1 ZAiRAS

TR TE 4 2 0B, ZRIRJE T fs/jbd2/transaction.c H % jbd2_journal_wait_updates ELA H
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transaction_t &4 RN use—after—free,

H1 T unsanitized %5 i, B30 & T LIAE Windows [ EIRERAE R, RG] StartProcess Fil os /
exec, Cmd, A IREEAE (6 0 S S (AN IEH R A 0 — A IRR PR B8 s (B T AR X AR5 — A
AR S M BN ISR R A =Bx00C =D BEZR A=B R C=D,

Google Golang J2F&E A #K ( Google ) A —FISIAAL | miFlET o Go MIBREIL Cikw,
X T AE 7 B A BTN  Go SRR 3 I o Go MO A TR B LAAR 8 PR /R (O 35U #E R CSP )
SHER, SRR A9 HADIE 5035 Occam Al Limbo, {HEWEA PiiEHRUFEAE, HANEEE .
15 1.8 MU PP fF (Plugin) (9304, X EREIAERE Go ol gk k4.

Google Golang 77E % 4xlwi , %IRRT HPACK it CPU IkEL %, NI SR LIRSS o
Google Golang #&3&[F A ( Google ) A I—FI SRR | HiFEIAF . Go MIRRHEIE CifE,
Xof AR P WA AN TR, Go SERFRR M TN g . Go I FA TR LR LIZR 8 /R B3 1257 #EAR( CSP)
SHER, SRECEAIAE I 9 HADIE 4% Occam Fl Limbo, {HEHWLEA Pl RHRAE, HAEHEE .
15 1.8 MUA PP fF (Plugin) (9304, X EWEIAERE Go ol gk k4.

Google Golang 775 PR S FRAR RN o« Wi R FIZ NI 7 BUIR 55 8 R 7 o 1 25 a0 R R ) ) 8
Hlo

Google Golang 2 E A #K ( Google ) AR —FIZSIAA | il T o Go MIEREIL Cis,
XA 7 B A BTN  Go SCHRRA 3 I  Go MO A TR L UIAR 8. PR /R (9 35U #E R CSP )
SFER, SRR A9 HADIE 5035 Occam Al Limbo, {HEWEA PiEHAUFEAE, HANEEE .
£ 1.8 JA PP (Plugin ) BSCRE, SXREME BUEREA Go Hr3haS ki 43 R, \rGoogle Golang
FPE R EIAS D, 2T IR T B B AR T R s S BUE LR 55

Google Golang &3 [F A ( Google ) A I—FI SRR | HwIFALAF . Go MIRRHEIE CifE,
Xof TS P WA AN, Go SEHFRR M TN g . Go B FA TR LR LIZR 6 /R B3 12507 #EAR( CSP)
SEER, SRECEAIAE I B9 HADIE 6 4% Occam Fl Limbo, {HEWEA Pl RHRAE, HAEHEE .
15 1.8 WUA PP F (Plugin) (9304, X EREIAERE Go ol ngaik s smEL.

Google Golang FAEZA R, ZIIRUE T HTTP A1 MIME ARk f#AT IS 23 230 BB AT, RIVEEAEASAT
AN ARB AN, AT RS S BUEL RS

Google Golang 2 EA#K ( Google ) A —FISIAAL | iFIET o Go MIEREIL Ciks,
X T AE 7 B A BTN  Go SRR 3 I o Go MOFEA TR B LAAR T8 PR JR (8 {350 #E 7 CSP )
SHER, SRR A9 HADIE 5635 Occam Al Limbo, {HEWEA PiEH AR, HANEEE .
5 1.8 RA PP (Plugin) #95CRF, SXREBREIAEREM Go Thalidsma 7 s %

Google Golang FF7EZE AUl , IR IR T 7EACFRAL & RESR B AR, 22305 3R B AR BT ST RE R
CPU FRIPIAF, Hoidi & Al ] LA 8R4 RS .

Google Golang #&3&[F A ( Google ) A I—FI SRR | wiFAIAF . Go MIA¥HEIE Cifs,
X TS P WA AT, Go SEHFRR M TN g . Go HUFFA TR LR LIZR 6 /R B3 1257 #EA( CSP)
SHER, SRECEAIAE I 9 HADIE 6 4% Occam Fl Limbo, {HEWLEA Pl RHRAE, HAEHEE .
15 1.8 MUA PP F (Plugin) (9304, X EREIAEREN Go ol gk smEL.

Google Golang 7F7EZ4x R, IR T AEM ST 5 AR W KM/ine 3841 Go TEAHD_FE (LA
Parse pRCHR T B8 H1 T4 K0 H 1 BOCRRAERE .

Google Golang 2 FEA#K ( Google ) AW —FSIAA | miFlET o Go MIBREIL Cikw,
X T AE 7 B A BTN  Go SRR 3 IISC i o Go MO A TR B LAAR T8 /R (0 {350 #E R CSP )
SHER, SRR A9 HADIE 5635 Occam Al Limbo, {HEWEA PiEHRFEAE, HANEEE .
5 1.8 JA PP (Plugin) #950RF, SXREBREIAEREM Go Thalidsma 7 4.
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Google Golang 1.20.12 Z i, go 1.21.0-0 %] 1.21.5 MIAAAFEL IR, 2R J5 i S Ie ki i 42 4
f9 https Al git+ssh J7 AR, W go get FRIRHA git FRIBETTRELS MR B L4200 git
B

gRPC J& gRPC FHEAY—FPalfC . FFIR . rPERemiefd B9 (RPC) HE4E. \rgRPC 1.23 WUAFATE L
AR, IR T TCP R4 25 it Z 5553408, ARVFBGEE R 2 5 IR 5525 1 K e ek S350
a8 %55

Netgate pfSense CE J&—Z= 4 B¢ FFUR 13T FreeBSD IR J I Rl Hh #3 4K 4 o \rNetgate pfSense CE 77-7E
AU, AACES NTP GPS B WBGHE T RE S H S RS LB X, SEUL AL HUT.
grub2 J23E[E GNU #EIX ) —3K Linux REE51 5T \rgrub2 FE7EGE h XA BRI , iR T H 7k
AR 2 BHELE unicode FFAIRT, B TEH: IE BN IE T4 S0 B2 RIS B2 o Ik U P — 20 I T m) AAe 2
X, TTRESFEAE A, BGEE TREBR T —Fh B Al R UL IR TR, PRI FE AR ZAR A N A7 B v
R, FBEIR RIS TR RS

grub2 J23E[E GNU #EIX ) —3K Linux REE51 5T \rgrub2 e, 2w T NTFS 30 &
LUK R A7 R B AT o

GSS-NTLMSSP & gssapi FFUA)— S8l NTLM BB BIERT GSSAPI JEY mechglue (.
GSS-NTLMSSP 1.2.0 ZHi WA AEEZ% vh R IR , 12 I T A 41 % vl filfil & B e Ry A~ e %
av_pair MUREEFATIERAR A | i HARME SR W] e SRR R, Yol vl LU
“gss_accept_sec_context” A H i filt & %

GSS-NTLMSSP & gssapi FFUA)— S8l NTLM BB BIERT GSSAPI JEY mechglue (.
GSS-NTLMSSP 1.2.0 ZHif A FE S vh XA Dl L Z U6 TR BT R R T 4GB Y4 M,
el A IR AT LAE id “gss_accept_sec_context” 32 A M fil & MUARSEEL, fifthh NTLM FEE &
YO P 2 i R A2 IR 55

GSS-NTLMSSP J&: gssapi FFIEMI— 5380 NTLM BHAEGIERY GSSAPL JE mechglue it
GSS-NTLMSSP 1.2.0 Z T WA FE 2 AT, 2R U5 Tt A 15 B IR i R 2 ik 4 446 AR
%, Y@l L@ “gss_accept_sec_context” FEA I fil 2 i

2.7.3 ZHif HAProxy RIBEARVFZE VIR, B HTTP/L bRk bRl F S mh £k, W
R HERGERL o HAProxy i) HTTP Bkt il LISES2 28 AObR L B AR , il T HTTP
Frsk e, M AREEARSLAEEl X HTTPA.0 Al HTTP/L1 #H MM A B %k . XF HTTP2 M
HTTP/3, AR, BEAARS AT A I Z AT R T, SR BN IR R & P i Rk 0 —FE i
ERAK 273, 269, 2512, 2.4.22, 2.2.29 Fl 2.0.31,

HDFGroup hdf5-h5dump 1.12.0 %] 1.13.0 H A58 s X 45 R firadi i
/hdf5/tools/lib/h5tools_str.c HH ¥ h5tools_str_sprint 1% MIFLEHRSS o

Hiredis AF7EZ4A TR, %R AVF et # R AR R R SRR R RESP, mult-bulk BMCEEE, 75
Apache HTTP Server &3¢ EFAE ( Apache ) H4x 31— IR BT S54% o 7S5 2 A P, T
S FL T8 A7 B APL HEAT9 FE 48 £ Apache HTTP Server £A7E¥ 5 mI iR , 1% iR JE T Apache
HTTP Server 7£ZFFHPRIESCN JEH:CHI ARG H:, T SB0ER I (request smuggling ) o 2%
S0 Apache HTTP Server 2.4.52 WA & H S RRAR

Apache HTTP Server J& 3% EIBMA#T ( Apache ) K423y —#FFIRM TUR 5525 . 1 RS5 anHAHek . ol
S FLRT S 17 B8 APT AT FE 945 5 . Apache HTTP Server 2.4 JifiA 2.4.52 FIZHIMRAAY mod_sed
TPAETEGE v XA DRI , IR FeiF Bt 3 6 PTG A SR L A B A M A7

Apache HTTP Server 4 mod_proxy_ajp "1 HTTP i#R Al R AR —E(HTTP 1K 38 L) Il s ir 8ot 3 4
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CVE-2022-0778

CVE-2022-1292

CVE-2023-38403

CVE-2023-22081

TR ERBIHAE KR A9 AJP RS54 MLIAIEZ R Apache HTTP Server Apache HTTP Server 2.4 fii4
2.4.54 B UIHIHIREAS o

KBTI 8RSk T AR 2 SECE () AR O B B A—AF 1y, B A% isk{. XThHg
ST, HLRBIN Apache HTTP Server 2.4.54 BERRA

Apache HTTP Server J& 3% EIBMA#T ( Apache ) K43 —#FFIRM TUR 5525 . 1 RS5 aFAtek . ol
5 FLATS# 5 7 B A0 APT AT SR A

Apache HTTP Server 2.4.0 A & 2.4.55 WA AEAEFREE [R5 T 528 mod_proxy Fit & AL
HTTP #RGE R o Moah 2 A P2 7T LAS St Q3R 55 445 b A D7 Il )

Apache HTTP Server &3¢ EFAZ ( Apache ) H4: 23— IR BT 5 4% o 7S5 d oA Pt . T
i FLAT S S 17 BB APT AT S A A

Apache HTTP Server 2.4.30 4<% 2.4.55 RUASFFAE ISR ] AU , 200 U5 T840 mod_proxy_uwsgi &
PRAL & HTTP i )i E FAIR o

Apache HTTP Server &3¢ EFAE ( Apache ) H4: 31— IR BT 545 o 7S5 a8 oA P, T
i FLATS# 5 7 B A0 APT AT SRR A

Apache HTTP Server 2.4.57 Je Z HIRRASAFAE L wh X AR , 2% UsI I8 T mod_macro % #h X A7 7R AL
IR

Apache HTTP Server J& 3% EIBMA#T ( Apache ) K43y —#FFIRM TUR 5545 . XRS5 Atk . ol
S FLT 3 5 A7 B APL T8 SRR A

Apache HTTP Server mod_http2 fF7ERE IR BAE IR , I I T 24 % s & HTTP2 i (RST

W) B, AEAE— I L, SRR IR S R, AHR, ROl S5 CH . & i
A RARIEFAG RO E &, SRR BRI TIPIRES , NN S EON AR 5 RS G, S 3oekIng, fir
FRIEER B I, (R ] R e M 2 AR N AT

Intel Hyperscan J&3% F 34K (Intel ) 23 "] Ag—A AR 2 IE W RV

Intel Hyperscan 2022/4/29 2 Wi A7 AE 224, T2 I JR T30 2 o X BRI Y, B3 ) % wi
AT LATHRALRR

OpenSSL #& Openssl HIBAR)—NIT IR REAS LI B2 (SSLv2wd ) Mz axfEdi)z (TLSvL) PR
V3T LI o 127 SR RV | (G X B RS | WA A S0k | 22 A 577455 . OpenSSL 1.0.2,
LLL Fl 3.0 MARFEAEG AR, ZIRRE TR IR T c_rehash A, AMBHEH T RES S
7 c_rehash M| HZIRIRPATIE R AL

7E OpenSSL H R IL—AMBb o B3 fAE—A BAT R R I S B IESS , 7T LA R TCRRIGHR . i T
T NT R A AE IR 2 200, AT AT S MR SR AL (4 RS r s P ] e a2 BB 46l 5 e
OpenSSL 42 Openssl HIBARY—IF IR RERS SN2 2542 (SSLvaivd ) Az 2642 (TLSv1 ) Pl
P RN PR o 277 i SRR 2 RIS, AR X BR R | PRI | EAMIEIES . OpenSSL £
FEPAER G A AN, ZIwH I T c_rehash JARIESHEI shell STTFAFFEALTEA . Hili
FIHZIR AT A2

iperf3 J& ESnet FFIRA—F T EZh M 1P M2 AT SC AR KAl Fa iy TR

iperf3 3.14 Z HIRRASAFAE 22 A o TRl 28 A P20 1) S 0o e v 2 B e O B s MR

Oracle Java SE J& 3 E 1 H3C (Oracle ) 23R 19— TR ARE R . RS54 DL R A B A FI 2R
BT Java [ HFRT o

Oracle Java SE # Oracle Java SE 8u381 4, 8u38l-perf A<, 11.0.20 hi4s, 17.0.8 R4 20.0.2
JfiA, Oracle GraalVM for JDK 17.0.8 RRASHI 20.0.2 WRASAEAE LA, NIRRT faifR 2 05
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CVE-2022-21434

CVE-2022-21496
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FER S S HTTPS HEAF 44 IIAHAG 3 Oracle Java SE . Oracle GraalVM for JDK

Oracle Java SE FlI Oracle Graal VM #4523 & F1 4 3C (Oracle ) AR 97 o Oracle Java SE J&—3H TFF
RN S RS54 A B A B A FISE PRI T Y Java BEIRERF o Oracle GraalVM f&2—£{i ] Java
EEGS MBI R . 207 R A AR AR TR

Oracle Java SE 8u361 ., 8u361-perf. 11.0.18. 17.0.6. 20 Ji7%, Oracle GraalVM Enterprise 20.3.9. 21.3.5 il
22.3.1 WRAAFAE 24w, oy % A HIZRIR AT AXS Oracle Java SE ., Oracle GraalVM Enterprise Edition
A5 IR AT AR AR AN 5 R 5 58 AT )

Apache Xalan J&3% EFTIAZF ( Apache ) &4 25 AFFIRERIERE

Apache Xalan Java XSLT JEAEFES A S TEAS BRI , 2w R I8 AL B R Y XSLT AR, fArrd
BORUBT Rl 30T LSRR N ER XSLTC Siastt iy Java 50T Java F9575
Apache Xalan Java 5 H €40 TARBRIRE I IEFEIR o BUTRRA A BPX A AT Apache Xalan
Java fliA . R Java BBTHE (40 OpenIDK ) A EFTALAY Xalan FlA,

Oracle Java SE J& 3£ E H1 1 3C (Oracle ) 23R I— M T R ARRE LI . IR55 f LB A B as FlSE g
I Y Java BHARSF o Oracle Java SE HfA7ER ASIERS BAIRIR , %R VPR & S Y it Bl
il it LR HEAT 457, TR Oracle Java SE ., Oracle Graal VM 4P i, Azl it iR
T RE 2 BECRZBAUIRE S T3 Oracle Java SE. Oracle GraalVM £l R AYFB4-E 40 iR 55 (B4

0S) -

Oracle Java SE J& 32 E 1 H3C (Oracle ) 23R 19— TR ARME LI . RS54 LR A B A FISERT
WY Java BHARSF o Oracle Java SE HfA7ER ASIERS BAIRIR , %R VPR & S Y L Tl
Hl i £ AT M 45305 ), AITTREER Oracle Java SE ., Oracle GraalVM VAR S o i i
B2 FECR AR FE SIS Oracle Java SE . Oracle Graal VM A ARAYFR/MELE RS (5
DOS)

Oracle Java SE #& 3£ E H13C (Oracle ) 23R I— K T ARSI . IRS5 f LB A B as FlISEd
WGPy Java Y o Oracle Java SE HOfFEM A S IERE 4RI , 20w 7018 R 28 By e Bt
Hl it £ AT M 455 R), AITTAEER Oracle Java SE ., Oracle GraalVM AV R AEh o i i
A FEOHHRS Oracle Java SE. Oracle Graal VM il b AT U5 [l 504 64 T AR 2B TR | 47l Al B
il

Oracle Java SE J& 32 E 1 H3C (Oracle ) 23R 1—# M TR AME LI . RS54 LR A B A FISERT
BT Java BHRLT . Oracle Java SE £E7EH ASSTEAT IR , %R RVFRE S G IRIETBGE S
i R PRI T R4 TR, TR Oracle Java SE. Oracle GraalVM Ainb i, Azl i
FEERSY; Oracle Java SE. Oracle GraalVM AV R T 5 R BAR HEAT R G BAL A SR . i A SN R
o WE: WRIEHT Java %, WHTEBITP& Java Web Start I BT S0 & Java /MRF
W% P, MBS TR ZEERARES (B, KA Internet AIFHS) JHRAT Java Vb &R L
o W] LUE G AR E A APT SRAIFIHIR , fian, @i APL 28RN Web RS
Oracle Java SE 423 E H1 1 3C (Oracle ) 23R I— M T R ARRE LI . IRS5 & LB A B as FISE
FBE Y Java 8RR . Oracle Java SE 1 Oracle GraalVM 777F i AT TFAS IR IR, 2R R vFRZ
B3 B UE Y Vet #0520 MHAT Z8 51R], AR Oracle Java SE. Oracle GraalVM Al
R MR IR 1T R T EOR 2 BA T IR SR sl 52 2 Vi[RI Oracle Java SE . Oracle GraalVM i
MR s g . R RIS T Java ¥, S@ETEBITIP& Java Web Start NHRLF Y &
Java /NERFFEYZ P, IERBEITARZAEERES (BN, K Internet 9IRS ) JEKISE Java ¥
SRR A WP RAE IR A APL SRR, a0, @it APL SRAEdE R
Web fIR% .

)
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CVE-2020-25219
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Eclipse Jetty & Eclipse 3£4x 20— P IFIRAY , F£T Java B9 Web 5 #Fl Java Serviet 2545, Eclipse Jetty
FEAEL AR, IRTRIE T ICRLH URL f#br rl e ™ A Joakny HitpURLauthority, LUF 7™ @ RINAS
Z 5 Eclipse Jetty 9.4.46 R Z Hifii4s . 10.0.9 JRZHifRAs . 11.0.9 R ZHIAA

Eclipse Jetty #2 Eclipse &4 2xH)— M FFUREY  FET Java () Web IR 55 #5H1 Java Servlet %5 #% . Eclipse Jetty
AEAE AR R AR T ICRLH HTTP/2 sk vl g SRR R S5 , LUF 7™ SRR A SZ 215204 : Eclipse
Jetty 9.4.46 B ZHiRAS ., 10.0.9 RZRiMA . 11.0.9 K2 HiRA,

£ ConnMan 1, fig% 1] gweb 24k % HTTP 1K AL B2 4 BEAE FIH received_data rhi:THERYZE
XS R TAY

netplex json—smart 2 J§A—> JSON Java f#H7 &% o

netplex json—smart FA7E % 2R , 1Z IR TR F DX #IK JSON iy A i 8 SO S 1) kB A {T-e]
PR, BB A ST R N e, SEORERFEIS (ERREE ) JF S8 Bt

GNU Less /&3 [ GNU 41X fy—4J5 TR

GNU Less 609 Z Fi A AF7E L AU o Teati 2 ] A2 T 0 o R il B30 S B s i 7 SUF 9ot ik
libConfuse 2 libConfuse IR f—AH C 157 4’5 ML B SCHET &% o libConfuse 3.3 RRASFTE 2242
T, 2R IR T3 confuse.c 20141 cfg_tilde_expand 777 3T (14 2% i X S L
libexif &— Ml C 15 & %5 BIpREUR . 20™ 5 EE T B Ui EXIF JofE 8.
TEf ABEAS RN , B0 0T DA iR s X libexif AOPEAEA il A 52 o X3y, DT ik 4 P46 IR 55,
Bi ey e

json—c J&—@ 3T CifiF 1Y JSON fi#hr s,

json—c 0.14 Fe 2 i RS s A e A S TERE DA » SRR TG 38 A& B A JSON SO 22 T 72
G FPEHEERT,

libksba & GnuPG Mirrors FFIRA—AMEALEE X509 GiE . CMS g FIAR X R AT 55 TN 25 5 RO
libksba 1.6.3 ZHTRRAAATE L 2w , 1% INIR IR T7E CRL 444 b ae 28 b th B R0 H il o
libksba #& GnuPG Mirrors FFIRA—AMEALEE X509 GiE . CMS g FIAR X R A4 55 TN 25 5 i I
libksba 1.3.5-2+deb10ul RASFFAEZ A, %IRRT CRL @b as sh A 8t th . Xl 8UE
2 I 55 s TR AR

Liblouis J&—#fli ] C 155 'S W9 FF IR0 H SCRIERR

Liblouis v.3.24.0 JRASAF7EZ AR , 2RI TAFFEGEwh X Uit R, Rl 2R FZ R T LA
i compileTranslationTabel.c H1[1¥ resolveSubtable PR%L T34 RS o

Liblouis J&—# i /] C 15 S M9 FF IR Y H SCRIIERS o \rLiblouis v.3.24.0 A 1E 4 AT , 1R I3
TAEAEGE v X 36 R, SRR 38 R TR 7T LASE T loggine.c Ui s i1 lou_logFile PRI T BHH 44 il
Liblouis JE—3 Ml C 175 45 AT IR B SCRIIERS o \rLiblouis v.3.24.0 RUAAFTE L A2 , i
FAEAESE W X 3 R R, SRR R A2 R] LA 3 compileTranslationTable.c Al lou_setDataPath
PRI AR A IR 55 -

libproxy JE 4~ AFF R it —AHe ik F Zhic AR PE . libproxy 0.4.x F 0.4.15 JUA T FTELGE thIX ik
T o I IR I8 T R 4 R GEE™ R A AT HAERT, RIEFISR ISR A, 580w Sy Hoqh
AL AT T RIS B . BOE A TR AR TR 3850 e DX ) e HH 45

openEuler SEFFHUR FHIRHE S S 09— FIRER G . FFBURFFFIRHES 2 openEuler 20.03-LTS-SP1,
20.03-LTS-SP3 il 22.03-LTS A AEAELE Al , 12U P T 0t 3 R 58— A Sk s iy rh /Ay 0
R tar SCPF, 7T RES & X5 i gnu_longlink /9 malloc(O) I, AT T B8 0L

openBuler JEFF TR FIF I FE A 22— AE R SE. openBuler 20.03-LTS-SP1, 20.03-LTS-SP3 #I

libexif 77
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CVE-2023-1999

CVE-2022-3554

CVE-2022-4883

CVE-2021-30560

CVE-2022-47925

CVE-2021-2144

CVE-2020-13249

22.03-LTS AL 2T, ZIsIAIET th_read() PRECEE /3B N ARG 1A BRS¢ >
th_buf.gnu_longlink, i T A2 B 77 .

openBuler EFFHE T IT I FE G 22 B9 — 3K #EAE RS openEuler 20.03-LTS-SP1, 20.03-LTS-SP3 I
22.03-LTS WIAAFAE L AW, IR IET th_read( BRACIE SR A7 IR WA RIS B - >
th_buf.gnu_longname, X T2 FEATAIR .

Libtasn1 #&:3% [ GNU #EIX fl§—4~ GnuTLS, pll-kit FHAL—s4 M ASNL FE, wGNU
Libtasnl 4.19.0 Z Bl (Y RRASAEFE LR v X AR IR, 20T I T3 ETYPE_OK AUZH K /MK 50
asnl_encode_simple_der,

Linux kernel J&3% [ Linux 34 &P IEHERAE RS Linux ST FHA A% Linux kernel ££7F % 20w
Yk ) % TR A A

LibTIFF 2 — 5 TIFF (BRGS0 SCPFIAE . PR AL & —S8hb 2] TIFF SCPF a4 7 T
H, LIbTIFF 4.4.0 WA AES: th XA DeIR , Z IR FAAEZ AR XU 1, ARG &
OHIVERY TIFF UG SO il & A2 2 B0 PIAETT IR, X T R 3500 IR i Bt . TREROMS Bk
ST AL S E T SCHISERRE

LibTIFF f&—E5 TIFF (AR EESCHAR ) SO, 158 —Se b3 TIFF SRR 247 1
H

LibTIFF (A2, %IRRT AR, RGO BEHY tff SO 45 TIFFOpen() APL i RE2x
SRR R NVINT 379 KB 9T T4 A sdE 48 55 .

LibVNCServer J& —# SCHHERT S0 VNC CREIIMZEIHEE ) RS trali& Fombiie s V6 C il s
JE. LibVNCServer libvncclient v0.9.13 WA L2 2 , 12T I T e %L rfbClientCleanup( il & —4>
Mozilla Foundation Security Advisory $5 1 Brb 34 .

libwebp H {4 B BRI 1T BE 23 T B AR IR AN T ) P R A 15

X.Org libX11 J& X.org 24 29—~ X11 (X Window 255 ) &)l Xorg libX11 fEFE R AR, %
R T A

libXpm 238 FHSMIREL oK PR AR R4 SO, MOt T PATH FREE R RORAT SO SE B, X T BRI
AR PR PATH 3RS AT H AR

Google Chrome J&3% EI4#k ( Google ) A i—3K Web ¥ #% . Google Chrome HRA77E WS IRAF FRAL IR
T, ZIRIRIE T i Blink XSLT 204 Hh A7 78X BEIEUREHUR A6 B Bk, Thoidi 3 nl il 175
P TIFRRE W TR S A% o LUF 77 i B RRAZ B0 ;- Google Chrome 70.0.3538.67 2
91.0.4472.124 FfiA, Microsoft Edge (Chromium-based).

Secvisogram Ji: Secvisogram FFUR M —FP %S TR, FHFRIZEMZAi4E CSAF 2.0 M2 e% .,
\rSecvisogram csaf-validator—service 0.1.0 ZH A TER M A S IR R , 120w IR T4 A BEA 7S
gro BEEEF ZINTR B R GHEL RS .

Oracle MySQL 1 MySQL fIR55 #57= fty HAEFE IR IR (2000« MRS58 : ATas ) o S22 M i) SO Sl 5.7.29
K ATTRRASFN 8.0.19 S LARTRRAS o 5532 Bt it il 20 B I 455 T A R A s AL BRI 3 Sk 2
WUEH MySQL RS54 o Ll ety il i ol S 208 MySQL IR S5 #% . CVSS 3.1 SEAR 4345 7.2 (fRaHE
SEREPERI AT IR ) o CVSS [t :
MariaDB /& MariaDB J< 23 i) —£ 6 2% IT IR A Bl P4 B R 4, o —1 R ] Maria £74if 51 96 9 MySQL
43R4 Connector/C ZFH I —ANFHTH C/CH++ 1 FHRR %45 3 MariaDB A1 MySQL % e Y 3%:42
#%. MariaDB Connector/C 3.1.8 Z i iR/ libmariadb/mariadb_lib.c SCI-A71E % 4TI, IR IR T
FEF B LRSS U P S B B A E T JEL IR B A OG5 S, , AT 56 CNNVD )

( CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:H/I:H/A:H )
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CVE-2023-23583

CVE-2022-41974

CVE-2023-29491

CVE-2023-44487

CVE-2023-35945

CVE-2021-23017

—AEBE B K BAE mariadb mysql-wsrep 217, HRZ 4 AR A “wsrep_sst_method” FRiFarA-iA L

Yl # 0] LIFI galera A S EHUTIEE A2, XD RGRINUERE . SR M XABE
$%F) mariadb 10.1.47 Z Fi AR, 10.2.34 Z7i7,10.3.25 Zi,10.4.15 10.5.6 Z i,

JEAR AP T 1B % BAE MariaDB 10.2.37 Z i 10.2,10.3 10.3.28 2 #(1,10.4.18 Z#ij 10.4,71 10.5 Z §if
10.5.953 3 2021-03-03 Percona I 45 ;31 1) 2021-03-03 MySQL wsrep #h 170 — PR AT 5 48 4

& 2B eval WA KRB T LB L wsrep_provider #1 wsrep_notify_cmd JE A THEAE R G A4 o
R AXIEAZM Oracle 197

MariaDB J& MariaDB ( Mariadb ) 34 2xm—E % 38R MEIR R E MRS, WE—A R Maria 774
181 MySQL 43 3 MiAS . MariaDB Server v10.7 R HARMIASAEFEZE SR, IR AL/l s it
e SQL A FEIEL RS (DoS).

MariaDB Jit Mariadb 4 2xf)—% G 3¢ TP IR A EOE FEA B R S , B — 1R H Maria 7764519219 MySQL
I3 SCAR

MariaDB 10.5.21,10.6.14,10.7.7.10.8.6 Fl 10.9.4 AAFIEL AN , ZImil I T45 0 3306 Hl 4567
B9 OpenVAS i H ALVF W EGERE % Pt , SBEEL RS .

MariaDB & Mariadb < 23 ) —£ 6 3% T IR A B 45 B AR 48, U — PR ] Maria 77451 82 69 MySQL
G A

IRV Tl 4L fF sub_select ZIMAFTE S BLAR

Intel Software Guard Extensions (SGX ) J&3EREHEHF/R (Intel ) 2l —HZRMLHIES, EWNE
T2 Intel oAb BRER T . BB TRECH A ARG , A NAE P R E N AR AN B R B R
Intel(R) Software Guard Extensions £77£ % 421 , 2w I T P A4l 45 0 b i BRIABCIROR TE A o

i A Z R T AT AR

Intel Processors ( See/RAHIES ) & EBARR (Intel ) 247 FERELR BTG S LU B ALK
AR RNk i

Intel Processors AA7EZ 2w , IR IR TAL BS54 1P 91 2 B S i /R AL FILES B S MT N

Yk A IR AT LAGE i 7 b 7 10 S BURA % A5 B IR B 48 AR 55, AR 7= T RS 32 3 20«
10th Generation Intel Core Processor Family ( Mobile ) . 3rd Generation Intel Xeon Processor Scalable Family ,
Intel Xeon D Processor., 11th Generation Intel Core Processor Family(Desktop) . 1th Generation Intel Core

Processor Family(Mobile), Intel Server Processor.

VAW AT AR IR o B WS PR S AR SO VF AR FH P SRABAR DT VAR, T LASA B, T 1A
5 CVE-2022-41973 55 1] . REMSE A UNIX I py A b 7 il LAGE i s s - B E 2 Bz

W B AU RO BT T AT RO, SHER ADD AR Z L OR I, 252

AR DRI, X AR S B AL BRI B HUAL R o

neurses JE—NFAFAGAC I, RES SR I — R 5 R A UL T FO AR RS T SR P R

ncurses 6.4 20230408 Z HRRASAFAE AU o Bt A FHZIR IR S 809 FER

HTTP/2 JZ 0 SCAAL G T EE i, FEATRIER P LS RS e Z R A

Apache HTTP/2 F77E22 2 . Bek# ATz S B8ORS e 46 R 55

Envoy & — s IR 434 AR R 55 4%

Envoy 1.27.0 Z B A AAAE BEURAS FRESIRIRTR , IR T Envoy (9 HTTP/2 St @i fedi®k B L
Hi#R 552 it RST_STREAM J&, 7] AE 23kl header map FI bookkeeping structures,

nginx AT E9E K B2 4 () B33k T] RE AP Il A ERE 7. UDP B A DNS IR S5 #1115 A e
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Vim 9.0.1143 Z i A A7 7E S vh X AE DRI L 20 I U177 A s B o) L

Vim & — 3K 75 1 SR iR as

Vim 9.0.1144 Z B MIASAEAE LA UTR , IR 5 A0 B T 09 28 i DX o s )

Vim J& ki ¥ 5 B SCR G5 o

Vim 9.0.1145 ZHiMIASAEAE SR i XA R IR , IR IR T AEAE R RS AR,

Vim J& ki -5 B SCR G a5 o
Vim 9.0.0882 Z W WA A7 7E 224 Ui,
Vim J& ki -5 B SCR G a5 o
Vim 9.0.0742 Z AT HUA A AE L4 i,
Vim & — 3K 75 1 SR iR as
Vim 9.0.0789 Z B A AATEL A, 2 IR 6 & Bl o ) L,

virglrenderer J&—k VirGL Mgl OpenGL 4%, Virglrenderer FFfEZnh X 4w , %R IR T
fil 1 read_transfer_data PRECRREIERIALBE I AEID AL . Bt 2 Tl 5 s i A R HE 46 IR 55 IR AT Reis AT
R

1E X.Org TR — MR . &R 2 2T 2 2 XkbCopyNames MR T T — A48 [l & B A AA 19
BERE, FBEUSZE XkbGetKbdByName 13K 0] A HH BRI o IHIR) 80T BB 80 X IS5 2B T4
HIRGE LA AR T, I8 ssh X Bk Sl i A U T o

7E X.Org A B— IR SR XTestFakelnput 35K &2 K3 KT 32 F45# GenericEvents,
XTest 4 J& 19 XTestFakelnput 13K A5C b BRFL T PTRESS BN HMERR , PRI th Bt 22 2t o W[l

IR T AR RS E

U T 5 R 4 G o DX D
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CVE-2022-46341

CVE-2022-46342

CVE-2022-46343

CVE-2022-46344

CVE-2023-0494

CVE-2022-3550

CVE-2023-5367

CVE-2023-6478

CVE-2023-6377

CVE-2022-24795

CVE-2022-3625

CVE-2020-35728

CVE-2022-41853

TTREFEL X RS #Hs TR R G AR AR T, IF- 3L ssh X F & il I AR AT o i)
AN R i VIR S5 P A R = 15 DU ) R B¢

78 X.Org A — I o 1B ZE B AY SRR 2, M0 s ST a4 1 AL 98 ] XIPassiveUngrab
TR AL BRI , AL BRI T 8 1 3 TR A o TR BT R 3 8 X RS aRis AT R AL RS B
B HAFAER T, IF T30 ssh X 5 & 2GR CRB AT o

1E X.Org PRI —NwR . I 2 BUEZE R XvdiSelectVideoNotify TR AL BEFR 7 1T REAE R
WRIEE AN,

1E X.Org PRI — R . L 2B =R R ScreenSaverSetAttributes 5K f4h BR 776 BRI
RIGTTRESE AWNAE. BRI AE S8 X RS A8 TR REE LA T, 753 ssh X &%
R E R AT

7E X.Org R B — AU o 1 B2 4 B 52 5 XIChangeProperty 13K i Ab B 5 A7 76 K BE B IE )
B, SEUE A RN AFEE ORISR 1O 1R SRR o LIRS RS B0 X IR AR TR RS YA
FAURETE, IS8 ssh X 5k Sl A L T

1 X.Org "PAEAEIRI . & 2B eIl B R 2 DeepCopyPointerClasses HV)— AN 2s 841,
ProcXkbSetDevicelnfo ( ) Hl ProcXkbGetDevicelnfo ( () 1 RAFI FHIZAREHRBURS AR NTE . X
RS X MRS58 4 ssh X B A il is A TR AL B IS BT HY RS B A AR $E T

X.org Server J& X.org B 23— IFCIRIHES R A %k Xorg Server FA7E AR , %R IR 17
TEGE Wi X 3 U

xorg—x11-server /& X.org Fe4x 23— X i H R % Won R55 450

xorg—x11-server FFPEL A , I T2 oh X AR TSN IERf . Bt 3 ) FZ I ) S BOR R T
PAIEL RS

xorg—x11-server j& X.org FE4 231 —K X % H RS W R55 4%

xorg—server 21.1.10 Z FiMAS . xwayland 23.2.3 Z MIMRASFAE L AR, % TR IR T4
RRChangeProviderProperty 5% RRChangeOutputProperty fHEili# K il B2l & BeAois i, AT 20
A R

xorg—x11-server /& X.org Fe4x 23—k X i H &% Won IR55 4% o

xorg-server 21.1.10 ZBiARUAS . xwayland 23.2.3 Z BRRASFEAELE A UReile] , 12U ) 5T 388 5 A i sl S i
XKB #HEAE AT RE S F RN AFE T MR, e R X11 #ERIEOT , 3T G8 A vrA A BRI sl T
REAL AR IIAT

yajl-ruby J£3% [ Brian Lopez I~ AFF & #HH)—4 Ruby AYH JSON T RIZRASIE . yajl-ruby f74E%
S, IR IR TR T 2GB R4 AT 2 S B0 7R

Linux kernel &3¢ [ Linux 34 &P IEHERAE RS Linux i A PIA% . Linux Kernel £A7E %R HRAH,
R, Z IR T2 [Psec Hh net/core/devlink.c U devlink_param_set/devlink_param_get BRET
TERE, TTRESBORBUG .

FasterXML jackson—databind J&—NJET* JAVA AT LY XML H1 JSON S-8dits 205 JAVA SR FEF AR
M. Jackson ] LUAZAARKS Java X G A json XTI xml SCRY,  [RIREA AT LS json ., xml el
Java X142 , FasterXML jackson—databind 2.x BiAZE 2.9.10.8 REAAAAEACHS IR , 220 R VR 45 5ttt
T PN TR Z W 3cH., ¥R H]
com.oracle.wls.shaded.org.apache.xalan.lib.sqlJNDIConnectionPool (aka embedded Xalan in
org.glassfish.web/javax.servlet.jsp.jstl).

HSQLDB #2 The HSQL Development Group FBA#I—ANH] Java 45 90 R A 45 B R 48 . HSQLDB
TEAESE 4R , I U6 T H A java.sal.Statement 5% java.sql.PreparedStatement AbFEAR T {24 AT,
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CVE-2022-4603

CVE-2022-41953

CVE-2022-48303

CVE-2023-28708

CVE-2023-29007

CVE-2023-25652

CVE-2023-30570

CVE-2022-1941

CVE-2023-30861

CVE-2022-48565

CVE-2022-48566

BRAIATEOU T AV FHZE B8 AR AT AR Java ZERATATHSTT s, S BUGHEE T LAPATI0D

ppp /& Paul PPP Package FFI ) — S350 B (ppp ) B9

PP FE1E SR th XA DRIRIR , %IR8 T pppdump 2041 pppdump/pppdump.c SO dumpppp pREAFTE
[, % 2% spkt.bufrpkt.buf FHEAE S SECEEH RS | S IEA EH .

Git 2—E 5. TR AR R 5%

Git GUI FALEARHS () IR , iR I8 T Tel BAAE Windows FRYfER T, SECEAHL rIHATCM:
A A0 2R AR AR 2 4T H St

GNU Tar J&3 [ GNU X 9 —BH TR tar #5200 TR

GNU Tar 1.34 J Z BIMAAFAE L A , 2 I TAPAE— SRy MR L, 8 AR iR ik iy
A BT 4 Pk

Apache Tomcat &3¢ [EIBTHAZF ( Apache ) H4x 23—t 9 Web i IS5 45 o A5 S8 T4 Servlet
Al JavaServer Page (JSP) 3%

Apache Tomcat 7772 4w , %A TR T F P CBEREE 1 A 22 Al A M 2538 cookie S8f7 B it
o LU P i RIS I 5 0 -

Apache Tomcat 11.0.0-M1 % 11.0.0-M2 i<,

Apache Tomcat 10.1.0-M1 & 10.1.5 JiAs,

Apache Tomeat 9.0.0-M1 % 9.0.71 JfiAs,

Apache Tomcat 8.5.0 % 8.5.85 it

Git 2—E 5. TR AR R 5%

Git FPPEEEATRI o BGE & R ] LU R T

Git B2—E Rt . TR T XA R R 5

Git FFPERAR I P il o B3 R P v] LA [ AP AETE web AR SO Z AN ST E 5, LU R
ARZFNHW: 2.30.9 WA, 2.31.8 WA, 2.32.7 W<, 2.33.8 WiA<, 2.34.8 jiiA% | 2.35.8 AL, 2.36.6
JiAs . 2.37.7 fA . 2.385 A, 2.39.3 A, 2.40.1 A

Libreswan J&—28f1 T Openswan [ [Psec S8, ‘& ER TORIEEERG Hi b i bk | seRpEnE,
Libreswan {7-7E %2 A2 o i 3 A1 P2 TR 8 R 400 FH 0265 (VPN) RS 32 5 AL ) I 265 Hg e 2 42 B
Google protobuf 23 E 7+ ( Google ) /A ) i) —FhEidE &tk =X

Google protobuf protobuf-cpp 1 protobuf-python {7752 M X FERIN , 2RI I T 7EAL BRARH I BT
fil & A2 (OOM) ks, MM FEAELL IR S5 o AT 7™ BA 32 B0 : protobuf—cpp 3.16.1 fiiAs
RZHIA . 3.17.3 A RZATRUA . 3.18.2 MiA R Z HTRRAS . 3.19.4 WA R 2 WA . 3.20.1 hiA K
ZHIMRAS . 3.21.5 WA B Z WA, protobuf-python 3.16.1 JA R Z FTRRAS . 3.17.3 hitAs B 2 RihiAs |
3.18.2 A B Z HifaAS . 3.19.4 A B Z AR . 3.20.1 RIA K2 FiRRA . 4.21.5 WA B Z RihR AR o
Pallets Project Flask /& Pallets 5 H i) — 42 i 24 i) WSGI ( Web JIR 55 85 R SCHE 1T ) NIRRT HESE
Flask AF7EZ AU, Z I U T F T —A % i 0 A e 0 T BE 23 B B Ar DRI e AR 25 A
& i

Python J& Python 24 &1 —&FFIERY . T MXRWEIFEIES . i S AR . SCREum
0. ZRZMFE SR

Python 3.9.1 fAfE 24N, IR TAA7E XML MBS AR,

Python J& Python B4 25y —ETFIRAY . WX RRFEOHET . %S BA YR SRS
B, HFLFT B,

Python 3.9.1 ##7E % 4R, %IsTFAUAT Lib/hmac.py [ Compare_digest ZMN#RAE 1] ASCHLAH 2 i

.
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CVE-2022-48174

CVE-2023-40589

CVE-2023-39354

CVE-2023-39351

CVE-2023-39350

CVE-2023-23918

CVE-2023-30581

CVE-2023-32006

CVE-2023-32002

CVE-2023-3823

CVE-2023-3824

CVE-2023-0662

CVE-2023-40217

CVE-2023-28450

BusyBox /&% 50> Denis Vlasenko ™ AFF & EH—E & T 24 linux oA AT ELA AT o

BusyBox FA1EZ 4RI, %IRRT ash.c:6030 £77EHER S H IR

FreeRDP /& FreeRDP B\ 19—k FF IR AL AL R I B (RDP) A5,

FreeRDP f7#E %4 , ZIRIWIET ncrush_decompress PRALPAEAE A RZE w X it o 1) S pRAICER A1t
OB AR A T RS il A L, A BIE I 2 S BU Bt

FreeRDP /& FreeRDP B\ 19—k FF IR AL AL R I B (RDP) BYSEH,

FreeRDP FF7E2E vh X A% 58T , ZIRIRAIE T nsc_rle_decompress_data pEE{HALBE “context—>Planes’
IS A A e T A R A R R

FreeRDP & FreeRDP I BA 19— K FFR AL L M B (RDP) AYSEH,

FreeRDP £ AR IAI I , 22U I FESC LB AL | tiles ORI IATLII R B SEIK, tiles 422
A —A NULL #8428 s 351,

FreeRDP & FreeRDP B\ 19— K FFR AL AL M B (RDP) A5,

FreeRDP FAAERCF RN , IR IR IR T 24324609 blockLen AN HARHATIE M I BESTERT, K&
AR i, TR BAELE RS (DOS) Wi

Node.js<19.6.1, <18.14.1, <16.19.1 Fil < 14.21.3 AFFERU AR TR , 7T LS SLiAR
(https://modejs.org/api/permissions.htm)$E, 3:f#i i process.mainModule.require () 771l RAZFLAHEHE .
X H s fili i —experimental SR I 1 T S 90AN BRIE T A FH P

£ Node.js &8 T —MiiR , 7E process.mainModule.proto.require ( ) H{i F proto 7] LA 251 SFms L] ,
i 2 policy.json fE L Z ML,

{8 HI module.constructor.createRequire () T LAZERE SIS AL, I 45 BEHLER policy.json & L Z4b
PRSI o ST 5 0 T T Bl R A AT P S SR LI R BT T 16 18.x R 20.x. TR,
TERAI CVE B, 1Z5K M Node.js FSE 55

“Module ff#EH_load () “AJLAZEE SR AL, IF2R 4 EBHUE T policy.json E L ZAMUEH. i
e B2 W T ¥ 3 R A AT P (S B SRS AL A G F T s 16.x . 18.x 1 20.x, TERL, FERTML CVE
I, %SRS Node.js HISZHIh g,

£ 8.0.30 ZHiIY 8.0.%, 8.1.22 ZHi Y 8.1.%F1 8.2.8 Z Rl 8.2 * A, £Fh XML pREFERHIET libxml
A JRRAS IR R AT B AR B, OISR AN T AMMSLOR o BRI @ I A5 Y 0 eR S 2 T Uk
A, BB RS, SR, I TRSRR AR, HABEY (40 ImageMagick ) 7] LI7ER]
— R , O TP E AT MOZ AR, T AL TR MBS AN E RS . BT RE
SEAEN SR O T AT o8 XML, A3 PHP w7 57 0] (94T A SOt o X b 5
ZUCT RS T RE S AE 2 R Y Al — R h RSP AE , R ROCH]

7E 8.0.30 Z AT PHP 8.0 44 . 8.1.22 ZHiHY 8.1 4MIAHI 8.2.8 Z AT 8.2 WA, FEfNzk phar 3¢
RIS, FEBZHR phar H IR, KEERAE AN 0T RES FEOEARZZ vP XU, T ] B8 BN AR
RCE.

#£ PHP 8.0.28 Z {9 8.0.X, 8.1.16 Z A4 8.1.X Fl 8.2.3 ZHiifty 8.2.X tf1, HTTP i 4L h 35341
i 24 SERRIEFER H G & B 2, X BBSFE)Y CPU BRsiRE#2s 18], I 8022 m
g5 4% b 55 BiAE 2

Python J& Python Je4: 2 —EFF IR . X RBIFRIHES . E s BA YR, TR
B, HFLFT B,

Python fA7EZARI , IZIRTFRIR T AERAME O T 6 socket 7T LI AR L HHER o

dnsmasq f&—# il C 15 95 Y% m 4 DNS 4% % #1 DHCP, TFTP IR55#%.
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CVE-2023-4738

CVE-2023-4752

CVE-2023-4750
CVE-2023-4733
CVE-2023-4736
CVE-2023-4735
CVE-2023-4734
CVE-2023-4781
CVE-2023-5344
CVE-2023-5535

CVE-2023-30589

CVE-2022-40151

CVE-2023-44442

CVE-2023-44444

CVE-2022-41966

CVE-2022-4065

CVE-2024-23301

CVE-2023-35887

CVE-2022-26592

dnsmasq 2.90 Z HRRAFATE % 20T , 2R TR E T EDNS.0 UDP iRt /g &y 4096, fHIZBRIK /N
N 1232,

vim TR R T HE R G2 v DX 2822 AT

7E Vim ORI T — AP, 7E ins_compl_get_exp pREXTREBUS AR 2 BT o LBRIA SVFHRFRI 3L
PEAE Vim SPTIFRMER A RS ME ST R T RS

7E vim TPAELE RO IR

vim A FFERETUR B4 AT

vim PFEARZAG RIS R B

E vim PAFFER S AL 4

vim RS B Wraparound

vim HEFESE T HE AR i DX 224 Tl

vim HFFESE T HE AR b DX 224 Tl

vim AFFERIUS B2 4

Node v220.2.0 11 http FHe o #) 1http f#AT £ BOA 454 H] CRLF 812K 23 B hittp 35K o 13X ] RSB HTTP
WRER (HRS) o CRFHF (A LF ) FELIFE Lhttp AT #2006 HTTP k7Bt AR4E RFC7230 4
375, HA CRLF JFHIRAZ R Mk F BT o X252 TA Node.js I IfAS : v16, v18 Al
v20

TRLEA ] Xstream X XML it 47 F50AL A I P il B2 5 =2 B E26 I 95 Teili (DOS ) Tk o nsifig
Pras e S b pfin A L2 TRy, WBCE TR 232 it S BURAT 43 Bt A9 Y 28 o IXRRSEIR ] R ST
FEA R 55 Uk

7E GNU WHGIRIERY (GIMP ) R BTN o eI Feif R 2t B0 e i i B Gt & 155 GIMP
FPFTIFERE PSD SCF, AT AT REFE GIMP #ERR -h P TR 28 A A

7E GNU WHGIRVERY (GIMP ) R BTN o il Feif R 2t B0 e i i R UGT & 15 5 GIMP
FHPTIH TR PSP 30, AT AT REAE GIMP R rh AT AR 242 A A0

XStream ¥ Java XZJFH LA XML, SRS HHFIML, 1.4.20 Z BT RUAS 0T BE Fo i R OGl  d il Hikk
Tt AR LR N TR, AT B G 45 AL RS AR TR IR 55 o Bk A2 A RIS 1Y
5 A R S B S 3 U A T, DT S B0k Tt o ILIRIRETE 1.4.20 RO itk AT T8 %h, ZRRAS
Ak PR 1 51 % InputManipulationException . X J* 2 {ff [l HashMap % HashSet 3 H. XML {5 HAE
FIBRAW SRS S IR Y, — NIRRT R AR 5 | A 38 v R AR 4] S
java.util.map il java.util FERIASEE, (B, SXREURE GO0 R A DGO BTS2 8, I H TR LR
A AT LAY o

7E cbeust testng 7.5.0/7.6.0/7.6.1/7.7.0 H BT — iR . EOBE AT . 2RI R B2 41k
XML SCPET 25 09 testng core/sre/main/iava.org/testng/JarFileUtils.java SC{F PR %X testngXmIExistsInJar
ARMES B AR . W LU R ATt . FHE] 7.5.1 A1 7.7.1 AT LU A [l

1F 2.7 Z HifY Relax and Recover (ReaR ) "I T — AN, ZFA7EM ] GRUB_RESCUE=y i
T—ALJRAERY initrd, BEREAT RE AVFAMSE F VI RGN, A HBEH root JH L,
Apache MINA J&22FEIBTMI7F ( Apache ) HE4r 20— P28 N TP HELE 120" dh T2 T R = kg
I o AR 5 P T 265 1o TR o

Apache MINA 1.0 hiA 2 2.10 Z B AELE B AR i 3 i) | 2R D117 78 R 2 B3 0 R L 528
LibSass & — M FRIEH CiEF M50 Sass (CSSYRIBT ) MHTas.

LibSass 3.6.5 MAAFEL AU , 1% IRHIET CompoundSelector:thas_real_parent_ref A%/ AyHERE
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CVE-2022-43358

CVE-2022-43357

CVE-2021-33391

CVE-2022-40023

CVE-2023-50229

CVE-2024-22211

CVE-2023-36328

CVE-2024-24806

CVE-2024-24577

CVE-2023-3966

7. %3

LibSass J&—MIFIRAMEH C 15 95 Y Sass (CSS 9 JRIEF ) b .

LibSass 3.6.5 MUATEFE % 4, Wi UET ComplexSelector:has_placeholder #£¢EHE44RSS (DoS)
il o

LibSass & — M FRAEH CiEF M50 Sass (CSS Y RIET ) HT#s.

LibSass 3.6.5 MUAAFTE L2 , 1ZIRIRVE T CompoundSelector:thas_real_parent_ref 1)
ast_selectors.cpp HF7EHERR T I -

HTACG HTML Tidy & HTML Tidy Advocacy Community Group TR A9—4> HTML T .H.

HTACG HTML Tidy v5.7.28 MUAAFTE 2 2R , %IRRT A Vr et # il edoc.c 1 CleanNode() bR
B —g IR

SQLAlchemy J&—3#3&F Python fYFFIREEE ORM B4, 27 i 3 24 40E SQL THA K X4 K R
TR,

SQLAlchemy mako 1.2.2 Z M RASAFAEZ AW, ZImi IR TEMH Lexer JSHEATARATI 255 25 IE
ek AR AR 55 1 it o

BlueZ Phone Book 5[] i # SCAAFTESS THER) S X 3 tH IR, ARV R AR P T o

FreeRDP /& FreeRDP B\ 19—k FF IR AL AL R I B (RDP) BYSEHR,

FreeRDP {776 % 4w, %A T “freerdp_bitmap_planar_context_reset” (450 2 S BOEZ
X o

libtommath J2 libtom FFE I —A58 2 C M5 1% 2 IR AL SO A5 R (MPD) 2.
libtommath beba892bc0d4e4ded4d667abld2a94f4d75109a9 22 Fif A1 % 4x Wil , 24U U T mp_grow
AR L AR B E BT A I BRI SS (DoS),

libuv J&— nodejs MBS V-5 545 10 it %A T4 Windows 19 I0CP K Unix 9 libev, HHI
SCRER R PR 2 TCP B4 ARBHZEMAATIE s UDP; @R a5 FlRA R i85 46 DNS
SEMRG; EEBTRTHRAAR; SEMME; TTY FHl ANSE SURES ;. Sci R g3
PRI IPC SEHFas,

libuv 1.48.0 Z B RUASAAAEACTS [ R , 12T PR T Fu i ek & AR AT o AR T80 1P sl ity A5 2808k
fif, MIMZEREFF & N Ay, AT RES 52 B IR 55 fsimis sk Dhik (SSRE) Mt

libgit2 J&: Git Bel ik T B C S8, Ak —A-ELAT 50 APT (TR FESR AL, SOVFAERL PR
Fy Git g, X “git_index_add” {4 FPRE.Co4hi il A% A T RE 2 SBORSUR, MIMEBIA T T TE
BARHG,  “srelibgit2/index.c” T “has_dir_name” PRACTEAEINIE, % MREUREIL T — A BRI 5%
Ho B BRSSP0, HFARETEMA RS SR s s, I 82 IR . AR
3] libgit2 AR IR AU, 33X F] B R BUL AR PAT o BRI TE 1.6.5 i 1.7.2 WA Pftfs T
Bxh,

Open vSwitch &— MR S,

Open vSwitch fF7E 2 AR o H it 2 T2 TR 5 BB 26 IR 55 AR A7 Vs ]

R fEEE

® 2% bpf psock kemytls WEFE B A 5[] [A] #T

® ZEIF{HH] ptrace #EOERES init 1 &7
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&5 pipe IENLALTEL ovs HLENGHL T HREBIAT POMMERY ]

&4 epoll 7E nonblock FEzUF, HSLAEREART 5| FHITEUN IEM S 2N

WM

it iR ] st
B3 R GEAE H AT s [ A0 Z AT TE A8 3 285 2 S B8 25 K A 1R

B3 S2500 BRI A& ML e SR L1 B0 B PR AR 5t 4 Tr]

&5 dm-thin—pool ARG AT AEMR A UAF 1Y[R)&E

&5 perf event T RGIEFER) Use—After—Free [R]85t

165 _ skb_gso_segment VERTERY AR i 15t ) A

B35 AMDGPU debugfs % D AFFER S T8 55 | H )

&5 nvmet IR P H A5 (1) A% A ot [ A

1B RS EIIL vepu i 0 B9 dcache T FH ) A

&% Loongarch KVM vepu timer [A]f81

R padata f77ERY UAF 5]

B extd MFRGTE 10 FRIEO T T2 quota BUHEA—Z i)
&% dm-thin—pool kworker 5 drop cache I/ fih & FEA4¥ %) [a) 5
% LoongArch kvm KT |n]

B ARM64 mpam rmid | FRAS IE#f A )

1B tty_jobetrl WEAERY pid P75 ]

852 HISI_SAS fFAERIREEE: smart 17 BAERIR AN S 7] &1

B X710 PR, FFHUGHR  “DCB init failed”  (#[A]E

B4 net/mlx5 WETERYTEA BN 5t (14 7] &
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&% LTP/changemtu M3 stmmac &[]

852 perypt #Y hang fI:[A]&

552 KVM BEIHL kvm run failed Bad address 44 1m]

BE block FZ&% multi-vec 5 A RPN TR ) 5

BRE NVMe Poll BASIZN 0 SHLLAFIL T AR ICHETE B A8

B2 NFS (RS SRR O0 T 5 R ) it 1m) 8

B2 XFS fEHee i E MR, PageCache A [A]4 S E i A — Ay n) i
BE XFS RS xlog_grant_head wait 7255 H & midE A Hung fE
Fi8) [ A

&5 S5000c H W HiE N HELEARY pei_irg_vector 45 ]
6% eBPF FRFAER-Lu{ENL T bpf_overflow_handler #6725 530N A% Aot i1
[] F5t

&% Blocktest i NVMe AHICIM ARy i 25 A AZ A ot 13 1] 85T

WM

152 cgroup 7EFRTH] Buffer 10 B, A A RETCIEBR I 14 0]

W

WM

&5 ipset 1E destroy il test 2 [a]) e A% ] i

[KYSEC] 8% kysec_hash_sha256 J:Sbi 5 il R A7 ER 19 [R] i

W

[KYSEC] &% kysec/exectl iz717 ) shbst[a] 3 /] 5

W

[KYSEC] R FTIF et Y it a3 I 4= B i ) 75t

WM

[KYSEC] 852 kysec MIZIAUERRFF AW S 20T LR ]

W

[KYSEC] &% kysec_notify_thread 7EF-EE1E M T 2520 Soft Lockup H[A]
H,

2l
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[KYSEC] 8% kysec FEH5 AKHEIE AUFS HFIAE R FLE )

W

[KYSEC] 1&& kysec/netct]l TE7E 1 PN 17 1% 7] 151

WM

&% HYGON 7E retbleed iR TCRK 14 )

&

2 NFS 7EHSEfEN T 580 Soft Lockup A4 [m]RE

&% blktest block/001 k26 Wy [a] i

™

&% smartpqi £ ARM64 55+ I, WEERYTCIEA shadn) S
&5 9 K5 8250 _port [4 T A]

f

W

2 gauessdb HHE dorado {1 extd S ZR G HE =7 1 ]

NS
RD

FEARBL T XFS AAERYR s A — 2 el

NS
RO

W cgroup cpu.rt_runtime_us o KFES #2217 RERYR) B

f

W

& NGBE BKzhfnzk xdp Rsh452n) 5

™

52 QLogic 1SP2722 J&ikijiin] VPD [[n) i

1B EXT4 RS Blocksize JJy 64k BF, HHEMT 1200W 23
RG]

5 HEse X86 45HY /proc/epuinfo T IR AN Al f) [ 550

B2 memeg FEARFRIGOL N AFERI AL idr 5525 T BOR G0 AR 10t A4 1R) A

W

s

2 blkmq FEF-LEREA T 30 kdump JCEEIEH AR ) [R)

s

% spi/spi—phytium FF7ERZS F8 55| R

&5 btrfs AP RGEAE fs_fill M I 2k e [

W

SRR AT B2 NAF, 1B Loongarch T kdump 2 I i)
&5 cgroupv2 FE frozen 452845 A9 n] R
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&5 22 FVE B S 30 specjvm PEBE T B n] 5

§

NS
P

x86 ZEFTE fentry/fexit <M ryIa] R

=

%2 eBPF fentry/fexit 7£ X86 ZEF4 Nz W AY [n) 51

WM

6% eBPF bpf_event_output A5 | P4 AT ] 8
[KYSEC] &2 B &5 & hitpd IR55H MR R BELIE S , MOk AT LER )
[] F5t

&5 proc/fd RCU 5| HI T A ) it

W

5 caroup/cgroup_attach_task_all JE7E 401 i i [n) i

§"5¢ ARM64 BPF JIT memory range =5[], 1E#58% POD W LITEH RGBT
HZ

Loongarch 4%F4 spi—ls 3Kl i1 558

B%& Intel EX710 W1, FREGHW KA A A BDEEEE B R

W

B3 NTFS/fuse #:N U SHEEUS TR, S RAEREIEE LOGO Ftim iy n)s

B FEsb L Intel $E457E ] HPET BPAPEAIIEML T, TSC ARk

\\\

£ jiffes B n)
B2 KB 12C WRBITEB AT, PR 5 A )

1B FLAE N RIS A SEBL gettime64 111 FEGZE4T PTP WRAT, WA

[t
1B 52 i W DR 32 A e S SR BB S v W 0l 25 5 1 T 7

f

W

2 ARM64 PG _dcache_clean FRiEA 58 BATLE 1Y o 245 ) Bl

&

%2 bpf_map_update_elem FEM%FRIFH T AEAE B AT 65 ]
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s
R0

VERE PR TC MR S 300 Livepatch 7 B JEZRAR 2% WG i) [ A

W

B2 EFE L RIS L T, bpf_map_update_elem 22 )5 PNAZI &2 [n] 5

BEEHLL ofi B, WisTT efi-runtime SFEUTCEEE 8 [A) 8

W

64 ixgbe URFNTE Intel 82599 M+ FA#H ethtool JCikibFE mETIANKRAGR]

&

iz CONFIG_ARM_SPE_PMU 4RaBRINME T ELEA SR FZ PMU (1915
BRI
B4 txgbe SRIOV Ji Bl 145 14 7] 1

[KYSEC] &% device_bind_driver —F/4¥ 1)/

&

ZkE S5000c RAS WAFFRES CPU B Es 2 M ] @51

™

552 swap WAFSCHETER) RACE SE8 T80 25 F8 5t ot (]t

™

4% samba/cifs 75 ARM64 4244 64k pagesize FiSiihRER:2E 1 )E

1B AFFLE A R AN S8 64bit MST FRTR,  Hise s A ) ] 5

M netdev_rx_csum_fault 7€ csum MY EEE {5 B ATED

B3 mix5 W-RAEBRPIAE I I B0 T, A 5 4 o

B NVMe WAL FE R T FE R P wh e i), 158 Ak n) i

&5 LTP/dio IR iy ]t

BT TR o #8505 NRARRS RS, X sietium GenBuOl i /R3K3)
BE NI kysec HERERTAIEHT, ZRIUW SO B840 5 52 PRoSCF BR AR AN — S0 IR]
i
BE LM HERRAL FE selinux RASFRICIEST 30 podman 25245 [A) 5
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s

iZ eBPF map Joikf# A7 ARG EH 1Y)

&

& K8S 1.24 kube—proxy ipvs FizU[ conn_reuse_mode [A]5

BE mTFHeI AL IPVLAN_MODE_L2E $3(5 Upstream 17 FA—3kn4A]

WM

)
&% oomkiller HLHIARIL Nginx FHEFEMAE EE R FEN A AR L HIG B
[i]

1B eBPF ey 1 DFREFHT, 817 Ry

W

WM

&% kmemleak_scan TEFIFNINAERS, RIRES | AR AL U5 [a) () ]
AL A TP, BRE S2500 7E FIO ik 4k K/ 10 B, &
HER IR

LTP dio Hizf72if

™

& loongarch 4 echo 1 > /proc/sysrq—trigger [ bactrace LT f4 ()RR

W

168 52 < Bk 1) B IR T 55 M i = R A vruntime ASTE6f H BRI IR T

IS
il

TEL SRR B Z U e R A B T B it R D OARESHESE R [n]

&5 Arm64 TRACING 287Uy eBPF FRFFJCikIEMPUN btf {7 BB IEEERE
i) ) [R] it
1B B R B A B BTE IERR 5 A [n)
&42 Arm64 syscalls TG 1F A EREE A6 ] 5
1F Arm64 11 syscalls:sys_exit_execve JGEEfih % ft ) 5
B3 xfs SCIFRGEEAEN link_path_walk FEEF A48 10 i 15t 7] A0
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&
il

fill_kobj_path FEZAHT slab—out—of—-bounds [r] 55

NS
P

xhci_endpoint_reset TEARZS A& A AR Bt ) 55 25 [m) Fi

NS
kD

XHCI 3Xzfi[n) @152k BMC e oL B SR o i RE L 4

NS
P

MUCSE 6 M-F ethtool —t 42k W i n) i

&
il

kysec H enable % disable YJ#l[a] 78 7E B9 N A 5t (] @

s
ol

kysec BRINIEOL FARS AL FECR G R R )

&
il

LTP oomO1 JM32H01 2k D i) i) 7

NS
P

LTP openat04 A1 creat09 2 n] i

NS
kD

Loongarch Z2#4gf LTP cpuhotplug04 2k |n)

NS
P

KASAN: stack—out—of-bounds Read in unwind_next_frame [0

s
il

S2500 1Y H ShyEPLRR U AE I R Tt [

s
ol

Loongarch ZEFMEZR PCle JGi:mufi 1) )

&
il

Loongarch F ltp bpf_prog02 Mizt2k i iy i) i

&
il

PCle Hotplug 7EHEFUALENZR - EE 2T FE vh S EOER Tovk SR 40 )

£

Ak kysec WAFEIAR R, $2THEEME 920 UnixBench 1ERE

&5 kysec devetl VEELEFFE4 )50

W

BIFIE selinux ZJ5 Joik B el EHLA4FRAY ]

AL kysec TEARSS N HERING P24, 4k UnixBench 1EfE
B4 kysec—sync—daemon FI#H) CPU ffifI# 100% [Al

1B kysec [HERFR] ]
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&
il

PCle Wik PN AF43BL R)

NS
P

LT inoti .
P inotify12 M35 2 I g ] 8

NS
kD

bpf_m
ap_do_batch f77ERIFLE ]

NS
P

cgroup VEFERY percpu
AT S
TCOMAEAE B9 N A
it s ) R

&
il

ICE 385 | &Ry XDP 45 [a]

s
ol

SCHE :
D_QOS 51 A HyPAZ i 153 [l

&
il

[ ] y B e iEJ_)

NS
P

xfstest generic/232 Hi 451 [n]fai

NS
RO

NEAGIYET
Bt CPU burst BLE SH 5, WE2EE
, B S 1 H T B[R] R

W

s
R(AGILRY

Lk unthrottle_cfs_rq wanring [1)[R] 5

)[Rl

(R RELETTR
BeEE NVMe REEETESR
e WEFLAEER RAID10O #=FAE7E DISCA
RD Ay & #ERT

T

AR ) 5T
B2 ARM64 &
& BPF JIT A9 R/NFR il 1)

&5 H g 2R
PR RPN AL, A vmlinux SRS
[ia] R

\\

[kysec] 1B&E
kysec TERSIR H S5 B AE 18 P AZ 5 5t ] Rt
" Ioa (8
[kysec] B& k a
ysec_free_sb TEH- LG TR NULL 48%F
BEFS | H )

/ﬂg/_A , I_I N Eﬁ
L & ?JIJ‘ y /EE /J
N N IDIZEJ\

B X86 Hat4
W
indows FEUIMLZBE LR R Gt , Joika 3l
BI ) ] R

T

5 W oo
B MR RER3) txbge 7F Power Systems | 3Kzl AR
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©
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s
il

xfstest xfs/513 M H I [n] i

NS
P

xfs TESRGIFEH S RGNS, WTERY Use—After—Free f%[n)

NS
kD

[O_URING FEFMAT B R I A2 double free fi%)[n) &1

NS
P

12cap_chan_del 41 1 N A% 245 [n) 51

s
il

cfg80211 _registered_device f{) key H&r2Eesk ]

s
ol

memcontrol 1) thp_fault_alloc 1 thp_collapse_alloc #&51)5m] [n] 55

s
il

xfstest generic/586 [r] bl

NS
P

xfstest xfs/641 [n]i

NS
kD

xfstest xfs/643 [n]f

B IR B RTE reboot B, Legacy FzU ] RELEAE 2A 5% ¥ In) il

W

s

& i2c designware PN EEA [A] B

[kysec] B2 128 U #5 A S BN AZ A Ui 113 110 A9 15 1) [ 2L

s
il

Loongarch 4E45) PYAZ i Bl gl 117 () 81

NS
P

Sunway 2244 mremap04 2 1 1A] R

NS
kD

xfs SCHFRGEHLEREDLT ,  HIE AR MO B S8 ot )

NS
P

12cap_sock_release F|#tH) UAF [a)f5t

s
il

tun_free_netdev double free M¥[n]55

s
ol

register_netdevice ¥ETE Y A& [n) 5

&4k HNS K3 RDMA SE RS KA ndn) S

WM

&

52 IBMA BREhZS $RET5 ] )
B macB80211/sta_info TESTE R PN A7 HEEE A
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BE net/tun FRFEIETEN Use—After—Free [A)#

1B cfgB0211 VETEMIZS HE B At [n] i

&5 nvmet_auth_set_key ¥AERT AT EE [n]

B4 ieeel02154/nl-mac VELE 2 Fa 4T HA TG (0]

&4 Renesas uPD72020x W7ERY FT2000+ 545 JCiL S ol fn)

&% build_all_zonelists 5 page_alloc 2 [a] %3525 A] 5

1852 mld_newpack A7 it ] 5

B CB RS A E—4 12C R 2 4> 12C NR&ES SRS

it 14 [

=
&

&5 LSI Megaraid ~R¥E/s NAEHIIEZS [BIANE 1) (]

&5 Kpatch T HA: AN T 5 IR i A5 AR 8 AR
B4 vis_getxattr_alloc VEAE R PNAEIIEER 0] 5

642 netfilter/ebtables ¥1E Y PN AT &5 7]

&4 netfilter/br_netfilter FAE Y PN A7 &5 0] 25

&% ipv6_renew_options PNAFHHER A

B2 xfrm_policy_check 5| HIFH4Ht &% A

&5 tipc_sk_create 5| &kt s

s
ol

u32_init_knode FEALE Y P A7 5 ()

&
il

iece802154_raw_deliver WEFE M P77 &R )

NS
P

cfg80211 _bss_update VETE 1) YA &5 (0] 5

NS
P

rds_recvmsg VETE R N AT R 7] 5T
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&

2 qrir_tun_open VEFE A N A7 65 1)

W

& ieee80211 beacon_get VETE N A i Es [A]

WM

&5 ieee80211 check fast xmit VETE A PN A7 % (o) f5

W

& iscsi_cls_conn 5 sysfs 21575 A5

&

i 4.19.90-27.rc3.v2101 %SG, nfs /3 @R 1024 LAF Y a)
[kysec] nfs L FHEKMIFERIN, WA K FZAHEBSZHN, JokiiE, 2
mount.nfs Jlk 55 2 ) ]

[kysec] overlay 5T loginid ANIEHH, S =AU BT, HPARATE
I (] R

&% Loongarch 7EMEFUINLIEST kdump B, P9 stuck HY[R)#E

WM

B HEAUNL NMI watchdog DI, ARLHUIPMANE B NMI Ak

O

[y 7] st

&5 10_URING provide_buffers HUE R T30 N AF IS FE 15t 0] 2

1B52 Hisi_SAS NCQ i iaiiiE] , oo i&sk 4 wibkigr 10 J5, Wi
R NCQ =iz 10 PRgRy )

B4 io_uring 7EBIHERT e L4 3 A7k 8 ] At

BERGEM, RGHEEBRWN neighbour table overflow 1R AY R

B Loongarch A%.LoARist R BATREEIAML, JCIE M= S 1 )

O

&

% Loongarch PUBE 3C5000 ERIN [FE A Z2 G0 28 bl 2o 268 22 45 2 L it ) 7

B2 Ikes USB FbRTE S4 Jadesin i

N

W

& enqueue_task_fair PA%TTENELL(Z B i n) b
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&% openvswitch/ovs MR cpu BN} [) R0

T

©

B4 socket FEREHLINT, 241 sock_owned_by_me &L n) i

&% bpf T ZRH update/delete ops HEVELEH-LLNAFHIEIEE T, WAAIEE

WM

[ 5

W F AR TRNTI T AR TENRS 3 B 0

\\

&5 perf_event_open() 1R Al A8 SCIAFFA IARAT O 26 U Bk R A8 14 ) A

Ak, ARM6A barrier ¥4, 1652 LAY 115 1) A0

B NES 5N, INAARRE S EGR G 5t )

B clear_gigantic_page_chunk 5IRAGTEIRBE H 5% (A5 S P 77 TR A B
T JHLIT S 2 ]t

BE kselftest/tls £i%

1542 Loongarch Z2#4 I, Modules PLT ik, SEHCKIES LTP Mhkef,
ZAEHLIY ]

ik CES 7eMifs 920 ERYNAFRBCHINTZ S, &7 UB thaE

B kselftest/bpf  H I [n] 5

&

& Loongarch F PXE H:AE NFS Hf, W& RY R &

s

5 io_uring B9 iopoll.t HINFEFLE extd/xfs/block_dev | A2k g [n] &5

s

& io_uring HIMFEF accept—link M3 A& B A ot [n] A5

s

52 mpt3sas IRSHLEFLLIENL R, PIAZ R 5 A 1) Rt
BIZERME 920 ZEMR, FLEukE fEC BRI R, S5HRBL early_memory &

BN AR )
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@ &% io_uring 7EFAAT cancel request I, FFLERYTEAS IR

@ B xfs XHFRGAE xfstest AT T, quota BEIE 15 A [A] A5

@ &K xfs SR xfstest MWK, xfs/510 M T F e 2R Wy )t

@ B MKYMURTE LR FIL T, kiree_skb 2 HBLZS 5415 | I ] &

@ BE ALSA &1 REAEEH sys #ELIAF, HBL Use—After—Free [#)[n]

@ 155 Intel BUHEIINUIEI T, EDAC skx 4B51RAFTENJCIEZREL tolm/tohm
(1 ] 5

@ &5 sched JEELIHLL T 2404w

@ 144 xfstest/499 [ iMjIi[a]

® &% cgroup_sk_alloc RULHELH percpu_ref put |7/

@ 154 eBPF [l

@ (44 stmmac is_jumbo AAWIUHALIR]E

@ 145 Loongarch 2244, BT CMDLINE K JEFRHISE kdump JoyE(d Y]
o

8. K% 4 ZHpREER

8.1. abrt:

® {54 H1# abrt-addon-ccpp i 4

8.2. accountsservice:

AUl —Ab 75 S0, AN B, O RRAS s e SO 7 3328
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B, IR FSAEE T n S, {15/ P a] L Accountsservice 453k

HBUERGRI P 513

8.3. aide:

® HBE"tfr"aide --verbose=0"5{"aide --verbose=1"#4 /)5 Ml 2{5 &
RERHAT" ),

® {22 aide 115 --report #7524 https/http/ftp 4% URL i i 2L
coredump” )i,

@ 4% aide fuPf1”aide --check”#i4, P coredump [H)/i,

8.4. amanda:

CVE-2023-30577
CVE-2022-37704
CVE-2022-37705

&4 hexencode M3 H 11 5 it

8.5. anaconda:

&8 ZSA71E/usr/bin/liveinst 25535 SC 414 a) i

W

&

ST IPRITR FA H R B A )

&% anaconda f#iH kickstart SCiF =, B ARG EFHA WIF &AL

WM

frHORE 1 DAL A A A e BT LAN 422 L A9 REF LN 15 A ] et
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® 4% UEFI T4, ks X+ bootloader --leavebootorder 5 kernel ¢

mline ' inst.leavebootorder J&ik iE & T AERY A 5

8.6. anaconda-user-help:

@ B%E license A B i) [n) i

8.8. apache-commons-fileupload:

® CVE-2023-24998: i1 T+ Apache Commons FileUpload 7¢4b B 1)
SO AR SR B AR SO R A T R ), T B mlamad A% R SO iR

%55

8.9. apache-commons-net:

® CVE-2021-37533,

8.10. apache-sshd.

® CVE-2022-45047, fiiH] Java J¥3ifbmz 54k java.security.Privat

eKey, By M izl o] LB ME— FHEY] SSH k55 4%

% 192 7/ 3 388 W



LTI SN 55 PR R ST V10 SP3 2403 AT

8.11. apr:

® CVE-2022-24963,

8.12. apr-util:

® CVE-2022-25147, apr_base64 pr%iH it #& i 5 vl PR i Bk

HH I KERHE T E A

8.13. argon2.

WM

® &% readme T HYHIRPIE FiR

8.14. arm-trusted-firmware:

® CVE-2022-47630,

8.15. audit:

® B& krb5 LAk AR

8.16. augeas:

® &% augtool i #fT I segfault ]

8.17. authselect:

@ popt AAENAAMINRIE, Fist X7 TBE, FrLidiH popt A au
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thselect Ut 7N patch BEA7AH R (N E S50k

8.18. avahi:

® CVE-2023-1981, avahi sy al SRS g ICHrAUH P & ) dbus 18
I IR A i 5, AR IR 55

@ CVE-2023-38470, avahi_escape label() s AALERT AN .

® CVE-2023-38469, avahi_dns packet append_record H{77Enik
Wrs .

@ CVE-2023-38471, , dbus_set host name pREFAELERT AN .

@ CVE-2023-38472, avahi rdata_parse() RE-PAAAERAHIS .

@ CVE-2023-38473, avahi_alternative host name() pRETAFEAER] A

Wi o

8.19. bacula:

@ UL bacula kS5 I FEFEECA IE IR H Y R)

8.20. bamf:

WM

® &5 T current_desktops A5 AR F 201 A7 s ) R

® (25 bamf I s5 HIE Y E 515 5

WM

8.21. bash:
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BT RS s 4l

T

152 %5k 22 S0 AR g A 2 R T

W

W

2T nowork comsub #7447 Epa] i ;

W

& globbing /b ) N A

1B Tl FHVC B 230 glob A58 i &7 I Ryt (IR 4 Rk Ag

\\

P EN, EBOHIRENRE RN EREAEPE T AT R

nllanginfo f/a]

8.22. batik:

CVE-2022-41704 ¥}l R 28R4 (40 Java 4 ) 7 Batik
SEBR SVG SCIFI AT ARFZA AR
CVE-2022-42890 ¥ KXAE4b3 SVG cffit, @it Rhino JavaScript

SR 2N Java FG AR )&,

8.23. bcc:

&2 .[tcpconnect RYEHEE S B bpf daide g i a)

8.24. bind:

CVE-2023-3341
CVE-2023-2828

CVE-2022-2906,
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CVE-2022-2881
CVE-2022-2795
CVE-2022-38178
CVE-2022-38177

&4 4255 bing-sdborbing-sdb-chroot A4k H

s

S HEE (1] A

s

52 new_zone_lock finfin] 4

8.25. binutils:

B4 gold HEFEARIT I "-q " P A= i (07 £ A R

WM

S

B8 gold BEi A B iR
CVE-2022-47008, 7ri&[lfEh NULL i, free(tmpname), Bk tmpn

ame

CVE-2022-47011, B#fRGIEA FEL fields 28 &

CVE-2022-47696, objdump kg5 | Ik 55404625 2 2 il
CVE-2022-48064, it dwarf2.c i bfd_dwarf2_find_nearest_line_
with_alt A i FERTR . Bod D 9 ELF SCH AT DNS I
o

&5 binutils-help FEIE EIZEA 5 SCHRAS 2] ] &

B ARE SRS AL AR A0 H TR]

N

&% nested_arch->file ) use-after-free [n]/#t

WM

CVE-2021-46174, objdump #fibk bfd getl32 pR%H HESE R BRI
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i

8.26. bison:

® CVE-2020-24240

8.27. bluez:

CVE-2021-0129
CVE-2022-0204
CVE-2021-41229
CVE-2022-39176
CVE-2022-39177

CVE-2023-27349

8.28. bouncycastle:

® CVE-2023-33201, WM —AHAEAUEY, HEBATRE SFR AT,

SAEBGEF RES R R AR 4 e HAbE 2R, AN 205 B R

8.29. bval.

@ fitb xstream FHIFEUN G )

8.30. byacc:

® CVE-2021-33641, AbFRyERHT, malloc sEEAE =R T 2B i AT
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(M RERETO) -
CVE-2021-33642, 44bBESCmt, 78 more_curly () B next_inline()

Tk T JCRRIE R

8.31. caja:

B H L dvd A /R iR ]

W

5 A7t

W

8.32. c-ares:

CVE-2022-4904: ares_set_sortlist s%ti# i config_sortlist sRECKf#
Mrig A7 AFER IR0 i1k sortlist il & . ares_set_sortlist 3% X A 745
(KA AT ARG A, A I BEFE config_sortlist REETH ] memcpy
PRECIT, P AEHERR T, B vh X G

CVE-2023-32067: 4 Hinfitrde ik Awifl, Hode O — KBSy 0 1Y
W UDP 4 SCR 125 HARENT &% . EARIENT aS S e Lk O 1R Bl ohy 442
RIER G, BT, SE3 DoS My, fH4855 .

CVE-2023-31130: ares_inet_net_pton() &5 ZF|5LL ipv6 kY2
X RS, 2 0::00:00:00/2, 7E ares_inet_net_pton()H#f
TEZ MG, FEIELRS .

CVE-2023-31124: Mz X 4% c-ares Ff{#iH] autotools it REGiHT,

A CARES_RANDOM_FILE, 432 X415 aarch64 android B —
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o ARFFEGONER rand () FERNENR, XATRERVFBGE @ AME
CSPRNG KA FHASHIA E .

® CVE-2023-31147: *4/dev/urandom 5% RtiGenRandom() A K, ¢
-ares ffi A2 41 rand ()4 1 H T DNS 20 1D 9REPLEL, rand() ki
Ry Hh 2 o 52 BN BT R PO AR, RT3k b ] T A T RE o AL

4GB LTS

8.33. catfish:

@ BE THIRIAEAAR, FHosiiE 2R mnE

8.34. ccid:

@ 1555 eToken-5110 %% 10 n) 5

8.35. cdrkit:

® B gcc 10 b gmikde e in)

@ B RGP S HEE S )

8.36. ceph:

@ CVE-2020-12059, w74 Jcahn% XML i1y POST iR il & 2565t 5+
M F 2 RGW HEF2 A 15t

® (2% 2.4.3ceph-mgr it55 8> python2 L 5 Bua tr i nl
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® CVE-2020-25678, ceph DIBSCHiE mgr ALt vl LLE S %R mg
H AR 7 3 B SO Y

® CVE-2020-27781, it nl e tRMGIBUH - ARIE, SETRE R
T

® CVE-2020-10753, Ceph 77/ RadosGW, 4% i CORS ki, COR
S Mt S ExposeHeader #ric i A TAF R L HAE B — Sk A

@ CVE-2021-3524,CVE-2020-10753 ZHif bug & A % [ r R
PR BRAT, PRI Az T — AN ik

@® CVE-2020-1760, 37#f Amazon S3 HEE 4 I/ & b Hyisk

@ f#¥: mempool.h % pick_a_shard B i BE R

@ f#UL ceph dh Ifg Al HnlkE

® CVE-2021-3979, ffi[] ceph-volume B R INZE 1455 1B 40 K A E

@ I rgw Ji3 IR

® CVE-2023-43040, 7 rgw LI T —Hf. W aPOST Y& AEHE
i & — 44y bucket 9BE, HAES H T2 A SRR 2 FRILED, W)i%

BRFE VAR P 1] 25 1 i m] 5 R) OAE fT A 5 A KScHe

8.37. cifs-utils:

@ KA B AL BRI E2E 228 gid/backup_gid/snapshot, f#eaRR
A A I FOR WK B S BRI B R B, FAF B B ST

® BEMRAEIFEIR,

\
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1B 52 fif M R B I A e R b X RN

\

W

1642 25 38 S N AFAERS 1 5t (] R
B8 kerberos 2k H ],

CVE-2022-27239, fithit mount.cifs ip=#rS{7S5unt, JE TR 5% rh

N

X 3 AT e SRR I A4S root AR .
CVE-2022-29869, FAHHEHARAR LS SCLER, cifs-utils 2 6.14 DU

LA H ARk ] e S 8UE Btk o

8.38. clamav:

&4 clamav-clamonacc.service 555 34K

1B AT clambe A4 2k

&% clamonacc -w P TR AL

CVE-2023-20032, HFS+7p XICHF#br & b B i ol 68 Fe iR 28 5 56
UER AR Bt PATAE EACHS o IR I 2 T it/ 22 e DX R/ NG A T 3501
KA A RE R RO P IX G TH B A

CVE-2023-20052: SCf#tfr s hrge iR al GE PR & B Bk iy | Jefe
BEE# Vi 252 RS B w2 i T8 AT RE 20 XML 4k
PRSI AR XML SR Medi s ] LU i $2 524 O il 7 DMG SO
DIz e g8 B ClamAV FH3R A ATl o L2 B9 A n] BE fe e
g A ClamAV R A] RESLIRAAT ] STt e 5775
CVE-2023-20197: ClamAV i Hierarchical File System Plus (HF
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S+ ) XMFRGEMGSEN AP A E— DI, RFRES IR A UG

BT R s L a4k ss (DoS) 1% il.

8.39. clevis:

® BE T{HH TPM2 PIN f##f PCR ID f#n]5i
@ /it systemd t /dev/fd/X FYMHIER R)

@ MBI M IR

N

58 clevis-luks-regen Hfif] return mMiAJE exit fyla)E

o
W

2 clevis luks bind ' -t ¥EIi Y ]G

o
W

% clevis-encrypt-tang 7E¥g8% SHA-256 thumbprint Hf Y [R])EE

°
s

8.40. cloud-init:

® iR cloud-init T RS I i BRI B O ]
® CVE-2022-2084, Bl A2 RERFERTA 22.3 2RI ATHE H s rh.

® CVE-2023-1786, /MU SCHAURIEAL ;

8.41. cloud-utils:

@ BTN RGN TE S P Z ATIC B D 5 3R]

8.42. cockpit-appstream:

® BUUBHLANEAHSC JS Bt , BRI BRI EIPLAY bug.
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8.43. cockpit:

CVE-2021-3660,

8.44. console-setup:

WM

B2 M F iR

8.45. containerd:

BN cgo LA ] pie MERE, WRERT LAk, HHICE
4%

CVE-2022-23471, fi#ik exec itz R) &,

B4 k8s st N T AR LT S0 a4 W i )
CVE-2023-25153 CVE-2023-25173, 7% A OCI WHERT, Xt
P TSR T AT PR, A SR R A A WA A A8k ELR I PR, DT
AEFHEEL I 55

&5 systemd-journald S 50L& 32 shim 5 H &R FEL ex
ec/inspect 13 ) n) i

&4 AT EEPEMRH containerd AHG B S bR B4 n) i

WM

W

52 walkingDiff 7732 Hilm iy mount #f5 Ak 3 n)

W

S TS B DA A ]

&5 For EEhHRYEE A7 54 a]

W
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® B£E N cio.Cancel() G458 18 i ] 3

W

38 IZ R checkpoint 25 4% ] 5

o
W

A cgroup v1 WA G nil 552 )

o
W

® &5 fifFiEHR| stdin/stdout/stderr [T 244 n)

WM

@ HUH bump ttrpc fiAs, 3N ErrUnexpectedEOF 4R g

8.46. coreutil:

@ 155 xstrtol()REAIAHRM ], xstrtol() NS B Rl SE AR
® f#glibc strtold ("NaN", ...)sR%GR[FIfY) long double & AwItH1LHY
{57 1) ) 5

@ (25 df Bty A ks Ay 1] il

W

@ BHE Is -l A4tk autofs mounts (15 I [A]
@ &K stat --cached=never 42 i’k autofs mounts f¥ S

® &K printf X"\r\n"fFTENEE IR

N

& print_page()— iRl True F21) pr and-45ix

o
W

&4 truncate JEEE seek #fE

[
W

8.47. cpio:

® CVE-2015-1197
® CVE-2021-38185
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8.48. cracklib:

® BEIAMALIRHEIT, B dSCrFr R,

@ BEMPEMLAKEHHR, 30->32

8.49. crash:

® [2&E 417 CONFIG_KASAN=y M4mi¥iksi, 4uikiliiy kernel =41 v
mcore U, $AT bt A2 23 HERR Ay AT Y 7] 2
® WBELEMA dis T E H A4 (sdot) FUMERL f AT BT, fiERS & B sdo

t 45 A BEIEH TR Y[R A

8.50. cronie:

@ BEHF U RTIEE I H fclose bR A, 52 cronie % H EFRHT55

I R G By Tl 3t

8.51. crypto-policies:

@ fHRGIENE:nss HIFTE 3.59 MUATF GG 1/ 5: (ECDSA RSA-P
SS RSA-PKCS) , nss (%] 3.59 MZJ5iAJE, HT crypto-policies
PRAOE 2 Al B PR S nss B L, SEURRRIL

@ R IRIFMHS, asciidoc J19¢h 10 J5, A4 asciidoc.py JIA$2 L)

e
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8.52. cryptsetup:

&5 CVE-2020-14382 , 32 (i 245 T 14 ATl AL 7] i

W

A BN AFILI AR RS A1 integritysetup H[a]

WM

Hyi

1B IR A& T Ab P ECB A o ity Jin 25 1) )

IR B2 HELE BitLocker BEaTHIRARE b X/ YRR R, TEARTEE B
XK/ OL T RO 512 71 B X R/

A BRI BitLocker e iz T BOCEE Y key 1R/INMETH]
g

SO BRSO AP R

©

AN 5 A A S 1 B ) et ) ) AL

\\\

ﬁ

1B IR AT 2 i A\ BB RS iR R B . IR, 22 BV i R Y
BRRKBEIESE 512 747 (A2 5111) .

BE . veritysetup &% verityFEC,

Ak veritysetup EMf#i root M7y, %zt FEC (BEK

EEIRE: B5 BitLocker fHiid & ik & 1 B & Az IR

AR BE LUKST BEMRIE (A 1.7 x BALSRKEIF) |
BRI B5 LUKS2 ) luksKeyChange FIEL4MEL 4,

BN B LUKS2 2 R% cryptsetup K/hgmlis,

\

BN BRI BN XTS BAREYIRN

BRI, BEFZETHA cipher_null (ZEi% ) MRS, BEA

\\
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1 :

-B52 LUKS2 whfGi 2] 28 s 4%, cipher _null ANFEA]REFH T 2474M
%, 78 LUKS2 . & R Tl B i
BERE . &5 T libpassphdqc 2.0.x ( AliEZEIE FEGA ) o
A BT &S A TR I e

S Il B AAEXT libpopt A4 T 74 H i 3R T

§

)

B TR iEE

N

]

&

BRI integritysetup: EEATREM dm SEHEPERLS F#kHT

©

]

A IR . B UL A R AR S A Py M B D5 P i — LB S 0BT

©

TR (4 gce-11 734 ) FiHAt AL o

s
R0

[ ABSE G iR A 57 libintl A6

™

LI, BT OpenSSL3 Bk OpenSSL crypt J5um 2 :F. ¥ T O
penSSL A 3, Ffi 17 Z k07 05 B SRR P N i

BRI BRI LUKS2 A% cryptsetup K/,

BB BE TIERA divsym () BITHLLT 4 libc SCELig R, —ut
B libc 5288 (I musl) B R ALRARTS divsym e, AU IL7E 1]
iRF] disym FHF 8l LUKS2 A fhngnsite. gt A kit LUKS2
A B O SR B RAS G 7

BN B BA AR RERE R RS il (PhS2 argp . Ak
Bl gettext JF . BusyBox Fr#fE THLSZH )

Al 227E B udev SCRFRI RS E g —L R, 5 3F udev &4t
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ANRE NSRBI AT DI RE VL S i %, I H RS E nT RE 2R UL

@ fBENE. B4 T OpenSSL3 fn#/as (4uiE FIPS #xt) .

@ fBEIE. BT LUKS2 i offset £ ((WR{E] 1 --offset
) o

® BEINE. &5 LUKSL cryptsetup &5 fird iy —Luk g [l i,

8.53. ctags:

® CVE-2022-4515, 7f Exuberant Ctags H & FL T AbH“-0" B30 i) J7 2 AF

TEBREE,

8.54. cups-filters:

® CVE-2023-24805

8.55. cups:

® CVE-2022-26691, —/~ cups fAAbZ i), 1 il BEREAS AR T
AR, 7EAHCHE T ctcompare () Hindm AE A% 2 B0 W AT fife ok ke
[F] A 5

@ CVE-2019-8842, fEitsuficerh, ARGt il REREAS S SCAT A TEIE L 5
“ A OE &2k, 7E ippReadlO 4 I HEHMAHSCHLE , B[R] 8 ;

@ CVE-2023-32324, &% format_log_line ity i IR 7l g o i
MERETGEE R Z W R4 E i, DoS, M E X4 cupsd.conf ¥ logl
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evel M{HI'EH DEBUG A, o] Ui AIH ., 7E_cups_stricpy 34
size J£7 R O HWr, B IR,

CVE-2023-34241, CUPS #2INNAF IR IC 7 2 H SRS o, &1eiE
FEOCHFIC sk, RAZ IR R A Z HiTi sk

CVE-2023-4504, i TEuEBcdi# 47l i) PostScript SCRifE Ik
W, CUPS #1 libppd %5 5) 52 B 5L T-HERY 2 v DX it 9520, I H Al BE23R
FRES . 75 scan_ps 42 1 A i n ik 3] NULL 28 -4 [3] NULL &2k,

1652 1 ) ot

8.56. curl:

CVE-2023-32001
CVE-2023-38545
CVE-2023-38546
CVE-2023-28320
CVE-2023-28321
CVE-2023-28322
CVE-2023-27536
CVE-2023-27535
CVE-2023-27533
CVE-2023-27534
CVE-2023-27535
CVE-2023-27536
CVE-2023-27538
CVE-2023-23916
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® CVE-2022-32221
® CVE-2022-35252

® fiu F--disable-http-auth Fr B I il 2 12 25 0 )t

8.57. cyrus-sasl:

® (2% cyrus-sasl Uikl gdbm J5 22 A IAUEIR S I
@ CVE-2022-24407, SQL #ifFA e SQLIEA . o T ARAEIERFE X SQ

L A, ARG n] UM T R R T AR SQL A e

8.58. dbus:

® &% CVE-2022-42010,CVE-2022-42011,CVE-2022-42012

W

® &% CVE-2023-34969

WM

@ B AR R] BE T U I 1Y 1] A

WM

@ fHPILANE P iR I IR W R AE S 20U 5t Y [

8.59. deltarpm:

CVE-2005-1849
CVE-2016-9840
CVE-2016-9841
CVE-2016-9843
CVE-2018-25032
CVE-2022-37434
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8.60. dhcp:

CVE-2021-25214, 3% onwer name [MiAJef& 4 X s T 5 1) SOA 1T i
(1)1 8t DAL 4 Pl g2 BRI SO named il 55 #0280 iz X S
(%) SOA 5% ; LB FEAERHZ X AT B —1 SOA Fill B A h) I W 5 25
named iR55 740k

CVE-2021-25215,named 4: DNAME iC 5% 7] R 2xfill & £ 1% 1l RRset
#] ANSWER B, Xn[fe4 S5 bind W52, named 5K RH A
1k

CVE-2021-25219, Zdi#& vl LI DNS lame cache B4 & 8L,
i DNS resolver f“ERMERE T, 2 0] Bei iifa g ik 55 Mok
CVE-2021-25220, bind9 OH kAt , R NS i g9 &
2A7, i DNS ¥k avis KA EWIY answers,

CVE-2022-2928 , 54 nl fiessii thf- 28Uk 55 b 1k
CVE-2022-2929, —/A~i[LLijili] DHCP R ¥ IIRLE, KiLZiIR 0k
THAL S 63 M) fadn Fr%&) DHCP Hdlifl, 2 nliE 33k

I AT L

8.61. djvulibre:

CVE-2021-46310
CVE-2021-46312
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8.62. dmidecode:

® MBETFL N ASCI ik,

W

@ f#Y dmidecode fii4-u ¥ A] GES FEURH IR,

® CVE-2023-30630

8.63. dnf:

@ RN BRI, RN AT REN A BRI

@ fdkBLI db ERE, dnf mark install fird-45iR,

® YL dnf swap i JoIkINEA L ] .

@ [t group BN JCIAMMER A1

@ itk dnf 9HH7s H R, il & 15t ()

@ U url QAR AR, AT R IR

@ f/etc/dnf/vars FELEImMS SCIFRT, 2 dnf iSRS,

@ f#UL1/0 busy i}, ctrl+c £k dnf install #i AttributeError 7],

8.64. dnsmasq:

CVE-2020-25681
CVE-2020-25682
CVE-2020-25683
CVE-2020-25684
CVE-2020-25685
CVE-2020-25686

CVE-2020-25687
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@ (25 DNS [nlS i i S DR I B 7 Ak )

WM

B2 2.83/2.84 i< DNS H i1 ),

o
M

@ IR TFTP fURS UK A BT M B ) Bt A Y ke 1407 o

O (R AR H--tag-if 1Y—LLiEELAFILAL

CVE-2021-3448

® BESEdnsmasq 7EE 7 N OAIREALBE TCP DNS BRI SRR Ry 551

8.65. docbook5-style-xsl:

@ B5 L5 R AL B IHIAS R B

8.66. docker-engine:

® CVE-2023-25173, ZA#WNAR I ERING . WRBHHE HEVin 2548
FEERY LR A D5 IR AR, AT ] BB RE S A FH RN 2H 17 [P AY PR S8 1 FELe i 1
A RR, AR BOS R B U [RA PR SR B 1% 25 # PRI TR
i () RE

® CVE-2023-25153, FA OCI f&mf, X FHEESCM:, BA W B 519
RO B S S8 P R 1) 5 2 I8 B ) RSO 315, Wi
3 containerd $E4 ik 55

@ fi#k cgroup EH kubepods 432 [l
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ity docker attach <Z& 28 id>fr AT Mg [a)

CVE-2023-28840,
CVE-2022-24769, FEfRIAMSFRMIAEZS IR Linux JERERETS
JA Bl F B R A Ak R

AT exit 1B 2 XY B 41 BE )

firl dockerps E A ARIRAS 5L FR shim SERRIREAGE — R
CVE-2022-36109, FZfARIEMXE supplementary groups [f)id
fiftEAR layer [IVRR AT 2l I SRS 58 8 To ik 1B & )

&% dockerd core Hi4H s A q)

EE PR E TG 3 dockerd J& Z R 4545 R

CVE-2023-28840
CVE-2023-28841
CVE-2023-28842

&2 1F docker pull B} 5 docker daemon T2 thinpool B[R],

&% blockThreshold E.ii4E %,

8.67. docker-proxy:

CVE-28840, docker f) swarm mode 7 xt_u32 NEZEBANG H G

RS L ) A

8.68. docker-runc:
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CVE-2022-29162,##7E execve WA FRET:, S A 22U
A runc update ST EA R INAAEET RO 2 % & device.all

oW A FI 4 1) [11] 7

8.69. dosfstools:

&5 mkfs.fat IHAAEAE 512 FA5RERE YRR

8.70. dovecot:

TR OCT ABRT A8 A ROR I 1) A 5
CVE-2020-28200
CVE-2021-33515

CVE-2022-30550;

ININL B tar, f#PiiT dovecot-sysreport fiy4- s

8.71. doxygen:

® CVE-2020-11022

® CVE-2020-11023

® CVE-2020-23064

@ &5 HTML 54k it label 44 Frflk s n] B

8.72. dpdk:

@ BE TXT minx K3 M4 HER AR M AL 3P4, CVE-2021-3839 CV
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E-2022-0669
@ BE TXT vhost brkfih & Fa @45 44 IR 55 i 1) j81, CVE-2022-2132 CVE-2

022-28199

8.73. dracut:

® (&% Y/etc/Id.so.preload SCAFHHEE MIEANFAERT, —LEfF S8 N RER:

FTAHE initrd Ho ) a)

8.74. e2fsprogs:

@ misc/fsck.c: BE fsck -N FAERT BEAIE HADSERL A ],

@ debugfs: &5 logdump -0 -n <num_trans>4H i 2 i i il
@ libext2fs: #RIIXS extent #AERY R A, B CVE-2022-1304,

@ e2fsck: B4 ext2fs_extent get # handle->level % H i),

8.75. ebtables:

W

@ 4% ebtables string ) match JCiEfil® string-icase fi[A)H ;

w

@ MBI LIRSS ;

SIS RATEN B AR SO B H 75

o
=

8.76. ecryptfs-utils:

@ (B TN WL IC B BIAA ] IR
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8.77. edk2:

CVE-2019-14584 EDK2 =385t BUH 5 | AT LA AL 28 By 3 1k 1Y)
Tt AS D7 ) Ve e S AR T2

CVE-2019-11098 EDKII #1 MdeModulePkg i ABUEA J& if G2 fif
22 By ik Y FH P A AT BEIE S W BT 0] TR | 45 446 ik 55 F1 /545 B i

CVE-2021-38578 il%: BufferSize i}, SmmEntryPoint ¥4 Com

mBuffer K20k A /2R T i o

CVE-2022-4450 JimuReport &8 T —"wil . ZEESEBGES . 7T

CVE-2023-0401 47 PKCS7 %4 1fsignedAndEnveloped %# I 5

Ay, AT LUBGE S A NULL 484, Sl in f s ok e kG 4

X PEAHEL APl IR, AR AT RE S EUH b

CVE-2023-0215 API &%t BIO new NDEF E—iihsm%k, T
it BIO Jitsf&km ASN.1 B, 7EBEsef b T, Sk AERUR ], AR AT

B2 U

CVE-2023-0286 f#7£5 X.509 GeneralName N X.400 Huhtit

PEARSC A BRI il

CVE-2022-4304 OpenSSL RSA i 5 1 i 77 78 36T 5 i (g e 325

/2 LITE Bleichenbacher =X il s 45 W &2 BH 3
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8.78. efibootmgr:

BT S LB --index KT 4 JiR S RN B BE R iR

8.79. efivar:

W

642 eMMC-s ffj/sys/block-sysfs fi##;

W

i s{yt,ty}leefi_get variable FAYFTF4E1R(3);

W

5 nvme T RGBT ;

B O LR L 2T ;

& UTF8 3| UCS2 ik ;

B linux MR BT ;

efivar.spec.in: BiFEBE AR SPDX;

1658 4ai%mt mount.h w2 a) i

8.80. elfutils:

BEH#Z elfutils-debuginfod-client-devel B4+ A3 /usr/lib64/lib

debuginfod.so.1 a1 ,

&
RO

eu-ar -r AWK SCEFIARY AR & AR AR 1k B Bug .

W

& eu-ar -ar fll eu-ar -br BRSNS, SECUFER Bu
g.

B eu-ar -N $5&EXMFRGIEPR1EER T N+1 1 Bug.
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@ &% /usr/lib/systemd/systemd-sysctl #i4h FHNES 0, A5 ker
nel/yama/ptrace_scope 3C{4:-#y[a]

® CVE-2021-33294, readelf.c XfFrhry k%t handle_symtab H 28 17—
ATCBRAEIA . X AFASF I 3 0] A8 A OB T8 ST i AR 4 IR 55

® (4% eu-ar -m B4R Bug.

® 7% LoongArch ZEAS7HE, fitde check AR %A &1,

8.81. emacs:

CVE-2022-45939
CVE-2022-48337
CVE-2022-48338
CVE-2022-48339

CVE-2023-28617

8.82. eom:

® BEFIGREFRMEED LI R EIFNBM,

8.83. ethtool:

@ [&X ethtool 7N vxlan Jom iy )it

WM

® &% ethtool AZHFAIN vxlan f#[a] T
@ BEAIHHLEMIKI rx buf len 1 rx push [a]H
@ I NfEEE R
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8.84. evolution-data-server:

® CVE-2020-14928, f#fEsZi SMTP #1 POP3 ) STARTTLS Zzifia]
A, RS AR ITG TLS" IR, eds EeBCHA &R IF7E TLS | F3C

HORHHEATIPA , ALRR O I A

8.85. exempi:

CVE-2020-18651
CVE-2020-18652
CVE-2021-36048
CVE-2021-39847
CVE-2021-42530
CVE-2021-36046
CVE-2021-36055
CVE-2021-40716
CVE-2018-12648
CVE-2021-36054
CVE-2021-36047
CVE-2021-36052
CVE-2021-36058
CVE-2021-36045
CVE-2021-42531
CVE-2021-36064
CVE-2021-42529

CVE-2021-42528
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CVE-2021-36050
CVE-2021-40732
CVE-2021-36056
CVE-2021-42532
CVE-2021-36053
CVE-2021-36051

8.86. exiv2:

CVE-2019-13108, i th aiFUeh F A D HI1ERY PNG IBI1{53C
HSEIEL RS (SIGSEGV), KN Pnglmage::readMetadata 45i%4b
T iccOffset HYEAH.

CVE-2019-13504, Exiv2::Mrwlmage::readMetadata W {F7E#k e
i

CVE-2021-31292, CrwMap::encode0x1810 Hriy#ekisis 1 i s
H A DB A TCEE il i T HE R S X 3 1O T S BB IR 55 (DOS)
CVE-2021-32815, kT LMl EESCIFRoCEamy, 2o bk
W, AARBGE P LIS 52 5 B AR O HIVE R R SCPF Hi84T Exiv2, filifi]
A A BER T I S B2 R 55

CVE-2021-37620, Ui /R G OSCIF R TCRE , 2 fh b 5 152
W, AT T LAEE 32 B A O E R EMEOSCE istT Exiv2, ]
S FTREA T Z T S BB AR 55

CVE-2021-37619, JTHHES AR OHIVEREG SCIRT, 2l & Bk A2,
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UAR I T LA 32 A 7EAS Ol E R G SCHE BT EXiv2, b A
A REFIFHZIRIFE R Exiv2 Bk S84 ik 5 .

CVE-2021-34335, i THEBRUEF SERF AT

CVE-2021-37618, JHTITEMRLHiIfERI EGOCHFR TR, 23 A i
TR, QPRI Al DA A2 5 F Ak O R E R RS HistT Exiv2,
A T4 T REA i T S BOE 2 ik 55

CVE-2021-37621, —EBRAEER.Y Exiv2 HITHTERG.Cl /Ry B SC
PERICEHRERY, 2l CRRIEEE o

CVE-2021-34334, T EEHOR ORGSR TR, 23k o
BRAEEN, AnSR U vl IS 2 2 7aks O hil Ve KB HisfT Exiva,

AT Tt Al R 2 T S BRI ST R IR T AE v0.27.5 WRAHER.
CVE-2021-37622,
CVE-2021-37623,

@® CVE-2021-37615, HTFITERKE OHIVER EUZ SCHAr e EdERt, Sk as

FREFUH T,
CVE-2021-37616, HITATEMNG.LHlfEAEE ST TR, 2k =S
REFBUH S
CVE-2022-3755,QuickTime #UARAEERE Y/ quicktimevideo::u
serDataDecoder .cpp %, ZIRES SR RRBAHTI . Bt rlfg
JEE R AL o

CVE-2022-3756, M ab 3L 7 1) 3 quicktimevideo::userDataDec
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oder .cpp %L, ZEAESSECEIREEONT I BeE T RE R AR .

8.87. expat:

CVE-2022-25235: 2.4.5 ZHiiY Expat Hf%) xmltok_impl.c H/>hebsg
I, Flanfids UTF-8 FAFESE context.c 2 A4, ] XML 4b#
N R AL AR O IERf B 2 FF 5 A1 3 215 UTF-8 351, 25 5 il & Uil
CVE-2022-25236: 2.4.5 ZHi Expat /) xmlparse.c fRiFHd# ¥4
FRZS [ 5 B Am A B FR2S 8] uri . ZE“xmins:prefix]” &t E Lk —
DN AR M BT AT, 278 expat Bt XA R HIFRIC 24 PR
a4y XML AbSES , 20k IR .
CVE-2022-25313: 7k 2.4.5 ZHify Expat 4, ilid DTD JLRPHEIRMY
BRI A4 build_model FHHPEARAES . f#ttr—4> 2 JRF S H
WA RE IR S B SCIER, filk doctype pRECH UMERRFES
CVE-2022-25314: 7£ 2.4.5 Z R Expat ', copyString sR#HH7AE & ¢
harsRequired 28705 int B, fA7ER06 HEEG . EARKNSEL, W
InfE 64 il b ARIEE TIRTT , Mt s B 2 i A g ith 44 PR S 40
CVE-2022-25315: 7F 2.4.5 ZHinY Expat #', storeRawNames &%k
HOAE TR R At PSR . W m_buffer 325, FEURZ4 1R/ NICIR
F INT_MAX I, BAns2 IR, FHRTIHbRE A0, 250 il & i .
CVE-2022-40674: £ xmlparse.c i) doContent sRE P AE7ERIG 4
il I
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® CVE-2022-43680: libexpat-2.4.9 i LART, 7EFEARIIET,
1t EE 4S8 XML_ExternalEntityParserCreate Hif3:= DTD 25504
17 use-after-free. libexpat 21147 expat AARYIEY, expat flldL7

2B

8.88. fakechroot:

@ EEMR . R b R A

8.89. fcitx-configtool:

@ &5k AGRICE S 1A P A DR G BREINC B 59 T i ok S PR A JC SO

8.90. festival:

W

@ BEIGARSR

8.91. ffmpeg:

® CVE-2021-38114
® CVE-2020-35964

8.92. file:

® CVE- 2022-48554
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8.93. firefox:

CVE-2020-15969, &M linux T T sctplab 11 sctp M5 % b g ]
W, 24 sctp Ml sctplab W45 FH fuzzer_connect REUG, FAEHER ST
il I

CVE-2020-15999, 4 %iaH#i 1 fontface F1&, Freetype FAgiELE
hIX % AV R B HTML i, Load SBit_Png fi#iJf] fre
etype 1 Noto ColorEmoji “#{&, 7£ gfx.downloadable fonts.keep c
olor_bitmaps fF7ERAN T o A LU XM oy G A E R, s
MR,

CVE-2020-16012, drawlmage H}/7HHET alpha dliB(EH, FRiFiziuEs
MG, glx 38524 CanvasRenderingContext2D::drawlmage # ] Dr
awTargetCairo::DrawSurface. PaintWithAlpha . cairo_paint . _cai

ro_gstate paint . cairo_surface paint . cairo_pattern_is clear .

_cairo_surface_paint %%k, MR drawlmage 2 a0

CVE-2020-26951-2 , Firefox Nightly #EFF#oRImERn:, —Md A %L
7 <svg><style><title>[xssplyload] %¢ik HTML sanitizer, 7£H:
Hi ARES, P LLSEURASIETT .

CVE-2020-26953, DOMFullscreenParent.didDestroy() r=Gijs
A FullScreen.cleanupDomFullscreen()i4b# TypeError i Invalid

StateError ¥R HAE, SIHEN LS
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CVE-2020-26956-3, XSS EiIAiEFBT Wi APl F1 SVG + [Ef& on
error AbHIFEE, ZERE MY Firefox, BYMbA API Y23 BEUEA TR0 I3
if<svg><style><image href=1onerror=alert(document.domai
n)>, Y PO S 6, SRIEREE N ZRINE, XSS BT, 51 E 3 UE 45 A1
ESO iR

CVE-2020-26957, Fenix HATEA IMERUEIHHRMA S80S UET
CVE-2020-26958, nslContentPolicy::TYPE_INTERNAL_SCRIPT AJ/4
AR HTTP @i, HTTP 2RI ] nsIContentPolicy::TY
PE_SCRIPT FySMERNAHEm:, B

CVE-2020-26959, ContentParent::RecvInitStreamFilter H:fdiH 5 R
i, % ContentParent IPC A TRIMITIAT, 230 1 F2F At
CVE-2020-26960, nsTArray #H Compact %5 JS_GC iy
use-after-free 4%

CVE-2020-26961, RFC1918 ffi{] IPv4 mgfhbhtZEd {4, # Firefo
x 5 Trusted Recursive Resolver(TRR) — & H, X Fh {3 mr LABK 1F
XPALT LAN ERgALE B T b A i deats . filan DNS Bgigs e Mot . 3
ST LA IPv4 MG IPV6 HbhlZesst it ( filhn: ffff:192.168.
1.254) . SHUREMHLE P

CVE-2020-26965, HWiriaty A, 4 50%HHER, T2 b i

CVE-2020-26965,  #f##bf <input type=password> HHH <
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input type=text>2FHEERM RIS Oy A AR
CVE-2020-26967, mutation observers i a& 5%, FHEE kai
sersoze, WIP DIRHUEHER & H iR

1652 i G E SCUFHE, YA EE firefox I, rust fiA>=1.48 i,
233k Sandboxcrashes, XFA~4h T 1BE BRI,

CVE-2022-25236 , Expat & —#fii{] CiEE w5 Y= XML fi#r
%, Expat ( X4 libexpat) 2.4.5 ZHIFIEACHE A, ZIWiRET
xmltok_impl.c #/RESLgRanaoE, Flanks 4 UTF-8 “F4FfEdReE L serh
AR,

CVE-2022-25315 , Expat & —#fiiH] CiHF w5 b= XML f#r
%, 1F 2.4.5 ZHif) Expat ( X4 libexpat) 1, storeRawNames
PR

CVE-2022-40674 , 2.4.9 ZHif) libexpat 7 xmlparse.c #J doCo
ntent pRECTHA—1 use-after-free Il

CVE-2023-23606 , Mozilla /& A 51 #1 Mozilla Fuzzing HIBA$R4E T Fi
refox108 FATEM AL AT . Hrh—2 bug WoR 1 AR RIESE,
FATIA K AT L a1 %5 Ty, Hoh—28 bug R RERE A SR AT B4R
AR A 0 R T ARG YA S T A

CVE-2022-22755 , #sdfdif] XSL ¥, X Web ARS8 nT Ll
Fefit XSL 3RS, 20k RME e e IR OCHI R AT s 4k 2304 T JavaScript (7
AR SRS BN ) o BbiwiisZm Firefox < 97,
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® CVE-2022-43680 , 7t libexpat #| 2.4.9 W, HF/ENEALIHELR
TitFEERR XML_ExternalEntityParserCreate Hifiy3t= DTD, &5

BRI, firefox Ha1E libexpat SBACHD, 323200,
@ CVE-2021-45960 CVE-2021-46143 CVE-2022-22822 CVE-2022-

22823 CVE-2022-22824 CVE-2022-22825 CVE-2022-22826 CVE
-2022-22827

® CVE-2023-4863 , fitiF 116.0.5845.187 #1 libwebp 1.3.2 A9 Goo
gle Chrome i1y libwebp H7A7ERESE vh X i i, Fei/Fim R Mo #7844
I HTML TUEHE T A NS A, (Chromium 4™ FHM:: 5 )

® CVE-2023-5217 , 7EfF 117.0.5938.132 FI libvpx 1.13.1 £ Go
ogle Chrome #i firefox H1, libvpx i vp8 4w 777e S b X 3k
FVFIRRRGE FE AR HTML DOV PSR . (4™ b

=)

® CVE-2023-7104 , 7£ SQLite SQLite3 3.43.0 M ZHiiAH A —1
il I B o3 e iR o TR 252 i D E sessionReadRecord
X ext/session/sqlite3session.c 4} make alltest Handler, %

P SHEEETHER S b X i

8.94. fluidsynth.

® CVE-2021-21417,

8.95. fontforge:
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8.96. freeradius:

® CVE-2022-41860: 7t freeradius 1, 4 EAP-SIM &R #F &L ARFH) Sl
M BRI, RSS2 iarE PO - L Fp A R i ok T
@® CVE-2022-41861: E=Ep) RADIUS % Fumsk 3 ik 55 o8 i BE & ik 4% T UEE 1R

i) abinary J&t:, M SBURS #8515t

8.97. freerdp:
® CVE-2022-39320, 7ERA BRI ool B8O, OB ZE X K
N, TCIERAEE AR

CVE-2022-39317, 7£ ZGFX fittidas i/ D AMmFE R 5| 100 FIAS 2

CVE-2022-39316, ZGFX f#fitha2h {1 b — 4~ i BRI Y 2

CVE-2022-39318,
CVE-2022-39319
CVE-2022-39347
CVE-2022-41877
CVE-2022-39282
CVE-2022-24882
CVE-2022-24883

8.98. freetype:
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@ CVE-2022-27404, ¥ sfnt_init_face #l & FiAu & HELE wh X35

@ CVE-2022-27405, % FNT Size Request %A Fl FreeType #32 £
T BOEM

® CVE-2022-27406, FT Request Size {344 Bribi#l.

® CVE-2023-2004, 7f src/truetype/ttgxvar.c 1Y tt_hvadvance_adjust

() BB Freetype HEreeiis il .

8.99. fuse3:

@ B fuse_session_loop_remember %%t poll PREGER [BIHE A4 R
b3
® BETEMH clone_fd i nl 8 H A SO IR AT it s 7] 2 ;

©® EEIRAEME HIREUS P A7 I IR AL, 76 JE08 70 e A e BB R B R AL B

W

8.100. future:

® CVE-2022-40899, miFmfedt&EidkHERE Web AR5 #5098 O

HVER Set-Cookie #nk FEIE4 RS .

8.101. gcc:

® CVE-2023-4039, ¥k e MEm s e BEAIE
® &% goto BRI, Hfk /R dump R
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&% longbranch i ],

fittk gcc -std=c++17 7E class B Ak a pREE FHHUES -

8.102. gdbm:

® K& T gdbm_dump --usage A SRR ) 5

@ 154 gdbmtool fiifl import B8R, B EEU E .
® &K gdbm_dump $&5E-H SEUE K ICHCEAF B B NS o
® %% gdbm load -r iyla)#t, it gdbmload Hi-u pgabEE
8.103. gdb:.

® CVE-2023-39130

® CVE-2023-39129

® CVE-2023-39128

@ B HHITTHRRI Y -RIE ]

8.104. gdk-pixbuf2.

CVE-2021-20240, M#EK§.LHIVER GIF EHRET, nlRES Hh A0 Hi 3
HUG MBS, Yoadi B nl e PR P 15t i ] EAE 32 5 8 R GE LT U

CVE-2020-29385, 2.42.2 ZHij) GNOME gdk-pixbuf 7Epki%k write

_indexes/lzw.c WAAEIEA RS (TERRIE ) .

CVE-2021-46829, A& GIF SCErh it fo i 3L T-HE 2% oh X
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i, 4 io-gif-animation.c composite frame i, X P H & T,
It Hol e gl P AU T, JUHURE 32 VRS

® CVE-2021-44648, Yf#id GIF Ui lzw E46 RS EHE R (lzw
/MU R/NET 12 ) i), GNOME gdk-pixbuf 2.42.6 %532 548

X e IR P R

8.105. ghostscript:

CVE-2023-43115
CVE-2023-36664
CVE-2023-28879

CVE-2023-38559

8.106. giflib:

® CVE-2022-28506, gif2rgb.c:298:45 #1#) GIFLIB 5.2.1 X% Dum
pScreen2RGB () A7 ES: i X 3 i

® CVE-2023-39742, i@it4iff getarg.c £ givlib v.2.1 05— 4 Bess

N =

R

8.107. git:

® CVE-2022-39260: "git shell"f&HSHKE LK ATRESFE "split_c
mdline()" RECEIRE G H, AR RS ARHE R TAD I 42 2 KU
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CVE-2022-23521: f##r.gitattributes SCEm}E, YFE7E KgAK | B
AR s R s PR PR E RIS, AT fess AR 2B o X
PR 2 FEUT MRS A, XAl fe2s SR U AT .

CVE-2022-41903: pretty.c::format_and_pad_commit() {7785k

fd o XA 2 S EUERMES A, XA S EUE UL AT,

8.108. glib2:

WM

152 SVACE S o B e 4 I A BC R 5% )

B2 BRI RIC b E i, RIS B i i B8

W

s
il

TERR DRI A Pt BRSO T 1R AL

W

553 g_open SISt H B PR A7 ks 1) 5

1E52 A CR 32 B TR A5 | B8 JC RS A 744 3 it

\

(LR SRS CHERUISI I

©

W

SEANRICE T IERIHY socks AUH, X AT RES: S BTG A

W

SRR St R P A N A

W

55 EIHF) g_get user database _entry b BB R

W

%52 TYPE_CHECK & IS H 30 PN 771t Y 1] 852

R BB A, R R RS Rl

8.109. glibc:

CVE-2023-5156 , 2023-4806 M5 A T NAAMmAY Al GErE, X rl 6E
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S P EON FHFRY Hi bt

® CVE-2023-4806, 7Et/bXriEn T, getaddrinfo s%cT fs 2 iial £ Bk
BINFE, DN S0 R At

® CVE-2023-4813, #EAHFIWLAYIEAL T, gaih_inet sRECAT g4 H & Rk
INAE, NI EBO R ARt . (S getaddrinfo pR&T H/etc/n
sswitch.conf iy EHLEREZERCE ) SUCCESS=continue = SUCCE
SS=merge R}, IRl A] 9 F]

@ BETEME ] gprof B H e BRES R B FH A0 AR P I 7T RE 23 R N8R
Fi i R AT B 5

@ (2%l LD_AUDIT i}, FIREZS:™4: core My,

8.110. glusterfs:

® &% timer.c # event AJHEH L) coredump
CVE-2022-48340

® &% upcall-internal FTEIAYAETIY linked_inode AYHbL;

@ BREMEM [ .. 1 RIUEHEAIFEDR;

® CVE-2023-26253

8.111. gnome-user-docs:

@ B SG| BUHSCFH E B AR IR s

WM

WM

@ BEHEEL. SCfF. BEME. BURSE BT AP A SCRE B R
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@ [EEFR. WIS P P SO B AR s

@ BEMHIN. FTEN, &if. A5 st sP A SCRE BAR IR ;

WM

8.112. gnulib:

® CVE-2018-17942

8.113. gnupg2:

® CVE-2022-34903

8.114. gnuplot:

® CVE-2020-25969

8.115. gnutls:

@ CVE-2022-2509, HiF gnutls_pkcs7_verify sREERALE pkcs7 244 i}
HILW free 4%,

@ CVE-2021-4209, NULL #4551 Hk

@® CVE-2023-0361, RSA ClientKeyExchange ¥ & kb 5 o it 5 I3 1
XAMEIE AL LIFE Bleichenbacher s u i s 4 E RSA %30
P

® CVE-2023-5981, RSA-PSK ClientKeyExchange His i 25 S i i

AR 555 FIE A PKCS#1 v1.5 335 88 SC i o B (] A 5] 1 TR
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8.116. golang:

CVE-2023-24539, html/template: %} CSS {EALFEAY, 4iHAF] C
SS ER3CHhm, R4ET (<>) ARG TR . Wah V' Fror iR
() ARV E OB I BE S GRS G CSS 1R 3C, IR EARZ(E T R4
AN TNHEAZSMY HTML AU,

CVE-2023-24540, html/template: %} JavaScript zZskAbBEAY , JIf
LA AR JavaScript 25 HFAERIA N &2 H . 7E JavaScript R
S, AL E AT\ EN\ANU0020\u2028\u2029" 2 ZMH=S FH A5 AR AR ,
FEPRAT ] AT RETCHE IE BT L

CVE-2023-29400, html/template: %f HTML ZsJ@MEAbIEAR Y . 64
150y HTML @ e 4% actions pyEitk (Filan:"attr={{.}}") =%
AT HATATRES FEEMAT HTML FURSALRLI =2 AR . XTI RE AL
VHEPRC T EAMER attributes,

CVE-2023-29402, *4ffif cgo K}, go v et il GE4 Ak i AN
RS, XAAeSEEETTHH cgo 1 go BFRTHHHIESMT . Mid i
& H AR A BATRT A SZAS RO, Al e R AR XA DL
CVE-2023-29403, 7£ Unix *F-f5 I+, 4L setuid/setgid fiiizft — il 3C
TER, Go IsF T A AEMIAFRAT . TEHLEIL T, Xl e fafkn,
HCANTE RSN AIRAS BB IR R A/ 1 SRR IRIRAS I, R L) s
etuid/setgid J7 X IA T ZHERSCPFAERR R A M H SCPFR IR AT 5 AT R0 15

O N AT OO TIT AR, ATRES S EUE IR T IR RIS AN N
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Feflth, AR LL setuid/setgid s TR K &4 panic BEEIEIE S
Ml Al tin L A ae N A

CVE-2023-29404, flif] cgo itf, Go fir4 nlfE & EM R HATIE AR
4.

CVE-2023-29405, go s 7EfiH cgo W AT RE SRR TRATIE AN
XA & AR R A HGET T g0 get" Bkia f T HE RS2 A5 AT A0 AT fa] 1
flfi & o

CVE-2023-29406, HTTP/1 #y% P imf A 58 %k Host kN2,
EAIE Y Host Sk T LI A BN S s MK . lid g2, HTTP/1 1
& P m PR 46 % 1640 & TR ) Request.Host 5 Request.URL.Host %%
(ERIIT P

CVE-2023-29409, 7eilkH4E i M KRS RSA 4]l fe 2 280% 1 o/ IR
55t AR US4 AR R A CPU ]

CVE-2023-39318, html/template fifE<script> | F CHHAREIE#fAL
IR HTML " BARCH hashbang "#!"ERFRC. X 1 RE S B
PSR AR R <script> B R SCP NG, TSI EA E s s .
XA BEMOH Sk #E4T XSS Beili.

CVE-2023-39319, html/template %A IE#iHiAb B <script> | F 3¢
1 JS SCF I <script” . t<!--"F1"</script" IR . X AR R UK
AT B DR AR bR SRR T2, MM SV EAS IE B gl L.
XA AR ISR 54T XSS Hili o
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CVE-2023-39323, 47454 (“//line” ) ATLIA T45d %} “//go:cgo_"154
MR, AFTE S Rt AL i e P OB d F il o X FTRESS R
HHEiz17go build” I EIM LA A THE & T Z 48 4 BT e Uy axt
AR, (AR FH O o R AR B IS 44

CVE-2023-39325, &Y HTTP/2 % /vl DL i Pk A EiE R I 37 B
HEEIPRPEUR S A HFES Z BT

CVE-2023-39326, M HTTP &k 77 al LUE sy e, 3zl

P 285 RS A SR sl 7 1E SC R IE SO I B A 2
CVE-2022-24921
CVE-2022-23773
CVE-2022-28327
CVE-2022-24675
CVE-2021-44717
CVE-2022-32148
CVE-2022-1962
CVE-2022-1705
CVE-2022-30633
CVE-2022-30635
CVE-2022-30632
CVE-2022-28131
CVE-2022-30631
CVE-2022-30629
CVE-2022-30634
CVE-2022-32189
CVE-2022-29804
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CVE-2022-29526
CVE-2022-27664
CVE-2022-41715
CVE-2022-2880

CVE-2022-2879

CVE-2022-41716
CVE-2022-41717
CVE-2022-41723
CVE-2022-41724
CVE-2022-41725
CVE-2023-24534
CVE-2023-24536
CVE-2023-24537
CVE-2023-24538

&5 rom EEBALSCHRRIE . B golang-help T AT S, i

o
) JZ‘::':‘O

i1

—_

B TS docker IR ARMEARR A iat7RMER, (R PEaFLyi
7] pollIDesc r/w Gs.

B MR B docker HERE-RBEINIE: AEAE tracebackothers Hifififf
allglock, #Zx) allgs i, fEREE S B AFER R
CVE-2023-45285, Wi HGIAE HIFTTE go hA i ale . & ol i,

i E N goproxy LB, ML R th O 1.15 AR NE .

8.117. google-gson:
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® CVE-2022-25647: JET writeReplace() i 7ML Z 5T B,

Al 55 DoS i,

8.118. gpm:
® systemd iZ2H¢ PIDFile (R, k55 E(daemon)i#tfEnl gL A ¥ PID 5
A PID SR ES A RSN, Xt systemd JSEHIRR: 3 ) R, Aok Jy

%, RS R shEiE systemd ZERTEEL PIDFile

8.119. grep:

@ BEMAHAE ASCII utf-8 FAFHEAT grep A Hy Hi A5 1R~ Ay [R)

8.120. grpc:

@ CVE-2023-4785: gRPC Hiff) TCP 55 2= slsist b3

8.121. grub2:

@ CVE-2021-3981, EMELE I grub.cfg 2l AR FRAE QY
FUVFARRAAUH PN AS o TP e 4T LLEEH grub.cfg "R AEAE iYAEArT i
W, A RE SRR AL A R

® CVE-2021-3697, 4t 1px %M EHR AT e R E7E grub_jpeg_ycrcb_to
_rgb ()R BHE S AR

® CVE-2022-28735,
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CVE-2022-28736, 1e#47151 5201, #Z i grub_cmd_chainload
er() R il % 1Y use-after-free 4%

CVE-2022-28734, #f/ head mfUiH B EHERTRITRE , AL BRI
ARk A A 2 R SR AT . Boade & Pl RO B A 4R nT RE 2 3 grub_
mm_region 5k current_line ZZ X 2 J5 1 “next” fa &1 (K5 — A~ 71T
7%

CVE-2022-28733, Wt & Joa IP i F- 5 BB AL, Al AT L rsm->
total_len %diis

CVE-2021-3695 , 7EAbHI%A alpha 19 16 1 K PNG K AHf, AIRER
NS A

CVE-2021-3696, di# a0l ffEry PNG ERF %R S 205 k2
AL RS A

CVE-2022-2601, grub_font_construct_glyph ( ) 28 X % Himl fig
SEGE AN RER) % 25| 58t

CVE-2022-3775, EIHLL unicode FFAIT, JoikIF B4 IE 74 55 B A
R RE . X SEEHE— L TR ARG v X, T AT fE BB S A
CVE-2023-4692, grub2 ff) NTFS 3 RGURSNRE I A7 AE R 5 A Bl
&

CVE-2023-4693, grub2 () NTFS S RS UK shAE e T A7 e b AL s BBk
&

542 grub-core/loader/multiboot_elfxx.c SCFH A7
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1£ grub-core/normal/cmdline.c ", 1B WA EECT Vi

1£ grub-core/fs/is09660.c &% grub_iso9660_susp_iterate() R
oI Eain/

1t grub-core/fs/squash4.c &4 grub_squash_iterate_dir() %Y
£ grub-core/fs/xfs.c H1&5E XFS i) N7t

7 grub-core/kern/file.c XfH&%E grub_file_open() sR%h B4E TR AL
£ grub-core/kern/fs.c (-, B TE 1386-pc BT K43 X AT REAYHE

B

8.122. gssntimssp:

CVE-2023-25567, GSS-NTLMSSP 7efifhts Hbrfm B, & H A MR
CVE-2023-25564, 75 outlen K¥thfk, WHESHEAZ
CVE-2023-25563, 32 i %k i 251 AT BB 2O AT iR A A IN R i IX.
KEEM—2 . X230 DoS Bk kS5 FT e & A WL ) N A7 Hh 12 U
Fi I8t

CVE-2023-25565, HiiRFAMHEREE cb Al sh X S a2

RS (A A

8.123. gstreamerl-plugins-good:.

® CVE-2022-2122, gtdemux Jo&H IR 11 gtdemux_inflate iX£s
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SRS, B AR B
CVE-2022-1920 , gst matroska _demux_add wvpk_header p&%iH
matroskademux JTERHIVEEGE T, RVFTEMAT matroska SO
T o
CVE-2022-2121, avidemux JCERH U H gst_avi_demux_inver
t RVFTEMRAT avi SRR THER 35
CVE-2022-1922, matroskademux JTZE H %% gst_matroska_
decompress_data X E B R, B Al RE O
CVE-2022-1923, matroskademux JG&E HAY#EE H gst_matroska
_decompress_data X 29 H B R, BE A RE R EO0RE %
CVE-2022-1924, matroskademux JGZE 1Ay $0E H gst_matroska
_decompress_data X< R EEA R, B Al e R EORE
CVE-2022-1925, matroskademux JGZE F1AY#%0E H gst_matroska
_decompress_data X 29 E B R, BiE A RE R EO0RE %

CVE-2021-3497 ,
CVE-2021-3498

8.124. gtk3:

A P SCBAAR | g AR R

8.125. gtk-doc:
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® (&% gtkdoc-rebase --aggressive HTr 24

8.126. guava20.

® CVE-2023-2976, AVFITAEVLEARGHRIERIA Java IimE H 5 HAb A

s HFERE510) FileBackedOutputStream 8y S

8.127. guava:

® CVE-2023-2976, FileBackedOutputStream 25{#iH Java R AIER H
SRANESCHE, TR SO A S p ek # A, R BAViREA Jav
a Il H SRABR Ay e 25 T A g [R] 44 100 SO S b o, Ry FH R

Jr B IE R TIfE

8.128. gvfs:

@ (&% gvfs X update fstab volumes ()52 AY P AE 7 A%

S

W

@ BRZUNIitER

8.129. haproxy:

CVE-2023-25725
CVE-2023-0056
CVE-2023-40225
CVE-2023-0836

CVE-2023-45539
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8.130. harfbuzz.

CVE-2022-33068,
CVE-2023-25193

8.131. hdf5:

CVE-2018-13867: H5Faccum.c H1iyk%t H5F__accum_read f#7EiE
R

CVE-2018-14031: H5T.c k%t H5T copy Hf71E heap-based buf
fer over-read,

CVE-2018-16438, 7 H5Lexternal.c iy H5L_extern_query H/#7E
RS,

CVE-2019-8396, H50layout.c H'f#j H50__layout_encode Hr &z
DX i B AR A RS O WIE RS HDFS SCPFE siE4a iRk Ss . thlnl SR 7E
HHTE, HDF5 SCPFRH A Y, WRRA“ RN 2 BTSN
CVE-2020-10812, fii T H5Fquery.c Hiypk%r H5F get nrefs ()
FAEETRETIBUH S U o BBl # il e 4 ik 55
CVE-2021-37501:HDFGroup hdf5-h5dump 1.12.0 #| 1.13.0 H
2z ph X g i e F et Fd L /hdf5/tools/lib/h5tools_str.c H1Ey h5t

ools_str_sprint i E4E AR5 .
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@ CVE-2018-14033, H50layout.c 1 H50 layout_decode FR¥H {71
heap-based buffer over-read, 5 HDmemcpy ¢,

® CVE-2018-14460, H50sdspace.c #1/#) HSO sdspace_decode %k
HOFFAE B T HE A 22 v DX 3G S

@ CVE-2020-10811, {iF H5O0layout.c Hiyk% H50 layout decod
e() PAAERTHEM S DG BRI, B ARV BGE A S R4 ik 55

® CVE-2020-10810, iz H5AC.c k%t H5AC unpin_entry ()
PR HRETIBAE S I . B AV SE B AR IR 55

@ BEZA PTG

8.132. hdparm:

@ [BEEITEHIEMN L R,

W

® (2% sysfs_write_attr()J5ikH fd AREkIRNE
@ 1BE T --set-sector-size FIYyH/iZH5 b5 X /NI )T,
@ f&IET“hdparm -Istdin” (¥ 4G B S gdmn s R, M AAEER

XA EEE LOG H5Hfs i [ 85

8.133. hiredis:

® 14&% redisvFormatCommand H {322 X i H 7] S5

® CVE-2021-32765,
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@ B mem_size % H )l

8.134. httpd:

@ CVE-2022-22719,httpd 1 mod_lua B3/ riparsebody F{di Fi kw144

pf

TRME, A OB IIE R E SO E 25 SO EHL P FE X IR S2E, X T RE2:
SRR

CVE-2022-22720, HTTP Server 2.4.52 J A LEFFER IE
B BRI TOH G A Rz, NI IR S5 25 B 8 T HTTP iR,
CVE_2022-22721, W5HE 32 (i 75 44 LimitXMLRequestBody % &
FAVFRT 350MB (BRAH 1M ) MYIESKIESC, Wes kA8 i, BiS
S PEAE A

CVE-2022-23943, &% HTTP Server i) mod_sed I /E7EMAE A
IR, 2 TR Fed/r et 2 fol PR il 1 08 7 5 (E A FH Y mod_sed 1y
httpd B NAE, FFRTREXTHLEE T . SeEREvERTAT FHPE IS O .
CVE-2022-29404, 7 2.4.53 XA FHUARK) httpd 777E i 7T 66§30 ht
tpd H4aiRk 55, Mo Ema R lua iHRIEA, 57 JoRR il RIs R AR T
R, REWOFEFER, httpd 4855 httpd BOA ERHERIK RN TR
il

CVE-2022-30556,7F 2.4.53 KLU T AR httpd F g3 lua_websoc
ket_read pREIE AR M ZZ wh X LASN S AE ORI, S 8UE BkER;
CVE-2022-28614, 7 2.4.53 KLU F AR httpd ' ap_rputs i A 5%
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iF, WA ap_write pREUS AT BESTEIESNAEE B

® CVE-2022-26377, 7£ 2.4.53 KL F A httpd 777624 mod_proxy
ajp PR IRER H Y HTTP 35K P AT Web ik 55 &% 22 i) A5 it
A— SR (IR K ) Ry, ENTAT RS — bt
B, M HAB B s A REE RITE BT et seds 2R RE 2 M &, Mt
ajp &Rk fEAE Transfer-Encoding, H{EAN chunked, #4284 ¥
Wr, 23k —o S T AL EHE K

® CVE-2022-30522, 7 2.4.53 R TMA N httpd 777 httpd 201
mod_sed Hit4T IR 3CEE, T mod_sed ZrECAFETCRR S, T RE
B httpd MR55 i T NAAA RIS BT AR, B HAE RS ERIRENAE, 15
i mod_sed #E47 b R SCHATHARMS , (]S H RAVHIA ;

® CVE-2022-28615, 7 2.4.53 KLITHAR httpd f£7E ap_strcmp_ma
tch sRBEIGE S AT IR ASKIE RN, Beta M lua JASTE iz fig
NERTFFFERSE, TAF BB T bR BOE 5 F 32 httpd fIR55 /515t 5

® CVE-2022-31813, £ 2.4.53 KLIFRAR) httpd A7EM AR, W
REAR ST P 2 L, 8 X-Forwarded-For 2B B & 2% 5
PR S5 4%, Xl H T B IR IR 55 48 2 T 1P i B Bk, alad A3 O X-For
warded-For FEAF ., Vil s, KHEIE X-Forwarded-For 55
5 ETCEE R IERNEARSS 7, AR w8 Joik 3T X-Forwarded-For FEH ip
XF & P i ST B B IE 5

® CVE-2022-28330, 7 2.4.53 KL FHUAR httpd, window V-5 FECE
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mod_isapi ZbHiER, M URL ZREGEHR SRS, FIW SO 455 5 q —
BN )", FTREAFAE VT )R AL [R]

CVE-2022-36760, 24 mod_proxy_ajp FH&4HRE SR HTTP iR
WP Web 45 # 2Z [o R P i — s A2k anf R s By k
i) R, BATATRE SR — B AR, MM AR A A A FE B O T
SRV B R B 5 AMEE A
CVE-2006-20001 38 i % & 1% Adrk i If (i3 mod_dav 7ZEfET
B ECE A 0 715, 48153k httpd k55 it

CVE-2022-37436, mod_proxy 4k B R4 Sk ik i Sk R IER , 7 B
# httpd MRS AEE L 2N, SR uHH mod_proxy X httpd i it

SKARAR O, SEERIR RS IR NSO, ARG IR be Sk A

i3

ZAAR, WS httpd IRk 55A 2248,

&% htcacheclean JE BBt S HE R AR B

CVE-2023-25690, 4 mod_proxy S5HMIE ¥ RewriteRule 5% Proxy
PassMatch — &5 Iy, FoE 2332 2520,

CVE-2023-27522, Apache HTTP Server Hiiif mod_proxy _uwsgi
FEAE HTTP i 1 i A

CVE-2019-17567, Apache HTTP Server i/ 2.4.6 % 2.4.46 mod_
proxy_wstunnel it & 7E— A —xE BRIk S a2 URL L, Joigtnfa]
B B AT BRI AR, NI Fe /PRl — %42 B S SEoRAE A HT
TP 5ok . SOy Sk 0 T il i B A T RERCE
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® CVE-2023-31122, httpd WECE S mod_macro #4757 & X,
HEMFHRBEK (CKTRAM 8192bit) i, fE7EBFRE MR, S5
M 55 £ A i i

® CVE-2023-45802, Y% e HTTP/2 i (RST i) Af, 45— -Hf[a]
B, GRIESR B NAF R IR A LRI . AHA, SBUH 2 BCRiEaR B4 e
W % P Al LU R IESR M E S, (R AR TIF, IS BN
R RIS o EROCHI, BT A BEIRAR R I, (BRI R, EREr]RE

ES AN e

8.135. hyperscan:

@ CVE-2022-29486, Hyperscan JEHEIEAIE Y% X PR, XAl fig
S FVFARZE B A BE 04 P 38 3 I 45 1 ) T AL BR
® CVE-2023-28711, Hyperscan EF#EHIRE A LTS AT S

3 Bk () FH P G Ao AN i 5 [0 i iS PR e 55 o

8.136. ibus-typing-booster:

W

@ BETIGARHR
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8.138. ImageMagick:

CVE-2022-1115
CVE-2022-3213
CVE-2022-32547
CVE-2022-44267
CVE-2022-44268
CVE-2023-1289
CVE-2023-1906
CVE-2023-34151
CVE-2023-3428

CVE-2023-39978

8.139. indent:

® CVE-2023-40305, fftr— ML &Rkttt K5 S IR oI SCHERE, % ek

Hon] BEs HH o H A A2 v XA RN

8.140. initial-setup:

® AJi“EE DBus JAZhi#riITA",

@ B HUHNC BRI P A PFS B R

WM

i DBus i A .

°
s

iZ DBus JRZhaIIT A

°
S
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@ &% initial-setup.service J& a4k AL S . initial-setup A KIH,
5 anaconda JRAARIERL, T LA,

@ && Makefile H1fy Zanata &/ uikaill .

@ (4% Zanata CLI WM sEFE |

® &% Zanata CLI JEHTPESF,

8.141. initscripts.:

@ fRUHMH I EZIRACH relocal FEUN TGS RE ST A

@ ik resolv.conf #iiE 2 HyIn)

8.142. intel-sgx-ssl:

@ CVE-2022-2068,c_rehash 4K E#iliE bk shell STTFEAF AR 1k A4
AR AL IES,

@ CVE-2022-0778, BN_mod_sqrt sREERLEN T, X FIEEE p, it
HHBTER, ]R8 RO G

@ CVE-2022-1292, A IEMMNT shell JTTFFHATANI, LABT IEMSTEA

® CVE-2022-2097, AES OCB #Lx st spAEfE— MR, SEFES TN

W, SJa—1 96 PRI RG> 16 FIHRPE bt

8.143. iperf3.
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® CVE-2023-38403, il a9 B B SRR A0 H AMER IR

8.144. ipmitool:

W

@ BE 1 alert Fricfifl ipmi MLE AR HIFR 7

s

® B msg E KRR payload length 5 Hr i B Hr

@  fFYLA AR R A DX AH O [n]

8.145. iproute:

@ BEICLIRKIN diffserv 4RI

WM

@ 124 fdb get fir %> FEHY AR 0]

® 1B devlink 4B SHUHIAT AT 1) i
@ &4 ip addr show SN iz a]

® 4% udp6 Siil{w KAk

O BENAE LIRS, IR A

\

@ HHzEE/proc H3A R EKE netns fit & 2 W AY ] 5

@ &% vlian Bz R/R 1R ) B

8.146. ipset:

@ &4 ipset list -0 xml {8 & i H S5 h) A5t

8.147. iputils:
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® 145 ping6 45:EF| VRF FlHbhk ) 5

W

o
=

EM s E Nt (%A VRF) B ELROAR RIS, BriEHEA CAP_NET
ADMIN ( B root ) #UFR .

® &% AX.25 fil NETROM [ ARP X FBs

8.148. ipxe:

@ (E5 G T BC R IS A SRR R AL

® (2% ipxe X url 510, RLXHFER url: /foo/bar/<some mac

® &% pci BEIIL BN ETA T B R W R L

@ BERAXBKSIEMM ipxe M ftp RS 51 FMEBARIS, 2T &R
[EAE

@ NNI% enable_i386 A2 A gnic i386 HMIMICINE | ML % ipxe-

roms S/ R ) 5

8.149. iso-codes:

@ BIE—SUHliFIR

8.150. iSulad:

WM

@ 145 Y load S{RAT uid/gid P& & FER ] B

® &% isulad-shim 74 encoding [/,

WM

@ (&K utils Btk encoding [m)i,
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1852 g NS 20 5 A R DAL

W

&
RO

AR 451 44 25 (] B AR AGE

f

W

A YRR H A false B cri attach [A)E,

&
RO

cpu-quota B E A-1 Ik 0l A]

s
il

exec_request_to rest HIRiCAP] suffix [A] @1,

&% session A& AT,

W

fiftlt json-confs FEBRINIZF TR FN cri iz 7R 5 FE LR &,
B2 uwait ] REFEREIS W fdt F IR) AL

Etxl websocket T KIMEHRIESE .
CVE-2022-36109, fF4mAR .

52 IAT H R 34 st gids .

fifttk bug & TR ZAR SIS & unlock m_podsLock %42 m] i,
&4 isulad-shim H&EZE% bug.

1 TE T MR AL o 2 H ST B EZ 55

FlBTES TEk mak s R image IR IBIE

B2 EE IR IR .

152 DA FECAL U5 ) 3 S T R

B4 top_layer eREUN AT I EE A1

&5 layer AN5ER& )L,

W

&4 inspect L) digest Fric ) image %,

M

WM

B2 R IE R AT A B 1L 2 4845 R AR R
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&4 implicit_digest [A]#,

[
W

2 exec W22 X 5 Y Ta) i

o
W

2 memset A/,

o
W

® &K api i cmakelist [a)j

WM

8.151. itstool:
@ UL T -0 Fll--output=JCAk a5
® B5 T4 Python 3.7 JRAHEIGIIEL, AT EAG 74T R4S N1

@ 1B5E 7—/ Python 2/3 [ajfl, Fashn T —AN A5 .

W

@ B T — KT S P Al

W

@ BE 7T lioxml2 WAFE RIS, LIS EHMAN B N AT

@ P T — ERFERIL T AR

8.152. jakarta-servlet:

@ f#iik jakarta-servilet #1 glassfish-servilet-api [R]fs2225% whze n] 5

8.153. java-ll-openjdk:

® BRI maxmaxcode B HHE 0 H n]

@ fityk fd JitEg )
® CVE-2023-22081
® CVE-2023-22006
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CVE-2023-22036
CVE-2023-22041
CVE-2023-22044
CVE-2023-22045
CVE-2023-22049
CVE-2023-25193
CVE-2023-21930
CVE-2023-21937
CVE-2023-21938
CVE-2023-21939
CVE-2023-21954
CVE-2023-21967
CVE-2023-21968
CVE-2023-21835
CVE-2023-21843
CVE-2022-21618
CVE-2022-21619
CVE-2022-21626
CVE-2022-21624
CVE-2022-21628
CVE-2022-39399
CVE-2022-21540
CVE-2022-21541
CVE-2022-34169
CVE-2022-21426
CVE-2022-21443
CVE-2022-21434
CVE-2022-21496
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CVE-2022-21248
CVE-2022-21283
CVE-2022-21291
CVE-2022-21293
CVE-2022-21294
CVE-2022-21282
CVE-2022-21296
CVE-2022-21299
CVE-2022-21277
CVE-2022-21305
CVE-2022-21340
CVE-2022-21341
CVE-2022-21360
CVE-2022-21365
CVE-2022-21366
CVE-2022-21476

JDK-8308884: &K T 14T GregorianCalender.computeTime() /7 =

I 20 VM R IR, Z AT SRIIN TRs i e, e

N

7£ JDK 11.0.20 [l .

@ JDK-8283137: &% T Windows I ProcessBuilder Zb #7451 52404 1h]

El'yﬁ\‘ .

8.154. java-1.8.0-openjdk:

® CVE-2022-21248
® CVE-2022-21283
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CVE-2022-21293
CVE-2022-21294
CVE-2022-21282
CVE-2022-21296
CVE-2022-21299
CVE-2022-21305
CVE-2022-21340
CVE-2022-21341
CVE-2022-21349
CVE-2022-21360
CVE-2022-21365
CVE-2022-21426
CVE-2022-21434
CVE-2022-21443
CVE-2022-21476
CVE-2022-21496
CVE-2023-21830
CVE-2023-21843
CVE-2023-21930
CVE-2023-21937
CVE-2023-21938
CVE-2023-21939
CVE-2023-21954
CVE-2023-21967
CVE-2023-21968
CVE-2023-21830
CVE-2023-21843
CVE-2023-21930
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CVE-2023-21937
CVE-2023-21938
CVE-2023-21939
CVE-2023-21954
CVE-2023-21967
CVE-2023-21968
CVE-2023-22045
CVE-2023-22049
CVE-2023-22067
CVE-2023-22081
CVE-2023-22045
CVE-2023-22049
CVE-2023-22067
CVE-2023-22081

%} HotSpot NS T T— R I BPERE L i E B 2, ihuult ik
WISCHLE, 325 T Java W st F8cR Fma i
&5 1 HotSpot EHIHLH LI 2% 4w, 8958 T Java a1 T PR Y

LAtk

8.155. jetty:

&5 % mvn(javax.servlet:servlet-api) iR X % a5

CVE-2019-10241
CVE-2022-2047
CVE-2022-2048
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8.156. jgit:

@ I3 5.11.0 A E: 1) T apache-sshd T14 53 jgit 4iiFk
s 2)jar A A EE B3 joit i) classpath 712 java.lang.NoClas

sDefFoundError &%

8.157. js-jquery:

@ fHU T AN, fudE DOM XSS Yififil Prototype Pollution Uil
%;

@ MBEMAH MEMET width()iR IR EMMTERE . jQuery ZA7E5E ik

(IR

8.158. jsoncpp:

® (2% json fFtras AL BG5S I A fa] 5

WM

FIWT AT 5 20 nF, AT RE SR BN RIS B B AN — Sk AY ]

°
s
il

o
=

% Json::Value il nullptr 257 2 8] (1 b 45 [ R s

52 TR s DAL T S B0 N AR IERR 2 (R AL

o
W=

8.159. json-c:
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® CVE-2021-32292, 7 json_parse.c X1 parseit sREFAAE— R

Zenp i i o XN SRR A TR R

8.160. json-smart:

® CVE-2023-1370, fxERZHANN L SEOERFER (HitRg ) Il

B it

8.161. jsoup:

@ HHZE 1.14.2-1 AR st 2 fek it , T AL EAE RS Y HTML i1 X
ML 45 $RAL T WA SR SRS B . IR O f Tt DL R At ek

HEF bug B& ;

8.162. kata-containers:

® (it changelog f1H % ] il

@ fHPLEE LA BB CPU [

8.163. kexec-tools:

® CVE-2021-20269, fhfk kdumpctl B4, ZmsASHERE B IRk
kdump P & 250 ;

@ R TR RN IH RGP Z AR H E getopt AYIRLE ;
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8.164. Kkiwi:

Sy H AT B

8.165. kmod:

B2 H AR A modinfo AR 7Bl ]I N BRI REIE # TARAIIA]
i

SCHMERE T Jetc/run BILSEIT . IER T & /etc/modprobe.d . /run/
modprobe.d. /lib/modprobe.d

S FATH THE R B E SRS . XM IE# R 2/etc/run ., Jusr/|
ocal/lib. /lib, TP modprobe.d 1 depmo.d

B2 G5 I N A AT T RS . Grub B3R Tar47, JHREHM!
module.option="val with spaces” ®# M }'“module.option=val wit
h space”', REXE—FAEEMAIT R, MH grub An] LigkigE , (HNE
XF Y EREH A B ERA R o R, B libkmod T LUERR DT E . X
Wi T NRZHY 7 — ATy . W AT O BA T AT B2 Fu vy, wl LA
RSy B et

B A RIS E RN AEIR | 6 RO R 5

&4 kmod_module_get_info () iR [FHERSCEY: FATIR I 251 %
4 HEL

&2 modules.builtin.alias.bin K55t . HF#AH kmod _module

get_info () , FATIEES A—A% 3

% 263 W/ F 388 W



LTI SN 55 PR R ST V10 SP3 2403 AT

@ B —LLpuryitl ;

@ &K 0 KJFMNE . alias.bin: Z/FHERT|L;

WM

8.166. krb5:

® CVE-2023-36054, %t S35k i Xy 2 vl DL b B BOR 91 1 R I35 51
53 kadmind JERE TR

® CVE-2022-42898

@ (25 4% ksh AL RGUAT 7125 SO R TR)
@ [EERIRE N E BRALHY R

@ BE My il AN Y R

@ BRI HAZIR shell #y[R)E

@ BE1E ksb &ZHR shell 1, #EA typeset -f 5 functions [ml4:2s &2k

WM

o {14 [

8.168. kylin-control-center:

@ 1252 root HIF S T AN X U i A T A ) A
@ AU PRAS ST A i 15t it

O® B AEURST I il Tk Al 5 O T it A 2 7 € ) R

©

@ & HH[E UID FH P MR n) ks

W
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©® MBI BRI T BE L AP I 25 Y g S s S o T

W

@ MBIt R

WM

8.169. kylin-menu:

\

@ (25 x86 JLMINZIF i 4L 1hl sl ok PR T AT HEL I " 2 H B =4S A

&
RO

o TGRSR PR AR S AR 55, AR 55 B0 DA b JE s Ay S iz ]

8.170. kylin-theme:

@ [BEEAFAEAS L SRR

8.171. langtable:.

@ EE M E RFKIAHIR

8.172. less:

@ CVE-2022-46663; Mtk rHrii: less -R WIZZHATICAFH AL
BSEPr L, BR B S BER TP R a4, A5 Hha] B fir R e A T i

JEAE A R R
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8.173. leveldb:

&4 leveldb::InternalKey::Encode pR%TH 1775 W 5 A8 Y 1) 13

™

552 AcceleratedCRC32C pR%f AL 715 X5 55 [n] it

&4 LRUCache #HS< R ECHAS R AT AA AL T A9 TR

WM

8.174. libabigail:

EIE T AT TR A R, G044 b i 2 A s A7 M ik ]
151 AR W YIS A PR

B IE 1 K2 2T R B 24 TR B TR AL

fiptk T abixml SEPCH RS ISR T RO RE R FUER, A4 AR SCRIE 2
RUE LRl

abidiff: &4 1 ¢T abidiff fig &AL EL R [A] R,

S
il

TR 5B 2R E AR AT A TR AL

s
il

T B E YA B,

&

ST I VARREFNG | FHZEBLE SC

&
o
W

WA e OB

&

27 typeid SUIFRIFTAEDR, DI —LESCRERR,
A RAE S, LA AB ST A TEN TR A A o

1B 11 writers H—28 52T ZUAH R AL, 3 he B RIS . 4K
HEERR, L4, typedef (9511,

BIE T abidiff T A m 54k
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@ UL Ty kmidiff Azl T TR (Bug 28663) .

@ BIET IR TR RILAR A SR

@ f&1FE T DWARF SHUERFE ISR/ A4S 1R

@ ik TEBIIILE: (corpus-less ) EHiFICIN S0 B 0 Rl

O® B4 1 REAUNTHL BB DA A o NI R A4 TR) A

® (XIE T abidiff FH a4 T 5%

@ UL T AR kmidiff TR (Bug 28663) .

@ [BIE T AT RN TP AU ]

8.175. libaio:

@ YR root F 4 iR M) st

8.176. libarchive:

® CVE-2021-36976
® CVE-2022-36227

8.177. libassuan:

@ B ST A i )

8.178. libcap:

® CVE-2023-2603
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® &% getpcaps #MHL PID FHfibT4ETR

W

@ (2% VFS_CAP_U32 Juik#fifisE L XATTR_NAME_CAPS (1) bug

WM

8.179. libcgroup:

® BEE U cgrules.conf B J5 1% 78 pam_cgroups SR A 24 1 7]

7t

8.180. libconfuse:

® CVE-2022-40320: confuse.c 4114 cfg_tilde_expand fF1ESETHEM

G DX R R

8.181. libdb:

@ BN R JCIRIEA A ;

8.182. libdvdnav:

@ &3R4t dvd H dvdnav_describe _title_chapters $if7T 8L AR bt

8.183. libdwarf:.
® &5 T b3 split-dwarf i i fE 2 N AR bug;;
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® {4IF T libdwarf X} DWARF5 733k DW_LNCT 4 H f4L 31 ;

@ CVE-2020-27545, K .OHIVERTCHATRM R Al e S 2 libdwarf ffks
SUHFEEr, HEHTE .debug_line #B4=Z ATy

® CVE-2020-28163, i DWARF5 473k 4 1 FORM ok, N
fi_file_name FEIAJRENZS, i %s FTENE Al RES S8 bkl 0 1Y)

AT, DT AT RE 2R 73 B ids a7 IR 9 15

8.184. libexif:

® BEP MRS FHOREA T, IR BRI R T, o
Metii H Im]

@ CVE-2020-0452, 43R5 =5 i 1A P Bum A SATRE 7, ff F It P Ak 2
15K

® CVE-2019-9278 2 H I, HIATEAIMURTHAAF IS

@ CVE-2020-0181, BT EAIMAAT AR iy FH 4 I 55 5

@ CVE-2020-0198, BT E AT AR iy e FH 4 I 55 5

® CVE-2020-0093,AufF Biltss, FEU SCHILF WINPT TALER

8.185. libfastjson:

® CVE-2020-12762, EARKEL AN SR, HEEH SR/ 2, Tt

RIS B T RE 2 AE X 2 I3 EUR R
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8.186. libgcrypt:

S

® &% Elgamal hn& e HASZ B )8, CVE-2021-33560

2 macOS _FAYXF5FIa) i,

®
w

[
W
RO

7£ "Curve25519" ¥ gcry pk_get param ik,

TEfEFH gcc-4.7 1) i386 HyEH Ay,

L
W
RO

i s390 I AES 1) OCB fif# ke s Fit 5 mli,

o
W

°
s

25 curve 25519 [¥J gcry _mpi_ec_add FZERGEIH,
@ 7t EdDSA RIS EER B E NAE TN

@ 7 x86 I {lif] --disable-asm &5 ¥ %E n)

@ 1t ECDH fasrhieE et

® 7 SHA2-avx2 &L AL i IX A B2 HEEEL

® 124 1.9.0 ho| AMraAy sR& 0y ] A H e

@ 7£ ARMv7 [#5H] NEON RFHER iifsiin.

® &% KDF B [k,

® 7f x86 &KX 32 fusc AYHLAME,

@® 5 SHA512 5% 4F NEON ARM 3438t

©® {ERLHR ST B AT i i

® XIT AVX/AVX2 LB Blake2, &&E Frasiilil.

® 7 arm64 &% GCM Bug, X&'FE OMEMO Z[nji,

@ B%E mpi_copy PAFHILBAE MPl AYFRE .

°
s

& mpi_cmp LB +0 F1 -0 #NAEIR],
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® [Jjiu ECC mjF¥di CVE-2019-13627.,

8.187. libgeotiff:

@ fHYL T H geotiff By /5[5 B AL ) 5

8.188. libgovirt:

@ I certificates, fi#dt make check 4

8.189. libguestfs:
@ HN4ME supermin.d-x86.tar.gz il supermin.d-arm.tar.gz, &k lib
guestfs.spec 34, i supermin 7Egiikid #ad A shA: i, 1558 guest

fish Joik k23 H bR SCPF R

8.190. libhangul:

@ B CGRIRH R

8.191. libiscsi:

@ 1&IFE T iscsi_create_context i N 77
@ [ZIE T RKN malloc i BB AR Y 25 F8 £ n]
@ (&IE T iscsi_task_mgnt_lun_reset_async i iy B R [R]85

@ fZIE T iscsi-ing MR Z 5 in) i
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8.192. libksba:

CVE-2022-47629: {XT 1.6.3 (4 Libksba 7& CRL Z4f#tresh 255y
R R T
CVE-2022-3515: 7£ Libksba FEH A& —wiH, X/& CRL #Hr#sH

AR BT

8.193. liblouis:

CVE-2023-26769: iZwiiI& T 177 2% vh X i Hh i, e e deads 5 M AT
Il AT LI i compileTranslationTabel.c H1f#) resolveSubtable %S
GRS

CVE-2022-26981: ZJwiJiT compileTranslationTable.c #'f com
pilePassOpcode fEEZE X% H .

CVE-2022-31783: ZiwiHJi T7 compileTranslationTable.c A% com
pileRule FHEAEAE A

CVE-2023-26767: iximilfi TA77E 5 vh X ik tH i, oA 2 A1 T
Il BT LI S logginc.c S5 Y lou_logFile BRCS 8B4 iR 55 .
CVE-2023-26768: ixiili T177E % vh X ik th i, e e 2 A1 T
Il AT LI compileTranslationTable.c #l lou_setDataPath pR%GE AL

T2 R 55

% 272 7/ #3838 W



LTI SN 55 PR R ST V10 SP3 2403 AT

8.194. libmatemixer:

@ BERGIMAG I EIRAIEN T xsession H G ARWHR AL JCBR I T FE1E 1%

23 [B] [l

8.195. libmateweather:

@ B hICGRIRH R

8.196. libmemcached:

® 2% memcapable fir & HATHAFERGRNT

8.197. libmetalink:

s
il

o TR B S EU) 7 15t

® &K parser_json FEfiHTiZ 45 HT, 7F netdev FKG IR ANKE EAF B bk

WM

map FHErE bug.

8.198. libmicrohttpd:

® CVE-2023-27371, MUiE e kikERE HTTP POST 5dafurt, F27

PIEB2s H BB AL BORT find_boundary () pRE AR5

8.199. libmpc:
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fitd karatsuba KitfaiTaE O F LTS HY P 2258 ) ] 51

8.200. libmtp:

&5 usb 122 T EUOE [n] i3

8.201. libpcap:

&4 device open I P FEE ) ] A ;

W

&5 %A 2+ CONFIG_PACKET MMAP I &k A B i ) i ;
&4 DLT_LINUX_SLL 78>y DLT_LINUX_SLL2 i} VLAN fi s ) i ;
1652 T RIE AR ) B "type XXX subtype YYY"

&5 pcap_compile() FEH R ;

1642 pcap_findalldevs ()% & HES By 1R) 8

&% "unknown ether proto 'aarp'"[n)/;
CVE-2019-15161

CVE-2019-15162

CVE-2019-15163

CVE-2019-15164

CVE-2019-15165

8.202. libpfm:

B4 libpfm-devel 024 A 1K libpfm f4[H] &
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8.203. libproxy:

® CVE-2020-25219

8.204. librabbitmq:

® CVE-2023-35789

8.205. LibRaw:
® BE i makernotes.cpp flmisc_parsers.cpp HARFI A A {E 4 [A) &
® CVE-2023-1729, ZIwiF T H rki%k raw2image_ex(int) BF7A7EHESE

X s H

8.206. libreswan:

® CVE-2023-38710
® CVE-2023-38711
® CVE-2023-38712

8.207. librsvg2.

® CVE-2023-38633, i TAbBERfF /e 2 eh 1R, SEIGEE T DIEA—

AEEME R SVG B, SR s BN S S
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8.208. libselinux:

® 1B%K restorecon xattr i SEK L Bl Segmentation fault (core d

W

umped ) 55 R)E

® 1542 N3 ShalUpdate() B4 - A Bk UINT 32 MAX (928 wh X iy ) 5

8.209. libsepol:

O BEL|IZFFEPHHNO T flex tricdndE 12 nY R
® CVE-2021-36084, /#4b# classspermissionset ML) heap-use-af
tre-free

® CVE-2021-36086,

® CVE-2021-36085, 7£_ cil verify classperms #45—/> use-after-fr
ee

® CVE-2021-36087, oss fuzz KB HKIE 3 cil_tree_get_next_pa

th()idfigs | 23

8.210. libsolv:

® CVE-2021-3200: libsolv i src/testcase.c /) testcase read ()
FEAEFETHERY Z2 o DX i, 3% R T ) B B4 IR 55, Jalih 2248 n) I .
@ CVE-2021-44568: libsolv rPfFfem- e il , it src/solver.c th
") resolve_dependencies pRZL (55 1940 17H155 1995 17 ) FE Do il ift

AR AR G e, X n] RE R BOE IR 2 IR 55
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CVE-2021-44569: H:ZZ X libsolv f77£ T src/solver.c (1) solver_sol
e pREH: 2 3445 17,
CVE-2021-44571: libsolv fEfE— Uk i, {2 src/policy.c:
%5 442 171 prefer_suggested % .
CVE-2021-44573: libsolv W fEfe >4 Hi il , £2F src/solver.c 1Y
resolve_installed pR#:55 1728 11766 17
CVE-2021-44574: libsolv Hfife— Mk il , 12T src/solver.c 5
1599 77 resolve_jobrules ¥,
CVE-2021-44575: libsolv "rfefe - HiEs: il , £2T src/solver.c
makeruledecisions pR%H 2 147 17158 307 17,
CVE-2021-44576: libsolv H/-7EPi N A, 2T src/solver.c (i r
esolve_weak pREUH:EE 2222 17156 2249 17,
CVE-2021-44577: libsolv rPfefe - iEs: il , src/solver.c ff&+%
PRECTAEFERT RS 490 1TRI%E 524 17,
BRI testsolv $hATZRMBIRT A, *resultp R &R &5 — 6
W, SRR BRI E Rt i A B R s B IRTE T

PSR At iy 8

8.211. libspectre:

TSRS SRR Y SCRYS S B50AY A 15 1) A
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8.212. libssh:

CVE-2023-1667, =S485HR5 IR, kA= 7e o8 bt s gk A T 3R L A
M

CVE-2023-2283, i pki_key check_hash_compatible SR [FI{E
RAEZE

B 1 ssh_userauth_try publicke HuR[FIFEER

B anNE i opt BEE, &P AL KHIERE TR bug.

§
R

W

543 openForward, ffiHiA¥ sourcehost %% 5 NULL f#)n] 8,

W

25 sftp_write HRE A B RTHE Y T]

8.213. libtar:

CVE-2021-33643., CVE-2021-33644: {{i i\ tar 4 A%dE/EN mal
loc 2%k, FE malloc(0), fE/E2efliflrh TR, v aEss TG
ot, R TAMNERIR 554 L3Rt zip RSy, nIRES S EUCAURY
R4 IR S5 Yk .

CVE-2021-33645. CVE-2021-33646: /5 4Ll t->th_buf.gnu
_longlink BCA R, fEAENAEER , AT SRR A bt W R A T4

e g5 #%& LR AL zip frEuiRgs, AlRES S EUCABR YR 4 IR 55 Mo o

8.214. libtasnl.
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® B& Tl FIELIRE S clang IR,

@ &% parser2tree AR

WM

® Gtk-docB&.
@ BEWBIENH fscanf sR%LT | & HIZEAEIX % i ),

@ HUHr gnulib U LB LT

® CVE-2021-46848

8.215. libteam:

@ BEIEE I options #)FHi—version BEII, B XN (1K B F4F 280
'V E&EET'VO

@ HULAEH B LI Z M MRS, F77F 100% 5 F CPU ) [n] @t

8.216. libtiff:

® CVE-2022-2056
CVE-2022-2057

® CVE-2022-2058, libtiff/tiffcrop HAYBRFES 1R fo i w20 o el ng tif

f S AR 55
CVE-2022-3597

CVE-2022-3527, 7& LibTIFF/tif_unix H19_TIFFmemcpy HA —4- 5t
HA, XM tools/tiffcrop ] extractimageSection If fpiFXidy & it
TG EiFF SO AR 4 IR 55

® CVE-2022-3526, LibTIFF 4.4.0 7€ LibTIFF/tif_unix #/#_TIFFmemse
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t PR — NS A, 24 tools/tiffcrop i processCropSelections
If,  FevFBcEE I A B e SO R AR IR 55 .

CVE-2022-3570, tiffcrop "fEfe A mhIXii il . libtiff4.4.0 thfeif
Bt Rl Y TIFF BRSO i A A2 BB INAF IR, 3% 7] BB 2
IR ot . WS B R B Al 5 R SCHSCRY 2
CVE-2022-3598, libTIFF 4.4.0 £ tools/tiffcrop H ¢ extractConting
SamplesShifted24 i A — A S A o SRVFSCGE & R tiff SCf
T AR R 55

CVE-2022-3599, 7 tools/tiffcrop H'i# writeSingleSection H145—~ik
TS, SR VRSGh A AR Y EF SR s IR 55
CVE-2022-3970, 7£ LibTIFF fk 3wl , R520m 3 libtiff/tif_geti
mage.c [ iE%L TIFFReadRGBATIleExt, #fESaoks . ULk
UL G s

CVE-2022-48281, 4.5.0 JiAZ /i) LibTIFF #1fy tools/tiffcrop.c

) processCropSelections f77E3 T 2% v X ks H o

CVE-2023-0795
CVE-2023-0796
CVE-2023-0798
CVE-2023-0799
CVE-2023-0800
CVE-2023-0802
CVE-2023-0803

CVE-2023-0804, 7t tools/tiffcrop.c HiY tiffcrop HoAife i Az,
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FVFRC R O AR tiff SCOPRE R IR 55 .

CVE-2023-0797

® CVE-2023-0801, 7 libtiff/tif_unix.c #H1f# tiffcrop A B EE, &

VM e - R e SCPRRR AR

® CVE-2022-48281

CVE-2023-2731, 1t Libtiff/tif_lzw.c S¢FH#y Libtiff () LZWDecode( )
PR I NULL 55 IBUH 5 | FHBREA o Sl fo A< 3 e o 7 BRI AL BHRE S 1Y
W, XU T B S BB T AE MR R4 TIFF A% 2SR ERIH S L NUL
L $5%F, MIM-B087 A it sl e il 55 .

CVE-2023-26965, LibTIFF % 4.5.0 11 tools/tifcrop.c H11# loadima
ge () eI RHI TIFF BERUS BA 2 THErfdH .
CVE-2023-3316, TIFFClose() 'ty NULL $84F BUH5 | F & th FHedg X
S ICIEAT T S (OANTAAE R B AR B ZEAR (1n/dev/NULL ) i E& 4 )
P,

CVE-2023-25433 , libtiff 4.5.0 &5 i@t /libtiff/tools/tiffcrop.c:8
499 ZR|ZE Xk AR, tiffcrop HHY rotatelmage ()52 X k)
BN IR 2 B0 ZE v Xl R SEGV

CVE-2023-26966, 4 libtiff {BUsiIRm/Nim TIFF SCPEF4 5 48 2
iy, libtiff 4.5.0 45533 uv_encode() 1 EE X % 15
CVE-2023-2908, 7 Libtiff & tif dir.c SCfrh & M as 84 BUN 51 H IR

A, BRI AT RE VP BGE ERPR O HIFER). TIFF BHESCHE L s tiffep SEH]
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FEfp, Mmifil & izt ritgsis, I SE8ORE TR . SOB - F 200 R 7 1
B, mAFEIELRS
CVE-2023-3576, 7£ libtiff H & B, Hr tools/tifcrop.c H{F7ENAT

CVE-2023-38288

® CVE-2023-38289, libtiff<=4.5.1 1 raw2tiff.c /A7 2 IEAE R H 0k

i, ARG AT DL R 0 i YRS AR T HER 2 o D0 1, DT
HoEdelgs (DUHRRFF AR ) sin] e AT AU

CVE-2023-3618, 7 libtiff &3 T —A-Btfs. T libtiff/tif fax3.c
Hr Fax3Encode pRELAYZE X i i, ARpi 0 EiFf SO AT BB S EUBEE IR,
I BER L IR 55

CVE-2022-40090, 4.4.0 ZHir K%L TIFFReadDirectory libtiff # % #
TR, VBT SR O g 1) TIFF SO R 4 iRk 55
CVE-2022-34526, 7t Tiffsplit v4.4.0 ()_TIFFVGetField pR%iH & ik
Rt o IR Fei/r ey i “tiffsplit” s “tifferop” S FHRR A A 4 il
TIFF S 8dE4 k%5 (DoS) .

CVE-2023-6228, ¥ libtiff & tiffcp SCHRRT AL T —A R,
Wb PR ) TIFF SCAERTRES P BUEE THER ZZ o XU, NI B0 IR 7
ARt

CVE-2023-6277, libtiff Z27e9 7% LR . 17 TIFFOpen() API {53 —

MG ORE/NT 379 KB Y tiff SCHFRTRES | R 46 40 ik 55 Mok
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8.217. libtirpc:

@ B4 fd Biny A& (n]

O

@ B ATEIURRINAT

O

S MT PRI SEAR]

°
s

o
W

i cInt_dg_freeer (/5L ) i

I L AR S8 ]

o
W

8.218. libvirt:

@ T libtasnl F14adE iy libvirt 3 e ) i
® BET libvirt nwfilter IXah#E ) AY4iR,CVE-2022-0897.

@ (25 virsh i By HH e SO IR

8.219. libvncserver:

® BX 1 fiiH] OpenSSL J5uiit 5 AnonTLS k55 #is A fin g4 422,
® CVE-2020-29260, il pi% rfbClientCleanup () &t libvncclientv

0.9.13 fu & N FFt s

8.220. libwebp:

@ CVE-2023-1999, M il LU#i /1] ApplyFiltersAndEncode () ¥t
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TEHRE S B best.bw F4rAL best=trial #54. T VP8 it b i
FEARESR, S AMEHR R O, R4, AddressSaniti
zer B2 B

CVE-2023-4863, fAredfegevhiX iy, wufEdodis vl LS AR HTML

DU TR A A

8.221. libwnck:

B FTITN ST AR B ML m e 1, i IG5 PRI IR A L,

MRS RS, AR5 DR 2 I A B A ]t

8.222. libX11:

® CVE-2022-3554, /im/ximcp/imsClbk.c p&%_XimRegisterIMInstan

tiateCallback A3 W77l

CVE-2022-3555, xcb_disp.c 4 pk%t_XFreeX11XCB 45th, %24k dp
y IEAE S EAAEIIR

CVE-2023-3138.X IlkRg5#s Al LI XQueryExtension i& [FI{E , iX#-F:2 X
lib 5 A H B T 5 B 26 FORAFAEATT, Rk H e+ Displaystruct
A HABTR 7y, A2l IR Es A o BC R 5t

CVE-2023-43785, _XkbReadKeySyms ( ) H{E1Etk A7l
CVE-2023-43786, i1F PutSublmage ( ) EPAAZETCIIAR, FE

VEARHLUH FORFERTA Al IR RS, R4 RS5 .
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® CVE-2023-43787, XCreatelmage () W7kl b G2k is

8.223. libxml2:

@® CVE-2023-45322, use-after-free £4i%, XMEHRUELHE —NEANH

FEOTRT RIS, A tree.c U xmlUnlinkNode Hr,

AL IR SAXT fitfras A F P IR AH OGS

CVE-2023-28484, fi#frteedosziny XSD #=rl fess 73 NULL $54HHBUH
51H, FktE 2 segfault

CVE-2023-29469, xmIDictComputerFastKey ] fE£s 7= 2 A & B 1H
PNIDRS S €ghibe vtV e s 7 p IRy 1]

&5 kH:AF xmlStaticCopyNodeList H i1 Y77
CVE-2022-40303, 7Ej5H XML_PARSE_HUGE f#Hr #5106 30 15 10 F i
Fr— D TIR ARG XML SO, LA BEG R rlRE 2 . X S EOAE
LAt 2GB s & Uilnl s, 38 2 80T Bl b

CVE-2022-40304, F-ELTER01 XML 8L AT RESS IR 7525, T
RS BEUSSERY B R . fE—FEOLT, TLIG1&L double-free,
CVE-2016-3709, #2232 960f0e2 J5, libxml Hn] GEAALE R i SO AS Ui ]

&5 24 xmIHashAddEntry 2 iH7E xmIACatalogAdd & A 1 N AR

WM

&4 xmlACatalogAdd 1P A7 -
CVE-2022-29824, buf.c ( xmIBuf*) #l tree.c ( xmlIBuffer*) $#JLA4
S X AL B pRBCAK A B G H . XTRES T RN S A
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CVE-2022-23308, valid.c 7£1%4A ID #1 IDREF Jg&En] ig<: use-after-fr
ee

&4 i vagrind #z A9 % 4E7E xmIParseBalancedChunkMemoryRecov

er FRAER

8.224. libXpm:

CVE-2022-44617, MAbBEGEE N O H B ARw KK it SEsbfgtras
PRSI, I AT B S BOCKRIAIR

CVE-2022-46285, fi#tr— " ARICHITERBISCIFRS s SRS R &A=
PG, T ETCRIEER

CVE-2022-4883, MALFHLL.Z 8.9z MY A BISCHRT, 2% 2 FH AN
TR Y 2R R4 RN e 4 SO, K5 PATH BREEALR fOR A X SRy . XAl fiE

SRS PR RN PATH M5 AR ok s H ARy

8.225. libxslt:

® CVE-2021-30560

8.226. libyaml.

@ B4 T yaml_emitter emit flow _mapping key HiHESE whIX % )

i

% 286 7/ # 388 W



LTI SN 55 PR R ST V10 SP3 2403 AT

BE T yaml-emitter-emit-flow-sequence-item F 3Lz b X 3% H 7]

W

Hil

Axe)

8.227. lightdm:

s

BRI E T xserver

s

Bkl systemd-pam K33 lightdm.service B3 Res, HS:
# lightdm JCikJE3h user 4% dbus.service, A SEHFEFH
i) B xfce-polkit Ji5 Zhss

&4 lightdm iR [5] () PAM 314 J8 2 Bl A ] A

BEMERE &SP e, SCRVERT eI, R AR

8.228. linux-sgx:

CVE-2022-2068 CVE-2022-0778 CVE-2022-1292 CVE-2022-209
7

8.229. lksctp-tools:

libsctp #1 libwithsctp #si1 CURRENT REVISION F1 AGE configur
e.ac, 1&%& libsctp #l libwithsctp F4fifiZmis A<

libcnetinet HEADERS #'# [F] sctp.h, 8% netinet/sctp.h AKHf4ide
sctp_sendv #1101 %H sendmsg BIfEE., BE T sctp_sendv #{Zm&

HESR4
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8.230. logdj:

@ CVE-2021-44832, A& H & & SCIFA s 2 mT DI S0 2 i &0

JDBC Appender 55| JNDI URI #y%Eii—&(H, % JNDI URI
AT AP T RS .

&% StrSubstitutor.replace ( String, Properties) H#i A null B AY

H

FEET R Al

_—
W

B4 MapLookup 7£ DefaultMap Z Hi#r & MapMessage #[n] @i,

B A 22w 1/0 78 RollingFileAppenderBuilder H 8 5] B,

WM

s

&2 OptionConverter A/ it 73 StackOverflow %%,

s

ST AR RN HC B SR A A A e 14 1) A

&

54 ThreadContextDatalnjector #jtA1kyE4

&4 PatternLayout Hi DefaultConfiguration Jiit

8.231. logrotate:

@ 1B "logrotate JEZiiEHH H i SO & A AR 1 ) Jt

W

&2 "7E logrotate B AL E X, 4 prerotate HUITRIKES, &M

W

H A S i 24 " 1 1R
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8.232. Isof:

@ fiAIEEEFREFTELE X NE, BEMHA] valgrind KA U AR 4]
A AL (R IR AL

@ BIN T SCF-Fo el T EN S A B AN A T A4 TR

8.233. Isscsi:

® BE BHUEHN ZBC & AH H AT R/

W

™

@ B st hl AN, ShiE M NVMe Besrfefit -7 ekt , it Isscsi

-gb " i tH & — 2y

8.234. Ivma2:

W

@ BIHEEN dm &b/ udev PEERE R,

@ (5% MFE b report_command_log #'E N 1, AvdliH-S|--sel

WM

ect YEIH HELHY segfault A

@ 25 BB BB DX/ INFIZ B B DRI 22 S B A 41 2 I T) st

8.235. Ixc:

® CVE-2022-47925,
@ BK Ixc HHUE B R hiE SUIR) S
® HIRiFR inheritable capability (R, FIFEE T CVE-2022-24769
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L

W

&4 ops >N null Bf coredump [7]

B4 isulad 24 HtE AU REFRA Ixc Hitd sk n] i

WM

&% signed 5 unsigned type Z8AU{d A S AR E1,1E 0 ssize t SRR

WM

il signed #1 unsigned 281 it f Rl K

&5 device I BHEER

8.236. ml7n-db.

8.237. mariadb:

® /4% ALTER TABLE...ADD PRIMARY KEY 7E#47 ADD COLUMN...NUL

L J5 crash [a)/i;

i

&4 service_manager_extend_timeout()# i F A S 2 n) it ;

O

648 ADD COLUMN K kK DEFAULT {8 Crash fi)/a) i ;

&5 M MariaDB10.1 s FLRAH1 T+ crash [a);

T

W

52 Multi-pass K& )W H—26 redo H AR 2B ) &5

&4 FOREIGN KEY #1 FULLTEXT INDEX 9 RENAME TABLE Cra

©

sh [n) @i ;

ZRIRGMEE
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HEFUSIMESE

Mariabackup &%

CVE-2018-3282
CVE-2016-9843
CVE-2018-3174
CVE-2018-3143
CVE-2018-3156
CVE-2018-3251
CVE-2018-3185
CVE-2018-3277
CVE-2018-3162
CVE-2018-3173
CVE-2018-3200
CVE-2018-3284

B4 varchar (utf8)FBra | AdER I 1 IR ;

&% handler::ha_rnd_init(bool)4t 474 InnoDB, joins, AND/OR %%
Bt inited==NONE || (inited==RND && scan)Wi#nl#;

85224 LSN KT 4G i}, Mariabackup # D% InnoDB R 4i 425 ]2k
W) st

&% ALTER TABLE ... FULLTEXT INDEX

BB | A — L8 [m] 5%

REAUZ In) it 52

Mariabackup &%

InnoDB ALTER TABLE &%
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InnoDB crash recovery &%
Galera crash recovery 8% ;
binlog &4

Spider Hi % 3.3.14, &K —%& crash FIg LR ;

CVE-2019-2510
CVE-2019-2537

InnoDB corruption &% ;
InnoDB purge performance &% ;
InnoDB ALTER TABLE &% ;

Galera 8% ;

InnoDB: &3 MySQL 5.6.44 3| 5.7.26 #7254k, &5

i

Replication: &% slave crash;

CVE-2019-2614
CVE-2019-2627
CVE-2019-2805
CVE-2019-2740
CVE-2019-2739
CVE-2019-2737
CVE-2019-2758
CVE-2020-2922
CVE-2021-2007

T MariaBackup. Read-only replicas., FULLTEXT INDEX., ALTER T

ABLE. System-Versioned Tables % JiitfT I BUG &5 sife 7 ook
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CVE-2019-2974
CVE-2019-2938
CVE-2020-2780
CVE-2021-2144

&4 InnoDB Y4 FTS RHA FK SCHRIE 2 e Wi n]

1t General Server, Mariabackup. InnoDB. Aria. Optimizer., Repl
ication. Security £ 517 1 BUG && siahferudt, WiEE NI 5.
BRI 45

Events: &% T M Mariadb 10.3.19 #, 25/ T i HA KA server_id

(55 A B I BT FH0F ITE R, IR E R A ST R I 3T 5
CVE-2020-2752

CVE-2020-2812

CVE-2020-2814

CVE-2020-2760

CVE-2020-13249

InnoDB ., Replication. Optimizer Pl & HAb 7147 BUG 1&5& sishfgik
it
CVE-2021-2022,

CVE-2020-15180,

CVE-2020-14812
CVE-2020-14765
CVE-2020-14776
CVE-2020-14789
CVE-2020-28912

CVE-2021-2194
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BEAALEE L key _column [not]AERALFEIM 1 ( K H %L ) 2
FER I N A7 1Y [R]85
# M PHP PDO. mysqlnd. mysql-connector-python in]@ifg 5 .

CVE-2021-27928
CVE-2021-2166

CVE-2021-2154

CVE-2022-21451
CVE-2021-2372

CVE-2021-2389

CVE-2021-46658
CVE-2021-35604
CVE-2021-46667
CVE-2021-46662
CVE-2022-27385
CVE-2022-31624
CVE-2022-24052
CVE-2022-24051
CVE-2022-24050
CVE-2022-24048
CVE-2021-46659
CVE-2022-0778

CVE-2022-21595

B2 b —AT3hiz1T mariadb-upgrade i) fH 2 [A] &
CVE-2021-46665
CVE-2021-46664

CVE-2021-46661

CVE-2021-46668
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CVE-2021-46663
CVE-2023-5157

CVE-2018-25032
CVE-2022-32091
CVE-2022-32084
CVE-2022-38791

InnoDB: & & f#i ] SYSTEM VERSIONING H ) Full-text index [A]f#;

B2 5512 31T slave FEgi[A] &L

CVE-2022-47015

8.238. mate-desktop:

W

® &% valgrind Ki#r kylin-control-center A5 PN A7 it i [n) &1

@ BEHMAUIE A A B b 3R]

O

® 4% multipath-tools-0.8.4-6.p04.ky10 H#H 4 mate-desktop #%&

W

7
et

8.239. mate-indicators:

@ MBEAEFLNIXT, HI BRI

8.240. mate-power-manager:

W

@ BETINIHStHHER error {5

8.241. mate-session-manager:
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® &5 1SS mate-session XT [ 5 0T8T A YEATAb B[R] i

\

® BEiEIRNM4A gsettings set org.mate.session idle-delay -9999

N

AT LI AN 1 ) 7

8.242. maven-surefire:

® [BE N maven-shared-utils F-2% 530 ) 4152 W ) fi

8.243. mcelog:

@ 12X sysfs.c X} read_field piiHh buf R KEERE L. iHIEREARRE

TR KB TRl

8.244. mdadm:

@ &% --monitor -r B4R

® BEHIT mdmon md 4 5% crash

® &% NULL ptr 5| HFAAE

® 144 mdadm: ARFTJFHT CREATE fil ASSEMBLE /i) md % # 7 i
@ B4 2 Miginh X AR,

52 strcpy AUZE RIX K/ VEE

o
W

o
W

& set_new _data_offset H41% 11 “goto”
® &K RAIDS IHHER M

@ superl: B&E 1.0 u¥#En data offset % & .
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@ raid6check:1&4 valgrind #3077
® Grow.c:EE RYIUR I AR 5t S PRI A 1%

® 2% superl.c KM ERFT T

WM

8.245. mesa:

@ EENAFHtEE BRI SEAI,

8.246. microcode_ctl:

® CVE-2022-40982: 7rAurip/RAbEl e iy e 08 i fAT BoC S T
J& , AR REEHPIRAS TR R A5 BT e SRV 2at B0y Btk it FH P 3 o A i v
VIR SR

® CVE-2022-38090: 7effif{¥i4:/K® Software Guard Extensions I},
FEegeR /R A F T ) R IRRR AN Y, AT RS ARV RRAUT P d e A e U
[EESTIEYSSiiv

® CVE-2022-33196: ffiH74/R® Software Guard Extensions ff,
FLEETR R ® 0 ® b BRAS ARS8 YA i A IC B O BRUEURAS IR 5

X AT RE FRVFRFAUT P i i A 5 R S FASCBR T2

0

® CVE-2023-23583: ALFHENTEA T & SEOELLI /R ® AL HR A H B A1
720, FTRE A4 B Oy B0IE 1Y FH 7 38 3o A Hb 5 1) 52 PR BR T4 F /sl 18,

itk 5 A/ B AR 4 R 55 o
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8.247. mobile-broadband-provider-info:

@ B rhICRIA]E

8.248. mockito:

@ BE T mockito 7£ x86 ZEAa I A7 A BR AN 2 FH 451 2 i ) st

8.249. mod_wsgi:

® CVE-2022-2255, 7 mod_wsgi R T — . X-Client-IP #53k
A MAZAFATE AR PR, NI B RE K X-Client-IP #x

ALY Hbr WSGH W HTRT

8.250. mokutil;

@ [B&KE T delete_data_from_req_var il mok_get_variable FllER%HE A
A7 1 (7] A8
® BEMHEI cd:f:g::hi:Impt:xDNPXv;

@ BHEMSITZH RS

8.251. mtools:

@ BN ESCHFA X R/ANG [l

WM

WM

® B iconv PRET 4R,
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AT EER T B ) B R

°
s

52T mcat HEGREMERIT N

o
w

&2 mformat (1) format_xdf a1 75%

o
=

WM

® &% mcopy Yl

@ AT U REMERIT

8.252. mtr:

@ BE mtr Lk % ipv6 19 udp Fd o6 in) i

WM

8.253. multipath-tools:
@ CVE-2022-41974, F% multipathd Z50UlF &8 Ll & mpathpersist
A AP T L g 1)

® 145 multipath T 1B H 55 114 a) 5

WM

5T remove 541 [8] B i 1]

o
W=

8.254. munge:

@ 145 T root B 17K A 4k i ] 5t
@ BE T Hisize t ptrigfl#Hs M big-endian 5%

8.255. mutt:.

® CVE-2023-4874
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® CVE-2023-4875
® CVE-2022-1328
® CVE-2020-14954

8.256. nagios:

@ (ka4 “/usr/bin/cat /tmp/checkout2”, &t ZREFK A G, Rk

55 4 R AT 5

8.257. nano:

@ (2% rc Uz AT L AYBUAR S

8.258. nhasm:

® 41F help info BIfF & ;

® CVE-2022-44370
® CVE-2020-21528

8.259. ncompress:

® BRI maxmaxcode B HHE 0 Hi R

@ (D fd MtER A

8.260. ncurses:

® &% CVE-2023-29491
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8.261. net-snmp.

® CVE-2022-24805, NET-SNMP-VACM-MIB 1% & H A7 1 [R]

® CVE-2022-24806, &5 i ANKIIEF

CVE-2022-24807, &5 W1Eks HIn)

CVE-2022-24808, =454 fif#5 | HIH

CVE-2022-24809
CVE-2022-24810

B& IF-MIB #H3: £ a5

CVE-2022-44792 , 5% handle_ipDefaultTTL fhAyzs 84151 H S5
P 9 15 114 ] 7
® CVE-2022-44793, handle_ipv6lpForwarding Fiyzs a4t 51 S5
TP 0 15t 4 7] 3t

@ BE XN key J& null B GIHLH P 5% [a)

8.262. net-tools:

@ BEHILKEN 15 B ifconfig Wiz

W

8.263. NetworkManager:

@ (&% nftables: 7& x86/arm/loongarch ZEk R, ERIART KEEE T H Y |
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ptables, NetworkManager BCATERLR: K3 T AT LSS, ASCRE nf
tables & BB kil

® 144 pause IjfiE: 7F x86/arm/loongarch ZE44 T, fRIAA 24 nmcli
il sh MR pause BEIIRE;

@ BRIRIEIAIIAE: 78 x86/arm/loongarch ZU T, (RIAASHF nmcl
| P R sl R R IR A I RE 5

O BEIEMEML U N R RS, A nmtui T HATIF MR B0E e
SCRRAS , BT R I 8 AR ROAS SRk

® (4% dbus k55 ET NetworkManager R4 Joik H 3 3h;

8.264. nfs-utils:

@ 124 nfs_blkmapd {5 1L H AR DR

® [BX systemd EHX PID SO M)

WM

8.265. nftables:

s
il

o TR B S EU) 7 15t

W

® &% parser_json 7Ef#NTix & BT, 7E netdev ZWEIE T AW 45 5 g b A

map FHErE bug.

8.266. nghttp2:

@ CVE-2023-44487 HTTP/2 UMY A F i & 1% RST_STREAM ijiiisk

% 302 W/ # 388 W



LTI SN 55 PR R ST V10 SP3 2403 AT

RN BRI Z BT o IR DI ARTF % 7 i B 5 TR B, X
ol BRR O PR
® CVE-2023-35945: HTTP/2 ififtfai 6 LR 55 #1210 2] GOAWAY it

) RST_STREAM B+ i] RE T 558 % Sk B R ik 2544

8.267. nginx:

@ CVE-2022-41742: b ngx_http_mp4_module Hf7ElRiH , 1]
U] RE VAR M i - S BCTARRERR Aot B (0 FH R A0 S s A S
AR S TAEVERR NS ; 24 nginx MEEEHE B ngx_http_mp4_modu
le, JFAEAEll &SPl ] mpd 380, Boadi &l LA ARl A sl i At
AT

® CVE-2022-41741:NGINX 7EEi ngx_http_mp4_module H777ElRTR ,
AIRE FLVFAHB I B IR NGINX worker PAF, 5 FH 45 il i3 A sl 4000 SC
S B s AR R AR . 24 nginx M EEAYAHES F ngx_http_mp
4_module, FFAERCESCIFHMHT mpd $5-mF, Boki & n] DI Sy
D] FH A ) e A e A SR A T s

@ &% include #547E if Ml limit_except Herp ARH R FH 14 ) 5 ;

® &% ngx_http xslt filter module fiingx_http_ssi filter module Z5#%

Herb i) ) 8
@ CVE-2019-9511
@ CVE-2019-9513
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CVE-2019-9516

B4 gzip AT RETE H A& B zero size buf B4,

&7 SMTP LB ] resolver 5§41 5| & worker 2 segmenta
tion

&4 (diFf] HTTP/2 it worker_shutdown_timeout $54-a] REJCE: TAEAY ]
i

B H ] HTTP/2 It proxy _request_buffering 4 I fig5| % worker 3

& segmentation f¥)[a]

&
RO

BEWUZ PSR B return 464 B R4

\<)

W

SR URI R R IHE SUFAT AN S8 Bl 20 5

s

& URI REW/F0]. NG —[n) i

s
il

merge_slashes il ignore_invalid_headers 54 H )] i ;

s

52 rewrite 1575 N0 B I 2 45 B AT RES | A BURR DR A [R) A5

&5 break 84785 alias $§45(#& 7 URI (1Y proxy_pass 54 —I[F/{# H

WM

FIRELL G| A& BUAs 1R Y [n) et

B2 7E SSL 4P AL B pipelined TR i BEEA I Y [R] e ;
B HTTP/2 B de [AIf_points 54 H (14 ] 8 ;
&5 Transfer-Encoding i =K Sk # Z #& 14 [n) 1 ;
& di ] HTTP/2 socket itk ) & ;

Al H] OSCP TAf#ERR nl REBLEE R Y [R5

WM

&% ngx_http_mp4_module (] ;

WM
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&% error_page 1847741 494 F517264°4 400;

WM

B AE njs BLERAN aio 54 FP I TR &4 socket itk )i ;

W

=

5 2418 H gRPC J5 v TAER Rl BEH B “upstream sent frame for clos

ed stream” 5111 [R]

™

& resolver 54 K38 OCSP n] e 45 AR]85

BEME A IEE HTTP/2 preface &4 A0 55 1Y 1) 5

WM

&5 SIGQUIT MM BA MERMER unix BTN ERET . WAREKER O

W

(%) UDP e . {fiFH SSLALH uwsqi 5 i il REASAL AR 45 ) 5,
B4 ssl_ocsp F8AFEIRAL BRI Y [R]85,
BE1E XFS Fil NFS SCIFR S8 LGS ST R/IN T RET TR BR 1 ()

&2 memcached IR 55& [aI4& AR Y IR L AT 5B | & “negative size bu
f in writer”

{7 ssI_ocsp #84 % A= A7 T i )

W

&

G RN AT BEF 2k “zero size buf in output” &5 Al a] it

&

HAEAF B AR/ large_client_header_buffers #J g
SECBUE R ]

&5 SSL S rTREJCIE T AR AY Rl |

W

™

52 SSL_shutdown ()42 1 2 4 [A]

W

&2 7E in the ngx_http_slice_module il ngx_http_xslt_filter_ modul
e Rk Al

B MG us g 500, 502,503, 504,403,404,5% 429 i} stale-if-er
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ror ZE A7l Rl st s v FH ) 1) 5

&

EalhEH P “cache file ... has too long heade” R4 a) i ;

=

#2 SSL_shutdown ()42 11 2 W 1 [i] 5t

&

5 BRI SSL shutdown ASFAE FH i 17) 5

&2 i H gRPC J5umbf nl g Bl “upstream sent frame for closed str

W

eam” fiF R A )L
642 24 upstream iy server Bibric N “down” i B “no live upstr

eams”"#51R IR

WM

AT HTTPS IFy™ A= BUR IR A4 1] 5

&

2B HTTP 3R S8 400 4512 L) ) ngx_http_flv_module il ngx_ht
tp_mp4_module A ] 5

42 return 845 image_filter 5§ xslt_stylesheet 54 [q]f}d AT HE
AD R AL AN TE £ 7] 5

&5 nginx %A ngx_mail_ssl_module JGiH i ) 15 ;

WM

WM

&4 8 gRPC Jmimal fEr=/E “upstream sent response body larger
than indicated content length”4i%AY A4 ;

B % P T34, BEH T keepalive timeout 33 nginx Al fEA

KA L[] 5

B4 nginx 4% auth_delay 1 limit_req delay % P 24560 1%

AR TCTRAGI i )

CVE-2021-23017
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{65 1 F s P T SSL 75 kAT il hy 25 g Al

W

652 FE43: 18] GOAWAY WU gRPC J i T A A i i

WM

& 1f ] select. poll B3 /dev/poll J7iEif gRPC J5 & SSL &4 7] fE ha
ng {3 4[] 5
BTl B gnfisint $content_length 255 i [a)

BE A HTTP/2 1 aio_write $§4-HHEK Al fiE< hang 1/ Al
CVE-2021-23017

5 A B E [l A A 5% R AR AR IR AT R TR) A

WM

B2 BB SR Fhfdi ] SMTP 8718 n] BB 20Z 3 B4 A Y R A 5

&

I HSH SSL Az HE AT E N2 [ ) A

s

S URI HORBRE R 7445 1 ) 7L

S

A3 GOAWAY Mitf5 gRPC J5 i 452 1] BEVEAT G 1) [ A 5

s

i SSL #2FJ5 stream by SSL 42 rl fig hang 1Y [R]#

W

& 1f ] select. poll B3 /dev/poll J7iEif gRPC J5 & SSL &4 7] fE ha
ng YAl
Bk Content-Length B i HTTP/2 % 7 iid =K B2 5 2 i

FERYn]

W

&5 4y Pt imgmigrh $content_length variable 78 & (147 15 ;

™

A HTTP/2 il aio_write ¥4 &R ] 68 hang {34 &

&

4R SSL Y HTTP/2 F{#if sendfile =% aio 54 1 fg4: hang 1: )

[
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8.268. nodejs:

CVE-2022-43548-pre-1.patch, CVE-2022-43548-pre-2.patch, CV
E-2022-43548.patch, 7£ Node.js fifc<14.21.1, <16.18.1, <18.1
2.1, <19.0.1 HFEBRER G AN, X2H T IsAllowedHost
SN R FE, Bk IsIPAddress £k Sl F SR E Wi 1) DBS ik 2
RIS IERRS AR 1P Hibk R ICRL, PR S 58 ;
CVE-2023-0286, 7t X.509 i#i HAFRHAFTES X.400 Hhtik b FRAH G 12
TR IE I o Bl n] RE SRV ZORHE B Ae L8 45 mememp JAH], il
AT REAS TN A7 A A B S Tt PR 266 AR 55
CVE-2023-0215, BIO A WHMxBA BAERRTE B, I8 LAY BIO A735%
PR BT 0] ST  BE A% BIO NG ST, W R & #51E BIO LA
F BIO _pop(), M2:% 4 use-after-free, XAR T RESEUH B o
CVE-2022-4304, 7 OpenSSL RSA i85z B A7 — AN 3k T2 it i
fRif, ‘B /2 LITE Bleichenbacher It il ad M52 A 3C . A T SEBLAL
RIS, L LNRENS K ik R 2100 S R T o
CVE-2022-4450, JMH#H ATTRBOX LS X A LI —4 4 0 77
AR BB PEM SOk, EXFMEA T, PEM_read_bio_ex()#i& il —
ANRIBACHS, ERRE I — 95 ) & 2B 2 nP X 148 1T header 24,
AR FH A MR HOX A2 v X, TR 2085 i HE BURE L o 3 AR P RE- S B2 5 Aot
XA RERICGE F AN, A A RE D SRR RS PEM SCHFSEA TR, LASEEL
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TR R 55 ek

8.269. nss:

@ BES A pkcsl2 iyl

8.270.

ntfs-39g:

® CVE-2022-40284: 15k libntfs-3g/runlist.c X, 7EfifIRisfT3)FmHE

YR/ NIBTT B,

8.271. ntp:

8.272.

CVE-2020-15025
CVE-2023-26551
CVE-2023-26552
CVE-2023-26553
CVE-2023-26554
CVE-2023-26555

numactl:

o

W

WG IO 181 T BUIs TH11 3R

&4 T i FH“--touch” BT s f14) A 15 7] A

1E 52 fet P AR A% Bsf 1) 43 BUR R 5
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8.273. nvmetcli:

°
s

2 Test invalid_input 7£ py3 Jig[n] i ;

s

@ B IRATAR 24 PRI AN IE A )8 5
ik

W

o xrange 7£ py3 f#H ;

W

@ BIEPFEENR;

8.274. opencc:

@ B rhICRIA]

8.275. openhpi:

O® (RIS H Bl S SR M)

8.276. OpenlIPMI.

@ BEHITipmi_ui -c smi test i}, E#E quit &H L coredump Ay A%

8.277. open-iscsi:

® &% iscsid sFiitRE oom_score_adj ik B AS I ]

8.278. openldap:

@ CVE-2022-29155, fiftd sql i Al
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@ CVE-2023-2953, fifthas 8l | Hln) &

8.279. openmpi:

@ MBI java-devel BUH java-1.8.0-openjdk-devel fif kg ik n] i

8.280. openpgm:

@ BE RS R LR

8.281. openscap:

®  kyinos Hii cpe {55, VMHFATIHH RN IEHE, i ] scap-secur

ity-guide (1) 22 e LA e A AT 45 SRAR S (1 )

8.282. opensc:

CVE-2021-42780
CVE-2021-42782
CVE-2023-2977

CVE-2023-40660

CVE-2023-40661

8.283. openssh:

@ MBEEZEIT ssh o scp EHH BV E % F LA B RER .
® CVE-2023-38408, zlmi{l# & openssh #&{lLf¥) ssh-agent TifE, 4
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Rl T ssh-agent ifig, il Moo ae g I 55 Lk
KRBT, ST AK W EIN SRS, it Hiz1T ssh-agen
t 1% FH P B A SR AT R AR

&5 ssh-agent TEGS NS B 19 B A Bl 2 [ 7

CVE-2023-51385, /L840 T, R HGE# nl AE e il il 0% she
| TEFARF R P 2 B R B A (B Y%u., %h) SBHITERIRAE
CVE-2023-48795, i TWIAHRIFH S, Tk #5nl LU R 421
E FRRIRIHE, AL MAC ),

1852 ssh ImREZEREATH] kex BT A7E YAt KUK 5

8.284. openssl:

B SRS | R BN B R

o

W

2 evp_EncryptDecryptUpdate H i3580

W

SRS TR Coverity oRFIIR LT EHEBUR ]

&5 A4 H T B Coverity 1498611 #11 1498608 A tiA1kisz

g ) R
L A4 TH Coverity 1498607 R4 4k fk (B4 ]

W

% OBJ_nid20bj Hia | & st i ] i

W

i ssl_security _cert_chain H##4 fii5t

W

i EC_GROUP_new_from_ecparam HkE XATHh
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s

2 ec_key simple_oct2priv # ) A

&

5 asnl_item_embed _new Hri i

=
RO

CBC_MA 21717 32 it it

&

& crl_set_issuers H A7

B5 aarch64 ErSEEARES MY R8T,

W

itk 1 pkeyutl FFEIEA RRAS_E 15845 < W L RE )

CVE-2023-5678

CVE-2023-3817

CVE-2023-3446

CVE-2023-2650

CVE-2023-0464, CVE-2023-0465, CVE-2023-0466
CVE-2022-4450, CVE-2022-4304, CVE-2023-0215 and CVE-202
3-0286

CVE-2022-2097, CVE-2022-2068, CVE-2022-1292

CVE-2023-5678,f1f DH_check pub_key 7l DH_generate_key H %4>

8.285. openvswitch:

W

1642 ofproto-dpif HHH1EAE A7 I

142 ovsdb-client ik P 7ELE 1R

N

&5 ofproto #itkd dpif sflow_actions sRECTAIPFE FER;

W

fitk datapath itk dpif_execute() pR%LfY ofproto_mutex /i I [n] & ;
i B IR AR B RE e xlate_table_action() sRETE PAA T 72 Hh 8 3] 4l it
WA IEHh LK 2 1) table_id (R ;
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W

52 ovs_key_ct_tuple_ipv "&b 45 INAX AR WT b Ak TR)

W

i dpif-netlink b i T R TR IR 5

=
il

dp_hash A recirc ZifEA MR RE M E R 1E datapath 1 ICFRAE
I B E T )

&5 Netlink 1 2 A A0 5 i R A4 P B5cdla It 9079 JE. G b DX i o ]

W

s

52 ICMP 4 B IREOIRAS AT RE AT B E A IS B ICMPS_REPLY (1)

&= decode_ed_prop() PRE(EH /I ofpbuf TIEEHE;

CVE-2015-8011
CVE-2020-27827
CVE-2020-35498
CVE-2022-4338
CVE-2023-1668
CVE-2023-5366

8.286. opusfile:

CVE-2022-47021, opusfile.c "iyk%k op_get_data #1 op_openl
R T — A fR e IBUE G | FH IR)

1B BB Ao EHME pem_total+diff %t 64 47 int F95E IS Hi A)
]

R o188 /e (H 2R A

8.287. osinfo-db:
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® 2% cockpit G HEML™ M AL IE B RPN )

W

8.288. pam:

® IMHEMBEE, SO, BT
@ pam_unixf&E T CVE-2020-27780 -4 PP AAEALE H. root B 5 h2s I 4%

IR ]

8.290. pbzip2.

WM

® 14X pbunzip2. pbzcat firA A Al

8.291. pcp:

@ (55 T pcp ${iEMY dstat Ay 2 Ak H AR Y ) 5
@ IR LRGN T AL 1Y )

® BEMHT IPI0 FB 552N coredump [l

8.292. pcre2:

@ BB I utf i ascii BLiRZE Ay TCA VT AD
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@ BIICREIE AT VE R Ay ) i

W

S JIT H i U ]t

o
w

ST Hey A B A i [ A )t

o
=

@ BN

W

® CVE-2022-1586, unicode J&{4: DL o5

® CVE-2022-1587,

8.293. perl-Carp_Clan:

@ BEHEIR test FFIK warning $7R

8.294. perl-Crypt-OpenSSL-Guess:

@ f#P OpenSSL %A 4% Homebrew 4 g/~ AT RE K 22258 A2 1 1)

il

8.295. perl-Data-Dump:

® BEETATH I NaN"HZRIMIHE y str 745 Ef Al

8.296. perl-Data-UUID.

@ il U A, Gl ] C AT H

8.297. perl-Date-Manip:
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@ &% Date:Manip::Recur pR%s H A% n] 5

@ SRAIHRER

@ (&% Date::Manip::Date::list_holidays 77

8.298. perl-Encode:

@ CVE-2021-36770, *J Perl5 #ER 4 i H sk BA S U [RAU M #E4 7 A 4>

AT

8.299. perl-ExtUtils-CBuilder:

® (&5 1 Base.pm iENFik=

8.300. perl-File-Listing:

@ &5 %) 2038 4F H s i h]

8.301. perl-Getopt-Long:

T—> bug: H— A s % B HARE RS, 255 Perl

Tty BUESCN B SEBR AR R B

8.302. perl-HTML-Parser:

@ &E eof FIMMEARIEIEHN R 7F eof fHT)S, Parser.xs JoiEiH ] SPAGAI
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N f [

8.303. perl-HTTP-Cookies:
® BEEA I HttpOnlycookie i FHLA AT N L) #HttpOnly ,HTTP:.

Cookies:: Netscape [1[n)

@ BT PiEL I E max-age R HLE S A7 SR MG I AR FisH A B4 7]

il

8.304. perl-HTTP-Message:

® (Pt HTTP::Request H uri_canonical it ()it

ZTE MSWin32 Lf#if Use File::Spec 4[n)/i;

W

@ |

W

o 2 HTTP::Request::Common i/ H i) sl

8.305. perl-HTTP-Tiny:

® CVE-2023-31486, ek TLS FilE, BRIHM TS ssl & thfE

8.306. perl-libwww-perl:

@ HUBTRF A SO HB I ) et i 1 B (5 S, A Ot SRR AR Bz A

@ 125 redirect.t FIfH BY— 28/ MEES I eIl

8.307. perl-LWP-Protocol-https:
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@ 1&1F copyright 4E[R

8.308. perl-MRO-Compat:

® &% prototypes J7ik

8.309. perl-Net-LibIDN2.

W

SRt A 8 1 0 5

TRk

e
=

I

8.310. perl-Pod-Coverage:
@ BEZRFhIERE, Jusr/share/perl5/vendor perl/Pod' /usr/shar
e/perl5/vendor_perl/Pod AN ZiZEMARIEEEE, 21 perl ZaaILH]

A

8.311. perl-Pod-Parser:

@ BE R I n)E, Jusr/share/perl5/vendor perl/Pod' /usr/shar
e/perl5/vendor_perl/Pod Nz MA EEEE, £Z21 perl Za L]

A

8.312. peri-Pod-Peridoc:

@ BE R hgEn)E, Jusr/share/perl5/vendor perl/Pod' /usr/shar

e/perl5/vendor_perl/Pod Nz MA EEEE, £Z2 1 perl Zai L]
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A

8.313. perl-Sub-Name:

@ RIS "DPPP_my croak xs_usage" K& X[n)H

8.314. perl:

® CVE-2023-31484
® CVE-2023-31486

8.315. pesign:

® CVE-2022-3560

@ B T HBAF % “bad note description” 4tz i R)

@ BEIFPEEEIR

8.316. php:

O® FARIRICIE RGN BRI AR 484 B g P S A AR AR s 368 3] i Rt

@ (Y phar il R4 LIPS S I Hb g 45 quines gzip SCPRKE S8 o R
(BN

® B X B IR BRI MR R 7]

@ (2% PDO:quote() Ak i s

@ (25 HTTP K B il o i i 22 5 2 iR 55 146 ) 73t
A
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A5 S ) B 55w it 8 31 DORWIARALRI AT | BT IRS5 A A 2 S 27
J7 i 14 B A LS i) A

152 PHP R B AEAT A SRt 5 ) L

B2z phar SCUFI Sk g2 X i H 1R] e ;

1B 52 %0 BR A AR IT BRBU I3 E 1) 22 1 XK/ NS B R 3 AU a5 1) 5
oA ) Al 5

&% 4 password_verify () sRiiiE 2z — 20k Blowfish I /0 550

A SR FRVF I A% H AR AT B A A7 A4 A ) A

8.317. pinfo:

fig ik filehandling_functions w4405 817 sl RS RS IRIE B
[ i)

fifRk video.c 2 regexp VCRCH =S FAF R I 23 TCRRAGER Y 1)

M52 BRI AT I3 1 SCPRIR 25t BB A DR Y ) it

&% ncurses autoconf Il H A EEZ IR H PRAS LY [R) R

8.318. pixman:

CVE-2022-44638, &% T pixman_sample floor y s,

rasterize_edges 8 H{F1EHUALE AR

8.319. pkgconf;
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@ CVE-2023-24056: 1T libpkgconf/tuple.c Scf:d %k pkgconf tupl
e_parse HWRIERK A, AR EE e FETCIRFA Y R, ElZEpIX

o

8.320. pluma:.

@ (BE /RTS8 i s iy Al

8.321. pmix:

® CVE-2023-41915

8.322. polkit:

@ CVE-2021-4115, sVFARRAAUH A s i #ER SO IR AT R 32 polkit A7

8.323. poppler:

@ CVE-2022-27337, &% Hints::Hints sH7EfE— B4R, X i
e & fE s 1 MR E ) PDF Uk & a4 IR %5 (DoS ) Mk ;

® CVE-2022-37050, PDFDoc::savePageAs %k A iF It il id f 1 —
A~ PDF SCUSR 51 & FH4a IR 55 Bt

® CVE-2022-37051, pdfunite.cc ") 3= o B0 SRAT A SO 2 Hip ik
TR, RS AR, ST AR R 55 Mot
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@ CVE-2022-37052, —/~1[iAHY Object::getString i A markObject
M, (Bt eSS | K4 26 ik 55 Yot

® CVE-2022-38349, 7t Object.h HHFE—NTEMK T, X&FEFEL4 R
%1it;, -k PDFDoc.cc #11¥) PDFDoc::replacePageDict pREERAT
A Z Firdf ks A

® CVE-2020-23804, 7r poppler 0.89.0 A i pdfinfo #l pdftops /1,
FEAEAR S 1 28 U )t

® CVE-2020-36023, iZlwiF¥R T ilAG 03titr PDF SCfFilsd FoFiTy

pelC::cvtGlyph 77T i siidhgs ik 55 Mok 5

8.324. popt:

@ [B5X} poptStuffArgs jEtf7 I AN 24 b Bk G PN 7731 %

8.325. postfix:

@ (2% postfix f 23 A7 r a8 il SO R

8.326. postgresql-jdbc:

® CVE-2022-41946, Wi AmAKT 2k, WI{HH PreparedStatement.
setText (int, InputStream ) i} PreparedStatemet.setBytea (int,
InputStream ) Ay FALBRTE AR — MmN SO, 6] — 288 Ry AR
A EEECET]
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8.327. postgresql:

@ CVE-2021-20229, iX/RFESLVFxS—51 BA AR A - A — e

AT, IREERI A, XA 0 B R U DR

CVE-2021-32028, 7f postgresql F&H— k. 1 INSERT ... O
N CONFLICT...ZE— LT 1HIfER R LidT UPDATE fin4>, £t B Jiik
FORSCHE F2E P P 0T A BOIR S5 28 A AT R 21 o T 4y e A 2 i 1

PLEE

8.328. ppp:

® CVE2022-4603. pppdump/pppdump.c &%k dumpppp fE7ENR

i, 2% spkt.buf/rpkt.buf AEAET] iES SRR R T RO UEA IEHf

® 25 1T ppp MimlcE A Uk ik —Ir iy IP sl A &% A S /Y IP ik Y

FpkSs B )

8.329. procps-ng:

CVE-2023-4016

8.330. proftpd:

&2 ¥y %E--localstatedir Fg & eI 1) {4 F
6452 T TLSv1.3 A& RSCHFR FTPS ()it
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® BKE 1 From 54 IPv6 Huilpg4b 2

S
s

.
T H ORIV AER Fr i [a] )

o
w

@ B 1 Hdn ki e RS e R

W

@ HIMERINGE libcap, JFOUKEE RGHLHAERY libcap, f#k T mod_cap
HSEEUR R AR, Y libcap FERT AR, MIEACASHE ProFTPD 42 H 3
£+ mod_cap Fitk

® CVE-2019-18217 -&%& 1 HUAUELHEE LR 55 [

® CVE-2021-46854, 1.3.7c Ziijhy proftpd H'i) mode_radius i RA

DIUS 55 fwilltie A7, MBS T 16 4Tk

8.331. protobuf-c:

® CVE-2022-33070

@ (it T parse_required_member sREUICAT S HI S H I,

8.332. protobuf:

® CVE-2021-22570, Y4547 A proto {55 WY, Nullptr #8428 HL
51 H . proto 17 5 fMtrsiie, FEAEAMET R B REHXT proto 3¢

2 IEH . BT proto {55 fresi, XS nullptr,

8.333. pulseaudio:

@ i M\ gnome KIE ARG shA}, pulseaudio T gsettings-helper
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B coredump [i] /81

8.334. pyflakes:

W

BEIAMER AR E LY qualname £ 75

s

I8 FEB R 1 R BHE (TypeVar. NamedTuple. TypedDict. ¢

ast)

=

S 5 HAAN s AR 2R ) @overload #aill

&

XI5 R @overload Kl

8.335. python2.

CVE-2019-20907, Lib/tarfile.py SCHAFFESR ASiEs R InI , 1% TR VR

F_proc_pax ARk ik

8.336. python3.

CVE-2021-4189

CVE-2022-0391

CVE-2015-20107
CVE-2021-28861
CVE-2020-10735
CVE-2022-37454
CVE-2023-24329

8.337. python-attrs:
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T @attr.s(collect_ by mro=False) &%k, R E N True, NAJ
DI MBI Tk

&5 T ValueError: Cell is empty &%, %45 5% 0] B & A 1E — 2655 LK)
BGNEDLT

BT UBOMETCE B S == ST B (Bl numpy %4 ) 19 au
to_attribs [ =,

B2 TAARSCH:, LIFTiE mypy A9 disallow_any generics=True £
IR R

B2 T4 slots=True Wi & I EIRIEAEHOE IS IR IS SRS R 51

itk s T

8.338. python-blivet:

IInfE F xfs_repair KA fE 2 XFS (1) #5
bug B .

1B 52 A 22 AR 0 v SRR

WM

s

e ] brifs | i MR 5
T

s

2T test_action_dependencies H' LV f/N K/ %

s

5 T #E action_test " SCIF R 48 S Y R)

W

S0y XY AT i R/ N g

W

2\ sysfs BEBUERIE A HE H B UnicodeDecodeError

W

2 DM SEREMERS RS
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s

52 MD s S HAr X2 BR# T (virefny)

B2 LI EURAY sysfs et
1B52 T 2 AL BT e A A TRl et

P L

4T,
Mo
=
Py

BE T srpm Fil rom Makefile H¥r i tarball 74 5 in)

S

&5 115 collect_mbrs HiRK ] fd i #AY UnboundLocalError 4

W

S

il parted &5 4y X R A& 5 )&
1B T 2 Bz #5101 H AR5 B
&5 T Anaconda fJ“suggestion _container_name”

B4 LVM VDO B4 1y R

S

s

& LVM VDO 2512 m

s

2 T 7E SELinuxContextTestCas Hi5 & SELinux #5 i 1 h) i

&5 MZEAETREL LVMPhysicalVolume 1% PV = B 1 ]

WM

pylint:#&5 get_cow_sysfs_path i) 54 744
pylint: &= 35 b ZA- R A e
flags: &5 it SCIFR T

BE 177t libblockdev 2.23 MHEFEA KA LVM VDO 7§57 ]

W

W

2 ActionRemoveMember TR KAy

W

2T HFRERKAR BIOS IR3h# Z AT &

WM

B2 /15— e S AL
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® MBEIIEIHI LVM PLir i) n) B

W

2T lvm_test H{ii ] assert_called_with A9[n] i

o
W

udev Hik Z M H &

L
W
RO

o
W

ST R R pylint B

S sysfs J& Pt a] fE i ¥EAY UnicodeDecodeError

°
s

121217 BlivetLVMVDODependenciesTest iz FH i I FAR

°
s

8.339. python-bottle:

@ BE Ltk file Az

8.340. python-certifi:

® CVE-2022-23491:Certifi 2017.11.05 %] 2022.12.07 MALFERIEh
Y& Al X A A A AR A 1 “ TrustCor” Al BRARIE S5
® CVE-2023-37920: Certifi 2023.07.22 ZRiAAEFEE RO vE 7] i T

IR T e-Tugra AUMIE-BA7A7E 4 4w .

8.341. python-cryptography:

® CVE-2023-23931: ciphers.py 3¢+, _CipherContext 25 update
_into JrikHEZ LG v X ML) Python %14, {H AR T AR 1 52 o
X, B ARVFATAESTS (40 bytes ) #2485, Mifiik iz Python AYFEAKL

W, SE R
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@ f#ULfE backend.py CHFREAIEBAYTE O F Nz pkes# 7 Fudish fa ity
& EXiOFEE 1z R TN
@ f#YLE backend.py U YNk pkes#7 BARLEA G HHGR Bl —A4~ %3

RN H S BRI

8.342. python-dasbus:

® B — DBus JHF#EIHE R % ) BUG

WM

8.343. python-execnet:

@ DR TR IR AR i 1 R A

8.344. python-httplib2.

® CVE-2021-21240

8.345. python-hypothesis:

@ B TR, RIIRATH/R IR 2 i Jo 1k X /1 5L T @pytest.mark.
parameize (...) SERIBIR B,

@ 25 1SR LIT ] BETCILB AT B LU Y S UE 2 AR A TR O

8.346. python-importlib-metadata.

@ /R, 7 PyPy2 5 PyPy3 &% repr(EntryPoint)
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@ AU, BRI HTEIE, E#AH python requires 54
@ YR, 154 PyOxider finder %4 __module J& iy m) &

@ fHpknli, 154 FastPath.zip_children iy TTA S H

8.347. python-joblib:

® CVE-2022-21797: T eval () i#f), 1.2.0 ZHiHY joblib %% %%

it Parallel (1) 267 pre_dispatch FRali T LA RN

8.348. python-jwt:

@ [&1F is_pem format R EIEY

8.349. python-Ixml:

® CVE-2022-2309, fiftk libxml2 JCiEAEMHT s b T SCrh E e A PRas A4

DR )

8.350. python-marshmallow:

® &5 T AwareDateTime A fi4[n] i .

WM

BT RIS E i (E Field Bk Dict ZERJFFLIMES IR dict )

o
W

bug.

27 unknown=INCLUDE H}EZ A HE 7=

°
s

® BE TSk BEA %N parent FEZEMING] % AttributeError
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) bug.
@ 5K 7B, TimeDelta JF3{LHEE .
@ 18X Schema.validate "WHHESHIIEEIR, IR FIIIER,
@ f#Y: Python 3.10 ) distutils 7 H%4:
@ 14571 Field. serialize %4 i A1,

SHRETR M IR BRI GR TR

°
s

S HMH get_declared_fields: Ff£i% dict_cls,

°
s

8.351. python-more-itertools:

3

e
= o

® &% python 3.7 ‘F ARSI 35 14

8.352. python-paramiko:

® CVE-2022-24302

@ 145 OpenSSH %% T 357+ ECDSA %41 BUG

8.353. python-pbr:

® &% python3-pbr Z4:AF5E python2 [[h] &t

8.354. python-pexpect:

@ BIE NG #Wr before EMAAS IR
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8.355. python-pillow:

CVE-2022-22815., CVE-2022-22816 Hy¥ 5 —2L: 7F 9.0.0 WA Z R
Pillow 1, path.c #H1) path_getbbox 7 ImagePath.Path ¥4k ] 77
TEGE v X i BRI

CVE-2022-45198: {XT 9.2.0 1Y Pillow XJmEE4en GIF ZdaindT
AP CBARHOR ), g b X i

CVE-2023-44271, ©EaAZERIMII ARG E LS, THES
DRI AN JE TS5 R 55 7 0t

CVE-2022-45199, Pillow fuifiiii SAMPLESPERPIXEL fh4s /55
CVE-2022-24303,  Pillow J&—> PIL(Python J{f& /%) /332, ZIL e
HE AR RAS 25 53 52 B s A8 UEAS S HU52 IR . 2 Linux 8¢ macOS E Il H 5
AR — A2 AR IR, BOBIEER i .show () (RIS ERAE ) 2 )5 M 3 s el P 5
SCOROERATE, T AT REMN BR— AR S

CVE-2021-23437, #F getrbg &%k, ol LitaiE Regular Expression

Denial of Service (IENIZFRAAIEL RS ) Bk,

8.356. python-pip:

CVE-2020-14422, Lib/ipaddress.py {7 IPv4interface Fl IPv6Int
erface fE7E IR BEETRINTR , 1ZIMIA R TR AR IEMT B A7 E
CVE-2021-33503, Urllib3 777 o8I A #AS U , % il U5 7 SE AU

B URL i in@ 28053

% 333 W /3 388 W
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8.357. python-psutil:

@ &E Linux MIREEL 1/0 T1508s 2k i a) 5

8.358. python-pyasnl:

@ B T WIBIE o2 F s R 3T H B4R 5

8.359. python-pygments:.

@ f#Pk get tokens_unprocessed H ) JCFRAG )

8.360. python-reportiab.

® CVE-2023-33733, %:id rl_safe_eval #I/§ HTML 3% Color J&tk
IEFEPATAUY , ZR PR N A B A 2R python 3RiA=K
MBS HAT
@ CVE-2020-28463, XMW img drssibdrik 55 desmisoROhiE (SS

RF) , AT LUH AR 55 A R A 16 R, NI Tl sl ol A 00

8.361. python-requests:

® CVE-2023-32681, ¥4ifid HTTPS kikHf, Proxy-Authorization kb

WifEh CONNECT iR &i%, FMRHETAEFRE P IER, X5 R
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equests JLE AR CBLIEIR L Ko 2 B bn e ss e , (AT 8 T A S Uk
fRE.

8.362. python-setuptools:

® CVE-2022-40897,H1T package_index.py HEfE— P IEN ik R4
k%5 (ReDoS ) Int, Il rl i FH— 1~ il )0 s Packagelndex HiiH]

Hffi A HTML i it e 55 M

8.363. python-simplejson:

® 12X python-simplejson HIZASE 4, 5t B SCIICRMBR T, T2 flas

kot P 11 i)

8.364. python-slip:

@ 1442 sender_seen Hhiy A EE ) A

8.365. python-tornado:

® CVE-2023-28370

8.366. python-urllib3.
@ & RECENT_DATE 2 4Hiff[a], &5 Hy Tk ) i) S S0 1) Gt 1R 1) L
® &K [ uml1“0"R [\“Jg" 1 [nl &,
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&5 ¥ 8RN 7B NRESERVED _PAT Fik%_idna_encode.

CVE-2023-43804.,

CVE-2023-45803.,

8.367. python-werkzeug:

CVE-2023-23934
CVE-2023-25577

8.368. gemu:

& Ll SSBS FBH kR )

BT A I SCEF, DR IE A G 12E
CVE-2023-2861
CVE-2023-0664
CVE-2023-3180
CVE-2023-3354
CVE-2020-24165
CVE-2020-13791
CVE-2021-3638
CVE-2022-35414
CVE-2021-3507
CVE-2021-20257
CVE-2020-13253
CVE-2021-3607
CVE-2021-3608
CVE2022-0216
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CVE-2022-4144
CVE-2022-1050

TS A S S R AUALINE bootorder I A EAE
&5 {8 ] virtio-gpu k)

B qemu Frifif i e [ SR

8.369. (qpid-proton:

® BE python3 Bh7& 4 ) i,

8.370. qt5-qtbase:

® CVE-2023-24607, X%4f#iF] SQL ODBC ZR#hFF4if4 I H. SQLTCHAR 11y

F/NK 4 BF, 6.4.3 ZHTH Qt Fei/rd i Rl i P AT R 4a IR 55 o
CVE-2023-32762 il CVE-2023-32763, Qt FIZ&ER AT T A% 154
24 (HSTS) trsk, AVFESIRMEREE, RIEIR S & B A (k2 an
o WERAIT ARk R/ NG ANSE 4L, W2 kA X R F oL ; 18 Je il 5 Kl
%89 SVG SRR, mrllfik QTextLayout ZEwbIX i,
CVE-2023-37369, QXmlStreamReader ] g2l i Ok XM
L 4% R 300 FHAR P it AT i A28 R
CVE-2023-33285, QDnsLookup #— A fixidis, ijd—2kH DN
S k55 a AR OB TR IR s MRAERA, 1 CVE 20 Qt5.x #1 Qt6, XJ Qt

4 ANFEM
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CVE-2023-34410, TLS AYUFEHIUETFA Bt % HEAE AR 75 2 R B Y
CA k15,

CVE-2023-38197, e HIARJEIFHAAAETCRRIEEE
CVE-2023-43114, X{fif] GDI "5 1%, an’fiid QFontDatabase::
addApplicationFont{FromData iz ik, Bk Bk,

2B AT RE 2 HOW TR 3 15

8.371. (qt5-qtsvg:

® CVE-2021-45930, & 7E¥ H QPainterPath::addPath and QPathCli

pper::intersect P~ J5 k42 3 QtPrivate::QCommonArrayOpsQP

ainterPath::Element::growAppend i~ J5 A5 A

8.372. qt5-qtwebengine:

@ BEINK 64K TIIHEM T, Qt5-QtWebEngine izfTHyFe s Bris in] i

8.373. qt:

CVE-2023-32573, QtSvg QSvgFont m_unitsPerEm #JiA{LAL B Y,
CVE-2023-34410, TLS MiEBIIEHA SRS SR E R RO E 1Y
CA i,

CVE-2023-38197, 7EiB/SLANEIT A7 7ETERIERE .

CVE-2023-37369, QXmIStreamReader H i FHRRF 0l fie & H —4
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R OHIVER XML A AT BRI AR, 274 BB 2l BT SOR TR BRI B

® CVE-2023-43114, 4ffiJf] GDI “FA51 %, infisid QFontDatabase::
addApplicationFont{FromData m# ki 7k, H i K R,
AR 2B AT Re 2 BN R At

® CVE-2023-32573
CVE-2020-0570

® CVE-2020-17507

8.374. quota:

WM

@ 144 systemd iEHL quota_nld A ) PID SCHHESE: S M T At

® 155 XFS Fl%ind v FR %

WM

2 XFS RS BRIl E .

°
s

@ B5 Z MR P ) 7t

W

@ warnquota: If# CC_TO J&if it LDAP ki,

® warnquota: BEHBI A

8.375. radvd:

® BX. ZIk4 radvd &4 sighup (55, &3 radvd Ik 75 HILNTE

it ] st

8.376. rasdaemon:
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SEANSERE MG AL AR H A

®
W

A]RE(EAN A AT BE A ST IR AT U

L
W
RO

& RAS-MC-CTL.SERVICE 7£ selinux JFja it gh 2 My [l

o
=

@ B unistd.h 325 pREAYIR [{E 2R ) 51,

WM

8.377. rdma-core:

@ BV i sge NAFAS B BeA NAF 55 Il

8.378. re2.

@ &K 64 it 32 fiif¥) clang &4,

8.379. realmd:

® &% realmd A 2016 AD JIR428mt, r=A: gy la) B

WM

@ B&E4 A “realm join”f{) AD DC K IP HusitVE S Ed % “ad_server”

W

I inssd.conf s A g Al

@ {1/l PKG_PROG_PKG_CONFIG &5 3¢ X 4i%

8.380. redis:

@ (2% HyperLoglog 7EREASIE LT Ak BHAR % I 7% e 1 ) 0L
® 5% HyperLoglog fibidia) @i,

® 1% redis-check-aof H¥7EM %S H [R]85,

W
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2 [ 188 2K 1) A D ) e A

°
s
ol

&% genericZrangebylexCommand H 1) zlexrangespec WAFH .

o
M

B4 T AOF SEailrp it B2 )l
CVE-2021-32626,
CVE-2021-29478
CVE-2021-32672
CVE-2022-36021
CVE-2023-28856

8.381. resource-agents:

® 155 pid-file SCHHFRIL pid Syl

8.382. rest:

'/,

@ BEIHH rest xml_parser parse from_data i}, WREHESE AT

255 crash f1]A)

8.383. rhash:

@ EE Mhrifihn ATLH file-list fYfa]

8.384. rpmdevtools:

W

® &% rpmdev-checksig., romdev-rmdevelrpms -l & #7254 Typ
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eError S5 [n) i

8.385. rpm:

CVE-2021-35937, AR Al LR XA~ BB Sese i i CVE-201
7-7500 F1 CVE-2017-7501 W5 AfAGAr, I AT BESRAFALALFR
CVE-2021-35939, #ZIwii I T84 X i) H RPUT AL 275 iR .
Wik & A HZ IR 7T B8 23R U E) root ALRR

CVE-2021-35938, %Wl T 24 rpm 243 SCF i B s A RN G2
PRI, s AT S A

fifpk 17 fork Hiskpist s/ MEA YRR (5 B ANHZE A R L

&5 4552 11 scriptlets JiA] ctrl-c _F AR

G125 1 i 22 AN T A DR A i A TR SR R AL

8.386. rsync:

CVE-2022-29154
CVE-2022-37434

8.387. rsyslog:

CVE-2022-24903

8.388. rubygem-nokogiri:

CVE-2022-24836
% 342 T/ 3t 388 W
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8.389. ruby:

CVE-2023-36617
CVE-2023-28755
CVE-2023-28756
CVE-2021-33621

8.390. samba.

&% libsmbconf fil libsamba-errors FESCHRIIUA, libsmbconf 284k
0->0.0.1, libsamba-errors 44k 1->1.0.0.

J4#% KDB #ibrhfy sign_authdata PIEMT krb5 v1.18, Mififs % s
amba IR 55 F 5 S A )

CVE-2022-32743, Samba K%iF dNSHostName J&{4:#Y Validated
-DNS-Host-Name #[R, XAlfE AVFIAIRMM S AiZ)E k.
CVE-2022-3437, 7 Heimdal 1 GSSAPI unwrap_des()#1 unwrap-d
es3() IRy Samba H AL T —NFETHER 2 vb X i 3 e )
CVE-2022-42898, 1.19.4 Ziijny MIT Kerberos 5 ( X4 krb5) #
1.20.1 ZHify 1.20.x i PAC ftfrfe e sl ithh, 18 32 fFH bal
A S EGE AU PAT (7 KDC, kadmind = GSS = Kerberos i Ff#
FeRgsash ) (PEEETHERZ MG ) , IEHAMF & ESEEEL RS .
CVE-2022-44640, ihT# /0%t (KDC) R ASN.1 gafiftds

PR A H, B 7.7.1 ZHiR) Heimdal e e ids F PATEE
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1o

CVE-2022-45141, HFErE+ 2022 4 11 A 8 H#EE 7 Windo
ws Kerberos RC4-HMAC #fR#ETHW, Jf HARYE RFC8429 fikix rc
4-hmac 1R55, KIS HARIRS 4% KR nas ({140 aes256-cts-h
mac-shal-96 ) , {HfE7EIAAY Samba Active Directory DC f/j<:k
i rcd-hmac s Eeds .

CVE-2022-38023, Netlogon RPC FBR4ET

CVE-2023-0922, Samba AD DC EHM T HFEfE LDAP k554 iz
ATy, BRONEOL R i R 4 14 4 R 28 A B Bl A
CVE-2022-2127, H7T winbindd_pam_auth_crap.c K ERKAA
A&, £ Samba Tk B A R o

CVE-2023-34966, 71T Spotlight A Samba mdssvc RPC %k
PETC BRAE R T

CVE-2023-34967, 7T Spotlight ) Samba mdssvc RPC JIk%
HR LT AN FLRIR

CVE-2023-4091, Wil i SMB % okl i, EMffife Samba VF
S #idk "acl xattr "fii'® 4 "acl xattr:ignore system acls = yes"
P EAT HEAR . SMB DM AR VRS P i >R U5 RIS/, {H4an
R AR Ty OVERWRITE A B iR, 2 B ke 4T 1
SCPFEIRTR O 575 I B SEE WAZSCHE R G R K A | 52 MKl
Samba RAYECE P
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® CVE-2023-42669, iZlWilJET—n] LIRWIHZER RPC pR%. HBLX
AR R JE, "rpcecho "kR%A9FE RPC L4+ HA—14 Worker, iX
HLAVERT “rpcecho il 55 ar A FIAESS I a) Y g BEL 28, Wi S Uik 55+
Wro EFRRESMT, "dcesrv_echo TestSleep() "ek%iH "sleep()"1H
P2 fih A M 55 vh W o L ad i By Bk i FH P st 5 al R iR 5 R
pcecho" k554, ZOREAESFREMRTINFLZE, MMA RO IR 280k 5,
I35 AD DC %E2fi4ifltss. T "rpcecho "fEF RPC {E55iafT,

itk DoS 2 fir Ay HoAt AR 55

8.391. sblim-sfcb:

@ 1BE cim B4R schema SCHBRIAL B A sfch B4 A0 AR 7 ) A5

8.392. scap-workbench:.

@ EIHLNpREAH A B B BN R E, BRI 1 R AR

8.393. screen:

® CVE-2023-24626,41 screen A setuid o setgid AIALFR, ARAE

PR LA screen k3% SIGHUP (5 4F bt , iR

8.394. SDL2:

® CVE-2022-4743,
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8.395. sed:

® BEIm SCER, A7l fclose (FP) J5{iH] FP,ix7E C th

HAARE ST

8.396. sendmail:

® Ml procmail Ak, B KL I B> procmail £
@ BEPUT newaliases fir &4l

@ (&% postfix it HH ;

8.397. sg3_utils:

WM

® (4% rescan-scsi-bus.sh iR

W

® BE'm LEN' < 252 SE(# coredump [n]i#

8.398. shadow:

® CVE-2013-4235, O NOFOLLOW £ Linux 4T open RS
— RGN, AT SCHE I B IR 5484 (symlink) Zoidi o 4iE T
O_NOFOLLOW #rikift, open ¥ N2 BREEFT 544247 FF 30k

@ CVE-2023-4641, HICNFAEE . Bk 2t

® CVE-2023-29383, ®&jik libsemanage (N E%EIE, ZEMIGH P i B

TR
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W

@ &% userdel WNFEME (valgrind ) BT BRI ES H

8.399. shim:

SR Z IR PR s MBS T — L85 Bh R)
CVE-2023-0286

CVE-2017-3735

CVE-2017-3737

CVE-2018-0732

CVE-2018-0739

CVE-2019-1563

CVE-2020-1971

CVE-2021-23841

CVE-2022-0778

CVE-2021-3712

8.400. sip:

@ HI T EAT RSO b A]

8.401. sleuthkit:

® (&% fuzz ik hfs_cat_traverse()#1 hfs_dir_open_meta_cb() ! #LAY %
LR

® 14K tsk/base/tsk base i.h Tl s AR

® % ntfs i) memleak
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8.402. snakeyaml.

CVE-2022-41854: FRLLffifl Snakeyam! f#tr A% {5EHY YAML SO
[N A BB By 52 BIFR 4 il 55 Yok

CVE-2022-25857: Wi TH/ D EG AR ERERG, 0 1 1.31 ZFIf
org.yaml:snakeyaml %% 34544 filk55 (DoS) Hiiti.
CVE-2022-38749., CVE-2022-38750, CVE-2022-38751. CVE-202
2-38752: ffifl snakeYAML f#iANZAEAER YAML SCUEW] RS 5 2 5]
T4 IR 55 Wi (DOS) o AnRAEHTas e Sk nim A Bizfr, Beh#nlaess

AL SEURT LA stackoverflow T HATR I N 25

8.403. snappy-java:

® CVE-2023-34454, Snappy.java TERSR AR, SEATREH

PRI T, AT | AN AR S B A i e
CVE-2023-34455, SnappylnputStream.java HAHERLER ALK
JE, B R S EOUR AT A iR
CVE-2023-43642, SnappylnputStream 7Ef#E4a 5k /Nt R i B it

Bohx e RS (DoS) i,

8.404. SOX:

® CVE-2021-33844
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CVE-2023-32627
CVE-2021-23159
CVE-2023-34432
CVE-2023-34318
CVE-2021-23172
CVE-2021-3643

CVE-2021-23210
CVE-2022-31650
CVE-2023-26590
CVE-2022-31651
CVE-2023-32627

CVE-2017-18189

8.405. sqlite-jdbc:

® CVE-2023-32697

8.406. squashfs-tools:

s

® %% unsquashfs“write outside directory”isili.

s

® 2% unsquashfs 5 AR AYEE IR FE

SEAE R R IE TN H AR SR

°
s

8.407. squid:

® CVE-2021-46784, M T XEHAY, FEAIEKN Gopher kg4
M b7 P ] s A AR AR S5
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CVE-2022-41317, (MBI o HTTPS iR BN TR
I URL I, 7T R R d U5 2

CVE-2022-41318, libntimauth & BLZZ sp X8 1E . FH T AS IEH AR50
471, SSPI FI SMB B {7 S0 UEH; Bh R 25 5 e HCIE B M A7 & FE 5
SEPCE X BB E B B SR G S ok 1 B i

CVE-2023-46846, squid f£7E HTTP iFRERIRIE, %I i 4 Hefihn
SSRGS, VR AR At A 5 B R R i A 4 R GE AT TR SR R
EFh

CVE-2023-46847, Squid fA7E4E4aikss eI, 4 Squid Fi#E K432 H
TTP I UERS, ICFEHGE# il NS AZ s 2 MB I E8dE
SEPATEE i X e

CVE-2023-46724, T EdeaE R 51 WA Yiwi, ] " --with-open
sslI™ 4 Squid 3.3.0.1 & 5.9 LI} 6.4 ZHIM 6.0 AT 325 %f
SSL UEAS S0 UE A 445 i 55 ek

CVE-2023-46728, Squid %% ZF5%t Squid % Gopher WIHfH
# i g5 vk

CVE-2023-49285, Wi TfrfeZrh X HiElwil , Squid %5235 Squ
id HTTP Ji.8 A3 A5 48 il 55 Bty

CVE-2023-49286, 1T rR%UOR MMEARAFER, Squid #8532 B EHR A
PR PR R 246 IR 55 B

CVE-2023-50269, fAEAZ#ERINEIASDE, Squid RSS2 X
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HTTP iR AT a2 iRk 55 Tt . M4BcE T follow x_forwarded for I
RERT, TR B R R AR 26 P vl o &% K9 X-Forwarded-For Skk#idT4E

% e 55 Bt o

8.408. sssd:

@ (&% sssctl/sssctl_domains.c Has 84S | FH 1) A

W

® &% sssd_be 2 coredump [A]7

WM

8.409. strongswan:

® CVE-2022-40617, iEHB45m MRS #efEwIls TCP 2T 5 A8, 5k

B R s I 2 BN IR P, A ITTAE R R A s 268 iR 55

8.410. sudo:

® CVE-2023-42465, 1.9.15 ZHif) Sudo AJREfF row hammer Beidi( A
T KRS SR IZ T )

® CVE-2022-37434, zlib 1.2.12 WAAFEZ AN, 2R IET1E inflat
e.c Fild—NKE gzip REFINFEAE inflate HHAFETHERYZE vb
DX et B I % e X 3

® CVE-2022-33070, protobuf-c/protobuf-c.c Ffpk%L parse tag an
d_wiretype @& ILRINEARBEAL

® CVE-2022-43995, plugins/sudoers/auth/passwd.c %H ik A 5%,
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s

B HELE message 1R /N BRI AR 152 1) 7]

W

&2 sudo_passwd_verify REN W K B8RS A7 AR BOR 15 2 1Y [l

W

S 7F role_to_sudoers iR {F1E use-after-free fi4[a]

WM

B NIEIRBEIE, 78 plugins/sudoers/auth/pam.c SCfEH (%) conve
rse RECHAFE A, pass 85 BLi% A free

CVE-2023-22809, X a&E g drtl %58 sudoers gy "2
T, P4 sudoedit Vs [AIALBR 8 A b 2o 2 T b kA 2 2% B R im0 2E4b
MRS T, REAE R RS SR $2TT

CVE-2023-28486, 7t 1.9.13 [RAZAIA LS U H &IH B H #7447
CVE-2023-28487, Sudo Joi:%% X sudoreplay i th i il 744

642 Jetc/sudo.conf Fi/etc/dnf/protected.d/sudo.conf P~ 347 55T

B A7 AR i [

8.411. supermin:

1652 ext2 S PR G )

WM

B ICEAE hee TGN 3 60 /8 B 25 Ay ) it

W

8.412. sysfsutils:

&5 sysfs_device.c 1 sysfs_attr.c Bi™ S i o A7 ki ) A

8.413. syslinux:
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@ fHFA perl W syslinux2ansi.1.gz SO & )i,

8.414. sysstat:

@® CVE-2022-39377: allocate_structures 7 sa_common.c {175 size
_tuith, allocate_structures R B/ AN, FEFRRGETHINY
Gz vh X i 1 o

® CVE-2023-33204:sysstat #| 12.7.2 72iF check _overflow H )3k &
it o

® B H iostat xS DM a2 A e B B a5 45 R T 5 i i)
g

® [B&flif] mpstat fip4> iowait W Y],

8.415. systemd.

@ (&4 systemd a4 MR oA IHB Rk B )

WM

SEIE linux R IERA RS ISk S0

°
&

S 1E switch-root 1% F mount 1 unmount AfEE# 0T 4k A] 5

o
W

S ZKAERI IR AL loop [MIFRAY ]

®
W

o
W

52 sd-device Z5H1AH usec_initialized AYZSEHY T ) A
@ 4% CVE-2022-3821,2:5% format_timespan()H g mr X i i, M
FEAEL RS

® &% CVE-2023-26604, FFREHAN Yl ;
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s

2 asan AR A I R iR 45 ) Ao AR AR S [ R

&

2 growfs H T E K/ resize 11]n)R

=

52 H sk fd By mlE

WM

152 B I IR SR H SR 1)

&5 coredump fiisi} stdout i stderr % i 4[]
&% cgroup agent i stdout il stderr % 7 7]
&5 mdns A VG L h)

B2 e R G2 X ik B 2 — MR

W

=

5 H S E A G £d [R]i

&

SRR 1 9T AR nss A dkin)

s
RO

it D-Bus 3kEUgE 4 OnExternalPower f ()

s

SATWPIRAS T U R R A 52 R i A SIGNAL 2555 ]

s

SBCE AT AT S 5

152 jobs FREH MR, IS5 3 ST S IR, C B SO 7 Be A A=)

WM

il

R PATRERE IR S5 systemctl start testC.target, #f7 systemctl r
eload testA.service, testA. testB. testC () ST 54 Y [alE
freix & Jetc/systemd/system.conf ({4 StatusUnitFormat=name
J&, AR R]E

fittk pstore HifY) use after free WN7EE IR

fitk udevadm iR/ DHRFT R IR ALY [R)
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EIE udev S ERIE IE BB N AE I R

&%= network ndisc H prefixes i& A [R] #E

&5 nspawn HX}--console=help Atk #4S 1R

fE1E sd-device it enumerator #8535 75 B BRI AS I 1R [0 58 1RA  [7)
oy
&1E chown 1 chmod B4 i SCHEI AR 165 . 220 ENOENT
EIEBCE S perm RIS A H SRR RIS . 20 ENOENT
f&1E systemd-analyze verify 742171 seg fault

& 1F core path FHFh T T —AIRZS ) [R] 4 n) 5

f&1FE udevd manager 4545 monitor 44Z4a1 71 ]

&% bernate-resume-generator Jo PR 2 FE e % 45 1) ] i

&% hibernate-resume-generator H1J generator name {5 B4 1%

™

2 udevadm trigger & coredump [f)/#;

&

i busctl AT FTENFE DR H k5

=

&2 systemct!| BYFTEIF Bt 45 o ]

&

% journal H T ERYREUAS KT [R5

&5 TTYPath=ZHFbrid /i A — e (0 3R A ;
&4 mount 7 make-rprivate J& M Az 35 1) 5

s

RS KillMode=mixed /5 ExecStopPost 2715k B8 1 [n] 8t ;

B AEAFAE R RV IGO0 RS @A ssh e g g R SR

W

[71] 25 5
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® &% loongarch ZN&ECIRF AL G i IE H 3 H ) 5

8.416. tang:

® CVE-2023-1672 k% w0 sa 2500w , & e 1 858 A s S e s 1
IIRE . XA T30 T — MR/ B 1, 415 Tang FAEH AT RARE TR — &

B A R

8.417. tar:

® CVE-2023-39804, /il T PAX FER4Hh 4 R @ PR FEAN Y, SR Ii

e AR R S8 L AT EEATHY

8.418. tboot:

® W LCP-GEN2 T H (wxWidgets il Bl AF45HRE 1F )
@ BEmY KM tb_hash t BETIEMHERE 1,
@ BE"“MGUANLEINEE"FiE &L,

® tools:8%E klocwork & 19—2Lt dereference-NULL [r] 5,

8.419. tcl:

® f4% CVE-2021-35331, nmakehelp.c H g% 20745 8 e AT BE 701408

TR ORI ER SCAFRAT IS, TR ARG 25
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8.420. tcpdump:

® CVE-2023-1801, tcpdump %) SMB B3-S 5 78 it iV Y j 2%

BE A AT S Y Tl

8.421. texlive-base:

® BXH texlive-base #i5r — it SCFF so £74E rpath XU
® CVE-2023-32700, 1.17.0 ZHinY LuaTeX RFHIF— D AZIETH tex
AR TR shell 4

@ BXE texlive-lib fE7Eas HE4E SCA-AY [

8.422. thin-provisioning-tools:

@ BEIEUCK AR N AT AE H BL R N A7 A DR

8.423. tigervnc:

® CVE-2023-1393

8.424. tomcat:

@ fRIRABEIRAE JORbRk TR L AT AE S EOAYTR R E AL i ] sl

@ P A RENE I T AN Z e n B A 2315 cookie [A]i

@ B ZH S AR =N SRR 18] B8 F bR SO D 23 i 1)

@ BEZPLHEUEIIEET, FIUTEE R T, URL AF7E T E [0 B A ZE1E
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Sl 510

@ BEF AR ZANER I B S 1 AU S5 A TR SROE ALY )

il

8.425. tpm2-abrmd:

@ [EEfFHE M Ak i [

8.426. tpma2-tss:

@ CVE-2023-22745, layer _handler {4, ZHifk/NE Xk 255, {HSE
br_ L ARV B 0-255, B LI 75 22 KNk 256,92 i X 3 o] fig

HULEA U I T

8.427. traceroute:

@ B&E Linux WA K T%4T 6.1 BYJCEHAY ICMP tracerouting 7]

® CVE-2023-46316.,

8.428. transfig:

® BEH— fig KIEFAN png KR, 4 ghostscript Anl bl

@ BE 7 AUNELEILRIMLI Y 2 H kK a] 5
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scheduler £1'%f sched *f1 numa *JESE T TRO%, LR 5.
13 M HNE R ¥ —2 sched * Fl numa_*Z%0M sysctl #3557 debug
fs By IR ;

net 25 MBS T 25 0] ) [a] e ;

cpu-partitioning Bt BEE T HEESH N L no_balance_cores [fli;
JEE profile X B E T3t include #5841 IEWf#AT;

tuned-gui &% profile SCUHRAE AT BRZE ) i

LT tuned 2.18 A H N IBTEREAY AT 1R) AL

8.430. tzdata:

BB java source WAl 1.8, XTMAEM RIS, fARPLgnitnl i,

8.431. uboot-tools:

CVE-2022-30767: squashfs U 2552 0AL & — AN LT HE M8 ol X 3
H i, X2 i T oCA R BB A P B SR 3 S o

CVE-2022-34835: do_i2c_md fW41f4:i2c md Command Handler
H R R BT S R R RN 22 o X 36k 11 2 3 do_i2c_md pRER IR [l ik $5

WA (PSR A SRR A AT 2 NAFBUR) .

8.432. udisks2:

EIER ALY license
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fi g 1k udisks2 JERERT H L) daemon_resource S & Bl

8.433. ukui-greeter:

s

S SERIMBIE 1 0 8 7s S e SC IR RS

T

B3 mips 284y, FIP SR AUE Jo 6 s S A A E B0 P TRl

1B 5 FELCAR B0 65 S5 Jt 1% 2 R e JC el e -/ IR i

\\\

I RGN o A8 S S 3 2 P i

\\

B4 passwd BUEH 2 )5, SR A s 8iE i’

W

\@

SR R G A HE AT 1 A4 IR B 4 75 R B DT P - R B Y SR A —

o

B kylin 85 H P8k, Bt A kylin P 245 Bon A4

\\

ESZARIR] uid FH P 85I B4 K14

\\\

R A uid AHIE, 42 AR 8 SR 5 T R R 5

©

8.434. ukui-screensaver:

SRR uid FH P Bi5E ISR AR A TR] 5

\\

s

SR TT SRR AR , BRI SR R

W

5 vne SRS RUG A BURRRE 0 S 1 ERE [R) A

\@

HARGHR)G, WA e, A b IR,

(P8 N IEdEEaE

W
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8.435. unbound:

CVE-2022-3204
CVE-2022-30698
CVE-2022-30699

&% -q 5“unbound-control stats _shm” i 4—fli H I N IZA TAE

[71] 25 5

8.436. undertow:

@® CVE-2023-1108, T4 SslConduit 8 T EAMIE TR, X4

WAL IR 55 A AT RE, UM A A L, R ASEAERR

8.437. vdo:

@ BE T vdo Has|a) T =2 Hp il 25 i X 3 H ) 1t

W

W

® {25 1 vdoby_dev T Hrfy—/ I, ixfalinl fE 725024 vdo BLE L Fh

R AFEAERT, Ja 8 vdo 4.

8.438. vim:

CVE-2023-2609
CVE-2023-2610
CVE-2023-2426
CVE-2023-1264
CVE-2023-1170
CVE-2023-1175
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CVE-2023-0433
CVE-2022-47024
CVE-2023-0288
CVE-2023-0049
CVE-2023-0051
CVE-2023-0054
CVE-2022-4292
CVE-2022-4293
CVE-2022-3491
CVE-2022-3520
CVE-2022-3591
CVE-2022-4141
CVE-2022-3705
CVE-2022-3324
CVE-2022-3297
CVE-2022-3296

CVE-2022-3352

8.439. virglrenderer:

® CVE-2022-0135
® CVE-2022-0175

8.440. virt-manager:

@ B A SRy, EEUR SR IR BN DL A R N R

2R Y AR

% 362 W/ #3887



LTI SN 55 PR R ST V10 SP3 2403 AT

@ ik uefi 3 ahn BRI ZERE bochs WU R 7 4 ] @
@ fitdt virt-install f# FHERINI 1G PNAFELE%5 R AL IS g 1) 75

@ fitk cockpit JEH virt-install GIEEIML, S EE G AR NI R B

8.441. watchdog:

® &5 %preun #1% postn 11 watchdog.ping.service Jy watchdog-pi
ng.service;
@ BEWEAEMIZE I

@ NI A IEE RIFEGR: SRR, FHEShbLE

8.442. wayland:

® CVE-2021-3782; R MNMSIHIEIRAFAES it , AT a1

e npIX AR et , i A7

8.443. webkit2gtk3.

@ CVE-2023-28204, 7EALHLEZMZTANAN:, FIAES  BUBE N, M

PR R

8.444. wireshark:

O fRILRGIET WEMRRT, JFURZEH wireshark R AR F £ FR B M5S0

[ia]
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8.445. xfsdump:

® &% FTBFS 4%,

W

@ B AIAE T EE AR E a5t

8.446. xfsprogs:

W

@ BEMEHA R/ N R BRG] T stripe geometry #E T A1IH
Je BT mkfs.xfs #=UIEAE, mkfs.xfs 24t ASSERT [nlf,

@ &k xfs_agf verify()x} agf i) freeblocks FEATHHE, A0SRAT IS WO
], XA DA FE SR sync AR

® BiF_ xfs_dir3_free_read()iR IFMEIATEN, ANk FIZFa4T

@ 1BIE xfs_dabuf_map()7E/ Bk M i e 1] ENOMEME;

@ f&IF xfs_alloc_ag_vextent_lastblock(MEIEXT len Ay, R FHTEE!

@ &% xfs db ' crc KRk S B IR

@ BIEHHY H RGP XA K £ ;

@ {&IF inode J3ficHk res iHEIL 4L

@ (2% inode i B THE T Y “ M B — o " 41 5

@ 144 xfs_attr_shortform_verify fhiyi FLEER ;

@ 141F xfs_defer_agfl_block()i¥% ' xefi_skip_discard;

@ 1B nlink {HFTENR%;

@ BEMEESBT inode T B K/INA Nt 7] i 5
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&1E dir3_sf_entry_flds[15fii H E3OFF 1A~ & EOFF, .

8.447. xkeyboard-config:

A SR R R

8.448. xorg-x1ll-server:

CVE-2022-2319, i TiERKERIFAY, ProcXkbSetGeometry pR%i
Hrn] BE 2 IR S U5 ) )

CVE-2022-2320, ProcXkbSetDevicelnfo iRt 7EAEREE B . 12 i
S W T2 0 T P AR AR 9 IR R I B, X AT RE SR BN AT IR
B ZE T IX R o I A Mo B AR TR IFAE root R SCrh AT
RS,

CVE-2022-3551, ProcXkbGetKbdByName pR%7E 8 BRI A 2R
TS TCRAE DT S 30 AT

CVE-2022-3553, xquartz 13 hw/xquartz/X11Controller.m (7
KA. 1RINFEEELR S .

CVE-2022-4283, XkbCopyNames pRECE T T #8 B A 77 10 2
RE, S8U5%: XkbGetkKbdByName iR I INAF Uil AL
CVE-2022-46340, XTestFakelnput ik &% KERT 32 F1 Ge

nericEvents, XTest §"J&f{) XTestFakelnput &K #3c b 3R 7 Al fE <>
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PEIRHERK

CVE-2022-46341, XIPassiveUngrab ik i 4b BRIy 1 i ] s f i a4
ERAH I I 7 (R B 5 A7

CVE-2022-46342, XvdiSelectVideoNotify ik fabBFL ¥ 1] RESTE
WA BREIUR B ANAT . MRS RE 2 X I R 4E AR A RS T
CVE-2022-46343, ScreenSaverSetAttributes K (1)4b B2 7 0] g
CAEWNAEBRR B AN, R e T8 X RS a4z TR R 58
A A BRIE T ssh X % & 2GR AR AL T
CVE-2022-46344, XIChangeProperty if=K iR ¥ A7A 76 K E I IE
()RS, DTS B0 P N A7 B ORI AR fR SRR o IR in] BE 2 33 X Ik
SIS ATRIRUN R GE AR HIARSE T DL e ssh X B% e 2x il i e AR A4S
AT,

&% openEuler hardcode [a]

CVE-2023-0494, 1T DeepCopyPointerClasses H1f— /2515415
#2Hy, ProcXkbSetDevicelnfo () #il ProcXkbGetDevicelnfo ( () A]
VAR FIZAR ST O S AR NAE . X I RESS 32 X RS54 0 ssh-X #
RoAa TR AU AT 1 2R 58 L AR HIALBR$2 T
CVE-2023-1393, & X.Org g5 it M A — ki . 595
A REFEORHARTE I . AR E P i XA & iias B e i 1 (Axy CO
W), Xserver 27t CompScreen Z5F4 8~ —/M8 izt 1 =S 1845,
BOREAERS JE B fih A AdH]
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CVE-2022-3550, 7& X.org g5 % A B— 9k 520 s il . 521t
Tl s ) (2 SO xkb/xkb.c 1%k _GetCountedString., iZ#/EF51%
X

CVE-2023-5367, £ xorg-x11-fkZs e &8l 7 —A B 55 A B o )
K o TR RITE e HE R A9 Xi/xiproperty.c H1i# XIChangeDevicePro
perty FREFI randr/rrproperty.c H1f RRChangeOutputProperty p&%l
R N, 2 v DX B T H B IR0, DT ] BE S BURR AU R R 26 IRk 55
CVE-2023-5380, 7 xorg-x11-server {1 & IR I BREG . i
FEEE— B B — % F NI R S — BRI AR S 1, JF AR 1
WIR, SR)5 75— D0 s, R4 X IR5s4% rTREAR 5t .
CVE-2023-6478, I5RLLEFER%T RRChangeProviderProperty = R
RChangeOutputProperty iifk il fig & il & 4o, i T EUUS S
JSRiiin/ 8

CVE-2023-6377, AifjaH ek XKB #E0#E (il in M st & 2 21 B )
MRES FENIFRE AL, 7E9 M X111 R RERLT , X ] BE R A HAL

BREETTEn] e R IR U T

8.449. xvidcore:

B2 TR SRR T B R R R
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8.450. vyajl:

® CVE-2022-24795

8.451. yasm:

® CVE-2023-37732, fE/libyasm/intnum.c Fil/elf/elf.c A XI2s5$8 4 f#5]

H

8.452. yhkylin-backup-tools:

® &% /usr/bin/backup-daemon X/~#EFE7E dbus 4bHE com.kylin.backu
p.manager.ghostbackup 4k A ™ ] LLSE 538 H A3 AR A h)

il

8.453. yp-tools:

@ [BE LN yp-tools fF7E N4 4% RAND_priv_bytes

8.454. zlib:

® CVE-2023-45853, MiniZip & zipOpenNewFileInZip4 64 Hi i3 K ¢

P24 R U N BT SO AR AL T HE A S o X i i
@ CVE-2022-37434,
@ CVE-2018-25032
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8.455. zookeeper:

® &% Zookeeper k517 reload B 1%

8.456. zziplib:

® CVE-2020-18770: & mmappend.c, il it Wi5eth 28 k3 F 2 5B s

10, EEGITERY ASAN:SIGSEGY Toak N AE IR

8.457. box-utils:

@ 155 KVE-2023-1202, MAURAIE#E 7T LIE L boxmount mount /et

c B, #miBs/etc/passwd S0, SEIARIET),

8.458. kysec-daemon:

@ BE =P ZKHFMERG, stirct B=CAT5IR AT LLUSCEI Uk, {5 0k 8 5% 1 7]

W

il

8.459. kysec-utils:

@ BE =P ZKHFMERG, stirct B=CAT5IR AT LLUSEI Uk, {5 0k 5 5% 1 7]

W

7t

8.460. box-manager:

% 369 W/ & 3887



LTI SN 55 PR R ST V10 SP3 2403 AT

@ U I N B A S

® (&% box-manager ERBIFEA 2K ]

8.461. hsdimm-lite:

® i config.h.in~%i% T 455

@ A AFIRRAN L A N AT AR R

8.462. kysec-common:

® RHCHATIS I AL AT, A e B A A

@ HARIE B E I [A]

@ N H G R ol il i =X

@ I sqlite stmt 24 0

@ M H SRS M 1 [0 246 ) A

® B spec UM, LA H S 55

@ % hostos 5 procps ]

@ /3 kysec_log.h #1%¢ gettid h%

@ il hostos ] procps 74

@ BT xz SCIFRYIT 3 3R m A SO B BTk spec SCIF, d3im x
Z

® BAIMEMT AR, XM /bin/bash sk HLSCHHE 280 . sh (1R IEIA SCR4

Wi ANERR I )AL, T2 source SAA T SCHF 2 FEIAIAR SO 25 13 St
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8.463. kysec-daemon:

kmod_list UG RS F, J7 TR ik U Rk sp
ec 3, BBEFE EH I iR LA

bk libkysec ki, & spec Ui, MHBRGmEEHMRN 2Rt

4i— sqlite stmt 4211754

kysec-init DRIk RELEEAF IR B U st T kysec witafelbml, nf

VLS TR BEA T LS, BRSO 2 i LB 2 netctl 4%

=

RE % eSSt

N

(=R C L P (RN ipiveA Ll

1B 52 50 P - SBR[ m)

fortify 94 il & e

RGEAG A KYSEC F, Ritfroithi

DR INRA T AT 5 2R AT R IC Y [R)

RS 125 S AN AR R 4 BR LA 4 TR]

sl AR, SR Mt bash PUATIIAS I G A ALK D fE
firiid ik kysec_whlist_load 53 kysec-daemon #2411 1y (7] &
H SO RRICHS, [R2EEEHr readonly list SO
TS 2B RS &

B2 Z AR 2 KIS, log 47 failed {5 BRI
&5 koji gt [n) &
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ik Azt E2000 % & StorageDrive (4 Mg sh#iih) ek Zs, Bosbe B 5

ML, RSl exectl.ko BBk, (H R &M RIREE

il £k & hostos

it hostos M#% Ism 244

kysec fi B - B 251 B -kysec_get LA F M HiFric

Pt 2% devetl ARSI E

HIEE RS RS

152 hub ZEHTE FHAS BTN AE 250 1]t

&4 security-switch --set strict %&'# = oL, dbus i#{E B8
I R Y [ A

B4 strict T, kysec-wlinit 2 iy [a] &5

7 A5 55 T A A 3 P ) DA R [ A

B4 sm BV BAUR MY ]

E5 sm A SO BT R Y R RL

1B VIR, 25 /etc/default/grub w6 T2 i ny ic

£ none BT audit=0 AYECE

8.464. kysec-sync-daemon:

AN, LB A (B AR, AR AEECRZS o E R R

N
Iany
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kysoft Frica parent FRic iR T A mv HiEdrichSCfFfE, readonly b
WERR, WA ERZSMET

kysoft Fricsk parent FridIFEF7E mv HiZbric i SC)E, readonly
WERR, WRBAEZSMET

kysec k55 MiWrdg iy 127.0.0.1

ARG SRS, spec XiFH kR kysec-sync.service
WREETREA

AT NI AL AN T

&k kmod 5 [ 25

8.465. kysec-utils:

PERERASE : F/usr/sbin/activation-daemon Fi /5 MIERERE A LS 52
br, FEESME R RIS rh 2 MR TTHLET 2 3 kylin-activation

coredump

fiftl rsync My g 4y DREJR ALY Rt

B kysec & BHUIRAR = A #/E H &

ByEik dbus 22 F15R [l

&Rk glib iter i in)

W

W

% kysec_monitor M gmi &, B85 kysec_set fit i & U ric S
PRI RIE, {4k getstatus RS FEIED

BRI M dbus 422 11 FH 2R
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NAZIE TR tid iR, HEBr L8 gettid 5%, 5% loongarch64 T g
ettid g2 M IR]
Bk netctl 32 M A4S RE; INIn2E it netctl_pkg.xml B[R Di6E
kysec_get process_info.c fiwiAEE
BE parent trici#tFEfE/var/lib/dpkg H 5% FEIE R SCHEICRBRUTH b

ug
&4 fortify $94 1% bug

TS 2B PRSI &

AL netlink 97738, A1k netlink i@ THALA
ABSE ML FHEF initramfs PR ISP T A PR i) 7] S
&5 koji Ht iy a] 5

&5 utils 5 common gettid 44 7]

s

i kysec_set & netctl #2515 B JCiRAY [a) i

H25 netctl BB BARC E SO

&5 HF N AR B IR R return R [BHE

ek spec X4, HBUHEXT libkysecwhlist-devel guiE ki

fit vk setstatus % & kysec enforcing if-FA4¥: i a]

setstatus ¥ '& kysec & enforcing i, ZH% devctl, sm Fi pblk gtk
SEBE

B4 kysec KHIRIELL T, ¥ netctl SR ST Y A

52 hub ZEFIR FHAS RV AR 2 i [l st
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s sh 8i3% python $47 unknown FRic IS, 277 A 4 E 1Y
PRI

i AE 223 tuned f3)5, #78/etc/profile.d/env.sh B FLBR ) i3
& docker %Rz THIRE N | kysoft #Ric

kysec i permissive tix;, H exectl & enable #ixi}, kysec exect
|_check()iIA H &

7 A0 S5 T A 2 P R LA SR g ] et

1B U1 selinux SRS, 7R 1A R S8 8L 14 [ 5

load_policy #1 checkpolicy il A secadm_list 3¢+

1B getstatus 78 sm FFJi B & R DI REIR S A n) i

[ HMSE T ] EERMEAUBLBRASK NS P A test AHICAZ

B =5 K H B S , stirct B8 i RSl Ui, (B I0758 sk 1Y
[ 5t

A A BB B ARSI SO BB I BRI I, Fs U R

=

i ] source $HATEE SCIFRE kysec £ ()

&
RO

RS G A T EA s E X E i sdk S8n04kR

s

5 s AR IIHERE B ARS8 8 A L Tl st

B sm Ay SCOF PRI B DR 1 Tl

W

8.466. security-switch:

B2 secadm it U5 A Al LAY AR B[R]
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B securit-switch YRR A5 B S 2Bk

152 2 AR AN, A7 22 A A5 B A R A

8.467. libsecurityl:

firid it kysec_conf_set dbus J7#k5:3 kysec-daemon #H 22 1R[]
o

Bk spec X, MFHLAERT, ANelAE kysec.conf L E

kysec.conf SCFi M kysec_pblk=0

8.468. libchkuid:

RS I P B R 4 Tr]

8.469. security-reinforce:

1655 358 FH P f ] security-reinforce -f iy 4237 & — B A3 1) 5

T

\

&2 P47 security-reinforce iy 4- AR D1 fE- T A/ T ARG 2 ctrl+D i
AFEHEA TN ASCHF AT >RSI AE

B4 strict BB bashre 35, HIH &5 secadm - $2 2507
FURAE

AASRSCHFE/HSR T, B 5 5P R G R AL A BR T A 15 S 1 2%
e

1852 ML 2 SBR[ 19 /s 5 e SO AN — 2K
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BT R IR 55 AR E R SE V10 SP3 2403 K ATTLW]

TSN A B SRR RS Pn (R B, BAHTES sshd [R5 #
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2 CVE-2021-36058 CVE-2021-36045 CVE-2021-42531 CVE-2021-36064 CVE-2021-425
29 CVE-2021-42528 CVE-2021-36050 CVE-2021-40732 CVE-2021-36056 CVE-2021-42
532 CVE-2021-36053 CVE-2021-36051 CVE-2019-13108 CVE-2019-13504 CVE-2021-3
1292 CVE-2021-32815 CVE-2021-37620 CVE-2021-37619 CVE-2021-34335 CVE-2021-
37618 CVE-2021-37621 CVE-2021-34334 CVE-2021-37622 CVE-2021-37623 CVE-2021
=37615 CVE-2021-37616 CVE-2022-3755 CVE-2022-3756 CVE-2022-25235 CVE-2022-
25236 CVE-2022-25313 CVE-2022-25314 CVE-2022-25315 CVE-2022-40674 CVE-2022
—43680 CVE-2021-38114 CVE-2020-35964 CVE-2020-15969 CVE-2020-15999 CVE-202
0-16012 CVE-2020-26953 CVE-2020-26957 CVE-2020-26958 CVE-2020-26959 CVE-20
2026960 CVE-2020-26961 CVE-2020-26965 CVE-2020-26967 CVE-2023-23606 CVE-2
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2021-44648 CVE-2023-43115 CVE-2023-36664 CVE-2023-28879 CVE-2023-38559 CVE
—2022-28506 CVE-2023-39742 CVE-2022-39260 CVE-2022-23521 CVE-2022-41903 CV
E-2023-5156 CVE-2023-4806 CVE-2023-4813 CVE-2022-48340 CVE-2023-26253 CVE-
2018-17942 CVE-2022-34903 CVE-2020-25969 CVE-2022-2509 CVE-2021-4209 CVE-2
023-0361 CVE-2023-5981 CVE-2023-24539 CVE-2023-245640 CVE-2023-29400 CVE-20
23-29402 CVE-2023-29403 CVE-2023-29404 CVE-2023-29405 CVE-2023-29406 CVE-2
023-29409 CVE-2023-39318 CVE-2023-39319 CVE-2023-39323 CVE-2023-39325 CVE-
2023-39326 CVE-2022-24921 CVE-2022-23773 CVE-2022-28327 CVE-2022-24675 CVE
-2021-44717 CVE-2022-32148 CVE-2022-1962 CVE-2022-1705 CVE-2022-30633 CVE-
2022-30635 CVE-2022-30632 CVE-2022-28131 CVE-2022-30631 CVE-2022-30629 CVE
—2022-30634 CVE-2022-32189 CVE-2022-29804 CVE-2022-29526 CVE-2022-27664 CV
E-2022-41715 CVE-2022-2880 CVE-2022-2879 CVE-2022-41716 CVE-2022-41717 CVE
—2022-41723 CVE-2022-41724 CVE-2022-41725 CVE-2023-24534 CVE-2023-24536 CV
E-2023-24537 CVE-2023-24538 CVE-2023-45285 CVE-2022-25647 CVE-2023-4785 CV
E-2021-3981 CVE-2021-3697 CVE-2022-28735 CVE-2022-28736 CVE-2022-28734 CVE
-2022-28733 CVE-2021-3695 CVE-2021-3696 CVE-2022-2601 CVE-2022-3775 CVE-20
23-4692 CVE-2023-4693 CVE-2023-25567 CVE-2023-25564 CVE-2023-25563 CVE-202
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3-255665 CVE-2022-2122 CVE-2022-1920 CVE-2022-2121 CVE-2022-1922 CVE-2022-1
923 CVE-2022-1924 CVE-2022-1925 CVE-2021-3497 CVE-2021-3498 CVE-2023-2976
CVE-2023-25725 CVE-2023-0056 CVE-2023-40225 CVE-2023-0836 CVE-2023-45539 C
VE-2022-33068 CVE-2023-25193 CVE-2018-13867 CVE-2018-14031 CVE-2018-16438
CVE-2019-8396 CVE-2020-10812 CVE-2021-37501 CVE-2018-14033 CVE-2018-14460
CVE-2020-10811 CVE-2020-10810 CVE-2021-32765 CVE-2022-22719 CVE-2022-22720
CVE-2022-22721 CVE-2022-23943 CVE-2022-29404 CVE-2022-30556 CVE-2022-2861
4 CVE-2022-26377 CVE-2022-30622 CVE-2022-28615 CVE-2022-31813 CVE-2022-283
30 CVE-2022-36760 CVE-2006-20001 CVE-2022-37436 CVE-2023-25690 CVE-2023-27
522 CVE-2019-17567 CVE-2023-31122 CVE-2023-45802 CVE-2022-29486 CVE-2023-2
8711 CVE-2022-1116 CVE-2022-3213 CVE-2022-32547 CVE-2022-44267 CVE-2022-44
268 CVE-2023-1289 CVE-2023-1906 CVE-2023-34151 CVE-2023-3428 CVE-2023-3997
8 CVE-2023-40305 CVE-2022-2068 CVE-2022-0778 CVE-2022-1292 CVE-2022-2097 C
VE-2023-38403 CVE-2023-22081 CVE-2023-22006 CVE-2023-22036 CVE-2023-22041
CVE-2023-22044 CVE-2023-22045 CVE-2023-22049 CVE-2023-21930 CVE-2023-21937
CVE-2023-21938 CVE-2023-21939 CVE-2023-21954 CVE-2023-21967 CVE-2023-2196
8 CVE-2023-21835 CVE-2023-21843 CVE-2022-21618 CVE-2022-21619 CVE-2022-216
26 CVE-2022-21624 CVE-2022-21628 CVE-2022-39399 CVE-2022-21540 CVE-2022-21
041 CVE-2022-34169 CVE-2022-21426 CVE-2022-21443 CVE-2022-21434 CVE-2022-2
1496 CVE-2022-21248 CVE-2022-21283 CVE-2022-21291 CVE-2022-21293 CVE-2022-
21294 CVE-2022-21282 CVE-2022-21296 CVE-2022-21299 CVE-2022-21277 CVE-2022
-21305 CVE-2022-21340 CVE-2022-21341 CVE-2022-21360 CVE-2022-21365 CVE-202
2-21366 CVE-2022-21476 CVE-2022-21349 CVE-2023-21830 CVE-2023-22067 CVE-20
19-10241 CVE-2022-2047 CVE-2022-2048 CVE-2021-32292 CVE-2023-1370 CVE-2021
-20269 CVE-2023-36054 CVE-2022-42898 CVE-2022-46663 CVE-2021-36976 CVE-202
2-36227 CVE-2023-2603 CVE-2022-40320 CVE-2020-27545 CVE-2020-28163 CVE-202
0-0452 CVE-2019-9278 CVE-2020-0181 CVE-2020-0198 CVE-2020-0093 CVE-2020-12
762 CVE-2019-13627 CVE-2022-47629 CVE-2022-3515 CVE-2023-26769 CVE-2022-26
981 CVE-2022-31783 CVE-2023-26767 CVE-2023-26768 CVE-2023-27371 CVE-2019-1
5161 CVE-2019-15162 CVE-2019-15163 CVE-2019-15164 CVE-2019-15165 CVE-2020-
25219 CVE-2023-35789 CVE-2023-1729 CVE-2023-38710 CVE-2023-38711 CVE-2023-
38712 CVE-2023-38633 CVE-2021-36084 CVE-2021-36086 CVE-2021-36085 CVE-2021
=36087 CVE-2021-3200 CVE-2021-44568 CVE-2021-44569 CVE-2021-44571 CVE-2021
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—44573 CVE-2021-44574 CVE-2021-44575 CVE-2021-44576 CVE-2021-44577 CVE-202
3-1667 CVE-2023-2283 CVE-2021-33643 CVE-2021-33644 CVE-2021-33645 CVE-2021
-33646 CVE-2021-46848 CVE-2022-2056 CVE-2022-2057 CVE-2022-2058 CVE-2022-3
597 CVE-2022-3527 CVE-2022-3526 CVE-2022-3570 CVE-2022-3598 CVE-2022-3599
CVE-2022-3970 CVE-2022-48281 CVE-2023-0795 CVE-2023-0796 CVE-2023-0798 CV
E-2023-0799 CVE-2023-0800 CVE-2023-0802 CVE-2023-0803 CVE-2023-0804 CVE-20
23-0797 CVE-2023-0801 CVE-2023-2731 CVE-2023-26965 CVE-2023-3316 CVE-2023-
25433 CVE-2023-26966 CVE-2023-2908 CVE-2023-3576 CVE-2023-38288 CVE-2023-3
8289 CVE-2023-3618 CVE-2022-40090 CVE-2022-34526 CVE-2023-6228 CVE-2023-62
77 CVE-2020-29260 CVE-2023-1999 CVE-2022-3554 CVE-2022-3555 CVE-2023-3138
CVE-2023-43785 CVE-2023-43786 CVE-2023-43787 CVE-2023-45322 CVE-2023-28484
CVE-2023-29469 CVE-2022-40303 CVE-2022-40304 CVE-2016-3709 CVE-2022-29824
CVE-2022-23308 CVE-2022-44617 CVE-2022-46285 CVE-2022-4883 CVE-2021-30560
CVE-2021-44832 CVE-2022-47925 CVE-2018-3282 CVE-2018-3174 CVE-2018-3143 C
VE-2018-3156 CVE-2018-3251 CVE-2018-3185 CVE-2018-3277 CVE-2018-3162 CVE-
2018-3173 CVE-2018-3200 CVE-2018-3284 CVE-2019-2510 CVE-2019-2537 CVE-2019
—2614 CVE-2019-2627 CVE-2019-2805 CVE-2019-2740 CVE-2019-2739 CVE-2019-273
7 CVE-2019-2758 CVE-2020-2922 CVE-2021-2007 CVE-2019-2974 CVE-2019-2938 C
VE-2020-2780 CVE-2021-2144 CVE-2020-2752 CVE-2020-2812 CVE-2020-2814 CVE-
2020-2760 CVE-2020-13249 CVE-2021-2022 CVE-2020-15180 CVE-2020-14812 CVE-2
020-14765 CVE-2020-14776 CVE-2020-14789 CVE-2020-28912 CVE-2021-2194 CVE-2
021-27928 CVE-2021-2166 CVE-2021-2154 CVE-2022-21451 CVE-2021-2372 CVE-202
1-2389 CVE-2021-46658 CVE-2021-35604 CVE-2021-46667 CVE-2021-46662 CVE-202
2-27385 CVE-2022-31624 CVE-2022-24052 CVE-2022-24051 CVE-2022-24050 CVE-20
2224048 CVE-2021-46659 CVE-2022-21595 CVE-2021-46665 CVE-2021-46664 CVE-2
021-46661 CVE-2021-46668 CVE-2021-46663 CVE-2023-5157 CVE-2022-32091 CVE-2
022-32084 CVE-2022-38791 CVE-2022-47015 CVE-2022-40982 CVE-2022-38090 CVE-
2022-33196 CVE-2023-23583 CVE-2022-2255 CVE-2022-41974 CVE-2023-4874 CVE-2
023-4875 CVE-2022-1328 CVE-2020-14954 CVE-2022-44370 CVE-2020-21528 CVE-20
23-29491 CVE-2022-24805 CVE-2022-24806 CVE-2022-24807 CVE-2022-24808 CVE-2
022-24809 CVE-2022-24810 CVE-2022-44792 CVE-2022-44793 CVE-2023-44487 CVE-
2023-35945 CVE-2022-41742 CVE-2022-41741 CVE-2019-9511 CVE-2019-9513 CVE-2
019-9516 CVE-2021-23017 CVE-2022-43548 CVE-2022-40284 CVE-2020-15025 CVE-2
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023-26551 CVE-2023-26552 CVE-2023-26553 CVE-2023-26054 CVE-2023-26555 CVE-
2022-29165 CVE-2023-2953 CVE-2021-42780 CVE-2021-42782 CVE-2023-2977 CVE-2
023-40660 CVE-2023-40661 CVE-2023-38408 CVE-2023-51385 CVE-2023-48795 CVE-
2023-5678 CVE-2023-3817 CVE-2023-3446 CVE-2023-2650 CVE-2023-0464 CVE-2015
-8011 CVE-2020-27827 CVE-2020-35498 CVE-2022-4338 CVE-2023-1668 CVE-2023-5
366 CVE-2022-47021 CVE-2020-27780 CVE-2022-1586 CVE-2022-1587 CVE-2021-367
70 CVE-2023-31486 CVE-2023-31484 CVE-2022-3560 CVE-2022-44638 CVE-2023-240
56 CVE-2023-419156 CVE-2021-4115 CVE-2022-27337 CVE-2022-37050 CVE-2022-370
51 CVE-2022-37052 CVE-2022-38349 CVE-2020-23804 CVE-2020-36023 CVE-2022-41
946 CVE-2021-20229 CVE-2021-32028 CVE-2022-4603 CVE-2023-4016 CVE-2019-182
17 CVE-2021-46854 CVE-2022-33070 CVE-2021-22570 CVE-2019-20907 CVE-2021-41
89 CVE-2022-0391 CVE-2015-20107 CVE-2021-28861 CVE-2020-10735 CVE-2022-374
54 CVE-2023-24329 CVE-2022-23491 CVE-2023-37920 CVE-2023-23931 CVE-2021-21
240 CVE-2022-21797 CVE-2022-2309 CVE-2022-24302 CVE-2022-22815 CVE-2022-22
816 CVE-2022-45198 CVE-2023-44271 CVE-2022-45199 CVE-2022-24303 CVE-2021-2
3437 CVE-2020-14422 CVE-2021-33503 CVE-2023-33733 CVE-2020-28463 CVE-2023-
32681 CVE-2022-40897 CVE-2023-28370 CVE-2023-43804 CVE-2023-45803 CVE-2023
—23934 CVE-2023-25577 CVE-2023-2861 CVE-2023-0664 CVE-2023-3180 CVE-2023-3
354 CVE-2020-24165 CVE-2020-13791 CVE-2021-3638 CVE-2022-35414 CVE-2021-35
07 CVE-2021-20257 CVE-2020-13253 CVE-2021-3607 CVE-2021-3608 CVE-2022-0216
CVE-2022-4144 CVE-2022-1050 CVE-2023-24607 CVE-2023-32762 CVE-2023-32763
CVE-2023-37369 CVE-2023-33285 CVE-2023-34410 CVE-2023-38197 CVE-2023-43114
CVE-2021-45930 CVE-2023-32573 CVE-2020-0570 CVE-2020-17507 CVE-2021-32626
CVE-2021-29478 CVE-2021-32672 CVE-2022-36021 CVE-2023-28856 CVE-2021-3593
7 CVE-2021-35939 CVE-2021-35938 CVE-2022-29154 CVE-2022-24903 CVE-2022-248
36 CVE-2023-36617 CVE-2023-28755 CVE-2023-28756 CVE-2021-33621 CVE-2022-32
743 CVE-2022-3437 CVE-2022-44640 CVE-2022-45141 CVE-2022-38023 CVE-2023-09
22 CVE-2022-2127 CVE-2023-34966 CVE-2023-34967 CVE-2023-4091 CVE-2023-4266
9 CVE-2023-24626 CVE-2022-4743 CVE-2013-4235 CVE-2023-4641 CVE-2023-29383
CVE-2017-3735 CVE-2017-3737 CVE-2018-0732 CVE-2018-0739 CVE-2019-1563 CVE
-2020-1971 CVE-2021-23841 CVE-2021-3712 CVE-2022-41854 CVE-2022-25857 CVE-
2022-38749 CVE-2022-38750 CVE-2022-38751 CVE-2022-38752 CVE-2023-34454 CVE
—2023-34455 CVE-2023-43642 CVE-2021-33844 CVE-2023-32627 CVE-2021-23159 CV
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E-2023-34432 CVE-2023-34318 CVE-2021-23172 CVE-2021-3643 CVE-2021-23210 CV
E-2022-31650 CVE-2023-26590 CVE-2022-31651 CVE-2017-18189 CVE-2023-32697 C
VE-2021-46784 CVE-2022-41317 CVE-2022-41318 CVE-2023-46846 CVE-2023-46847
CVE-2023-46724 CVE-2023-46728 CVE-2023-49285 CVE-2023-49286 CVE-2023-50269
CVE-2022-40617 CVE-2023-42465 CVE-2022-43995 CVE-2023-22809 CVE-2023-2848
6 CVE-2023-28487 CVE-2022-39377 CVE-2023-33204 CVE-2022-3821 CVE-2023-2660
4 CVE-2023-1672 CVE-2023-39804 CVE-2021-35331 CVE-2023-1801 CVE-2023-32700
CVE-2023-1393 CVE-2023-22745 CVE-2023-46316 CVE-2022-30767 CVE-2022-34835
CVE-2022-3204 CVE-2022-30698 CVE-2022-30699 CVE-2023-1108 CVE-2023-2609 C
VE-2023-2610 CVE-2023-2426 CVE-2023-1264 CVE-2023-1170 CVE-2023-1175 CVE-
2023-0433 CVE-2022-47024 CVE-2023-0288 CVE-2023-0049 CVE-2023-0051 CVE-202
3-0054 CVE-2022-4292 CVE-2022-4293 CVE-2022-3491 CVE-2022-3520 CVE-2022-35
91 CVE-2022-4141 CVE-2022-3705 CVE-2022-3324 CVE-2022-3297 CVE-2022-3296 C
VE-2022-3352 CVE-2022-0135 CVE-2022-0175 CVE-2021-3782 CVE-2023-28204 CVE
-2022-2319 CVE-2022-2320 CVE-2022-3551 CVE-2022-3553 CVE-2022-4283 CVE-202
246340 CVE-2022-46341 CVE-2022-46342 CVE-2022-46343 CVE-2022-46344 CVE-20
23-0494 CVE-2022-3550 CVE-2023-5367 CVE-2023-5380 CVE-2023-6478 CVE-2023-6
377 CVE-2022-24795 CVE-2023-37732 CVE-2023-45853 CVE-2020-18770 CVE-2022-3
625 CVE-2020-35728 CVE-2022-42012 CVE-2022-42011 CVE-2022-39253 CVE-2022-4
1853 CVE-2022-4603 CVE-2022-42252 CVE-2022-41953 CVE-2022-41973 CVE-2022-2
5881 CVE-2023-22490 CVE-2023-23946 CVE-2022-48303 CVE-2022-47952 CVE-2022-
37704 CVE-2023-28708 CVE-2023-24593 CVE-2023-25180 CVE-2023-29007 CVE-2023
25652 CVE-2023-30570 CVE-2023-25815 CVE-2022-3171 CVE-2022-1941 CVE-2023-
30861 CVE-2023-2856 CVE-2022-48565 CVE-2022-48566 CVE-2023-39356 CVE-2022-
48174 CVE-2023-39352 CVE-2023-40186 CVE-2023-40188 CVE-2023-40569 CVE-2023
—40589 CVE-2023-39354 CVE-2023-39351 CVE-2023-39350 CVE-2023-39353 CVE-202
3-40181 CVE-2023-40567 CVE-2023-23918 CVE-2023-23920 CVE-2023-30581 CVE-20
23-30590 CVE-2023-32006 CVE-2023-32002 CVE-2023-3823 CVE-2023-3824 CVE-202
3-0662 CVE-2023-41080 CVE-2023-40217 CVE-2023-27043 CVE-2023-45648 CVE-202
3-28450 CVE-2023-325669 CVE-2023-4738 CVE-2023-4752 CVE-2023-4750 CVE-2023-
4733 CVE-2023-4736 CVE-2023-4735 CVE-2023-4734 CVE-2023-4781 CVE-2023-5344
CVE-2023-55635 CVE-2023-5441 CVE-2023-48706 CVE-2023-46246 CVE-2023-30589
CVE-2022-40151 CVE-2023-45866 CVE-2023-6121 CVE-2023-46218 CVE-2023-37327
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CVE-2023-22742 CVE-2023-44442 CVE-2023-6004 CVE-2023-44444 CVE-2022-41966
CVE-2023-5341 CVE-2022-4065 CVE-2024-23301 CVE-2023-35887 CVE-2022-26592 C
VE-2022-43358 CVE-2022-43357 CVE-2021-33391 CVE-2022-40898 CVE-2023-0437 C
VE-2022-40023 CVE-2021-25786 CVE-2023-50229 CVE-2024-0727 CVE-2024-22211 C
VE-2023-51042 CVE-2023-6931 CVE-2024-0340 CVE-2023-51043 CVE-2023-46343 CV
E-2024-23849 CVE-2023-36328 CVE-2024-24806 CVE-2024-24577 CVE-2023-3966
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